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What Is Risk Management 
• Systematic Process to Identifying, Analyzing, Prioritizing and 

Tracking Risk Drivers; Developing Risk-handling plans; 
Mitigate Anticipated and Arising Risks 

• Program Tool To Assess and Mitigate Events That Might 
Adversely Impact The Program Thereby Increasing The 
Likelihood Of Success. 

- Identifying Alternative to Achieve Cost, Schedule, and 
Performance Goals 

- Assist In Making Decisions On Budget and Funding Priorities, 

- Provide Risk Information For Milestone Decisions 

- Allow Monitoring The Health Of The Program 



Risk Management Process 

dentification 

uantification and Prioritization 
1Mitigation Planning 

• Implementation of Risk Reduction 
· ·. • Tracking Process 



antification and Prioritization 

Risk Analysis Identify Potential 
Risk Items 

Identify Requirements/Factors 
Associated with Each Risk 

Determ Ina Probability of Failure 
P 1=PM+Pc+Po 

Determ Ina Consequences of Failure 
C 1=i*C 1+j*C 0 +k*C 0 

p F=a •p MHw+b·P us.+c•P CHw+d*P csw+e*P p+rP Sup+g*P Co •1+h*P Sch 

No 

Compute Risk 
R,=P,+C,-P 1*C 1 

High Risk 
Yes • Risk Report 

_;;::,•------------------.-i. Risk Mitigation P Ian 
• Ma nag em en! Visibility 

Medium Risk 
Yea • Risk Report 

>·--------------------t~. Risk Mitigation P Ian 
• Follow as Action Item 

Low Risk 
• Periodic Review 

'---------------------~. Monitor Risk Level 



Magnitude 

0 1 (very low) 

07 (high) 

0.9 (very high) 

ntification and Prioritization 
sequence of Failure Guidelines 

C. =c. 
Ci =Consequence off ai lure due to technical factor 

C, =C, 

Cs =Consequence of failure due to change in schedule 

Cc •Ccd+Ccp +Ccs 

Ced 
=Consequence of failure due to change in development cost 

Ccp =Consequence of failure due to change in production cost 

Ccs =Consequence of failure due to change in support cost 

and ¥mere: I, · and k are wei htin factors whose sum e uals one. 
Technical Factor (Ct) 

Minimal or no consequences, 
unimportant 

Small reduction in technical 
performance 

Some reduction in technical 
performance 

Significant degradation in 
technical performance 

Technical goals cannot be 
achieved 

Schedule Factor (Cs) Cost Factor (r.c) 

Negligible impact on program, 
slight development schedule 
change compensated by available 
schedule slack 

Minor slip in schedule Oess than 1 
month), some adjustment in 
milestones required 

Small slip in schedule 

Development schedule slip in 
excess of 3 months 

Large schedule slip that affects 
segment milestones or has 
possible effect on system 
milestones 

Develo ment (f.cd) Production ) 

Budget estimates not exceeded 
some transfer of money 

Cost estimates increased by 1 to 
5 percent 

Cost estimates increased by 5 to 
~ percent 

Cost estimates increased by~ 
to 50 percent 

Cost estimates increased in 
excess of 50 percent 

Budget estimates not exceeded 
some transfer of money 

Cost estimates increased by 1 to 
5 percent 

Cost estimates increased by 5 to 
~ percent 

Cost estimates increased by ~ 
to 50 percent 

Cost estimates increased in 
excess of 50 percent 

Su ort (f.cs) 

Budget estimates not exceeded 
some transfer of money 

Cost estimates increased by 1 to 
5 percent 

Cost estimates increased by 5 to 
~ percent 

Cost estimates increased by ~ 
to 50 percent 

Cost estimates increased in 
excess of 50 percent 



0 l (low-) 

0.7 (Hoh) 

0 9 (Very Hgt,) 

antification and Prioritization 
obability of Failure Guidelines 

Ex,si'ng 

P,..-••P-• b*P- P0•e*Pp+r'P-• g*Pc-•h*Pkh 
p- =Probability of failure due to degree of hardware maturity 

P,..w =Probability of failure due to degr88 of software maturity 

Pp =Probability of failure due to dependency on Producibility 

PSl4> =Probability of failure due to dependency on Supportability 

Peoa =Probability of failure due to dependency on Cost 

Pc•c*Pa-+d*Pc- PSct, =Probability of failure due to dependency on Schedule 

Po,w =Probability of failure due to degree of hardware complexity 

Pcsw =Probability of failure due to degree of software complexity 

--

Com lex 
Hardware Pa. 

_De,., 

Mnor lncre•ses In 
Camploxly 

-·· Increases 

Proa"'Pllhw•b-P .. w+c""PCh..,•~c .... ••-P,.+M»...,+g'"'Peo.-•h"'P9o1, 

Minor lnueeses In 
Complexly 

a b c d a f and h are wei htin 

Hardwwe: 14n kter6:al lem Meeting Al A ~ lem Has BNn Flelded & i. Cost lfstlm«e Bend On V.-.:tor Quotes for • SchocUe Estirnales Based On Vendl::lr 
Performance ~s Is c....,entty In Being~ wth., Estllllbllshed Defined lem, ~ Off~.Sheft lem or• Qual:e9 far• \l'!lel Defrted lem, w, Off-the. 
Production Sottwere: Reualltilt or COTS & .....,e LogMttca Syatem; No New Catllbg Pftee kw _, Rem; No H/W or SN+/ SNtf hffl or • Catalog lem; No HNV or S/W 
SN'flaA-.-NoNowC--.0 ~Teclroak)glnor....,.,.,...• ChongolaR .... ed;-_,,COII ~,,_,•R-ed;--~ 
Is Rec:,ied To ExlCUe FWldklna. Are R~ red To SUp.-port tt. lem E~ Is lndependenl of he SUcceas of E---. Is lndependenl of the SuccHs of 

Hardwwe: SlmllM- lem ts a..rrentty n Pr_,_,.__ 
hlnorCaplol_la_ 
Softwere: ~ SNVi, Another 
L...,..., or sv,;ftc_. Reunble 
McdAH May Be Used, or COTS May Be 
Used, or COTS Avellible for a Portion of 

F..-y,CodolaF..-Y, 
Code ts Tr..-.laled to Another L.-...-ve 
or Rehosted On Offf_.,. Maclwle wlh --· t-tartN¥.-e: An 18m wtti Smlar PerlormratHa ___ ln 

Qo.aflv!MAl--&-•­
AI Mllleriata & Rqm:a Ive Sottwwe: 

- SN'IFuncllOno ,_ -
Been Used; MoclflcaHana to AlgOrlhme 
& S/1141 lmplernertate oo Offferences Ate 
Known aA ~. wlh Moderate 
NowF 

Olhet'Efforts 
A SMlls •em Has Been Ctnerfly lern Cost Esttmate Based On, or ExtrlllP(IAated lem ~ Esttmates Based On, or Ext 
~. or HN Been ftom, Program Adullls or~ lnfonMtt rapaletedfro,n, Pt(9'am Aetuels or SUppller 
Defflonetrllled To Be ~ebla; on for• Very Sln'llar lem 1'hll: Is .-..,eedy In hformlllon fer• Very~ lem Thet Is 
Orly,...,... a-,gin to Existing Pt~ ,..... ncreese., HNV & SJW .A.niedy ri Production, Minor lncrNW In H/W 
~ Techr'lok>giea or Procedl.r• ~xty or Peffonnance Rqnt~ & S/WCampexly or PerfomwlCe RqrNs, 

Be Requred to~ the tem AchleYement of cost Estlmlllte Mey ee Slghlty AchleYement of Schecl..N Estmetes May Be 
Oependent Of the SlM::ceas Of other Progreffl, Slgt,tty Oependent 01' the Success of other 

Ccnractor or Ooverrwnenl ActMtn, (SLOC) Progra11, Cortr.::tor or OoYernmert Ac:.tMie3 --OnSomo,._ __ 

--lnConcoplHeve­
s..,,parted A.9 Flll6ded Systems or 
DI.ring Teat;~-­
-llltona -Bo-odlo 
E-su,,portT-or 
PrOCOCU'ee to SUpport the lern 

IAgacy&-Prct--

Results from• Colt Moelel In W'ti'lthe 

- la,_ & tho Scope of tho _ .. _, __ ~In 

HNV & SloN Camploxly - Perfcma,ee 
Rqm:s; ~ Of C09t Eltfflal es May 
Be Oependent On the SUcoes• Of Other 
Program, eora.:t or OoYernmert Acttvllas, 
SLOC Estimates BNed On Very lltlt 

L & No Prct 
~ rems Have Been Ulder Some Cost Estmate Bend On lileertll!llnltes In 

Oeg,oo of~, 1M No ScopeOeflnllon olthe lleon; --
"- su,,por,--,RqnCo Moy lncf-lnCamploxlY, - ._.._., SI 

RINU ts from. SchedlN Modet In Ww:hthe 
Scope.OeMlon of the System Is Adeq.,ale; 
ModenN llncrean n HNV & SIN Complexly 
of PwfOf'tMlf"Ce Rqmts, ~ of _..,,-....,11e,__....,.,., 

Suocesa. of other Progrem, Corttector or 
"""""-"' .......... 
ScneGie Esn-nate De:.elOPedwth 
l.hcerlaltttes In the Scof)ol Deflr'llton Of the 

Toctroology New Software Signlflc ... Slg,lflc ... 
Produc:tion Process Are Known; Have Been fstal:llshed to Some Mod!Aes; AciwYefflenl of Cost Estinate 

._ ~ --In Camploxly; -
tncreese ri ~ & Sa• of SIWMod.Ns; .-.- SlnN"toExfstrig Increase --Complex0e9ign 

Slate of Ar1 Some 9811:e of Art 
Reseerch Neve,Done E:dremety Complex 
C""""°'e Before 

Softwtlre: SNV Prolctypn: & Slrnua.tionl Degree; Stmat:ariial Moclfictiticns to May Depend SV'fflc....., On the Success or 
l-t9'.'e Been I.Jsed ri., Engl neertng HIW Extslng TedYlalogles or Proc«iJres Ol"ler Program, contractor or OoYerrvnent 
Erwtronmerl, SIWCrellted Moatty 1ron , Together wlhNew TectnobgyY"9 ActtYlles, SJWAf>plcetlonRepreserfa New 
Se<olch __ .,._..,. -!le-od To su,,portthe ~ & Ve,yL11to·L-Con!le 

T 1em to SLOC Estfflllti on Procns 
No 5'Tllw' System Hn Been Ftelded ""iOr Uncettalrfles Extst RNPd to the 
or Developed to Arnt SIA:tst#111111 Scopel Oef'lnlton Of the lem To Be Estlmllled; 
Degree; Exlsttng Sl...,.:,ort HgNv Complex H/W & SNY, AcNeverner1 of 
T"""'-9 & Procecuos "'• eo.o es1-.. Moy lie Hlghly--. 
nedequate; New Technologies V\a upon the Success of Other Program, 
Ba R ed Corvactor 

AcNe¥efflert of SchecUe E:ltfflltes May 
Depend Slgrfflcnty On the Success of 
Olt'e'" Program, Cortr.ctor cw OoYemmenl: 
AdMtes 

Mlior' l..hcert~S Exist Refaled to the 
ScopeOe..-.ton Of the lem To Be Estmf!lted; 
HgNy Cclffls:llex HNV & S.W, ~ Of 

~-osMoylloHlghly___, 
\.4')01"1the Success ot Other Program, 
Cortractor or Oovernmert ActtvtiH 



antification and Prioritization 
ulation Of Probability Factor P 

Probability of Failure PpPM+Pc+P0 

• Maturity PM 

-PM=a*PMHw+b*PMsw 

• Complexity Pc 

- Pc=c*PcHw+d*Pcsw 

• Other Dependency P 0 

- P0 =e*Pp+f*Psup+g*Pcost+h*Psch 



antification and Prioritization 
lation of Consequence Factor C 

Cpi*Ct+j* C5+k* Cc 
• Technical Ct 
• Schedule C5 

• Cost Cc 
- Development 
- Production 
-Support 



antification and Prioritization 
lculation of Risk Factor R 

R, = (P ,+C,) - (P, *C,) 
• High (Rf~ 0. 7) 

- Risk Reporting 

- Risk Mitigation Plan 

• Medium (Rf~ 0.3) 
- Risk Reporting 

- Risk Mitigation Plan 

• Low (Rf< 0.3) 
- Periodic Review 



antification and Prioritization 
Three Levels of Uncertainty 

imited Experience 

;' isk Consequences Have Substantial Impact to Cost, Schedule, 
-" :Jr?}or Performance 

//' ->-<_,: 
,, ;' .. ·,,.' . ., ··• 

• Knowledge base is usually derived from Laboratory and 
Occasionally Component Tests. 

• Category Is Assigned When The Knowledge Base Sufficiently 
Establishes The Proposed Technology Is Feasible 

• Risk Mitigation Requires The Following To Change Risk To Low 

- Technology Refinement 

- Design and Fabrication Development 

- Component Testing 

- Large Scale System Tests 



antification and Prioritization 
Three Levels of Uncertainty 

·um Risks 

artial Knowledge and Experience 

now/edge base is derived from Component and Limited 
... Subscale Testing. 

• ·A Moderate Amount Of Additional Analysis, Design 
Development, And Testing Is Necessary To Achieve Low 

• Testing Performed Establishes Desired Performance Is 
Achievable 



antification and Prioritization 
Three Levels of Uncertainty 

ubstantial Knowledge And Experience 
<' - Technology and/or Process 
/<: .. 

t,s?fOrdinary Engineering and Established Manufacturing Practices 
Are Used 

• Consequences From Any Remaining Uncertainties Are Small 
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Mitigation Planning 
lsorisk Chart 

----~-----• -----1-----~-----
I I I 
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c, - Consequences of Failure 

e2S Rilk Title With The Highest Rf Value 

e20Rlal<Tille 

e24Rial<Tille 

• 49 Rial< Tille 

• 54Rlal<Tlffe 

• 48Rial<Tlffe 

e34Rlal<Tlffe 

• «Rial<Tille 

• 3 Rlal<Tille 

• 4Rlal<Tlllo 

e35 Rlal<Tlllo 

• 45Rlal<Tlffe 

e33Rlal<Tillo 

e22Rlal<Tlffe 

• 48Rial<Tltle 

e23Rial<Tille 

j.37Rial<Tltle 

• 40 Rial< Tlffe 

• S Rial< Tille 

j.27 Rial< Tille 

j.28Rial<Tille 

e21 RilkTitle 

• 42Rial<Tltle 

• 38Rial<Tille 

• 39Rial<Tille 

• a RI• Tille 

• 53 Rial< Tlllo 

j.28Rial<Tlffe 

• VRlal<Tltle 

• 47Rial<Tltle 

• 51 AIU Tiae 

• 8Rlal<Tille 

• SORial<Tille 

• '3Rial<TI1ie 

• 7 Rial<Tltle 

• 41 Rial<Tille 

• S2Rial<Tille 

j.32 Rial< TI1i• 

j.30Rial< t 

j.31 Risk Title 

• 10 Risk Title With The Lowest Rt V• tu. 



mentation 

rm (Example) 



Tracking Process 
Waterfall Chart 

3 Risk Title 
Owner Name ••2rt•k Chart: 

em11.~ ~ 
Date Riek Date Riek 

Risk defined 1•Jan•98 0.88 1-Jan•98 0.88 
1•Aug•98 ().86 

31•Mar•99 0.85 
2 Step 1 of ri~.k~m~it~ig=a=ti~o~n~P~la=n~------------,.-~=~~ 
3 _SteJ) 2 of riskmitigat_lon P~la~n~--------~=~~-~~---

1•May•99 0.84 __ 4 __ §tep 3 of risk mitigation _Lp=la=n ___ -------~=~~-=~---
5 Step 4 of risk mitigation plan 1•Jun•99 0.82 
6 Step 5 of risk mitigation plan 1·JUn•99 0.80 

1·NOV•99 0.75 --~L_____filep 6 of risk mitigation plan _____ -----------~---
- _8__filep 7 of risk mitigation plafl ___ _ 
__ -~-____§!_~ 8 of risk mitigation plan 
__ 10_~9 of risk mitigation plan 
__ 11_ Step 1 O of risk mitigation plan 

12 Step 11 of risk mitigation plan 
_1_3 __ S_tep 12 of risk mitigation plan 

24·Dec·99 0.70 
31•Aug-OO 0.56 

l·Nov-02 0.46 
30•Sep-03 0.36 
31·Oct-03 0.33 
1•Jan-Q4 0.29 
1-JuI·04 0.22 _ __l!______J,tep 13 of risk mitlgatiol! .P._la_n _____________ _ 

1·Aug·04 0.17 _1.§___§tep 14 of ris"-k~m=lt=lg"'a°'ti'-=o'-'n-<pcclan=--------------'--'--=-"--''--'---~~ 

Riak waterfall Chart: 
1 

·-------

--~---

0.8 

! a 
l o.s 
0 
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E o.4 
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0.2 

0.0 
0.0 0.2 0.4 0.6 

C, • Conuquences of Failure 

0
.
9 
____________ 2_· : 3 4 

5 
Phaatt Ill Deciaion 

0.8 ·: ··············;·········0··$ •• , •• l::li.9.h ••••••••••• e 1: 
. . ···•~: 

0.8 

0.7 -i------------------------------------,.----------------0--------
I 

Medium 
o••···········f 

0.3 -j-___________ ._ ______ ,__ ______________ -+ __ __, __________________ _.. 

~ 'I Low 
O.l 1998 ;1999 :2000 

0 _...,____________i---+--~--~~-1-- -~-~~,-~-~---+----~-~--t--~--~--+---~-~-r--~-~-~---+--~~-~----J 

1.0 

1•Jan•98 2•May•98 1·Sep•98 1•Jan•99 3•May•99 1·Sep•99 1-Jan•OO 2•May-OO 1·Sep·OO 1•Jan•01 

Time 



mmary 

What Risk Management Is 

Risk Management Process 
• Identification, Quantification, Prioritization, 

Mitigation Planning, Implementation of Risk 
Reduction and Tracking Reductions 

• Develop Example Risk 

• Questions/ Answers 




