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sk Management

What Is Risk Management
o Systematic Process to Identifying, Analyzing, Prioritizing and
Tracking Risk Drivers; Developing Risk-handling plans;
Mitigate Anticipated and Arising Risks
e Program Tool To Assess and Mitigate Events That Might
Adversely Impact The Program Thereby Increasing The
Likelihood Of Success.
— Identifying Alternative to Achieve Cost, Schedule, and
Performance Goals
— Assist In Making Decisions On Budget and Funding Priorities,
— Provide Risk Information For Milestone Decisions
— Allow Monitoring The Health Of The Program



Risk Management Process
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B dentification

uantification and Prioritization
“Mitigation Planning

m /mplementation of Risk Reduction
m /racking Process



antification and Prioritization

Risk Analysis Identify Potential
Risk items

}

Identify Requirements/Factors
Associated with Each Risk

v

Determine Probability of Failure
P'=Pu+Pc+PD
Pe=a*Punw+b*PuswtC*Pcuw+d Pcgu+t @ Pptf*Payp+ g Pconth*Pacn

[ |
v

Compute Risk

4

Determine Consequences of Failure
C=i"C+j*C .+k*C,

H,:P"'-C"P"C]
High Risk
Yes * Risk Report
HF>0.7/ —®]* Risk Mitigation Plan

* Management Visibility

No
Medium Risk
Yes * Risk Report
HF’V »1. Risk Mitigation Plan
* Follow as Action ltem
No
Low Risk
* Periodic Review

1+ Monitor Risk Level




G =G

C, =Consequence of failure due to technical factor

[
-

=C.

Cs =Consequence of failure due to change in schedule

i i

C. 'Cw+Cq,+C.,

Ced
=Consequence of failure due to change in development cost

intification and Prioritization
sequence of Failure Guidelines

Cep =Consequence of failure due to change in production cost
Ces =Consequence of failure due to change in support cost

and where: |, j and k are weighting factors whose sum equals one.

Magnitude Technical Factor () Schedule Factor (C) Cost Factor (C;)
Development (C.q) Production (C.) Support (C.)
Negligible impact on program,
0.1 (ery low) Minima or no consequences, slight development schedule Budget estimates not exceeded | Budget estimates not exceeded | Budget estimates not exceeded
ey unimportant change compensated by available | some transfer of money some transfer of money some transfer of money
schedule slack
- . Minor slip in schedule (less than 1 . . . . . .
Small reduction in technical - . Cost estimates increased by fto | Cost estimates increased by 1 10 [ Cost estimates increased by 1 o
0.3 (low) month), some adjustment in
performance ) ) 5 percent 5 percent 5 percent
mitestones required
0.5 (medium) Some reduction in technical Small slip in schedule Cost astimates increased by 5to | Cost estimates increased by 5to | Cost estimates increased by 5 to
performance 20 percent 20 percent 20 percent
. Significant degradation in Development schedule slip in Cost estimates increased by 20 | Cost estimates increased by 20 | Cost estimates increased by 20
0.7 (high) .
technical performance excess of 3 months to 80 percent to 50 percent to 50 percent
Large schedule slip that affects
0.9 (very high) Technical goals cannot be segment milestones or has Cost estimates increased in Cost estimates increased in Cost estimates increased in

achieved

possible effect on system
milestones

excess of 50 percent

excess of 50 percent

excess of 50 percent




pm
Puaw

pctvw
pth

Pu=8"Prnw D" Puew
=Probability of failure due to degree of hardware maturity
=Probability of failure due to degree of software maturity

PC-C-PCIM*d.PCm
=Probability of failure due to degree of hardware complexity
=Probability of failure due to degree of software complexity

PFpm'i'

Pc+Pp

Pe

Peost
Pson

Prea*Puny * b Py + CPrre + 0" Prsu + 8°Pp o PP o + I Pron * h " Puon,

Pp=e " Pptf Pgupt 3" Pcost*h*Pscn

=Probability of failure due to dependency on Producibility
=Probability of failure due to dependency on Supportability
=Probability of failure due to dependency on Cost
=Probability of failure due to dependency on Schedule

antification and Prioritization
obability of Failure Guidelines

and whare: abcd e f g and h are weighting factors whose sum equals ons.
Magnitude Maturity Factor (Py) Complexity Factor (P¢) Dependency Factor (Pp)
9 Hardware Pute | Software Prgy Hardware Pene Software Peew Producibliity Py Supportabliity Pe, Cont Peont Schedula Py,
[Hardware. An idertical Rewm Mesting Al [A Similer kem Haz Been Fisiied & I3 {Cost Estimate Baged On Vendor Quotes for e [Schodule Estimates Based On Vendor
Performance Rarmits Is Currentty In Being Supported with an Estabished [Wel Defined ke, an Oftthe.Sheif ktem or 8  |Quotes for a Wed Defined Rem, an Off-the-
Production Softwere: Reusabis or COTS |& Mahure Logistics System; No New |Catalog Price for an Rem, No /W or Sav Sheif kem or & Catalog Rem; No HWW or S/W
Oi(veryLow) | Existing Existing Simele Design Sitpio DeSIIN | aw ta Avallable, Almast No New Goding |Support Technologles or Proceduroe |Chenge is Recquired, Achleving Cast Changes Are Required, Achieving Schedulo
ts Required To Execute Functions. Are Requi red To Sup-port the tem  |Estimates is Independent of he Success of  |Estimetes ks independent of the Success of
Any Other Efforts, Souwrce Lines of Code Other Efforts
Hardware: Sirmfler fem is Currently in (A Sinlar Rem Has Been Currertly Rem Cost Estimete Based On, or [Ram Based On, or Ext
Production, Simple Retooling andior Supported, or Hes Been from, Progrem Actusls or Suppller Informatt  |rapolatedtrom, Program Actusis or Supplier
Minor Capltal investmant iz Needed; [Demonstrated To Be Supportebls; lon for & Very Simar tem That Is Aready in  {Information for & Very Simlar fem Thet ts
Softwere: Equivelent SAV in Another Only Minor Chenges to Existing Production; Minor InCrease in HAV 8 S/W Already In Production; Minor Increese in YW
. ncreases in MINor Increases in Languege, or Significant Reusable Support Technologies or Procedures | Complexity or Performence Ramts; & S/W Complexity or Performance Rarrs;
a3 (Low) Minor Redesion Minor Redesign P Py Modules May Be Used, or COTS May Be WMl Bs Required to Support the tem | Achievement of Cost Estimate May Be Sightty | Achievement of Schedule Estimates May Be
M Used, or COTS Avallable for a Portion of (Dependert of the Success of Other Progrem, | Stightty Depandert of the Success of Other
[the F , Code |s Fur Y. (Contractor or Government Activities, (SLOC) |Program, Cortrector or Governmernt Activities
Code k& Transiated to Another Langusge Estimetes Besed On Some Appropriste
or Rehosted On Differant Mechine with Legecy & Minimel Prototype Activity
Minimal New Fi
Hardwers: An Rem with Similar Rema Similar in Concept Heve Been [Results from e Cost Modet In Which the [Resul t 3 from o Schedule Model | n Which the
Performance Has Not Been Produced in As Fleided Sy or s Feasbia & the Scops of the ScopeiDefirition of the System is Adequats;
Quantty But Al Materisis & Rants Are  |During Test; Substential System Is Adequate ; Moderate InCreese in 30 In HAW & SW C
Al Materiels & Ramis Are Softwaere: |Modifications May Be Required to HAV & SAV Complexily andior Performence  [of Performence Ramts, Achisvement of
0 5 (Medum) ::::mm m"‘“’ m:s m; Synder SAN Functions Have Pravicusly  |Extating Support Technologies or  |[Ramts; Achievemert of Cost Estimet e3 May |Scheduse Estimates May Bs Dependert Upon
Been Used, Modifications to Algorithwns  [Procedures to Support the Rem (Be Dependent On the Success of Other [the Success of Other Progrem, Contractor or
& SAV implemertate on Differonces Are Program, Contract or % Acth Acthitias
{Known But Significant, with Moder ate
Now Functionelly i_
Hardware: Production Has Beon Limted {Sindar Rems Have Been Under Some S D
[to tha Laboratory Environment, Most But |[Degres of Development, But No S of the Remy Sigr Uncerteintios In the Scope’ Definttion Of the
(Not All Materials Required for the Fleided, Supportebiity Romis Mey Increass in Complexity, Mejor Increase in S/ [Rtom; Sigr t in C y. Major
Technology New Softwers Significant Significant Production Process Are Known; Have Boen Established to Some WY Mockdes; Achisvement of Cost Estimate increase in Number 8 Size of SYW Modules;
0.7 (Hgh) Avaiable Simer to E ncrease ncrease ; S Pr & [Degree; Substantial Modifications to [Mey Depend Significantty On the Success of |Achiovemernt of Schedule Estimates May
Complex Design Have Been Used In an Engl neering H/wW Ti ologies or (Other Progresn, Contractor or Government Depend Significantty On the Success of
Environment, S/W Crested Mostly fram |, Together with New Technology YVl |Activities, S/ W Appiication Represents New |Other Progrem, Contractor or Government
|Scratch with Maejor Engineering Probably Be Recuired To Support the [Development & Yery Littie L egacy Cen Be [Activities
T tom to SLOC Estimati on Process
Hardware: Production Experience (No Simier Systemn Has Been Fisided |Mejor Uncerteinties Exist Related to the Mejor Uncortainties Exist Related to the
State of Art Some|  State of Art [Been Limted to RAD Environment; or Developed to Afry Substantial Scope/ Definition of the Rem To Be Estimated, [ScopeDefintion of the kem To Be Estimated;
Material Rgmits Are Not Well Defined; Degroe; Existing Support Highty Complex H/ W & SAV, Achievement of [Highty Camplex HAV & SW, Achievement of
AR A EbSeserisd e Extremety Complex | Extremely Complex | comtware: An rtegrated Cost Estimetes May Be Mghly Dependert |Schodulo Estimetes Mey Be Highty depandert

lupon the Success of Other Program,

[Contractor

upon the Success of Other Program,
Contractor or Governmert Activities
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antification and Prioritization

Probability of Failure P=P;+P-+P,
* Maturity P,
— Py=a Py 0 Puisw
e Complexity P,
— Po=Cc"Pry,+d*Pprg,,
e Other Dependency P,
— Pp=€"Pp+f"Pg ,+g"Pcosth*Psch



antification and Prioritization
lation of Consequence Factor C

i i e R et TR

| C=i"C+j* C.+k*C,
e Technical C,

* Schedule C,

e CostC,

— Development
— Production
— Support



antification and Prioritization

W Ry = (P+Cy) - (PCy)
 High (Rf= 0.7)

— Risk Reporting

— Risk Mitigation Plan
e Medium (Rf> 0.3)

— Risk Reporting

— Risk Mitigation Plan

e Low (Rf< 0.3)
— Periodic Review



antification and Prioritization

Risks
imited Experience

isk Consequences Have Substantial Impact to Cost, Schedule,
r Performance

' Knowledge base is usually derived from Laboratory and
Occasionally Component Tests.

e (Category Is Assigned When The Knowledge Base Sufficiently
Establishes The Proposed Technology Is Feasible

e Risk Mitigation Requires The Following To Change Risk To Low
— Technology Refinement
— Design and Fabrication Development
— Component Testing
— Large Scale System Tesls




antification and Prioritization

R T

lium Risks
Partial Knowledge and Experience

nowledge base is derived from Component and Limited

- Subscale Testing.

* A Moderate Amount Of Additional Analysis, Design
Development, And Testing Is Necessary To Achieve Low

» Testing Performed Establishes Desired Performance Is
Achievable

Three Levels of Uncertainty



antification and Prioritization
Three Levels of Uncertainty

R R

| Risks
ubstantial Knowledge And Experience
— Technology and/or Process

Ordinary Engineering and Established Manufacturing Practices
re Used

» Consequences From Any Remaining Uncertainties Are Small



Mitigation Planning
[sorisk Chart

@25 Risk Title With The Highest Rf Value

@20 Risk Title
®24 Risk Title
W49 Risk Title
54 Risk Title
W48 Risk Title
@34 Risk Title
W44 Risk Title
@3 Risk Title

@4 Risk Title

935 Risk Title

A4S Risk Title
@33 Risk Title
©22 Risk Title
848 Risk Title
923 Risk Title

A37 Risk Tttie
W40 Risk Title
@5 Risk Tite

A27 Risk Title
A28 Risk Thie

@21 Risk Tithe
842 Risk Title
W38 Risk Title

W39 Risk Title
46 Risk Title

W53 Risk Thie
A 29 Risk Tie

@9 Risk Title

W47 Risk Title
M 51 Risk Tite
98 Risk Title

50 Risk Title
W43 Risk Title
®7 Risk Title

W41 Risk Title
M52 Risk Title

A32 Risk Title
A30 Riskt

Cs- Conéequences 6f Failure

€10 Risk Titie With The Lowest Rt Vaiue

A3 Risk Titie
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racking Process
Waterfall Chart

3

Risk Title

1-Jan-01

Rigk: Owner: Owner Name
Short, consice definition of risk.
Risk Mitigation Plan: Actual
j Events Date Risk Date Risk
Risk defined 1-Jan-98  0.88 1-Jan-98  0.88 o
Step 1 of risk mitigation plan 1-Aug-98 0.86 é.' 08
__Step 2 of risk mitigation plan 31-Mar-99  0.85 -
_Step 3 of risk mitigation plan 1-May-99 __0.84 >
Step 4 of risk mitigation plan 1-Jun-99 0.82 3
Step 5 of risk mitigation pian 1-Jun-99  0.80 2
Step 6 of risk mitigation plan 1-Nov-99 _0.75 £ 04
Step 7 of risk mitigation plan ) 24-Dec-99  0.70 o«
Step 8 of risk mitigation plan 31-Aug-00 0.56
Step 9 of risk mitigation plan 1-Nov-02 0.46
Step 10 _of risk mitigation plan 30-Sep-03 _ 0.36 R
Step 11 of risk mitigation plan 31-Oct-03  0.33
Step 12 of risk mitigation plan 1-Jan-04 0,29
Step 13 of risk mitigation plan 1-Ju-04 022 B
Step 14 of risk mitigation plan 1-Aug-04 0.17 R
0.6
Risk Waterfall Chart: C, - Consequences of Fallure
1 - : . ;
0.9 2 3 4 . T Phasq. Il Decision ;
08 AR O--8.-@ High .. .. ¢ 4 |
. . Q-----0, 8 i
0.7 - - o < :
§ 0.6 E : E Bevernennnnnnn l
x 05 + Medium %
e 047 : : : |
0.3 + + 0 I
027 Low t
01 1 1998 : ' 1999 ! 2000 §
0 et s e — A e
1-Jan-98 2-May-98 1-Sep-98 1-Jan-99 3-May-99 1-Sep-99 1-Jan-00 2-May-00 1-Sep-00

Time
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En AR

What Risk Management Is

Risk Management Process

e |dentification, Quantification, Prioritization,
Mitigation Planning, Implementation of Risk
Reduction and Tracking Reductions

m Develop Example Risk
m Questions/Answers






