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@ Space Radiation Environment

Galactc Cosmic Rays (GCRs)

@»'18" lons

Trapped Particles

@ Sunspot Cycle:
‘ An Indicator of the Solar Cycle

after Lund Obserovatory

Sunspot Numbers




@ Solar Particle Events

Holloman AFB/SOON

¢ Cyclical (Solar Max, Solar Min)
— 11-year AVERAGE (9 to 13)
— Solar Max is more active time period
* Two types of events
— Gradual (Coronal Mass Ejections — —
CMEs)
* Proton rich
— Impulsive (Solar Flares)
* Heavy ion rich

Solar Proton Event - October 1989

Proton Fluxes - 99% Worst Case Event

_ Counts/cm?/s/sterMeV
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Free-Space Particles: Galactic
Cosmic Rays (GCRs) or Heavy
lons

> Definition CREME 96, Solar Minimum, 100 mils (2.54 mm) Al
- A GCRion is a charged particle
(H, He, Fe, etc)
— Typically found in free space
{galactic cosmic rays or GCRs)
» Energies range from MeV to
GeVs for particles of concern
for SEE
+ Origin is unknown

___LET Fluence (#/cm?/day)

@/ Trapped Particles in the Earth’s Magnetic
Field: Proton & Electron Intensities

AP-8 Model AE-8 Model

#icm-/sec e ®rcCcm-s

A dip in the earth’s dipole moment causes an asymmetry in the picture above
The ntic Anomaly (SAA)
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@/ SAA and Trapped Protons:

Latitude

IBAESo

Effects of the Asymmetry in the Proton Belts on
SRAM Upset Rate at Varying Altitudes on CRUX/APEX
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@ Solar Cycle Effects:

Modulator and Source

« Solar Maximum

— Trapped Proton Levels Lower,
Electrons Higher

— GCR Levels Lower

— Neutron Levels in the Atmosphere
Are Lower

— Solar Events More Frequent &
Greater Intensity

— Magnetic Storms More Frequent —
> Can Increase Particle Levels in
Besits

Solar Minimum
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The Weapons

@/ Radiation Effects and Spacecraft

s Critical areas for design in the
natural space radiation
environment

— Long-term effects
* Total ionizing dose (TID)
« Displacement damage
— Transient or single particle effects
(Single event effects or SEE)
« Soft or hard errors

An Active Pdeuw(APS)Mr




@/ Total lonizing Dose (TID)

« Cumulative long term ionizing damage
due to protons & electrons

» Effects
— Threshold Shifts

— Leakage Current
— Timing Changes

@ Displacement Damage (DD)

s Cumulative long term non-ionizing damage due to
protons, electrons, and neutrons
» Effects
— Production of defects which results in device degradation
— May be similar to TID effects
— Optocouplers, solar cells, CCDs, linear bipolar devices
s Shielding has some effect - depends on location of
device

rly applicable to CMOS microelectronics
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@ Single Event Effects (SEEs)

¢ An SEE is caused by a single charged particle as it passes
through a semiconductor material
— Heavyions
« Direct ionization
— Protons for sensitive devices
¢ Nuclear reactions for standard devices
= Effects on electronics
— [f the LET of the particle (or reaction) is greater than the
amount of energy or critical charge required, an effect may be
seen
«+ Soft errors such as upsets (SEUs) or transients (SETs), or
= Hard (destructive) errors such as fatchup (SEL), burnout (SEB}, or

- Lv) C
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@ Radiation Effects on Electronics
and the Space Environment

s Three portions of the natural
space environment contribute to
the radiation hazard

— Solar particles
* Protons and heavier ions
- SEE,TID, DD
— Free-space particles

- SEE
— Trapped particles (N the BOS) soume e o s coior a0d
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The Mass Destruction

Recent Solar Events —
A Few Notes and Implications

* In Oct-Nov of this year, a series of X-class (X-45!) solar events took place
— High particle fluxes were noted
— Many spacecraft performed safing maneuvers
— Many systems experienced higher than normal (but correctable) data error rates
— Several spacecraft had anomalies causing spacecraft safing
- Increased noise seen in many instruments
— Drag and heating issues noted
- Instrument FAILURES occurred
Two known spacecraft FAILURES occurred
* Power grid systems affected, eouununiahon systems affected...
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SOHO LASCO C2 of the Solar Event

Solar Event Effect - Solar Array
Degradation on CLUSTER Spacecraft

ANNEX 1 Evolution of the Solar Amey Power from 24-Oct 0 02-Nov 2003 when two sl
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Science Spacecraft Anomalies During

Recent Solar Events

Type of Event Spacecraft/ Notes
Instrument
Sp Pro RHESSI 3 events; all recoverable
CLUSTER Seen on some of 4 spacecraft; recoverable
ChipSAT S/C tumbled and required ground command to
correct
High Bit Ervor Rates GOES 9,10
Magnetic Torquers Disabled GOES 9, 10, 12
Star Tracker Errors MER Excessive event counts
MAP Star Tracker Reset occurved

@/ Science Instrument Anomalies During

Recent Solar Events

Type of Event

Spacecraft/

Notes

Instrument

Instrument Failure GOES-8 XRS Under investigation as to cause
Mars Under i gation as to ; power
Odyssey/Marie consumption increase noted; S/C also had a

safehold event — memory errors

NOAA-17/AMSU-A1

Lost scanner; under investigation

Excessive Count Rates ACE, WIND Plasma observations lost
— — GALEX UV Excess charge — turned off high voitages;
Detectors Also Upset noted in instrument
ACE Solar Proton Detector saturated
Entered Safe mode
mmw

mhmm!a:p;m
‘heating aiso noted

’@m—nw” -
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m
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@ Selected Other Consequences

s Orbits affected on several spacecraft

* Power system failure
— Malmo, Sweden

s High Current in power transmission lines
— Wisconsin and New York

» Communication noise increase

+ FAA issued a radiation dose alert for planes
flying over 25,000 ft

nEffects presected by Kenneth A LaBel at Villard de Lans ~ Mar 30.2004

NASA Approaches to Electronics:
Projects and New Technologies

12




@ NASA Missions —
A Wide Range of Needs

* NASA typically has over 200 missions in some

stage of development
— Range from balloon and short-duration low-earth
investigations to long-life deep space
— Robetic to Human Presence

* Radiation and reliability needs vary
commensurately

@ Implications of NASA Mix

s Prior to the new Presidential “Moon-Mars”
vision
— >90% of NASA missions required 100 krad(Si) or
less for device total ionizing dose (TID) tolerance
s Single Event Effects (SEEs) were prime driver
— Sensor hardness also a limiting factor

+ Many missions could accept risk of anomalies as
long as recoverable over time
+ Implications of the new vision are still TBD for
radiation and reliability specifics, however,
— Nuclear poweripropulsion changes radiation
issues (TID and displacement damage)

| EWRHE - Spacs Radialion Eflects presenied by Kenneth A LaBel of Vilrdde Lans - Mar 302008
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@’ The New Challenge: Changes in

2 Technology
3 SEFI -
8 Single Event
5 >
@ &

\
g . BER -
o %9 b‘ Bit Error Rate
3 % &
& DS
E B\ Speed kills — SETs drive increase
S N

@ NASA Approach to RHA

s With commercial technology sensitivity to SEU
increasing and limited radiation hardened
offerings, a dual approach to RHA needs to be
installed

— A systems approach at the flight mission level, and
— Proactive investigation into new technologies

Rockwell/Hawaii 2048x2048
Sum HgCdTe NGST FPA (ARC)

Candidate James Webb Space renseope{mr;
:maym for rad tests. The ultra-low
 noise requirement of JWST is the driver.

 Space Radialion Effects presenied by Kenneth A LaBel at Viisdde Lans ~Mar 302008 = .




The Investigators’ Process:
A Systematic Approach to Flight
Project Radiation Hardness
Assurance (RHA)

@ Sensible Programmatics for Flight RHA:

A Two-Pronged Approach for Missions

» Assign a lead radiation engineer to each spaceflight
project
— Treat radiation like other engineering disciplines
e Parts, thermal,...
— Provides a single point of contact for all radiation issues
—« Environment, parts evaiuation, testing,... ’ :
» Each program follows a systematic approach to RHA
— RHA active early in program reduces cost in the long run
_+ Issues discovered late in programs can be expensive and

~ What s the cost of reworking 2 flight board if a device has RHA
- EWRHE ~ Space Effects neth A LaBel at Villard de Lans — Mar 30,2004
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@ Radiation and Systems Engineering:
A Rational Approach for Space Systems

|+ Define the Environment
— External to the spacecraft
* Evaluate the Environment
— Internal to the spacecraft
* Define the Requirements
— Define criticality factors
* Evaluate Design/Components
— Existing data/Testing/Performance characteristics
“Engineer” with Designers
— Parts replacement/Mitigation schemes
Iterate Process

— Review parts list based on updated knowledge

@ Define the Hazard

s The radiation environment external to the spacecraft

— Trapped particles
* Protons
* Electrons

— Galactic cosmic rays (heavy ions)
— Solar particles (protons and heavy ions)
* Based on

— Time of launch and mission duration
— Orbital parameters, ...
* Provides
Wﬂdm«uwmaum
ﬁms(sohrorbmd)

W»wmahan—ubyw A LaBel at Vitard de tans — Mar 30.2004
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Evaluate the Hazard

+ Utilize mission-specific geometry to determine
particle fluxes and TID at locations inside the
spacecraft

— 3-D ray trace (geometric sectoring)

» Typically multiple steps

— Basic geometry (empty boxes,...) or single electronics box

— Detailed geometry
» Include printed circuit boards (PCBs), cables,
: m@:}.mmm

integrated

Kacineth A LaBel & Vilard de Lans — Mar 302004

&

Define Requirements

Environment usually based on hazard definition with “nominal
shielding” or basic geometry
— Using actual spacecraft geometry sometimes provides a “less
harsh” radiation requirement
Performance requirements for “nominal shielding” such as 70
mils of Al or actual spacecraft configuration

- Specification is more complex
= Often requires SEE criticality analysis (SEECA) method be invoked

‘Musi include ndlauon design margin (RDM)

m«mmaummmmma ‘
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Total Dose (rad-Sl)
3

Sample TID Top Level Requirement :
Dose-Depth Curve

Total dose at the center of Solid Aluminum Sphere
ST5: 200-35790 km, 0 degree inclination, three months

—&— Total dose
—&— electrons
—e— Trapped protons

12 krad(Si) kit

&

System Requirements -
SEE Specifications

For TID, parts can be given A
number (with margin)
— SEE is much more application specific

SEE is unlike TID

— Probabilistic events, not long-term

< Equal probabilities for 1st day of mission or
last day of mission
_— Maybe by definition!

m;ﬁnwm”-mbymA LaBel at Villard de Lans — har 302004
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@/ Sample Single Event Effects
Specification (1 of 3)

1. Definitions and Terms
Single Event Effect (SEE) - any measurable effect to a circuit due to an ion strike. This includes (but is not limited
to) SEUs, SHEs, SELs, SEBs, SEGRs, and Single Event Dielectric Rupture (SEDR).

Single Event Upset (SEU) - a change of state or indi ‘hyan v le suchas a ic ray or
proton in a device. This may occur in digital, log, and op ormyhvccﬂousmwndina
WMhMMaWMTnmm(SETs» These are “soft” errors in that a reset or

rewriting of the devi

Single Hard Error (SHE) - an SEU which ap hange to the operation of a device. An example is a
stuck bit in 2 memory device.

Single Event Latchup (SEL) - a condition which loss of device fi lity due to a single event induced
high curent state. An SEL may or may not cause permanent device damage, but requires power strobing of the
device to resume normal device operations.

Single Event Burnout (SEB) - a condition which can cause device destruction due to a high current state in a

Single Event Gate Rupture (SEGR) - single ion induced condition in powsr MOSFETSs which may result in the

——r

@ Single Event Effects Specification
(2 of 3)

2. Component SEU Specification

2.1 No SEE may cause p d: ge to a system or subsyst
22 Ebchomcmmmslnllbo‘ igned to be to SEE induced perfor lies, or outag
which req g inter to Ele P reliability shall be met in the SEU
emirommm.
23 if a device is not to SEUs, lysis for SEU rates and effects must take place based on LET,, of the
candidate devices as follows:

Device Threshold Envi to be A d

LET, < 15° MeV'cm¥mg Cosmic Ray, Trapped Protons, Solar Proton Events

LET,, = 15°-100 MeV'cm¥mg Galactic Cosmic Ray Heavy lons, Solar Heavy lons

LET,, > 100 MeV'cm¥mg No analysis required

24 mwwmmmmwhmwaﬂw is given in Figure TBD.
25 mmmnwswhmnmm Both nominal and peak
mm

25 mWh“ﬁ“h”hmm

: mmh‘mwwbmmbwm
¢ Soaommmmmmmuhw

- EWFHE - Space Effects by Kenneth A LaBel st Villard de Lans — Mar 30.2004
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@/ Single Event Effects Specification
(3 of 3)

2. Component SEU Specification (Cont.)
28 For SEU, ﬂncﬁucalkydadwbelnﬂ‘sspodﬂcapplhﬁonmbodcﬂmdmomafﬂmm

error-critical, emror-functional, or error-vuinerable. Please refer to the /radh K i.htm Single Event
Effect Criticality Analysis (SEECA) document for details. A SEECA analysis should be performed at the system
level.

2.9 The improper operation caused by an SEU shall be reduced to acceptable levels. Systems engineering
analysis of circuit design, operating modes, duty cycle, device criticality etc. shall be used to determine
acceptable levels for that device. Means of gaining acceptable levels include part selection, ermror detection and
corvection schemes, redundancy and voting methods, error tolerant coding, or acceptance of errors in non-
critical areas.

2.10 Adesign's resistance to SEE for the specified radiation environment must be demonstrated.

; -

by Kerneth A LaBel at Viard de Lars — Mar 302004

@/ Notes on System Requirements

s Requirements do NOT have to be for
piecepart reliability
— For example, may be viewed as a “data loss”
specification
e Acceptable bit error rates or system outage

— Mitigation and risk are system trade parameters

— Environment needs to be defined for YOUR
‘mission: m’tm mdiction for different

&b ‘méwwmmwmawumam-mmm
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@’ Radiation Design Margins
(RDMs)

¢ How much risk does the project want to take?
¢ Uncertainties that must be considered

— Dynamics of the environment
— Testdata

» Applicability of test data

— Does the test data refiect how the device is used in THIS design?
» Device variances

— Lot-to-ot, wafer-to-wafer, device-to-device

@ Evaluate Design/Component
Usage

e Screen parts list
— Use existing databases
+ RADATA, REDEX, Radhome, IEEE TNS, IEEE Data Workshop Records,
Proceedings of RADECS, etc.
« Evaluate test data
— Look for processes or products with known radiation tolerance
(beware of SEE and displacement damage!)
+ BAE Systems, Honeywell Solid State Electronics, UTMC, Harris, etc.
- Radiation test unknowns or non-RH guaranteed devices

21




@/ Data Search and Definition of Data Usability Flow

NO

Does data
Exist?
YES
A 4
Has YES
. Porformbr:tdlawn
changed?
y
NO
Test recommended NO
but may be waived
based on risk
assumption
YES

&’ System Radiation Test
Requirements

s All devices with unknown characteristics should be
ground radiation tested (TID and SEE)

s All testing should be performed on flight lot, if
possible

s Testing should mimic or bound the flight usage, if

EWRHE - Space Rachaion Efects presented by Kerneth A Lael at Viard ds Lans — Mar 302004

22




@ Radiation Test Issues - Fidelity

Combined Individual
Mixed particle  ®wironment  Omnidirectional Single particle in Unid
species effects environment sources effects environment
Broad energy H Actual Monoenergetic Accelerated
e e — e I

@ Engineer with the Designer

s Just because a device’s radiation hardness may not meet
requirements, does NOT necessarily make it unusable
— Many concerns can be dealt with using mitigative approaches

s Hardened by design (HBD) approaches

» Circuit level tolerance such as error detection and correction (EDAC) on
large memory arrays

+ Mechanical approaches (shielding)

» Application-specific effects (ex., single bad telemetry point or device is
only on once per day for 10 seconds or degradation of parameter is
acceptable) :

+ System tolerance such as 95% “up-time”
= ﬂn koy ﬂaﬂncﬁdh’lﬂs application
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@ Destructive Conditions - Mitigation

s Recommendation 1: Do not use devices that exhibit destructive
conditions in your environment and application
» Difficulties:
-~ May require redundant components/systems
— Conditions such as low current SELs may be difficult to detect
+ Mitigation methods
— Current limiting
— Current limiting w/ autonomous reset
— Periodic power cycles

@ Latent Damage: Implications to SEE

— SEL events are
observed in some
modermn CMOS devices

+ Device may not fail
immediately, but
recover after a power
cycling

- However, in some cases

88 865 c8.8kV
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Pre-Emptive Strikes:
Approach to Insertion of New
Electronics

@/ Insertion of New Technologies —
A Mission Perspective

System Test Launch

* NASA mission timeframes rarely & Operations _
allow for a technology development
path Deveiopment

— For a 2008 launch, for example,
tec“'wlogy fr“zo dates are "kely Technology

Demonstration

2005 or earlier _] =

+ Technology must be moderamly Technology
mature when a mission is being Development T
v B B
— There may be time to q“‘”'y a Research to Prove
device, but there may not be time to  Feasibility
develop/validate a new technology

Basic Technotogy

i | for Research

~ Spice Radiation Effects gresented by Kenneth A LaBe! af Villard de Lans - Mar 302004
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@ Insertion of New Technologies
An Approach

* Develop knowledge-base of
existing technology
information

* Determine
reliability/radiation gaps

* Performance ground-based
tests

— May be sufficient to

@NEPP Program - Goals and Objectives

* Main goal — Mission reliability and NASA science objectives
— Ensure reliability of missions by “smart” investments in technology
knowledge gathering and research
— Minimize engineering resources required to maximize space and earth
science data collection
+ Radiation efforts objectives
— Evaluate new and emerging technologies with a focus on near to mid
term needs
* Explore failure mechanisms and technology models
— Develop guidelines for technology usage, selection, and qualification
— Investigate radiation hardness assurance (RHA) issues

26



NEPP Program —

Focus on Microelectronics Knowledge-base Development

¢ In FY04, the NEPP Program began a new initiative to extend the
knowledge-base of new microelectronics for NASA
— Develop survey products documenting the current status of
technologies and identifying the gaps
s Includes surveying the implications of new architectures and their
implications needs

for microelectronics

s With regards to radiation knowledge, FY04 surveys include:
— Transformational Communication Architecture
— Nuclear Propulsion
- Widebandgap Semiconductors
— Board-level Qualification Risks NEPP budget is too

small to begin work in

~ COTS Field Programmable Gate Arrays (FPGAs) _, "' 0 P9 " ont B

The Physics Models of Space

Radiation — Environment to Target

— Predictive model of the external

External Space Environment space radiation environment that

impinges on the spacecraft

— Predictive model of the interaction
of that environment with the
spacecraft

Effacts preseried by Kereth A LaBe st Vitard de Lams - Mar 302004

27




&

Existing Models/Tools -

Gaps for New Technologies
Simple example citing tool limits

— CREMES96 Tool

< Assumption of a rectangular parallel-piped (RPP) for
sensitive volume requires assessment in light of
- Single event transient (SET) issues for higher speeds

— Diffusion effects noted in SDRAMSs (synchronous dynamic random
access memories)

— Non-buik CMOS test results Samz 120 $1Go HET 127 bit Register ot 12.4 Gpe
10E-02
R Expected curve shape (RPP)
A e after Reed) 2002 i 10603 |aars0 L

° .
10604

by Koot A, LaBal ot Ve s Lo = Mar 302008

Implications of Space Radiation
Technology Tool “Gaps”

Simplifying assumptions (such as RPP) used in many
existing tools are inadequate for new technology
performance
— Use of existing tools for predictive purposes may add large
risk factors onto NASA missions (significant under or over
prediction of performance)
— Physics-based models could provide a more accurate solution
using physics-modeling codes (GEANT4, MCNPX, etc.)

Comprehensive tool suite is desired using physics-based
codes

— Requires careful technology characterization and modeling

« Challenge is to make the tool suite realizable (i.e., physics-based
eodacouldtak.hngpoﬁodsofumﬂowwlatemub)
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@ Space Computational Radiation
| Interaction Performance Tools
(SCRIPT) - Pieces of the Puzzle

i Target
External : Interactions Technology
Environment Tests and
Modeis : Models
w ; : Target
CAD* Induced : Performance =
Model Environment : Imn Tools ¥ Praiichion

__Focus Areas
Yellow = NASA/Vanderbilt

Poach =NASA

SCRIPT - Sample Gaps and Technology
Dependent Implementation Issues

Gaps exist in areas such
as low energy electrons,

solar heavy ions, STy
MEO, et_{:. ! Target
External : Interactions Technology
4 Environment i Tests and
Modets : Models

Spacecraft , Target i

CAD induced i Interaction Performance ;

Model Environment : Models Tools ! Pradiction
& 7 ¥ :
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@ validation of SCRIPT - Flight
Experiments and Data

« Differences exist between
ground-based radiation tests and
the actual space environment

— Energy spectrum

— Directionality

— Mixed environment

— Particle arrival rates (flux or

NASA'’s Living With a Star (LWS) Space
_ Environment Testbed (SET) —
A Dual Approach to Flight Validation

* Data mining * Flight experiments
- The use of existing flight = :’e%‘:‘l:‘so ?:gﬁ"s::iﬁg?\ductor
data to validate or develop ’ d
: to material) performance with
improved models and solar-variant space
tools environment (radiation, UV,
- Examples etc.)
o : + Model/technology validation
Linear device and not device validation are
performance on the goals

 presented by Kenneth A LaBel at Vilard de Lans — Mar 302004~
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LWS SET Status

¢« LWS program is fully funded in the President’s FY05 budget
request
— No cuts due to new moon/mars initiative
* NRA-1 results are available
¢ Carrier design is nearing preliminary design review (PDR)
level g
¢ Flight opportunities currently being pursued with many
ntiti

Final Comments and Future
Considerations

31




@ Technology, Testing, and Flight

* Technology complicates the tests
Speed, Thermal, Fault Isolation, Packaging: die access!, etc
s SETs are the “new” effect in digital devices
Ultra-low noise science instruments
* Future facility issues
— Beam structure
« Issue: At-speed testing
— Microbeam
« Issue: Isolation of errors / Identification of sensitive junctions
= Highomyhoavyiom Ilichigm smUnivmity(llSU)
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