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1. INTRODUCTION
s |

ot

The principal effort during this past quarter (2/10/69 - 5/9/69)
has been a survey of literature related to each of the three proposed
areas of investigation (as\stated in Article I oI tho contract), namely:

i) De sign and analysis of redunrlant combinational and

seque11t1a1 networks, i
ii) Fault diagnosis of redundant systems at both the
component and subsystem level, and -
| i.iis Data system reliability analysis. )
This survey was conducted by three Research Assis;ants who

have been working one-half tifae on the project since 2/10/69.  They

are Gail Gray, John Kinkel, and Ken Yeh; Gray and Yeh are graduate
,studellts in the Program in Computer, Inforlrletion and Control Engin-
eering (College of Engineering) and Kmkel isa graduate student in the
‘ Department of Compute1 and Communication Scwnoes (College of
| Literature, Science, and the Aris). H
' The scope of the literature surveyed was intended to be broad
' ’e"nough 4to include any previous effort that mig"ht?’?be relevant, either
| in substance or methodology, to at least one of the proposed areas of
“ ir;rest1gat1on Accordmgly, three general sub;ect areaq were, desig-
> nated for the purpose of the survey: |
{ o o :A) Redundancy techniques :

s
i,

| 'B) Fault diagnosis

C) . Reliability analysis LT
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with one Research Assistant assigned to cach area: Gray (A), Yeh (B),
and Kinkel (C) .

Summaries of the individual surveys appear in Sections 2), 4), and
6) of this report, Each summary is hased on a bibliography of 50 |
references selected from a total bibliography of about 500 entries.

The latter is maintained in a card file at the University and will periodi-

cally be updated. The selected bibliographies are docur.ented in Sections

3), 5), and 7) of this report. The bibliography format chosen conforms
closely to ‘that of the IEEE publications. The ‘autho‘rs' pames, title of
arﬁcle, and name of source - book, ‘perio‘dical, or contract report -
follow in succession. Then ‘comes the name of the publisher (books),
volume and number (periodicals), or company report/ADA number

(reports). Following the date of publication, the length of books is

" indicated by the number of pages; the beginning‘and.ending rage numbers

are 'g"'ivel_n for all other articles,
As of the beginning of the next quarter (5/10/69) and per agreement

vWith' JPL, future effort on the project will be limited to areas i) and

ii) above. During the next quarter we will begin a more detailed inves-
tigation of some of the questions posed in the .f;f:@d;emend,2 of work. In

. particular we intend to fully explore the model of permanent memory

failure discussed in the proposal with initial empha sig on claf,ssifying‘
various types of finite;-state realizable behavior according to some .'
appr"opriate melgzsure' of memory error susceptibiﬁty. If we take the -

measure of su‘éceptibility of an n-state re‘alizablé function f to be N

. \_A&»
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"the minimum number of (2-state) memory cells required in any
network realization of f that masgks all combinations of m or less
memory cell failures", it can be shown that certain types of behavior
are inherently xnere su.eceptible to error than others, In this regard,
one conjecture which we hope to establish is that modulo n "counters"
(or "clocks") are highly suscentible to memory errorand,' for certain
moduli, require a maximum amount of redundant meraory in their
realization.

In connection with the general prol;lem of diagnosing redundant

networks, a second question we wish to explore immediately is one

- of formalizing the concepts of "network' and "fault" in a way that

permits an inve stigation of tradeoffs betWeen fault tolerance and fault
diagnosability. One possibility is a formulation similar to Urbano's
notion of a "p01y;‘.unctionnl net" where relative to a given "function
aséignment",' a network N is perfectly fault-tolerant” if N rea‘ljze“s"a

single function (under the assignment) and N is "perfectly fault-

. diagnosable" if the number of functions realized by N is equal to the

cardina‘lity of the assignment The second Quarterly 'Prog‘ress Report .

will also include a more defmitwe statement of the work to be rper-

" _formed durmg the first year of the pro;ect



2. REDUNDANCY TECHNIQUES - SUMMARY

This article is a concise survey of recent literature pertaining

" to redundancy tecimniques in switching networks, seguential machines,

and computers. The three areas considered ai'e listed helow:;

1. Coding techniques for error-correction and error-

| detection,

2 Replication of circuit elements at the component. or

~ basic function level, |

3. Orgamzatxona,l techniques £or sub- sy stem redundancy.

This summary and the attached hibliography describe specific
examples of progress in each area. ‘An attempl is made to include

répre sentative samples of distinct approaches to circuit redundancy *

~ rather than to complle a complete blbhography Multiple papers by

the. same avthor on related tolncs are omitted, and only the most

recent or most 1mportant papers describing a pa.rt;cular technique

© . appear,

One way to improve Lhe reliability of switching networks'is to
introduce s1gna1 redundancy through the use of error-correcting codes. _

Early coding techmques de scribed by Peter son [A26] were cleveloped

- to correct cr to detect errors that ocevr during the transmlssmn of

~ data over a noisy channel A general method of applymg error-

correcting codes to the desagn of synchronoas d1g1ta1 systems was |

first dlscussed by Armstrong [A4] These methods allow a more’

precise localizatmn of faults than do such replication techniques as

[P
ol
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triplication and voting [A45]. However, because an efficient main-
temance routine is required to achieve reliability improvement,
Armstrong's methods may not be applicable to the ultra-reliabie
requirements of space~borne data systems.

Kautz observed [A18] that known optimal codes for communi-
cation channels are not necessarily optimal for data system appli-
cations and evaluated the extent to which codes may be applied to
data systems. A class of codes called "low density codes'" was
proposed for applications where ,eommhnioations channel codes failed
tc be optimal, Kautz concluded that error-correcting codes, includint;
low density codes, could 'best be applied to the elimination of errors
orlgmdtmg in 1/O hnks, memory, control and index reglsters, and
during transnussmn of data along communication buges, but that
other techniques were required to handle errors originz\ting, in
arithmetlc units, code converters, and in portions of the system
that amlyze, transform and proces?s data.

’+ More recently, error correctmg codes have been appiied‘ to
the de sign of basic sequential circuits. It has frequently been
observed that a state aseignrnexit for a sequential machine isa
binary code \bth eech internal state co‘rre spon‘d,ing toa ‘wor,ci (or
message) in the code. In fact 1t is '11ways poss:ble to use a

mmimum- dlstance 3 code as the state asmgnment ina redundant

'counter to mask single faults of elther the permanent or temporary

o variety [A35] Transient faults are also automa.tmally corrected

.
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provided only that the affected flip-flop is not required to change
state at every step in the counting sequence. A recent ghort note
[A11] suggests a generallﬁr applicable technique for applying erroxr-
coi'recting codes to the feedback loops of sequential machines in
order to improve reliability. No specific design procedures are
given.

Other researchers have investigated separately the masking of

per,manent and transient faults in sequential machines. A completely

| genérall ;model for the study of, permanent. memory failure in finite
automata 1s devéloped by Meyer [A20]. Results are obtaiped that
allow masking of any fixed number of eleménta.ry cell failuresg, i.e.
cells that fail to the ze:r;) state or to the /o.ne state. ‘Several interesting
and important questions are raised that merit further re seaxjch inves-

-

. tigation. The identification and classification of finite automata o

#

behaviors that are intrinsically le SS suséeptible to permanent memory

failure than others i_s’perha.;ps'the most promising.

Transient errors in fSequenti,al machines have also been approached
frbm.the haachiné-theoretic viewpoint. Winégrad [A48] identified a class
of ﬁnit"gautorjriata that is capabl,c‘e of recovering from an input error in ‘
a bounded period of time. Input error, limiting automata is the name

o'ften’;a;ﬁplied to this class " Harrison obtains results on fhe str’ucture

“of such machmes and shows the equwalence of the class of mput error'
f{ilirmtmg automata W1th the class of automata capable of recovermg in

a bou:ued period of p,me fz:om_yef 19; 5 c«used by being in;.;m erroneous

Ll
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internal state [A15].

Investigation of a second class of redundancy techniques, often
referred to as massive redundancy or' replication, began with von
Neumann's classical work [A45]. Since then, various techniques
involving circuit replication have been proposed and investigated.

In par}:icu'lar, the von Neurnann scheme of triplication and voting

has been rather thoroughly explored. Such investigations include |

the optimization of voter placement [A38] and the reduction of tripli-
ration to duplication by assuming a unique failure mode [C6]. However,

this uniqueness assumption is invalid for most devices and circuit

designs currently in use., Ina Russian paper [A37], von Neumann's

techniques are combined with coding techniques to produce reliable

finite automata.

Other rephoatmn techmques are based ou the 1tem 1on scheme
first proposed by Moore and Shannon [A21] f6r contact networks. In
particular, Urbano attempted the iteration of more general ytypes of
networks with success in specialized cases. He reduced the problem

tu convergence of a sequence of sets of functions which was found

difficult to solve in general. A”nother feplicati‘on technique known as

~ "quaddmg" [A41] was used successfully in the des1gn of combinationai

and s:mple sequential fault-ma skmg c1rcu1ts.

Stochastlc models for f1mte automata have been used to obtain

‘-ﬁ;.,__k.a two step desxgn procedure for rehable sequentlal networks [A42

S

| ‘hi;;\A43j The f1rst step obtains the x'equxred relmbxhty of each component

i\ A . -
H . ) o N
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in a system to produce a desired system reliability. The second

sﬁ&P uses known replication techniques to achieve the necessary

reliability of each component.

A third area of investigation is concerned with methods of
orgamzmg systems with redundancy at the sub-system level. Such
techni‘ques are generally more efficient than replication techniques |
for the ultra-reliable ,r_equir“ements of space-borne data systems

~ because sub- sys‘fems may be added or.removed in flight to meet
widely varying computational loa.ds encountered during different

p}nses of a mission. One such study [A19] analyzes the memory,

speed, reconfiguration, availa!pilif.y, and reliability requirements
for a Mars landmg nnssmn hypothehcally scheduled for 1980. A
| modular processor organization was found to be more efflclent than
either a molt'izcorhputer organizetion ora di.stribu‘ted processor
-~ organization using sman grohps of LSI components as s;vitohable
' modules. |
" Several arch1tectures for self—repalrmg comﬁputers have been
proposed A techmque called "part1t1on1ng" has been demonstrated
" to be an effectwe means of ach1evmg self-dmgnosxs with small
"'amounts of add1t1om1 hardware and a minimum of hardcore [A 1].
An expenmental Seif Testmg—And-Repamma (STAR) computer has
been deolgned and is being bu1lt by Jet Propuls'on Iaboratomes to B

) serve m further research and evaluetron of self—repaur techmques

i ‘;[A5] The STAR camputer emplovs a balanced mixiure of wdm

4"‘1
' . 3 v L R 4
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fault-detecting, standby redufdancy (switchable sub- systems) , and
triplication with voting to obtain self-repair controlled be system
- hardware and to protect agavin“st transient faults.

Another promising scheme for sub-system modular redundancy
in space-borne data systems assumes that a large ratio of program
storage to data stora'ge exists, and a large number of independent
control loops that manipulate relatively small amounts of data exists
[A3]. This condition exists in guidance computers for space missions,
“for exampl,é. ’Modulegs consist of central processing units, fixed pro-
gram memory units, job stacks, common data memory units used
by all programs, and. 1/0 unitus all interconnected via a common
communication data bus. A multiplexing scheme is employed to
allow all units sequential access to the bus. Inactual o"peration, a
job ‘stack broadcasts a‘job request onto the bus. All avallable pro-
cessmg un1ts record this reque st, and the fir st proce ssor to gam
access to the bus accepts the job and transmits a 30b acceptance

message onto the bus. Upon completion of the ‘;ob, a processor

broadcasts an end of job message recorded by the ]Ob stacks No ” 3
processmg un1t isa master umt that must be operatmg to control the
others All have equal status and may he removed from the system ‘

in case of fallure without causmg a system breakdOWn Thus the

number of modules could be reduced to the extent that the total work | - ' :

load is handled thhout adverse effects on the system Graceful -
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degradation is theh possible to allow only the handfing of high priority
jobs as long as even one module of 2ach type ‘ts operational,

Jobs are organized to issue re sults only at the end of Hjob execn-
tioh, so that any error detected by the processoir during the job can

be corrected by having the processor issue an error message on the

bus at its next access time. The job stack then reassigns the task to

-another processor and removes the faulty processor from the system
- if required. Memory modules store words in «‘electrically separate

"+ units, Job stack modules store job status redundantly in electrlc'tlly

separate stack units. Several similar or alternate I/O units are
provided. The dataﬂ bus is the central problem and must be itself
designed using replioétion techniques d’iscussed previously. |

" The relation "ip betweeu fault diagnosu]biﬁty and fault “tolewrance .
in a network is an open research pr oblem It’ appears that some |

generahzahon of the analysls of polyfunctlonal networks [A44] coula

be applied to the solution of this problem. A%s system can be, vieved

_“asa network of-'inte'rconnected nodes. Each “node is assighed a set

of functions that mcludes the des1red tuncuort of the node as well as |

' all error modes. If a fault a.t some node does not change the network | ,\
| output functlon then that partmulax fault is masked regardless of 1ts |
' ongm if, however a fault changes the net*work output funotlon then . L
E it 1s dxagnosable at the termmals of the netw ork A fault cannot bé both
£ masked and dxagnosed at the network termmals. This, model may allow k “

e in"estlgatlon of tva 'teoffs betwenn fault tolcranee andi fault dlagnese,blllty. —

o
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‘4. FAULT DIAGNOSIS - SUMMARY

This suminary: and the bibliography that follows is the result of
a survey of literature related to the prob:,em of: aiagnosmg faults in
switching networks and systems. The sumrmry mcludes a bmef
. discussion of fault deteotion and location in combinationa]. networks,
but emphasis is placed oxi. the diagnosis of sequential networks and
digital systems. |
| The most fundamental approach to the problem of fault dngnoms'
/in combinational networks is a truth table method [B25] in which all
mput;combinatlons of the networlg are checked. 'An analysis procedure
has also been developed which incorporates the‘ ﬁetxyoﬂ«: struetore iﬁto
an output. Boolean expre‘ssion [B38] from which a fault ta“ble can-be
_ constructed.” Although these ‘rhethods‘ give rise to optimum solutions,
‘they are too lengthy to be applicabfe to networks ;:)f practioal size,
_Armstrong [B2] has used the concept of ”path sensitization' for
a';lalyzing a ne,t{vork and developed an algorithm for deriving near
opt_imaifault detecting tests fo'x logical failures of stuck at 1 and
stuck.(ét 0. Roth [B4§] has alsoused the same. concept fo déverlop an
algorlthm su1tab1e for computer 1mp1ementat10n The removal of
test reduncancy has been consmlered by Lhang [BS] who used the dis- o
- '/ tnbutlon of 0 and 1 of each test in the fault table to determme the ‘ |
e we1ght of the test Most recently, Powell [B40] has con51dered a

f ’probabmty welghtmg of tests E“‘“’“-’*f,mlt location to within package
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.- level. One crucial assumption in most of these methods is that there

“ by Kohavi and Lavallee [B29] where they have considered the problem

: “-condition’ for the design of a_checking 9xperim9nt and does not con~
txfibhiegto x'teduq;ing the lengtﬁ, of the checking eﬁpefiinent. A'Vll that &
3 i;‘s needed in designing a short fault detecting experiment is to find
fl;k;.j;" adlstmguishmg LSequéilce of re‘peatéd;s;ymbols of shortest length 2

The ma'jo:r=":éo_11tri'b-.1'tidiiiqt the. raper is a re‘du‘ct_i’on of iiennie"?‘ffs uﬁ)parv T
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is at most one fault at any given instant of time. Tests designed

under this assumption may not be valid if the fault is preceded by
another fault even in the case whefe the preceding fault is undetectable.
Regérding: the fault diagnosis of sequential machines, there is
still need for a "good' general diagnosis procedure that is ,noi; exhaus~
tive in xlatt}re and applicable only to machines with a small number of

states. This situation will probably remain unchanged until some

better synthesis procedures incorporating diagnosability into machine

design can be achieved, There is also a need to invéstiga.te special
diagnosis procedures applicable to special classes of machines and
networks, p;"trticularly the class of neﬁorks in which the reliability
is enhanced by fault-masking redundancy.

A "synthesis for diagnosability” point of view has been taken o | "

of designing "definitely diagnosable" (D.D.) sequential machines.

(A sequential machine with n state s iy definitely diagnoszibic if every’
input sequence of length greater than n(n-1)/2 is a distinguishing

sequence.) However, definite diagnosability is not a necessary

. S e T3t
e
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boux{d [B20] on the length of a checking experiment rather than a new
synthesis method for fault detecting sequential machines. The
problem =015* whether the D.D. property can.be employed to design
good fault locating sequences remains unanswered.

The second article that deals with diagnosability from a design
point of view is due to Preparata, et. al. [B41]. They considered
the problem of partitioning a system into mutually exclusive units
where each unit is a well defined portion of the system which cannbﬂ
be further partitioned for the purpose of diagnosis. The units are

then preconnected in such a fashion that each unit can test a subset

- of units. It is then possible to design diagnosis experiments for all

diagnosable fault patterns. The nece ssary and sufficient condition

for a-one step t-fault diagnosable pattern bears close resemblance

to that of t-error correcting codes. Interesting questions raised in

the paper are: what is the best network tcpology; what is the com-
plexity of the» new architecture; and what are the limiting factors it
may impose on the,pérformancé of the machine.

Hannigan and Masters [B19] have considei*ed the problem of

. test point allocati\.o‘n in triple modularly redundant digitai systems.

~ The criterion for selectmg test pomts is based on max1m1u1ng the

informatmn gam of unservmg an er roneous s:gnal Each test point,

therefore, could be located at e:.ther ..he output of a re stored function

~ora -system out')ut The prccedure mvolves computmg each potential\ '

!

3 tost pomt's conrhtioml probabﬂ ty that a failure wili be observne

'“;. 5 ’,I, T ‘_ S
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given that tl;e system is functionflly operational. This conditional
provability is then used as a basis for selecting test points. One
major difficulty of the method developed lies in the assumption of
being able to find indepenclent "blocks' in the system. The optimality

of test points selected is reduced significantlyiwhen the interdependence

of blocks increases. Furthermore, the grouping of subsystems into

"blocks" may not be an easy task for more complex systems.

Other aiaxiroaches to the fault diagnosis problem employ fault
simulation. In the csftegory of fault simulation, two techniques have
been widely practiced so far; physical feult simulation and digital
fault simulation, |

Physicel fault simulation was first employ;ed in the compilation
of feult dictiohary for the maintenance of Bell Telephone's No. I‘E SS
central control as described by Tsxancr and Ulrich [B50] in 1962 The

dxagnostlc programe consist of many sets of test pattea ns oach designed

to exercise some portion of the ma,,chme. These tests are manually

derwed by engmeers who ctnalyze individual cir cmts The dictionary

is compiled with the actua.l mseru-on of physmal faults mto the central
control by means of a Fault Slmulatmn Unit. For each fault, the )
package number and te,et 1dent1f1catlons that iaﬂed to pass are recorded”

ona magnetlc tape wlnch is later sorted pronessed and prmted out in.

.a dlctmna.ry form 'I‘o locate a faulty package in the field, the tech-

mcxan 81mp1y "looks up" the observed fault pattern (which is ]ust the

| sequence of tests the machme ‘e:'pd to pac's) in the d1ct1onary Tne




- major dithculty of this method are test 1ncens1stenc1es that accounted
for 15 to 20 percent of the total faults encountered This d)ﬂlculty
has been greatly reduced by using different methods of interpreting
the test results as reported by Chang and Thomis [B9].

The late Professor Seshu pionecred the WO}’I{ of digital simu- '
latton ,for the automatic generation of diagnostic "sc.hedules‘for asy-
chronous sequential xnachines [B46j. The first problem he dealt with

- was to wt.ite a computer program which read in the logical description “
of « circuit and produced a sequential tes ing schedule for that circuit.
The testing philosophy'is essentially a multiple experiment in the
se,nse of Moone. Consider first an asynchronous machine which has
N possue faults. If each fault is considered as a transformation of
the originel machine into ya different machine then /there is a total of
N+1 machines to distinguish for fanlt location. The program, t‘-herefore,

" imi:leniénts a decis‘ton tree which branches out to each isolated fault

or toa set of indistinguishable faults as the test proceeds. Two
‘criteria for test acceptance are used; the f1rst one is to choose a
\ test which minimizes the number of machmes in‘the equxvalence

’)

class contammg the. good machme the second one is'to choose the

test whlch ms xmuzes the mforma.ta.on gam trom tne test The major

'weakness of the algorxthm ‘s thd.t 1t is very sensmve to the reset ,‘

g«

“v:"memory state and the f1rst mput used Furthermore no "good"

(',

i i.,basm for cho1ce 1s avallable at the beginnmg of the test ‘ P i
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*

4

A comparison of these two fault basis simulation methods has
been made by Chang and Mannigg [B36]. At pre sent, physical simﬁ-
lation uses less computer time than does digital simulation. Howe&gr,
improvement in digital met’hoci,s may re sult in more efficient algorithms
in the. ﬁea.r future, Moreover, file amount of flexibility enjoyeci by
digitzii met.hodsa may offset efficj.ency considerations in many present-

day applications.
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6. RELIABILITY ANALYSIS - SUMMARY

This summary of reliability analysis methods covers seventeen
papers drawn from six journals. Thirteen of the papers appeared in

the IEEE Transactions on Computers or the IEEE Transactions on

Reliability. An emphasis has been placed on articles published in the

last five years and preferably in the last three. Results based on

obsolete technologies or unique equipment configurations are rarely

generalizabie

The papers are grouped into two cateaorles models for relia-
b111ty andlysn: and calculations of performance mea sures. The first
category containg papers that deal with ‘physms models, redundant
systems and edaptive systems. The pztpers in theﬁ second category

are concerned with probability formulas, failu.re-ratewrelatiOns, and

‘performanee measures. SH o 0

Models f.or Rehablllty Analysis

Cons1derab1e attentlon has been gwen to modelmg systems for
analyS1s ona macroscoplc ba 51s Macroscoplc models are mtroduced
to explatn general fa11ure phenomena such as deterioration with age

Li [C3"’1 the usual probablhty d1str1but1ons - exponent:al normal,

Raylelgh and We1bu11 ‘are developed on such a heur1st1c bas1s The
,approach is to cons1der the strengths of the component or subsystem IR
0 : ,1n the agregate and the stresses placed on 1t by the envwonment

o Parameters are avaﬂable for ‘tttmg d1str1butmns to emplrrcal results . o
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but none are ofiered. In particular no hard justification of the whole
procedure is offered.

A rﬂbuttal to the above methods ras been made by Flower in
[C11]. The author discredits the probabilistic origin of failures, but
allows for their stochastic detection, The contribution of the paper
is a classification oi failure sou'rce s: improper design or insixﬁicient
capability, faulty or dameged‘htardware, and deterioration arising
from physics of irnplementation or environment. The author's sug-
gestioris for controlling the‘se sources of failure are rlelevaiit to the

| extent that certain'types of failure S - such as boixding and "purple
| plague' - will not continue to predominate over othci's.

An overview of component failure analysis in [C5 0] ;lescribes
component failures thaf \x;ei'e uncovered by the feihi're analysis program
at JPL. The discussion clearly Aindica:tes that the moet troubie some
failures result from manufacturing and testing malpractlces thereby

‘supportmg Flower's point of view. This also indicates, however, that

the failures are techno]og‘y-zdependent The implication is strong that

when manufacturi ing and testmg are automated, the methods of [C37]

ﬁ (physxcs modele) may become useful A k
Apart from the 1mmed1ate unphrations of technology, there ere ’

./

problems of allocatmg limited resources to maximize system effec-

- ' tlvenese. Questions of c~ystem orgamzation naturally arise but the‘ |

/ RN
primary emphasns is on the methods and ‘mea surements 6f resource

utmzat_ion.-« LI A 2 P T
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% . I}:TCBB] the optimum strategy is determined for repziring sub-
systems to achicve maximum system life. The prototype system has
“only two "cmponents, each with a redvn‘ant copy, such that all four
combinations are usable. The strategies are to repair in the order
of failure or to allow component priority.. The problem is central
to dynamically organizing systems for maximum life, "but the authcr's
analysis appeers to be unnece ssarily cumbersome,

Both [C10] and [C12] consider the allocation of redundancy to an
n-stage serial sy stem under a cest constraint., A weight constraint
is also included in [012].“ The number of tparallel copies for each

- stage is determined for subsequent nse depending on stage imple-

mentation and reliability and the system constraints. The problem is

solved With, a variational technique in [©10] and with dynamic pro-
g'rammingtfin;[ctllz]*, éA natural extensioﬁ of this approach is to consider
functional requirements,. instead of resenrce constraints, for a more
general anmalysis of system performance.
" The papers [025] and [C24] deal with specific des1gns for graceful
degradation. Under the assumptmn that certain system states are
g'::"f‘fﬁ'acceptabte 1a1lure state s, the ob,,ect in [C25] is to des1gn the system
to home in on these states under all failureés. The method s based nn L
obtalmng monotomc sw1tclnng functions At most twme the hardware

: necessary to reahze a functmn is necessary to achieve fail- safe '

iy o <\\,

R behavmr.
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In [C24] a system is described to circumvent failures in computer
logic. The object is touse alternative groups of microinstructions to
perform <elculations when individual instructions are compromised by
hardware failures. The modularily of the system is emphasized, but
~only a few examples of software alternatives are described.

A more specific application of modular construction to computing
is given in [C40] and [C41]. The papers do not consider the relia-
bility problem, but iclue‘s to related questions alaound. In particular
‘the problem of communica,ting ina xnodular environment is handled in

~ detail, Also the questlon of a basic set of instructions - at least for

this organization - is answerecl As several references note,

- asynchronous operation reduces de‘pe;‘ndcncs; on 4 central clock and

related connections.

Calculation of’Performa‘ncé Mea sures

Several metnods are available for computingthe reliability of
. systems; these ~inc\1uc1e Laplace transfoi*mﬂ, differential equations
and analysis of Markov chains. The se met‘hods, ‘hoWever, are
applicable only to very simple systems.

In [C'19'j a special case is introduced which yiclcis a practical
method fir computmg system reliabil.ly for some systems. - ;I‘he \ -
.speclal cond1t10n is that the product of the number of components ancl
the t1me interval of interest are small compared to the mean ltte of -

- /“’"'s

, the components A systematlc consmeratlon of only those faﬂure

T : patterns crxtical to the system leads to a simple rehabillty calculation .

-

At
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" Esary and Proschan [C9] consider a strur'tui*e composed of independent

identical conuponents wﬂh comnon probablhty dlStl ibution F (t) ‘Each

de s,1gnatmg the system reliability by h(p), the authors prove that

side is an inerea smg function of t. An 1mmed1ate consequence of thls

. ,observahq(z.; is that\;’;i tr(t) is an mcre'xsmg functxon of t and ph'(p) /h(p)

31
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’

The enumeration of failure patterns begins with the simplest and
continues until the acacuracy specified by the problem is exceéded.
This approach depends on assuming that the system failures are
Poisson distributed and the failure rate is much less than the repair |
rate. ,‘

The probability of exactly i failures in a time g.j;éricd of length

t is derived in [C48]. The system consists of n independent, identical

~ subsystems- thh s spares. The spares are substituted instantaneously

with probability equal to one upon fallure. The derivation is based on
developmg a recurrence relation and using induction; the result is
expressed in terms of Sterling numbers.

To develop a relationship between system and component rates,

component has rehabxhty p = 1-F(t) at a given mstant of txme and

ph'(p) L R@) - |
h{p) p=1-F(t) () ,» ‘ : T "

e

" B
U . !

R(t) is the system failure rate and r(t) is the component failure rate,
both at time t. " The xmportanc@, of this result is to note that the left

band side 1s a decrcasmtJr f.unctlon of p 1f and only if the rlght hand

is a”’decreasi‘ng‘f,f\é‘r‘xctlon of p,‘,‘ then R(t) is an’ inc_reasing func_tmn of t.



- is calculafed Then the uncerta.mty in the number of system failures

i S;_',»;_A,Iaﬂure rate 1s often conslderably less tha.n that assoc:ated mth the
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Thus 2 simple sufficient condition has been obtaiued for a system to

have an increasing failure rate when the identical components have |
an increefsing failure rate. Those systen.s which operate if and only \
if at leaet k out of n components operate constitute an 1mportant clase

of structures for wh1ch ph'(p) /h(p) isa decreasmg function. New
‘structures with this property can also be obtained by composition of
structures with the“ property. For systems ot non-identical components |

satisfying the prope“rty, R(t) can be bracketed by bounds which are : ]

strictly increasing if the component failure-rates are increasing.

AP G S

e

Brender in [63] conside«rs the ullcertainty that exists between
:predicted and actval fe.ilu‘re rates. The purpose of his paper is to

" relate 1) the uncertamty in the number of prechcted system failures | ¢
_to the uncertainty in the system failure rate, and 2) ‘the uncertainty | |

of the system failure rate to the uncertainty in the failure rates of the
compone,nts‘, The rednction of uncertainty improves system failure

| rate. predi‘ction‘and'is «cteafly inforn;at‘ion about rsystem pérformance.

In the paper an expressmn for uncertamty in the system fa11u1 e rate ’ |
is obtamed average component uncertamty is defmed and the m1n1mum |

,7“ i

-uncertamty 1n system faxlure rate when component types are the same

J G . ! . I

- and the reldtlon tc s"bsystem faﬂure uncertamty is evaluated The

conclusions af the ilper are that 1) the uncertamty about qystem A

L i i P

e
Ny ‘ N3

.f"average component type, and 2) the uncertamty m the numbez: of % ,3‘ R g

- R : §
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is apphed to a data proce ssmg complex.

partlal success.

33

system failures is always greater than the uncertainty of system failure

rate for all intervals.

The more general question of system effectiveness is taken up
n [C21] where "system effectiveness" is a generalization of the

various concepts of ”systene availability" which have been prepose'd.

(The author shows that availability can be given eighteen "meaningful

definitions.) The studg; of effectiveness is meant to formalize the

interaction between behavior statistics, performance capability, and
functional requirements. System effectiveness is defined as the

extent to which performance objectives are met. Estimation of

system effe'ctivenes“s is by probabilistic analysis covering capability, -
state probabmty chstrlbutlons and vulnerabxhty (envu‘onms nfal

mﬂue-nce.s) : Ana.lyu methods for system effectweness prechct"on

are supposcdly g1ven in the reference s. An example of one teehm_que

The measure of effectiveness

was service avallablhty based on total c,omputmg speed

In. [023] Meyer defmes a measure of system rehab111ty that

: accounts for not only total success, but also for various degrees of

F1rst the system is defined in terms of its com-

ponent set probamhty space and behavmr' the se are the attmbutes

-

that 1nfluence its rellablhty Then the con\,epts of performance \ ad

uti 11tv are mtroduced and used to defme system rellabﬂzty The ‘\

o

paper coneh.des Wlth a dlscuesmn of perma'lent fallures and con- 0

n
"

R e
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e In [C8] Dorrough appi;onches the problem of designing and
evaluating a self-repairing c”omputer'. He equ“ates failure with error
and treats-dynamic systems informe.tion:&.lly bnth with respect to
failure and repair. Self-repair is the correctten of or compensation
for internal error and is accomplishednhy ;*edundancy or adaptation.
Configurational and functional redundancy are discussed in detail.

The pr”ob‘lem’of developing a self-repairing syvstem requires a system

effectlvensss measure and an mformatlonal network for detectmg and

1

repairing (or adaptmg to) f'ulures. The system effectiveness measure

g | employed is called the Periormance Capablllty Measure t"’(’M)

is the sum over non-cata strophlc bystem states of the probablhty that
an error in a cr1tlca1. parameter is less than some maximum allowed
amount wh11e ina glven state ‘weighted by the probabﬂlty of belng in
the state. “»*x Wba,bﬂltles are computed from L: tplace traanorm and

-Markov chaln methods. Use of the PCM for evaluatmn of effectlveness
. n
is accomphshed by partltlonlng the state spa.ce accordmg +o a method

t

SR developed by Pierce. Figures of merlt are 1ntroduced for optlmlzmg :
' the tradeoff between PCM and constraints on system 1mp1ementat10n.
L
Implementatlon of self—repan'mg systems is ba.sed on 1nterwoven

)«,

loglc :for conhguratloml redundancy and multlfunct on loglc for

o

4

b

s ,functmna.l redundancy The des1gn of a self-repalrmg computer is
S undertaken to demonstrate the var1ous techmques. A hard-core is
. presumed and 31mulat1on 1s requlred to evaluat e the demgn techmques




applied to the memory, central processing, control, and input;-output
units. No consideration is given to the collection of diagnostic infor-

mation or more modular types of organization.
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