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ABSTRACT

This document provides a general set of guidelines to stand-
ardize logic diagram {fault tree) methodology for system
safety analysis in the Apollo program. These guidelines
cover both the qualitative and guantitative aspects.
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FOREWORD

This guide has been prepared to establish uniformity in the
application of logic diagram (fault tree}) methodology where
used in the Apollo program system safety analyses. Imple-
mentation of standardized terminology, symbolism and proce-
dures as defined in this document is necessary to ensure
compatibility in the logic diagram analyses being performed
concurrently at the warious Apollo geographical locations.
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1.0 INTRODUCTION

1.1 PURPOSE

The purpose of this document is to provide the basis for
standardized Apollo system safety logic diagram analysis
efforts.

1.2 SCOPE

This document establishes standards for Apollo logic
diagram (fault tree) analysis methods, terminology and
symbolism. Three basic analytical elements are defined:
1} System safety logic diagramming (Section 4);

2) System safety failure data development (Appendix A);
3) System safety logic diagram evaluation (Appendix B).
The document also describes- the analysis flow process,
logic diagram format requirements, two methods of drafting

logic diagrams, and the interfaces between system safety
engineering and other engineering disciplines.
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2.0 SYSTEM SAFETY ANALYSIS FLOW

2.1 ANALYSIS ACTIVITY

In order to place Apollc System Safety efforts in the proper
perspective, the following problem sclving steps are con-
sidered essential as an underlying basis for a systems ap-
proach to safety. These steps will enable the risk of un-
desired (hazardous) events identified in the Apollo Program
to be maintained at an acceptable lavel.

1) Identification of undesired events:

2) Structuring identified undesired events into a logic
diagram; |

3} Determination of fault inter-relationships:

4) Evaluation for "likelihood" of identified undegired
: gvents;

51 Trade-off decisions and/or corrections.

As depicted in Figure 1, steps 1) and 2) above are nacessary
to develop what is commonly known as a "Top" logic diagram.
The top logic diagram plays an essential part in performing
a system safety logic diagram analysis. It is a starting
guide which shows how and where the logic diagram is to be
developed {(oxr expanded) by further analysis activity. It
organizes all of the system unique logic relationships into
a pattern whereby the system hardware and software functions
can be analyzed in an orderly and logical manner. This
means that the top must be structured soc that the end anal-
ysis is complete in satisfying what is defined by the top
undesired event(s).

System unique logic relationship variables which must be
carefully structured are things such as: 1) system opera-
tion modes, 2) mission phases and/or operations, 3) the de-
gree of man/machine relationship in the system, 4) inter-
relationships of the Centers with the system functions, and
5) functional order of the system.

This list of relationship variables covers the top structure
gross considerations, and indicates the types of activity
involved. System unique logic relationship variables will
vary with the different systems being analyzed, with the de-
gree of difference depending upon the similarity between
systems.
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As already stated, the top logic diagram is a starting
"gquide” for a complete system logic diagram analysis. This
means that once the top is started it is not necessarily
"cast in concrete", but is subject to change as analysis
activity progresses. Experience has shown that as an anal-
ysis proceeds to completion, more system information and
understanding is gained. As system information and under-
standing develop, modification to the top logic diagram is
required to reflect this current knowledge.

Step 3) is the actual development of the logic diagram.
This is the point where analysis activity starts from the
top logic diagram structure and proceeds through the hard-
ware level. This step of analysis is the foundation of a
logic diagram analysis. The fault mode relationships, once
correctly and completely structured, will usually never
change - unless hardware design changes occur.

Step 4) is an evaluation of the completed logic diagram for
the purpose of: 1) determining the likelihood of identified
undesired events, and 2) determining the identity and rank-
ing of "chains" of .events and event relationships leading
to the identified undesired event(s). Evaluation can be
accomplished by rigorous mathematical processes (quantita-—
tive evaluation) or from intuitive (inductive) methods.
However, the results obtained (guantitative/inductive) will
only be as complete as the applied rigor. Useful results
can be obtained from evaluations made during the course of
development of the logic diagram analysis.

Step 5) If it is determined through the evaluation of the
logic diagram (or as a result of other analyses} that cor-
rective action is reguired, the logic diagram analysis it-
self is a valuable source of information for change decisions.
Proposed corrections such as design changes, procedure

changes, etc., can be evaluated in the context of the logic
diagram to determine a relative measure of improvement.

In order to achieve a meaningful and useful analysis, two
important points must be emphasized. First, the output of
an analysis is only as valuable and reliable as the guality
and quantity of effort and information going in to the anal-
ysis. Second, hardware and operating procedures configura-
tion control must be maintained at all times to avoid erro-
neous conclusions being drawn from the analysis.

2,2 PROGRAM ACTIVITY
The flow of activity necessary for a complete system-inte-
grated Apollo logic diagram analysis should follow a pattern

as shown in Figure 2. This flow takes into consideration
the steps required to perform an analysis, along with the

2-3
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difficult task of consolidating the Center analyses into
one complete system/mission oriented analysis.

As shown in Figure 2, the first step in program development
is the structuring of the top logic diagram. This is done
primarily by the APO, with the aid of the Centers. After

a suitable top has been structured and agreed upon by all
involved, each of the Centers is assigned specified portions
of the logic diagram for further development. While the
Centers are conducting their analyses, the task of reviewing
the output of each Center and combining the output into one
complete systems analysis is performed by the APO. When

the Apollo system analysis for system safety is complete,

it will be documented, approved and released.

An important factor necessary in accomplishing a system-in-
tegrated analysis is the media of communications. Without
an effective communications network, operable on a "day-to-
day" basis between the Centers and the APO, loss of direc-
tion, efficiency and effectiveness will result.

2.3 APOLLO LOGIC DIAGRAM FORMAT REQUIREMENTS

To achieve a consistency of approach and to assure analysis
completeness, the following requirements must be met by each
MSF Center submitting logic diagram analyses.

1) ‘“Structuring must follow the rules and symbolism
set forth in this document.

2) Each "diamond" event must have the following in-
formation/reason for analysis termination of the
event:

(a) Insignificant (with rationale)
(b) Lack of system information

(¢} 1Identification of other analyses which
satisfactorily analyze the failure modes
and system effects for that event.

3) Development information sources must be identified
by schematic, flow, time, mechanical, electrical,
operation, maintenance drawing and/or document
numbers. The revision date and/or number must be
included for each source. This source information
must be included as part of each submittal.

4) Each Center must utilize the logic diagram alpha-
betic code assignments made in the Apollo Logic
Diagram Analysis Guidelines document.



5)

6)

7}

D2-117018-1A

Each submittal shall indicate the Apollo System
configuration represented, i.e., AS-503, AS-504,
in the "Model" block.

Revision codes will be included by each Center

and will be based on the standard Boeing practice
of assigning progressive alphabetic characters be-
ginning with A.

Identify all components and subsystems by part
number and part number source if part number source
is different from logic diagram structure source.
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3.0 SYSTEM SAFETY INTERFACES

3.1 CONFIGURATION MANAGEMENT INTERFACE

Configuration Management is the system engineering manage-
ment which describes, identifies and controls the system/
equipment configuration throughout the definition, develop-
ment, production and change phases.

A primary function of System Safety is to develop a logic
diagram analysis which reflects the system/equipment of an
established and well defined baseline configuration. To
perform this task System Safety must have available an es-
tablished baseline configuration and detailed baseline
system/equipment design and operation information. The re-
sponsibility of establishing the baseline configuration and
identifying this configuration by documentation of detailed
design and engineering data lies with Configuration Manage-
ment.

Another function of System Safety is to analyze the effect
of proposed changes on the baseline configuration with re-
spect to the logic diagram analysis performed on the base-
line configuration. Decisions as to the acceptability and
cost-effectiveness of proposed changes, with regard to
System Safety, can be made based on the mathematical model
(logic diagram) of the system/equipment. Proposed System
Safety design changes resulting from logic diagram analyses
must be implemented through Configuration Management.

Demonstration that the system/equipment development is in
accordance with the specification/requirements is accomplished
through internal and contractually required design reviews

and equipment inspections. System Safety is required to
participate in the reviews and to show that the design meets
the specification/requirements allocated for System Safety,
and that, in general, no problem areas exist. Demonstration
that baseline requirements and specifications are being met
with respect to System Safety is accomplished through the
medium of logic diagram analysis.

Verification and certification of all manufactured end items
is the responsibility of Configuration Management, but is a
direct task of Quality Assurance. The interface between
System Safety and Quality Control is discussed in further
detail in Section 3.3.

Data on the accumulated operating time/cycles and the number
of failures of identified hardware items is essential to
System Safety in order to identify potential "weak links"

in a system and to quantitatively evaluate logic diagrams.
Also, a record of approved changes with their scheduled

3-1
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incorporation date into the hardware and the actual incorpo-
ration date is vital to System Safety. With this informa-
tion, the status of the baseline configuration and the base-
line logic diagram analyses can be kept current.

3.2 DESIGN ENGINEERING INTERFACE

The interface between System Safety and Design Engineering
requires a "day-to~day" working relationship between members
of each organization. The results of this close relation-
ship are inherently beneficial to both organizations.

Design Engineering is a source of valuable information on
the operating and functional characteristics of the system/
equipment. The detailed and gross level information ob-
tained during the initial design stage is invaluable to
System Safety. In retrospect, System Safety can make known
to designers the ideas and practices associated with de-
signing an inherently safer system.

RKnowledge of proposed changes to the system/equipment can
be acquired during the conceptual and initial design change
stage, and suggestions made to the designers to provide a
safer and/or safety cost-effective change. System/equip-
ment design changes which are needed for improved system
safety can be discussed with the designers to select the
most effective design alternative with respect to safety
and system effectiveness.

Close work between the two organizations at an early stage
will allow differences to be worked out before procedural
formalities of the "organizational system" require a longer
period of negotiation in order to yield a design acceptable
to both Design Engineering and System Safety.

3.3 QUALITY ASSURANCE INTERFACE

The system significance of a particular event or part detail
cannot be determined by study of the design alone. There-
fore, predictive system safety analyses must be made from
drawings, procedures and other documented instructions.
Thus, the accuracy of such analyses and the conclusions de-
rived from them are dependent on activities of quality tech-
nicians and inspectors in assuring that instructions are
followed.

Quality requirements are determined and satisfied throughout
all phases of contract performance, including preliminary
and engineering design, development, fabrication, processing,
assembly, inspection, test, checkout, packaging, shipping,
storage, maintenance, field use, flight preparations, flight
operations and flight analysis. The Quality Assurance pro-
gram ensures that quality aspects are fully included in all

3-2
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designs and are continuously maintained in the fabricated
articles. Any change required to improve components, sub-
system, or system performance without compromising quality,
reliability or safety should be incorporated at the earliest
practical point in development and fabrication. The pro-
gram provides for the early and prompt detection of actual
or potential deficiencies, system incompatibility, marginal
guality, and trends or conditions which could result in
unsatisfactory quality. Objective evidence of guality con-
formance, including records of inspection and test results,
are made available to cognizant organizations. This infor-
mation is a necessary part of system safety analyses in
order to provide a high level of confidence in the logic
diagram representation of system faults and confidence in
the assignment of probabilities to the fault events.

3.4 TEST PLANNING AND REPORTING INTERFACE

Special tests are conducted on hardware end items for relia-
bility data, gualification, quality assurance, and system
-hardware integration. From these tests considerable data

is produced and made available which is necessary for logic
diagram evaluation. Conversely, requirements for special
tests to obtain data specifically needed by System Safety
may result from logic diagram analyses.

System safety analyses conducted on proposed test plans may
initiate special test procedures and corrective measures to
existing test plans.

3.5 RELTIABILITY INTERFACE

A function of Reliability is system/hardware analysis for
failure data; such as failure modes, failure effects,

mean time between failures, probabilities of failure and as-
sessment of system failures on mission accomplishment.

Much of this type of data is used by System Safety for both
qualitative and quantitative system safety analysis. For
example, existing and substantiated failure modes and ef-
fects data is an invaluable aid in the gualitative logic
diagram analysis of a system. In a quantitative logic dia-
gram evaluation, hardware failure rate data is a necessary
item. In retrospect, the results of a system. safety anal-
ysis may have a direct impact upon reliability; such as re-
guiring further testing of certain hardware or improving
the reliability of a particular system element. Therefore,
it is essential that System Safety coordinate closely with
Reliability for an exchange of data on a timely basis.
Since reliability data is a prime source of information for
system safety analyses, there is a significant degree of
inherent compatibility. However, it should be noted that
complete numerical parity should not be expected because
reliability "numbers" normally refer to both primary and

3-3
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secondary failures for particular failure modes. Thus, it
is entirely possible for a system to have reliability which
is the complement of one failure per 1000 operating hours
and a probability of significant undesired event, i.e.,
accident, of one per 1,000,000 operating hours.

Conversely to System Safety use of reliability data, relia~
bility considerations may be altered by System Safety anal-
yvtical results. For example, it may be necessary to make

a particular system element more reliable because of its safety
significance even though the system reliability is already
adeqguate.

3.6 MATNTAINABILITY AND HUMAN ENGINEERING INTERFACE

Maintainability is a design discipline that provides for
ease, economy and safety in all maintenance functions and
the use of maintenance equipment. Therefore, System Safety
and Maintainability must work closely in order foxr System
Safety to perform safety analyses on maintenance eguipment
and to certify the safety of maintenance equipment design
and maintenance operations.

Human Engineering is involved in the designing of eguip-
ments for human use so that thev can be used efficiently,
accurately and safely. Human Engineering and System Safety
must make use of, as a part of the safety analyses, human
factor statisticg (data) available as the result of human
factor studies. The human/system interface is a necessary
consideration in safety analyses.

3.7 HEALTH AND SAFETY INTERFACE

System Safety is concerned with test, assembly, checkout,
maintenance and use of systems which provide a possibility
of serious injury, loss of 1life, loss of eguipment or
significant equipment damage. In other words, concern with
the above undesired events as a result of the existence of
the system. Health and Safety is concerned with providing
a gafe working environment for employees. It is obvious
that there will be gome overlap between the two functions
and in this case the more stringent standards of accepta-
bility would apply. .

System Safety can aid the Health and Safety activity by pro-
viding hardware oriented data and by identifying hazardous
areas. Health and Safety can aid System Safety by provid-
ing information and data on. human factors, toxic materials,
anthropometric considerations and other specialized data re-
lated to the human working environment.

3-4
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4.0 SYSTEM SAFETY LOGIC DIAGRAMMING

4.1 GENERAT

The system safety logic diagram is a logic oriented graphic
representation of the parallel and series combinations of
independent personnel or equipment subsystem and component
failure and normal operating modes .that can result in a
specified undesired event. This representation can be quan-
tified to provide a relative measure of the paths leading to
these events.

The following sections discuss basic rules, definitions and
methodology of the logic diagramming technique.

4.2 EVENT DESCRIPTION

The term "event" denotes a dynamic change of state that occurs
to a system element, where an element is inclusive of hardware,
software, personnel and environment. If the change of state

" is such that the intended function of the particular element
is not achieved, o¥ an unintended function is achieved, the
event is an abnormal system function or "fault event." If the
change of state is such that the intended function occurs as
planned (designed), the event is then a normal system function
or "normal event." Thus, two types of events exist —-— those
which are not intended and those which are intended.

Fault events can be divided into two categories: basic events
and gate events. Basic events are events whereby system ele-
ments (usually at the component level) go from an unfailed
state to a failed state, and are related to a specific failure
rate and fault duration time. These events are used only as
inputs to a logic gate (never as outputs) and are therefore
independent events. On a logic diagram, basic events are
depicted by a circle and/or a diamond. A gate event is the
event (or system failure) which results from the output of a
logic gate. Since the gate event is dependent upon the input
events and the type of logic gate function, it is therefore a
dependent event. It must be noted that the gate event is not
the logic gate itself, but the result of the logic gate func-
tion and the input events. The gate event is depicted by a
rectangle above the logic gate. As a logic diagram develop-
ment progresses, gate events on one level become inputs to
gate events on the next higher level.

In the logic diagram analysis of a system- the inherent modes
of failure of system elements are delineated as primary,
secondary and command. These failure modes are referred to
as "primary events," "secondary events," and "command
events" respectively, and are depicted on the logic diagram
as the combination of basic events and/or gate events. In

4-1
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other words, these events are generally identified at a gate
event level, and depending on the level of analysis, are fur-

ther developed until the event can be identified as a basic
event.

In a logic diagram analysis, the dynamic change of state
that occurs to a system element is defined as a binary type
event. That is, & system element is always in one of two
states, ON or OFF. The ON state (or 1) corresponds to a
failed condition and the OFF state (or 0) corresponds to an
unfailed condition. The example below illustrates the
binary manner of a system element. The element operates
normally (OFF state) until faillure occurs (ON state). After
the Ffault event occurg (dynamic change of state) the element
remains failed (ON state) until repalir of scme sort has been
effected. When repair is accomplished, the element returns
to the unfailed state (OFF). By representing events and
gates in a binary manner, logic diagrams can be analyzed by
the rigorous techniques of Boolean algebra.

Byent Duration Time Event Duration Time
———— ———
STATE OF E a
orFE 0 —-—
ELEMENT 2 B c D

Time of 1st failure
Time lst failure is repalred
- Time of 2nd failure
Time 2nd failure is repaired

QW
{

4.3 3YMBOLS
Rectangle

The rectangle identifies an event {gate event) that results
from the combination of fault events through a logic gate.
The rectangle is also used to describe a conditional input
to a functional condition INHIBIT gate {(described below).
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Circle

The circle describes a basic fault event that requires no
further development. The frequency and mode of failure of
items so identified is derived from empirical data. The rate
of occurrence of such a primary event i1s normally the gen-

eric failure rate of the component for the particular failure
mode,

House

The house indicates an event that must occur (or is expected
to occur) due to normal operating conditions in the system.
The house does not indicate a fault event. An example is

a phase change in a dynamic system, such as the landing,
flight, and take~off phases of an aircraft.

Diamond

The diamond describes a fault event that is considered basic
in a given logic diagram. The possible causes of the event
are not developed either because the event is of insufficient
consequence or the necessary information for further
development is unavailable. For Apollo T.I.E. system safety
applications, it also can indicate non-development because an

analysis already exists that is of satisfactory depth and
breadth.
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Oval

‘The oval is used to record the conditional input to a random
condition INHIBIT gate. It defines the state of the system
that permits a fault seqguence to occur, and may be either
normal to the system or result from failures. It ig also
used to indicate the necessary sequence of events required to
pass through an "AND" or an "OR" gate function.

Double Diamond

The double diamond is used in the simplification of a logic
+diagram for numerical evaluation. The event described re-
sults from the causes that have been identified, but are not
shown on a particular version of the logic diagram.

"AND" Gate

The "AND" gate describes the logical operation whereby the

co-existence of all input events is required to produce the
output event. The fault duration time of an "AND" gate is

expressed in terms of the input fault duration times.
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Example of "AND" Gate Usage:

Light
rCR Qff
“ﬂj"- -
ks —-m-u-""
Pouor e ¢
foures . #
B
Cizoutt

.Bnother example of "AND" Gate Usage:

Light "gx
on

"OR" Gate

The "OR" gate defines the situation whereby the output event
will exist if one or more of the input events exists. The
fault duration time of an "OR" gate is expressed in terms of
the input fault duration times.

Cutpat

2 or more Iaputs

4-5
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Example of "OR" Gate Usage:

Light *C¥
on

1

Ciroult

Another example of "OR" Gate Usage:

Light ®Cn
oft

if

"PRIORITY AND" Gate

The "PRIORITY AND" gate performs the same logic function as
the "AND" gate with the additional stipulation that seguence
as well as co-existence is reguired.

5 Output

Priority
Description
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Example of "PRIORITY AND" Gate - Usage

Assume: For an aircraft the safety monitor feature wonitors
the sysgtem response to automatically control and inhibit
those control inputs which exceed system limits.

-

Hard Over
Autoxetic
Pilot Command

Satety
Monltor Must
Fpil First

“3nfaty
Monditor
Fatlure

Hard Ower
Fatlure

LOGIC DIACRAM

TCORSTANT PAULT DURATION AND" Gate

The "CONSTANT FAULT DURKTION AND® gate symbolized

describes the same logical function as the "AND" gate except
that the fault duration time of the output event is not de-
pendent upon the fault duration times of the inputs. The
fault duration time of this gate is determined as a function
of the system operation. '

-__ﬂzfsg:—--—“ Output

4-7
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Example of "CONSTANT FAULT DURATION AND" Gate Usages

' Consider the undesired event "Rocket Motor Inadvertently Ignited."
Assume the "armed" results in a warning light prompting immed-
iate-repair action. If the "armed" event occurs and the warning
system is working, the fault duration time is one unit. If the
"armed" event occurs and the warning system has failed, the

fault duration time is naturally longer, being dependent upon

how often the monitoring system is functionally checked.

Rooket Motor
Inadvertently
Ignited
1 1
Safe-Arm Ignition
Machanipm Current
Armad Presant
A =1 Unit Fault Duratiqn
Time
A | | A' = 1 Unit iault Duration
Time + § Monitoring
Hianile Miegsile Syatem Runctional
dracd Armod Check Time
A At
Fault ¥
Buration (Monitoring
Time Systen & Oheck
Time)
I ]
Missile Safe-Arm
Armed Mechanisn
A Monitor System
! Fellure
KOGIC DIAGRAN
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"EXCLUSIVE OR" Gate

The "EXCLUSIVE OR" gate functions as an OR gate with the
restriction that specified inputs cannot co-exist. This
gate will not respond to the co-existence of two or more

specified input events.

Restriction

2 or More Inputa

Example of "EXCLUSIVE OR" Gate Usage:

Asgymetric
Thrust

Hot Both

Assume: Twin, side mounted engine vehicle. Simultanecusly

Loss of
Engine No. 2

LOGIC DIAGRAM

"CONSTANT FAULT DURATION OR" Gate

The "CONSTANT FAULT DURATION OR" gate performs the same
function as the "OR" gate except that the fault duration time
of the output event is not dependent upon the fault duration
times of the inputs. The fault duration time of the output
event is strictly dependent upon system operation variables,
and must be determined from system information rather than
in terms of the input event fault duration times.

“Qutput

 Fault
Duration
Timas

2 or ¥ore Inputa
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"INHIBIT" Gates

"INHIBIT" gates describe a causal relationship between one
fault and another. The input event directly produces the
output event if the indicated condition is satisfied. The
conditional input defines a state of the system that permits
the fault sequence to occur, and may be either normal to the
system or result from failures. The conditional input is
represented by an oval if it describes a specific fallure
mode and a rectangle if it describes a condition that may
exist for the life of the system. The conditional input is
further described on the following pages. The logical
"INHIBIT" functions are symbolized in system safety logic .
diagrams as follows:

Cutput

Type Of
Condities

Input

“"FUNCTIONAL CONDITION INHIBIT" Gate

The "FUNCTIONAL CONDITION INHIBIT" gate provides a means for
applying conditional probabilities to the fault sequences. Iis
the input event occurs and the "condition" is satisfied, an
output event will be generated. The duration time of the
output event may be either the duration time of the fault
input or may be separately generated.

Qutput

Funcfionnl
Condition

Input

4~10
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Example of "FUNCTTONAL CONDITION INHIBIT" Gate Usage:

greck Caused

iy Blowout
wind Wok Road
probability |
that Rond
is Wet

Faulte that
{ouss Blowout

"RANDOM CONDITION INHIBIT" Gate

"The "RANDOM CONDITION INHBIT" gate is the same as the "FUNC-
TIONAL CONDITION INHIBIT" gate except that the status of the
conditional input to a "RANDOM CONDITION INHIBIT" gate is
variable while it remaing constant in the “FUNCTIONAL CONDI-
TION INHIBIT" gate. The fault duration time of the output
event is always generated within the gate.

Example of "RANDOM INHIBIT" Gate Usage:

Hydrouiie Line
Broken in Wheel
¥ell
@
aks Hydrezlie
Line
Yire Explosion
ix ¥heel Well

4-11
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4.4 SPECIAL SYMBOLS

"MATRIX" Gate

Sonditional Type
Out!:ut 2 Output
Yariahle Tyye
Conditions 7/ 5
2 Input
npute only =31 Input Only

The "MATRIX" gate is used to describe a situation in which an
output event is produced for certain combinations of events at
the inputs. A matrix showing the event combinations that
produce the output event will accompany each usage of this
symbol. (Refer to Appendix D for further details.)

Example of "VARIABLE TYPE MATRIX" Gate Usage

- ire A1, A2 or A3
- 4 2 hes voltage on it
g g g and shorts to Wir
5 5 5 o
$ 3 3
4 & &
Al shortis to B 1.0 0 0
: I ]
" A shorts o B | O 1.0]1 0 Faulta that allow Faults that allow
. wires 41, A2 or power on wirses
- to short to . A, A2 or A3
A ghorts to B | O o |1.0 #f,., '

Example of "CONDITIONAL TYPE MATRIX"
Gate Usage

Airplane Crashes

Plane Phasas:
1. Roll
“ g 2. Yav
] C 5 3. Pitch
LA
-3 2
. & 3F
a -
] © PE . Airplane
3 5' !,_:. :.; Fu.l.‘!ltl
Boll 4 o5 3
Tav 7 8 4
| , |
Piieh| .6 .7 N Faults causing Fauits causing Faults causing
ruddar to jam aileron to jam throttle to Jam
o high rps

4-12
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Transfer Svabols

The "transfer" symbol is used to allow continuity between

two parts of a logic diagram. A line drawn into the side of

a triangle transfers everything below that triangle to another-
location, which is identified by a triangle with a line -drawn
from the apex and containing matching nomenclature and
identifyving symbol. The methodology i's illustrated below:

ralay XX 12

Falls clos pozanclature
Jdentifylng
syubol

Two types of transfer symbols exist. The "internal® (local)
transfer symbol transfers portions of a leogic diagran ond
‘within a particular logic diagram. The idea behind this being
that whenever the development of a certain portion of logic
diagram is identical in two (or more) places, on the same
logic diagram, it neesd only be developed in cne place.

The "external” {global} transfer symbol transfers a portion
of a logic diagram to another, entirely seyarate, logic
diagram. This happens when a development is identical for
one event on two separate logic dlagramﬁ. Also, when a
diagram is developed until there is no longer room for fur-
ther expansion on the sheet {or it is desired to end at a
particular place) an external transfer is used to continue
devalopment on another sheet. This is the method by which
new logic diagram developments (sub-diagrams) are started.

Figure 3 is an example of transfer symbol usage. It shows
the correct use of both internal and external transfers.

. I
S
%i& &&J;L&

nteraad tramiler
fremat}

Figurs 3 das

Transfer Symbol Usags

vramster
lghedi}

4-1.3
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Output Encompassing Ellipse

An ellipse with a line extending out along the major axis

is used when a component appears several times at the same
place (e. g., a l0-stage counter where all 10 stages can be
represented by illustrating one stage). Only one of the
inputs is drawn to encompass the output. This indicates that
the failure rate of that event is to be multiplied by the
given factor (times 10 for the 1l0-stage counter) for an

"OR" gate or raised to a given power and multiplies by the
expression {tnth~l) for an "AND" gate. This symbol is
illustrated below.

4.5 - EVENT IDENTIFICATION

All events comprising a logic diagram must be identified by

a code. This is necessary for four reasons: 1) easy and pre-
cise referencing, 2) for purposes of drafting, 3) in order
for a log of events Lo be maintained, and 4) for purposes of
quantitative evaluation. The means by which events are
identified is generally dependent upon the requirements and
objectives of the particular analysis. A standardized pro-
cedure should be set up and adhered to for an entire analysis
progranm.

The size and complexity of the Apollo system has demanded that
a unique method of event identification be utilized. The
method chosen has been developed to satisfy the present re-
quirements and objectives of the Apollo system oriented

logic diagram analysis, plus allowance for future expansion

or guantitative evaluation.

To begin, all events are classified into one of twWO cate-
gories. These two categories are reéferred to as "global"
events and "local" events. Global evénts are defined as
events which are used on more than one logic diagram, and
local events are defined as events which are unigue to one
logic diagram. The notation [or code) for events allows
each event to be uniguely represented, at the same time
differentiating between global and local events. The
standardized notation is shown in Figure 4,

4-14



Vo1
thru
V99

WO1
thru

W99

X101
thru
X959

Z01
thru
299

Yo1
thru

01
thru
99

D2-117018-1A

O
<>
e

I
A

Figure 4
Standardized Event Notation
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v100
thru
V999

w100
thru

X100
thru
X999

Z100
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From Figure 4, it can be readily digcerned that the alpha
character identifies the type of event. That is, "W" indi-
cates a house, "X" indicates a circle, "3" indicates a
diamond, any "Y" indicates an oval. Local events are
numbered from 01 through 99 for each and every logic dia-
gram. For example, diamonds on the AAA logic diagram are
randomly numbered as Z01l, Z02, z03, etc., and diamonds on
the RAA logic diagram are alsc numbered as 201, 202, 303,
etc. The only way to differentiate between local events
is by indicating the logic diagram on which they are
located. Global events are numbered from 100 through 999
and an index must be used to locate logic diagrams on
which these events appear.

For the identification of global transfers (sub-diagrams)

a three character alpha system is utilized. Using three
alpha characters allows identifying nomenclature for a
possibility of 17,576 logic diagrams. In conjunction with
this method, a breakdown has been established which immed-
iately identifies the source of the logic diagram. This

* breakdown consists of delegating the first letter, of all
three letter combinations, to a particular MSF Center. The
breakdown is as follows:

ABRA thrv AZZ WDC/8eattle (676 diagrams)
BAA thru HZ3Z MSFC {4732 diagrams)
IAA thru QZ% KSC (6084 diagrams)
RAA thru Z7% MSC (6084 diagrams)

As shown, local transfer symbols are numbered from 01
through 99 for each logic diagram. When referring to a

particular local transfer, the diagram on which it appears
must also be given.

4.6 BASIC DIAGRAM METHODOLOGY

The development of a logic diagram commences with the
definition or identification of the top "undesired event"
to be analyzed. The top undesired event can be an encompas—
sing event, such as “mission loss,® indicating a complete
system analysis; it could be a limiting event, such as
“crash due to engine failure,® indicating analysis of an
identifiable potential hazard; or it could be a specific
event, such as "amplifier fails resulting in low output,®
indicating analysis beginning at a hardware level. Once
definition of the undesired event has been accomplished,
the system is analyzed using the following rules and
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definitions of logic diagramming to determine and model the
inter-relationships and combinations of both normal and
abnormal system functions which could cause the occurrence
of the top undesired event.

The next step is to divide the system operating modes into
phases. A phase is that increment of a system's life which
can be analyzed independently, yet recognizing that there
may be commonality of analysis between any of the phases.
Some phases may be further divided into sub-phases, depending
upon the system structure. System phase breakdown should
continue (corresponds to system engineering functional
analysis) until the environment stays relatively constant
through the phase element and system operational character-—
istics do not change the fault environment. The development
of a logic diagram proceeds through the identification and
combination of the system events (normal and fault) until all
fault events are definable in terms of basic identifiable
hardware faults, to which failure rate data can be applied.

Figure 5 shows the general relationship of logic diagram
segiments., Although shown as distinct elements, it should
be noted that the segments will, to a certain extent, "mix"
together throughout the logic diagram structure.

Undesired

¥ ent{s) Top

Structure

System Phases
Major System Flow

Identificaticn of Cause ——
Sourcea (fault flow)

Sub-Systen Flow

Prirmary, Secondary & Commsnd Paths

. Detailed Hardwire Flow
Primary Event Identification-

Flgure 5
Logic Diagram Segments

Developing the "fault flow," or cause and effect relationship
of events through a system, requires deductive reasoning at
each "gate event® or level of the logic diagram. This
deductive reasoning basically involves the answering of five
questions: 1) necessity, 2) sufficiency, 3) primary,

4) secondary, and 5) command. These guestions effectively
develop the structure of the logic diagram on a progressive,
or level-by-level, basis.

4-17
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To answer the questions "necessity" and "sufficiency" re-
guires an evaluation of the system for normal and abnormal
functional event relationships. This evaluation determines
the system unique events, and logic gates combining them,

to result in the undesired event. This is accomplished by
looking at the undesired event and asking, "What is necessary
and sufficient to cause this undesired event?" For example,
an ordnance device will be activated when two.events occur:
1) the ordnance device Safe and Arm mechanism closes, "AND"
2) energizing power is available on the ordnance device
ignition line. These two events are all that is "necessary"
and "sufficient" to cause activation of the ordnance device.

The questions "primary" and "secondary" are questions requir-
ing an evaluation of the system to determine what primary
and/or secondary fault events can occur to result in another
fault event. These questions also identify the specific
primary and secondary failure modes of the fault event. For
example, a primary failure mode of an ordnance device would
be the mode of auto-ignition. A secondary failure mode
would be that of ignition due to excessive external shock or
heat. ‘

The question "command" is really a guideline for development
through the system. The question asks, "What upstream event
will command the downstream event to occur?" The upstream
event may be a primary and/or secondary event, or it may be
an event commanded by an event further upstream. Essenti-
ally, the "command path" is a chain of events delineating
the failure path of command events through a system. The
command path ultimately results (at the finish of the
analysis) as a primary and/or secondary fault event. Take
for example, a set of relay contacts failing closed, as part
of a system function. The contacts may fail closed as a
primary failure, they may fall closed from a secondary cause
such as foreign material bridging the contacts, or they

may be commanded to close by a relay coil failure. If an
upstream event causes the relay coil to be energized, the
contacts are effectively "commanded" to close as a result of
this upstream event.

The effective inter-relationship of the five necessary deduc-
tive questions is shown below:

Logic necessity primary event
Diagram sufficiency secondary event
command event

As indicated, a logic diagram is constructed of primary
events, secondary events and command events through the
medium of necessity .and sufficiency.
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In developing a logic diagram certain thought processes take
place in the mind of the analyst. The steps of development
at each level of the logic diagram delineating these thought
processes are: .

1) Define the undesired output event:

2) Determine what is "necessary and sufficient” to
produce the undesired output;

3) List all primary events related to the undesired
output;

4) List all secondary events related to the undesired
output;

5) Define the undesired input event which could command

the output event;

6) Repeat steps 1 - 5 for the new undesired event
defined in step 5.

Figure 6 shows the relationship of the above steps to the
structure of a logic diagram. The inherent simplicity and
logical process is readily apparent from this example.

Secondary Secondary

Faulta Faults

{power) (environment)

' O
Command Primary Undesired
L R fault(s) s Output

Secondary Undesired
Faults Output
(reference)

Command
Faults

Figure 6

Logic Diagram Relationships
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Figure 7 shows a logic diagram structure which portrays the
relationship of the command event to the primary and second-
ary events, and also how command events lead to a "command
path."” It must be remembered that the command path, as such, -
is only a guideline for analysis of event development

through a system. Command events create an orderly and logi-
cal manner of analysis at each level of the logic diagram.
Once an analysis is completed, comparison between the

logic diagram and signal flow diagram will show that the
logic diagram "command path" of a branch will represent the
steps of signal flow along a single thread.

avent ]
- A
vont B "oconmands®

L ( |

1
Jecondary ovent
Evants B
ohain of command
Q ;"—' svents fcommand path)
1

t
cv;n %

o

r
) svent
secondary ¢
event B .
Teommands®

svent O

*Failurs of
Event

Flgure 7
Example of Command Path

4,7 THE HUMAN ELEMENT

Logic diagram analysis has been applied to hardware and
software elements of a system extensively. The human ele-
ment has been included only tc the extent of "lumping" all
cause and effect relationships into a single consideration
of “human failure.



Any system which requires the human element in order +o
perform its intended function must have an analytical devel-
opment that includes the human as part of the system. The
human element is as much a subsysten as arxe the. hardware and
software subsystems which make up the rest of the total
system. The human element is much more complex and the least
understood perhaps, but still a subsystem of the total
system.

Since the human element is a major subsystem of Apollo,
analyses must include human aspects in a natural manner. In
other words, human cause and effect relationships must be

an integral part of the system hardware and software logic-
diagram structure.

An exawmple of how the human element can be portrayed in a
logic diagram is shown in Figure 8. The top event defines
any arbitrary human operation and is used merely to illus-
trate the development below the event. The circle shown as
“Crew Member Faills to Perform Function" (the identified
critical function) represents the possibility of inadver-
tent error, usually highly improbable. The other two inputs
to the top "OR" gate represent the "command" (no input
information) development and the "secondary" cause devel-
opment. Either of these two branches will most likely
contain the dominant factors associated with failure of a
crew member to perform a critical function. The events
shown in this logic diagram, Figure 8, are examples of the
types of causes which could result in no action taken by a
crew member. There are others which for simplicity are not
shown in this illustration (indicated by dotted lines).

During the development of system safety logic diagram anal-
yses on the Apollo mission, the human element must be
considered an integral part of the totdl system.

4.8 DOMINANT PATH

A dominant path is the chain of events which is most "likely"
to result in the undesired event (potential accident). In

a typical case, there may be several paths of various de-
grees of dominance which can result in a given undesired
event. These chains and their associated degrees of domin-
ance are most clearly identified by the system safety model
(logic diagram). Dominant path(s) and their relative degrees
of dominance are determined by event weighting (inspection)
or rigorous mathematical solution of the model.

Since the dominant path is the most likely avenue along
which the undesired event{s} can occur, the most cost
effective approach is to concentrate the initial prevention
effort in this area. It may be necessary to consider other
paths within the model, in a descending order of dominance,
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in order to achieve an acceptable level of rigk for the
occurrence of a particular undesired event.

Preparing to locate dominant paths requires that the system
safety model for a given undesired event (potential accident)
has-been  developed to the extent necessary to identify domi-
nant paths. As a minimum, the logic diagram development
must encompass all those safety features and devices which
have been designed into the system. This assures that
adequate consideration has been given to those areas of the
system which are of the greatest "risk," since safety
devices are normally placed where the greatest risk of an
undesired event occurring exists.

Logical inspection or mathematical processes determine the
degree of dominance for those paths of the model which
contribute the most to the likelihood of the undesired event.
The term "logical inspection" is defined to mean the logical
thought processes of a trained and experienced analyst being
applied through examination of the model, these processes
associated with whatever mental weighting factors he may
consider during the examination to determine which events
"loock to be" more probable than others. This would lead

to the resulting statement by the analyst of "these events
(identified) and path(s) look to be the most probable.™

The term "mathematical process" can be a solution of the
model by any of the methods discussed in Appendix B. Normal
practice is to solve a diagram with 250 events or less by

the Lambda-Tau (hand calculated) method and a diagram with
greater than 250 events on a digital computer using Monte
Carlo simulation with importance sampling. An event in this
case is defined to be any element of the diagram other than a
logic¢ gate. Since the purpose of the quantitative evaluation
of a diagram is to identify dominant paths and their relative
significance, the diagram is usually simplified by inspection
to minimize the structure to be simulated. “This inspection
is the elimination of those events and branches which are
obviously insignificant compared to others which are inputs
to the same gate.

Control of the dominant path(s) is accomplished by the
following: .

1) Establish a predetermined limit within which the
initial path selection is bounded. This involves the
identification of those paths which are computed to
be above any established limit for the systemn.

If the paths are near or below the limit, then they
are selected by picking those which are within an
"order of magnitude" or so of the limit, or are

of the same type.
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The initial selection must be divided into groups
for which a set of predetermined limits has been
established for each grouping. 'The grouping of
paths is accomplished by selecting those within an
ordex of magnitude of each other or those which
have an apparent commonality within the system.

Determine if a common point of departurs exists
among the paths of each group. This evaluation
involves determining if there are common faults
among the paths. Recommended changes to the system
at these common points provides the most effective
way to eliminate paths, or at least reduce them

to an acceptable level,

Convert the logic diagram dominant paths by grouping
events at logical summary points. Conversion of the
logic diagram dominant paths involves making a
listing of these events which, when "OR"-ed, result
in an interim event. The method is to convert

each path to a simplified alternating "AND," "OR,"
"AND," "OR," etec., relationship.

Simplify the logic diagram of the dominant path by
logically rediagramming. Simplification involives
rediagramming the relationships summarized in step 4.
This results in a simplified diagram of each path
which can be readily correlated with a functional flow
diagram of the system. The paths can now be verified
as to accuracy and the actual fault points introduced
into a functional flow diagram to show where and how
the fault combinations affect system operation.

Determine those events for which a design change ox
the development of a procedure will best and most

cost effectively reduce the probabllity of occurrence
of an undesired event to an acceptable level of risk.

Insert alternative solutiong as derived by steps 1
through 6 and repeat the process until an acceptable
level of risk is obtained. ' This step involves work-
ing with designers and selecting several alternative
system changes to reduce the probability of occurence
of each path. For each alternative to be evaluated,
the logic diagram is changed to reflect the change
and the diagram is recomputed to determine the

change impact. Care must be exercised to assure that
other paths or branches of the diagram which have the
same event or fault sequence are also changed to
reflect the change being evaluated.

Advise appropriate level of management of f£indings
and recommendations.,

4-24
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5.0 DRAFTING OF LOGIC DIAGRAMS

At the present time two methods exist for drafting logic
diagrams in a document form. The first, or traditiomnal
method, is hand drafting which requires draftsmen or illus-
trators. The second method is mechanized drafting, which
uses a computer and electro-mechanical plotter. .

The mechanized drafting method, which has recently been
developed for the drafting of logic diagrams, uses a Univac
1108 computer in conjunction with a Cal—Comp (California
Computer Products) incremental X-Y Plotter. A preliminary
cost analysis shows that the mechanized method can cost
approximately one~third of the hand drawn method.

For the Apollo System Safety effort, the most efficient

.and cost-effective drafting of logic diagrams can be accom—
plished using the mechanized drafting method. This is true
for four reasons: 1) The total Apollo Program integrated
logic diagram analysis will be comprised of a large quantity
Oof diagrams, 2) document guality vellums can be produced

in approximately two days for use as working drawings or for
support of meetings, 3) revisions and updates can be made
with little expense or effort, and 4) the cost savings
involved,

Figure 9 shows the steps required for mechanized drafting

of logic diagrams. This process begins with the engineer's
rough draft (logic diagram) which is coded, in a specified
format, on a keypunch form. The information on the key-
punch form' is punched in standard computer data cards, which
are combined with a standardized computer program and sub-
mitted to the computer. The computer calculates the spacing
between blocks and instructs the plotter in the proper
manner to draw (plot) a particular logic diagram. When the
computer completes all calculations it outputs the necessary
information on a magnetic tape. The magnetic tape is then
placed in the Cal-Comp tape reader, which translates, the
tape into mechanical movement instructions for the plotter.
Once the information is placed on magnetic tape, it is semi-
permanent. That is to say, it remains on the tape and can
be used as many times as desired to produce plots. To make
a change in a drafted logic diagram, it is only necessary

to make the appropriate computer data card change(s) and
generate a new magnetic tape.

In order for the computer to process a logic diagram, the
"deck" of computer data cards must be arranged in a certain
order, with the information on these cards in a specific
format. Transferring information from the rough draft logic
diagram onto computer data cards, via keypunch forms, is
referred to .as "coding". _The required arrangement of cards
in the. logic diagram.plotting deck is shown in Figure 10.
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STEPS OF MECHANIZED DRAFTING
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"Run cards" are special cards necessary for a program to
enter and exit from the computer. These cards are generally
unique to a particular computer system. As shown, these
cards are at the beginning and end of the deck.

To begin the coding, all "events" on the rough draft logic
diagram must be identified. Gates are identified using an
alphanumeric system. The top gate (first gate) is identified
as the "Al" gate. Gates on the second level are identifies
as Bl through Bl4, moving from left to right on the logic
diagram. Gates on the third level are identified as Cl throw
C40, and 8o on, until the ninth level is reached wherse the
gates are identified as Il through I40. Circleg, diamonds,
houses, ovals, and triangles are identified according to the
procedures defined for a particular program. For the Apocllo
logic diagram analysis, these events will be identified as
defined in Paragraph 4.3.

The information that must be transferred from the rough
draft to computer data cards is delineated as follows:

A- Number of Plots and Pleot Size Caxd

States the number of plots (logic diagrams) in the
particular run and the size of the plots. The size
of the drawing can be varied from an 11 x 260 inch
vellum to a 29 = 260 inch wvellum.

B~ Scaling Variable Card
States the desired distance between rectangles on
a drawing.

C- Diagram Identification Card

States the revision letter, sheet number, document
. nunmber and model which will appear on the drawing.

P~ Title Cazxd
St&tes the title which will appear on the drawing.
E- Tree Definition Block Cardg
Defines the structure of the logic diagram. Effec-
tively, they position the location of each "event”,

state the type of gates used, the inputs to each
gate, and identify all ovals.

5-4
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Standard Input Block Cards

Defines the type of input for all input events called
out in Section D. The types are: triangle, circle,
diamond and house.

End 1 $ Card

This is essentially a special program run card. It
denotes to the computer the end of a certain section
of information.

Event Description Block Cards

These cards state the words which will appear in each
event on the drawing.

End 2 $§ Card

Same as card G.

Extra Information Cards

These cards locate and state words in transfer
symbols that are connected to the side of a block,

if any. Also, state information under any particular
transfer symbol, ‘if desired. It is possible for this
section. to be void of any cards.

End 3 $§ Card

Same as card G.

Cerxtain limitations must be observed for each mechanized
logic diagram drawing. These limitations are written into
the standardized program and could -be changed if necessary.
They are:

1)

2)
3)
4)

5)

10
14

40

levels of rectangles, or nine levels of gates;
inputs per gate;

events per level;

250 events per logic diagram;

260 inches by 29 inches vellum size.

The positioning of information on the computer data cards
(Figure 11) is shown on pages 5-7 through 5-17 as it would
be done on keypunch forms. It must be remembered that each
line on a keypunch form represents one computer data card,

5-5
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and that the numbered columns on the keypunch form correspond
to the same columns on. the data cards.

Figure 12 (page 5-18) is an example "listing" (printout) of
the computer data card deck required to produce a drafted
logic diagram. The coded information shown was used to pro-
duce the example logic diagram in Figure 13 (page 5-19).
Column numbers have been purposely placed at the top of the
listing in order to denote the proper perspective of the
coded information. This example demonstrates the relation-
ship between the coded information and the finished logic
diagram.
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B - Scaling Variable (1 Card)
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¢ - Diagram Identification (1 Card)
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F - Standard Input Block (more than 1 card)
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CODING EXAMPLES
Al 0 Bl B2
81 1 Ci c2
‘B2 2 Y01 €3
C1 4 Y02 AAB D1
C2 5 Y03 02 01
C3 1 X01 w0l
D1 0 X02 201
W01 14
X01 12
X02 12
201 13
Ci. 10
Q2 10
AAB 10
END1S _
Al UNDESIRED EVENT
B1 EVENT A
B2 EVENT B
c EVENT C
c2 EVENT D
c3 -EVENT E
D1 EVENT G
W01 NORMALLY *XPECTED EVENT
X0} PRIMARY ‘ATLURE :
X02 PRIMARY FATLURE
Y01 CONDITIONAL EVENT
Y02 PRIORITY DESCRIPTION
Y03 RESTRICTION DESCRIPTION
z01 SECONDARY FAILURE
01 EVENT 1
02 EVENT H
AAB EVENT F
END2$ .
Al 20 AAA
C3 20 01
b1 20 02
END3$
Figure 12
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APPENDIX A

SYSTEM SAFETY FAILURE DATA DEVELOPMENT

Failure data is developed as a tool to define the effects

of various component failure modes and claSSizy these effects
on system equipment or personnel. The format in Figure A-1
is provided for assistance and guidance in developing sys-
tem &afety failure data. This format can be changed accord-
to various requirements and should be considered a5 an ex-
ample only.

The various columns are explained as follows:

COLUMN I - COMPONENT

Components are defined, at the discretion of the analyst,

by their physical or functional algnlflcanme The follow-
ing guidewill help in defining the major components or
facilitate understandlng of the types of natural separations
to consider. It is not intended to be exhaustive.

1} Electronlie Logic Circuits

Many systems or subsystems are made up of a number of
basic circuit designs which perform an identifiable
purpose. These are used ag building blocks for larger
circuits designed to perform the requlred loglc func-
tions of the system or subsystem. To minimize the
analysis required, the basic circuits can be defined
as major components, and an ahalysis made of each
logic function.

2) Mechanical Devices

Mechanical devices can be either a gingle part or an
agssembly of parts which perform one function. The use

in the circuit will dictate to what level of detail
mechanical parts should be considered. Single parts whic
can be considered major components are: solid driveshaft
engine blocks, primary structure, etc, The majority of
mechanical devices will be assemblies of many parts and
it is more reasonable to treat the assemblies as major
components, for example: relays, pumps, motors, mech-
anical safety devices, etc. This permits the majority

of vendor-supplied mechanical devices to be analyzed as
major components.. -

3} Electrical Svstems

Major components can be basic components of a circuit
or combinations of components used to perform one

A-1
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single function such as amplifiers, rectifiers, or regu-
lators. The level of data development should be based
on the importance of the part as a functional element
in the design.

4) Chemical Systems

In systems containing chemical compounds, the chemicals
should be considered as major components if these com-
pounds can cause failures of other components through
chemical reaction or release of chemical energy. Exam-~
ples of chemical components are: fuels, pressurants,
coolants, and preservatives.

5) Safety Devices

Safety devices will normally be considered major com-
ponents since they are used primarily to protect against
undesired events.

6) Wiring

Interconnecting wiring of major components will be con-
sidered a major component. Internal wiring will be con-
sidered as a part of a major, component. Physical
characteristics of cables which circumvent failures
.between wires should be stated in the cable analysis.

COLUMN II - COMPONENT FAILURE MODE

Failures of major components consisting of one part require

a listing of the modes in which that part may fail. Failures
of major components consisting of more- than one part will
require a failure mode and effects analysis to determine how
the failure modes of each part affect the components' output.
These effects will be the failure modes of the major compo-
nent listed in the system safety failure data. all failure
modes of the component should be listed.

COLUMN III - COMPONENT FAILURE RATE

The predicted reliability or the failure rate computed from
actual field data of primary failures should be tabulated in
this column for each major component in each of its modes of
failure. This data can be used in evaluating the probability
of the fault event or in selecting which critical or cata-
strophic events should be analyzed if the decision is made
not to analyze an event so classified. It also serves as a
data bank for future reference when the need arises to analyze
other undesired events as a result of system changes,
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COLUMN IV - SOURCE OF DATA

This column states the source of the failure rate data.
It shows the differentiation between field data, test data,
calculated data, etc.

COLUMN V - ¥FAILURE STATE

Many major components are only recurrently activated during
the system's operational life. The level of stress on these
components will change from one system mode to another. The
effect of a failure in each mode can be different; for exam—
ple, components supplied with power only during a test can
create a fault hazard only while a test is performed. Fail-
ures existing in one mode of system operations can also
adversely affect the system when the mode is changed. This
column therefore should reflect the environmental state of
the component when it failed.

COLUMN VI - EFFECT OF COMPONENT FAILURE

This column states-the effect on related system equipment
and/or personnel due to thé component failure.

COLUMN VII - REMARKS

This column may be used to include additional information
needed to clarify or verify information in other columns as
well as other information currently pertinent to system
safety efforts.

Appendix E ‘'shows the application of this data format to a
specific example.
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APPENDIX B
SYSTEM SAFETY LOGIC DIAGRAM EVALUATION

After the logic diagram has been constructed and input data
acquired, the diagram can be evaluated. The object is to
establish the likelihood of occurrence of the "undesired
event" and to evaluate the relative contribution of each
indicated failure mode. With this information the safety
analyst can identify the dominant system failure modes
{dominant paths) and management can make the decision as to
whether or not corrective action is warranted.

There are two basic approaches used to guantify system safety
logic diagrams. The two approaches are 1) calculation, and
2) simulation. The calculation or deterministic approach
will be considered first. -For logic diagrams where every
basic input is non-repairable, classical probability can be
uged., In this case, each gate merely represents the
operation to be performed(i.e., union for "OR" gates and
intersection for "AND" gates). The classical probability
approach, while simple and efficient, is not adequate for
logic diagrams where the effect (s} of a basic failure can

- be eliminated before the defined mission length is revealed
(e.g., a failed component is located and repaired). A
basic failure whose effect can be removed is called repair-
able; however, the usage of the word "repairable™ is
irregular because the effect may be terminated without
actually repairing or replacing the failed item. A more
definitive ‘time is "fault duration time" which will be used
in the application of any quantitative solution to Aponllo
logic diagrams. The analysis of repairable systems reguires
special statistical techniques. ’

COMPUTATION

One technigue in the calculation or deterministic approach

is the "Lambda-Tau" method to evaluate logic diagrams,
failure rates muast be small, fault duration times must be
small with regard to mission length, and redundant inputs
must be remoeved. FRedundancies that are not removed may lead
to serious unbounded errors in the answer. The logic diagram
is usually expressed algebraically and operatsed on by
theorems of Boolean algebra to remove redundancies. The
"Lambda-Tau"” method can be applied by hand or by digital
computer. However, as the logic diagrams get larger in size,
the task of hand calculation becomes time consuming, laborious
and error prone. A computer program can write the algebraic
expression and can use Boolean algebra to. remove the redun-
dancies. However, computer. core storage on most computers
limits the size of the logic. diagram. solvable by this method.

B-1
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Nevertheless, smaller logic diagrams can be calculated
accurately by hand or-computer using "Lambda-Tau" methods.
{See Appendix C for further details.,)

SIMULATION

In the simulation approach, a logic diagram is represented
on a computer and failures are simulated over a given mission
length. The computer prints out the Ffailure which leads to
.the vndesired event, and the probability is calculated.
The simulation approach has all the advantages of the calcu-
lation approach except for the greater amount of computer
time needed to simulate system safety logic diagrams with
small probabilities. Simulation offers several advantages:
namely, the dominant paths are listed and the computer can
solve larger diagrams (10 times larger than "Lanbda-Tau™.
Simulation has gone through many stages of development.
In its early stages, the amount of computer time required
became prohibitive; however, special Monte Carlo variance
reducing techniques (importance sampling) have reduced
greatly the computer time reguired. The importance sampling
technique distorts the true failure distribution to make
events occur more rapidly. Thus, the number of trials (a
trial represents the predefined mission length of the system)
required for an acceptable statistical confidence is reduced.
" With fewer trials required, computer time is reduced. The
distortion of the distribution, when using importance
sampling, is compensated for by calculation weight factors.
See Nagel, P.M., and Schroder, R. J., "The Efficient Simula-
tion of Rare Events in Complex Systems", D2-114072-1.
Overall, simulation offers more potential and had proven to
be more effective in calculation accurate answers than the.
calculation method.
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APPENDIX G

CONSTANT REPATR OR "LAMBDA TAT" METHOD FOR IOCIC DIAGRAM EVALUATION

Coexiptence of Faijiures

Suppose there is given & group of n repaireble items, and thege itenms
way or may not fail in a given time pericd, e Lok avent A.i yeprasent
the failure of item 1,' event A, the failure of 1tem 2, and in gensral
event: Ai the feilure of item £, L = ¥, 2, « » « , n. These failuves are
chance failures, occuring abt random and independent of each other. It
ig these chance Failures which have an exponential distribution of thelir
time to failure. Eerce the probability that an item in that group will

not Fail mzxy be expregsed in

R () =e ©° (1
vhere -éi ig the given time pericd, and }‘i ig the number of Tailures
per uwnit time. This may alsc be called the reliabllity of an item in

that group. The wnrelisbility or chance of failure 1s

Q‘L(’{;} -1 Ri(e) el o e-}f"ti {g)

s unrelisbility may alse be ealled the probabllity that {tem 1 will fatl.
Hence, it expresses the-probabllity that evend Aﬁ will heppen. For each
ttem 1 assume & constant Tailure rate 3‘:{ and repair time 7 3 * Further

assume that 'ri[-‘I.‘ is smell, X, 1s emall, &nd that AT, is emell.

C=1
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Consider an interval of time from O to T as shown in Figure 1.

| W

]

< n—>

i

}

I -

]

§ »

i

I .

H

i < T

i i

E &=, >t R ,
0 t -7 ¢t 4+ at [

i

In order for a failure to exist in the small time interval, di, the failure
must occur either in the small interval, dt, or in some time interval
previous to t, from € - TiEtQ t. If the failure occurs before t - Tys

it will be repaired before it can exist in the dt interval; and if it
oceurs after ¢+ 4%, it cannot possibly exist in the dt interval. The
probability of the event Ai happening some time in the Ty §ime period is
{1 = e-hiTi). The probability of event Ai happening in theé 4t time
inteyval is Xidt. These are the only two ways in which the event Ai can
happen. The probability'fsr all events, ﬁl, A2, evey An o coexigt in
the dt interval is given by the formula

“h T AT
det(l-e 2 2)(1—& 3 3., .. l1e BH)

AL AT -A_T
+ aae(i-e Thie 33 ..., (1e 21
. ~A.7 “A - *
+ ?\ndi:(l-e ! 1}(I»e 2 2} e .. (1ee n-1 n-'i)
= Hdt
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Consider the first term in this formula, which expresses the probability
that event A1_occurs in the dt interval and coexists with the other failure
having occurred previous to t. The probability of event A1 occurring in dt
is hldt, and the probability of the occurrence of AE in some time period
T, Drevious %o t is (l-ebkeTe). The product of these probabilities gives
the probability of the coexistence of A1, Ag, o . e, An where A] cecurs
Guring dt. Trhe second term gives the probability ol the coexistence of
A}, A2, - An vhere . event A2 occurs during the time inte:;al dt.’ The

sum of these terms gives the total probability of n everts coexlsting in

the dt interval.

Now let 7(%) be the probability that Ay, Ay o o 0 A Tave not coexisted
w to time t. Likewise f(t + dt) expresses the probability that Al Ay,

. e e Ah have not coexisted from time O to t + d45. This can be expressed

as
£t + at) = £(t) (1 - Hat)

Where f(t + dt) ls the product of the probability of no coexistence
of the items A, ... A from O to t, £(t), and the probadbility of no

coexistence of the items A, . . . A from time t to t + at, (1 - Hat).

Now by definition, the differential of £(t) is £{t + at) - £(¢); therefore:’

afkt) = £(t) (1 - Hat) - £(t)
ar{t) = - £(t) Hat
and d; :) = - Hab

Solving this differential equation by integration,

1nf(t) = - & + C
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Substituting the condition that when ¢ = 0, £{%) = 1, that is, at
time zero, the vrovability that A.l s Ras 0 e An have not coexlsted is

equal to 1. Since In(1) = 0,

£(s) = e T (1)

The probability that evenﬁst} 3 Aa,, . .. An have coexisted at some time ©
is
PA) =% = £(8) =1 = e’HT

For sufficiently small HI,
P(A) ~ HT 5).
Hence P(A)~HE = (A horohots . AT

+ )L2k1T1R.3T3 a e e AT

*

.;-Kn?\-rl'r e s « A

1422 )T (6]

n-1 Tn-1

= ),.17\2 e }\.n('fe"!':s 'y} ’i'n + '{'373 v "fn + oyes * TqTEc,coTn‘-i)T
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HAE:DH‘. GATE :\
The form of the probability figure for the coexistence of failures A1 3

A2 PR .An, suggests that the failure rate Tor all these events is
}\n £ }54‘}\2 P )\n(TQ'TB ‘o Tn o+ ‘!‘173 axa '%‘n b PP 'I'vt'fa «ra Tﬂw1)

VATDY GATE T
Let us consider a situnation in vhich events :11 3 Ae, . v e An 1 coexist
and find the duration time Ta for the coexistence of events AQ s A pr eees Ar .

Let }‘n be the failure rate and T the effective durabion time of the

coexistence of failures Ay, Ayy o « o An.

ﬂ n+1('f + Tn+,]) = }\1?\2 PR kn+1(’fz‘f3 >aw 'i‘n_i_.i L S 71‘?2 e Tn)n

Since 1{} = A.»LKQ ane ln('r21'3 cew Tn + 7173 e 'rn T oaes T-l'fa e Tn_al)

Then
A‘})tzooa kn(TgTaotaTn + T‘!TS vew Tn + e 1'172 Py Tn-.!)
:\'ﬂ‘i“! (Tﬁ + Tﬁ+1) =
}\]ﬂe .o Fx ( 2 3 ewne T ¥l + T1T3 “ne Tn+1 F oaee BT 72 ses T )
Tnerefore
3 T.lfa R Tn B 1
Ta = 1 1

LN X + ter + LR X -

by mathematical induction.,
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"OR" GATE A
Considering the same group of n items i = 1, 2, ... n in a given time
period T, the probadility that none of the events occurs during this
time period 1s given by
-A,T -AQT =T -knT

Ri(t)——"e e e3 e ¢« & €

e‘(}‘1+}‘2+"'“‘n)T

1

R, (%)
Hence the probability that any one of the events occurs is

LT An)T

Q,{t) =1 -R.(£) =1 -e
i 1

Hence the failure rate for the occurrence of any event in the time

interval is lu =Ah Ayt el o F hn from the general form of the

\

reliability equation.

"OR" GATE r

To find effective duration time for the condition that any one of the
group of items may fgil in the time period, consider the following
exariple. L any one of the events A1, A2, .« . o A‘ coexist with an
event Ah+1' Let AU and T, Tepresent respectively the failure rate and
effectivity time cbtained from the umion of events A1 to An, when event
Ay or A2 or A3’° . A.n occur in the given time interval. If these

)

events A, A, ... A occur with event A .q» The result is A A (TU + 7

i v n"!"i n+1

Irom the coexistence of failures discussion, and
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luxn+1('rp * Tn+1) = K1An+1(71 + Tn+1)+ k2ln+1(72 * Tn+1) Toeee

)

+ A Knd_.‘(-r_ + T

n -+

Since XU = l1 + RE X PP 3 An

Then
Qg # g F oo # AN G ) = Ay o+ ot o (¥ ) +
Hence
. 3 K1T1 + l272 S PR ln?n
v k1 + RE * . e s An

The outputs of the AND and OR gates are given in tabular form at the end of

this paper.

FAILURES OCCURING IN A GIVEN ORDER

The probability expression for n items failing in an interval of time in
2 given order, will be derived in the following discussion, and the Ar

approximation will be vroved valid for small Aft.

Suppose there is given a group of n items, Aq, A2, . e Ah’ each working

at the beginning of an arbitrary interval of time, 7. ILet k1, lg, cee An

be the regpective failure rates of the n items, ané suppose that A1T, eee lnT

are very small. Iet E be the event which occurs vwhen A}, AE’ e e

fail in some specified order, e.g., A1 occurs, then A2, then A3, ete., then

A a1l
n

n
A..])Le . s . }.n'T

nl
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PROOF:
The sbove approximation will be proved by induction. Afber eroving 1t is

valid for n w1, it will be valid for n if it 1s valid forn - 1. TP Ar

is small then for all0<t s 71, A >0 and ¢ >0

! 1w e”}"-)\tl<: e\t

vhere ¢ is very small. In other words, ! - e g closely
approximated by At when the difference of the two expres.éions is very

small. The following discussion shows that e 1ig very small. Since

22e2  a3e3

by a Taylor series expansion, e')"’" = Teky + 5 31 Fouou o

lue”"" m—;[ = ]m-&éf-"--»a‘%fm.-. . .*?s.tl

4

1 .22 .33 .4k '
;ﬁkt A% ?;t+“.!

2 37 Wy
' 22 .33
ool I JETR = SRR SR
22 .33 2o
IS At AoAE
5}"&" =) e 32,’2'—1:!""' oy, o{ S AT 3+-__‘35 “ o . o’
. 2z 33
A ! Ay
Let & *“‘é‘“" 3: + l}: e e o

An wpper bound for ¢ is

v .,.(Ag.)i(%)i* R i N
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vhich is in itself a very small number since Ar was chosen to be very

small,

Now let gi(t) be the true probsbility that i events have occurred up
o time t in a specified order, e.g., A1 occurs, then A2, then A3,

2TC.

Then let fi(t) =1 - gi(t) be the true probability that i events have not
occurred up to time ¢ in order. Assume the approximation is very good

for n-l. This may be expressed in the following form:

Moew oA g Ay e v o d

gn-'l (t) - G“'T) 1 T < (n-'l) 1 tn-1 (8)

where t is a very small number.

Herafier X% = l1 l2 e o s lk

Now let fn(t + dt) express the probability that n events have not

occurred up to time t + dt in some specified order. That is

J
£ + = t - t
n(t at) fn(u) [1 gn_T(t) A4 J
where fn(t + dt) is the product of the two followlng probabilities; the
probability that n-1 events have not ocewrred up to time t in order and

the probability that thé n'h event occurred during dt.
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The expression gn_j(t) is the probability that n-1 everts have cccurred
up 4o time t in orxder » and (lndt) is the prebability that event An Qecurs
during &t. The product of these pro'bz‘::bi}.i;tieg gives the probability that
the nth event ocecurs during gt. The probability that the nb? event does

not ocecur during 4t is given by

1-g (8} xas
By definition of a gifferential, ai‘n(t) = fn(t + dt) - fn(t)

afn(t) = £ (1) -g (t)kndt

di‘n(t)
*ﬁfq 3T % 7 8, () xnat

L
Inf () = - f g,.;0s)ds

&2
% i;_}sn-‘i '-i_’-jsnd
g (8) = - A jf 8ot () - Tt oy 98
0
& ) ;\'n”1sn-1 ! En_?tn
g (8) = - & f B (&) - TGy et T |9
o

Using equation 8 and the notation ‘:;; y = }L} I § yields
L =

- 1 - Nl -
- ekn__,!s ‘3}‘3_1 fel

3 n_‘ts
Tt < Ea(S) - TmAyT < A S

c-10
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Integrating this inecuality yields

Postulate a variable r(t) such that -c <r{t) < ¢

) r(t)In_Ttn “n-*itn]
'_Lmn\'b) =< Xn nt + nt
angd - 1
At ( )
- = l:r t) + 1]
fn(t) =e
A
Since ‘gi(t] =1 = fi(t)
o tP

i
-—
]
kb
—
ch
S
L]
-
]
m

g, (t)

For sufficiently small At, so that the exponent of the above expressior

will ©e srall
I
gn(t) ~ <2 [r(t) + 1]

nt
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This may alse be expressed as follows

TR
At - -
-2 [ »(£) + 1} znt“ ;\ﬁﬁ“
Tee ° - [r(t} + 1] < 8 ETe [r(t) + 1]

or
3R s’iﬁﬁn e,ﬁfptn {o + 1)
gn(‘.:} - nni [r(t) + 1} < = [r{t) + 1] <
wvhere & > 0 iz very smell, XHence
- n - P o . ™o.on
sy t (e + 1) Lt 6x &
n n ; L c
- -—-5-1;-— < gn(t) - ""*:;;:""" {I‘(u) 3 1} <l ﬁ£ (u - })u
Expanding the a2bove expression yields
s1 t% (e + 1) 2 % (t) R §h R
. -2 < g (%) - ~B - e @ T {4 1)
n} B nl nt nl
R ER (e + 1)  td AR ETE® e+ 1) en &
n 3y < (‘i‘,} hs} < b33 + bt
Y Y gt = nt nt

At sk t" % e
g8 - 1< o (¥ ey

TFactoring the right hand side of the inequality yields

Lty R
n n
g:(i:) - hT { o f&{'i ey * e]

-

Since § and e wore chosen to be very small, the right helf of the

irequality is very small, and hence
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P
4]
n!

g, (t) ~

In previous discussion; the expression was

i

obtained for the probability of oceurrchce of n  events AT’ AE’ . . An
in a particular order over a tinme Period 7. Using these results, the
probability willl now be obtained for the occurrence of four svents in

order over a time period T when repair times are unequal.

Let four events A , A, A , A have respective repair times 7., 7., T., T
17 722 732 7 < 1 2? '3
and failure rates KT, l2, Ay, lh. Let the magnitudes of the repair times
-

nave the relationship, T4 > Ts > 73 > Tys @8 shown belov

i ]
0 T4 - 72-3%43-72 - 73———-_——-¢4 . T

-

o+ .-
+
Cu
ck
I wis

For this particular example event A shall occur first, then A., then A..
3 1 ] 2) 7

then 4, . Evenis Ays Ae, and £, shall occur prior to t and event Ah shall

3

occur in the 4t interval. The probability of Ah occwrring in the &t interval
is lhdt. To coexist with Ah in the dt interval, AT’ AE’ and A3 can occur
in the {ive following ways:
3. A1 oceurs in interval T] - Tos Ae ccecurs in interval Ty - 73,
ard A3 occurs in interval 73
Pla) = - - )

(a) 11071 TE)AE(TB T3MhgTs

c-13
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and A, both occur in order

and 'AE 3

A,j oceurs in interval Ty T To

in interval -«

3

2
A ALT
- N f2'33

A1 and A2 both occcur in order in the interval T, - T

d A, ocour
;2 and 2 couTrs

3

in the interval «

3

2
xtxe(Te - 73) \
2 4373

P(C) =

A, occurs in interval (1'2 - 73) and A, and A3 occur in order in

the intervel 7

3

1172
. R 2?3
Pui)-M('ra 73) 5

A1, A2 and A3 2ll occur in order in the interval 13

3
7\17L23\ T

P(e) = 522

The total probability, P(t), for the occurrence of A, Ay, A3 in order

is the sum of these probatilities

P(t) = P(a) + P(b) + P(c) + P(a)
TaT 2 T 2’? T 3
- 13 -2'3 2
= Mg (rgrgry = L St - )

Cc-14
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The produet of P(t) and Ahdt therfore, gives the proba?ility that

A1, A2’ A3, Ah oceur in the given order arnd coexist for the first time
in the at interval. TIf £(t) is defined as the probability that

A1, A2, 53, Ah have not occurred wp to time t in a given order, ard
£{t + dat) is the probability of A5 Ay, Ag, and A have not occurred

up to time ¢ + dt in a given order, then

£{t + at) = £(x) (1 - P(t) Ahat)

Since P(t) A\,dt gives the probability that A Ay, A

1) 3}

glven order, 1 = P(t)xhdt gives the probability that they do not occur

A, occur in the
L*

as specified.

£(t + at) ; £t = - f(t)?(t)lhdt
ar(t) = - f(t)P(t)khdt

ar{s)

. .
HONRERL

f

Inf(t) = - P(t)hh _ﬁf t&t = - P(t)lhT
' o]
-P
) = o (t)khT
- P(t)lhT
1.5(t) = 1-e .

If P(T)lhT is small, vhen the probability of the occurrence of this chain

of events over time T, P(123%) is

. : 7179 72 TB T%
P(123lf) = l._lle?t37\h (7‘11‘273 - EJ - + 2 )T
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By similar monipulaticns, the probability for the occurrence of A1 ’ AE’

ﬁg, A, in that order is

| T22‘T3 '1"2'1' 2 T 3
\ - N B

Prowgh) = Mo 3 5 3

Similarly

~ ToT3 T2 T ]
Ploziy) = Aqdorhy, [ 3 "2 *tTg T
- 3.
Flzem) = Mrorghy 3
}\EA‘ERS}LE 3 T

¥

F(3128)

onbw

. 2 3 3
. [ 7o T, T ]
e - m
Pi30m) Aprohahy, ) 2~ +
The sum of these probabilibies is

P(L) = }L.;}\el‘%};h -;17273} i

It AB is the last event, ) takes the place of T, on the figure and

3
the resulting probadbility is

P(3) = }‘*3%33% {'r.g‘?g'rk} T

Similarly it 32 and A1 are respectively the last evenits, the associated

probabilities are
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?{2) = 1112:\37\1,'0“—1-37,*) o
P{1) = 11R213Rh(T9737k} T

Thege probabilities mey be added (P(1), P(2), P(3), and P(}) mutually
exclusive) giving the total probability of the coexistence of Ay Ay,

33, and 4, .

P = A1k2l3lk (TITEFS SESLPUNEE MU T273Th) P

It is to be noted that this is equivalent to the coexistence formula.
Thus, the probability for the coexistence of events can be obtained as

+the sum of the probabilities of sach ordered chain of events.

c-17
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APPENDIX D
ADVANCED CONCEPTS IN THE USAGE OF THE MATRIX GATE

INTRODUCTION

In logic diagram analyesis of systems and subsystems many
fault events are used repeatedly in order to dencte the
proper sequence of logic leading to an undesired event. Fre-
gquently the redundant fault events are related to one another
by a second fault event, resulting in a unigue combination

of events. When these combinations are axpressed by con-
ventional fault tree techniques, the result is usually long
and repetitive. The Matrix Gate is a method by which logic
diagram construction is simplified with reference o
permutations of redundant {or similar) fault events,

It musgt be emphasized that the Matrix Gate iz not a unigue
logic operator in logic diagram analysis technigues. The
Matrix Gate is merely a simplified or abbreviated repre-
sentation of an already existing portion of logic diagram;
the existing portion of a logic diagram being a series of
two~input AND gates (with related inputs) summed together by
an OR gate.

Whenever the Matrix Gate is used it is accompanied by a
matrix, whose elements are the redundant (or similar) fault
events. This matrix is necessary in order to denote which
combination of events are applicable to the analysis, the
total number of combinations, and the probability of a
particular combination resulting in the undesired event.

In order for the Matrix Gate to meet all possible situations
it is necessary for two types of gate to exigt; the variable
type Matrix Gate and the conditional type Matrix Gate. The
variable type gate handles situations where both of the
inputs to the gate consist of fault events (fault events
being referred to as variableg), The conditional type gate
handles situations where one input consists of fault events
(variable) and the other input consists of conditional events.

Example 1 (Figure D1) is a generalized case using the
variable type Matrix Gate. Fault events Al, A2, A3 and A4
are unique but similar and fault events Bi, B2, B3 and B4
are unique but similar. The Boolean Expression derived from
the sample fault tree agrees with the Roolean expression
extracted from the Matrix Gate and its concomitant matrix.

VARIABLE TYPE MATRIX GATE

Example 2 {Figure D2} is a typical problem in which a four-
wire cable is to be analyzed., The wires are identified as
Al, A2, A3 and B. Under standby operating conditions, assume
that none of these wires carry voitage, and furthermore, that
wire B is an ordnance line and wires Al, A2 and A3 carry

D-1
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voltage at certain discrete time intervals. The undesired
event is wire Al, A2, or A3 shorting to wire B and at the
same time having voltage on it from a fault condition at the
voltage source.

In this example the events which cause wire Al to short to
wire B will be similar to the events which cause wire A2 to
short to wire B and wire A3 to short to wire B. For example,
they could be shorts caused by an insulation failure or a pri-
mary wire failure. Therefore, the fault conditions of these
three wires are unique, yet similar.. Since they are similar,
they are drawn only once with the Matrix Gate, instead of three
times under conventional techniques.

The fault events which allow power onto wire AL may or may
not be similar to the events which allow power onto wire A2
or A3, depending upon the circuitry involved. If the fault
events are similar (or the same) the Matrix Gate can be
utilized easily, with the fault event drawn only once. How-
ever, if the fault events are .completely different for each
wire, the Matrix Gate becomes more complex, and each distinct
fault event must be drawn (with little saving over conventional
techniques). Since the circuitry at the voltage source is
not developed in this example, an assumption will be made
that the faults are similar for each wire.

The 3 x 3 matrix drawn in Example 2 points out the combina-
tions of interest in this particular analysis. The boxes
which contain a "one" are the combinations of concern. These
boxes, figuratively speaking, say that "the faults allowing
power on wire Al" are ANDED with "the faults causing wire Al
to short to wire B", and "the faults allowing power on wire
A2" are ANDED with “"the faults causing wire A2 to short to
wire B", and "the faults allowing power on wire A3" are ANDED
with "the faults causing wire A3 to short to wire B" which
are all summed together by an OR gate.

The significance of using a Matrix Gate in Example 2 may not
be readily apparent, but suppose the four-wire cable had been
a 50 wire cable. Instead of drawing 50 iterations of wire
shorts combined with faults allowing power on the wire, the
Matrix Gate requires only one iteration of the combination.
The tediousness of drawing and reading superfluous informa-

tion has been eliminated, yet the necessary information is
not lost.

CONDITION TYPE MATRIX GATE

Example 2 demonstrated the Matrix Gate with both of the inputs
as variables. That is, both of the inputs to the gate con-
sisted of fault conditions. A second, and slightly different,
way of using the Matrix Gate is with one input as a variable
and the other input as a condition. This type of usage is
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fitted For situations whereby the Matrix Gate is employed
to replace Inhibit Gates which have similar or redundant
inputs. Example 3 depicts this type of usage.

Example 3 (Figure D3) deals with a car and highway situation.
In this example a car is analyzed for the undesired event
"car wreck" and the only failure modes being congidered are:
1} blowout, 2) loss of steering, and 3) brakes locking. In
addition to analyzing the car to determine +he causes of
these failure modes, certain road conditions are placed on
each failure mode. These conditions are: 1)} the road being
wet, 2) the road being dry, and 3) the road being icy.

As is apparent from the logic diagram shown in Example 3,
the variable inputs to the Inhibit Gates are redundant, and
result in a unique set of combinations. This unique set of
combinations results in a long and repetitious fault tree,
which can be effectively reduced in size and complexity as
shown.

The 3%3 matrix shown in Example 3 demonstrates that nine
unigue, but related combinations result from this particular
sxample. Furthermore, it shows which fault event is com=-
bined with which conditional event, and the number of times
each event is combined.

THE MATRIX

Now that the Matrix Gate has been exemplified in a simple &
and concise manner, a small adjustment factor must be intro-
duced. This adjustment factor. involves the "one® and "zero"
placed inside the boxes of the matrices. These numbers are,
in actuality probability numbers which represent the prob-
ability of an. Inhibit Gate allowing.each combination (of
Fault evenkts) to result in the undesired event. To be spe-
cific, an Inhibit Gate is located between each AND gate com~
bination and the summing OR Gate. This "hidden" Inhibit
Gate does not appear in the fault trees of Examples 1, 2,
and 3 because the probability of a particular combination
resulting in the undesired event has been assumed as one ox
zaro. wWhen the probability was zerxro for a certain combina-
tion this meant that the combination was elther impossible
or not desired for analysis. When the probability was one
for a certain cowbination thig meant that when the two
events occurred, the undesired event was immediately real-
ized. The probability of the- combination resulting in the
end event is not always one or zero, but frequently some
value in-between.

Example 4 (FPigure D4) ig. a. continuation of Example 3, &x-
cept the "hidden" Inhibit Gate is. shown. in. the logic diagram.
This example demonstrates the. probability involved for real-
izing a car wreck given that a car fault occurs and the
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appropriate road condition is fulfilled. Take for example
the fault tree path "blowout on a wet road"”. When a blow-
out occurs and the road is wet it does not necessarily fol-
low that there will be a car wreck. There is a certain
probability involved for a blowout on a wet road to result
in a wreck, and this probability is represented by. an Inhib-
it Gate condition. The probability of.this condition is
placed inside the matrix which accompanies the Matrix Gate.

The probability numbers in the matrix should not be taken
as the probability of two fault events being combined to-
gether. These numbers indicate the probability that two
combined fault events will result in the undesired event -
after they have statistically been combined. Example 5
(Figure D5) shows the generalized case and the mathematical
equations involved.

CONCLUSION

The preceeding discussion provides evidence that the Matrix
Gate and its concomitant matrix successfully represent a
condition of similar or redundant fault event combinations
in a simple and concise form while at the same time yielding
all of the gualitative information involved.
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APPENDIX E

LOGIC DIAGRAM EXAMPLE

The following analysis is an example of logic diagramming,
notation and the use of logic diagram symbols. This
example analysis is made on a rocket launching system, .
composed of the following manufactured subsystems: control
panel, power and signal distribution box, and rocket. The
system has been analyzed by a logic diagram for the
undesired event of "Inadvertent Rocket Ignition."

Figure El is essentially a block diagram which describes
the components in the subsystem, and their relationship
to each other. Figure E2 is an electrical schematic of the
system and from this the method of system operation can be
derived.

To launch the rocket in a normal operating manner, switches
S1 and 82 on the control panel are operated simultaneously.
Switch S1 is moved to the "arm" position and switch 82 is
moved to the "launch" position. Then, in exactly five
minutes the rocket is ignited (launched). By moving

switch 82 to the "inhibit" position within five minutes

- after switch S1 has been moved to "arm" the launch can be
inhibited, but not after five minutes. Also, switch Sl can
be noved from "arm" to "safe" (within five minutes) in order
to inhibit the launch. When positive voltage is applied to
terminal 1 and ground to terminal 2 of the "arm & monitor
switch” motor, the motor drives the arm switch closed and
the monitor switch open. In order to open the arm switch
and close -the monitor switch, positive voltage must be
applied to terminal 2 of the motor and ground to terminal 1.

When positive voltage is applied to the coil in the "five
minute sequencer" a timing device is initiated in the
stepper switch (position 1) five minutes after voltage has
been applied to the coil, as long as the voltage is
continuous. If, in the five-minute period, voltage is
discontinued, the timer will stop and automatically
readjust to zero time (position 2).

When voltage is applied to the coil in the "delay gate" the
switch is instantaneously closed. If voltage to the coil
is terminated the switch will open.

The light on the control panel is the monitoring device.
This light is on continuously and extinguishes when the arm
switch is closed. When the light goes out the control
panel operator knows that the arm switch is closed and that
the five-minute sequencer stepper switch will be closed in
five minutes. The only other alternative when the monitor

E-1
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light goes out is that battery #2 on the battery connecting
circuitry has failed.

Figure E3 shows two methods for denoting the relationship
of the logic diagrams constructed for the undesired event
"Inadvertent Rocket Ignition." These two methods merely
denote which logic diagrams are an input into another logic
diagram and is a c¢ross index of the entire set of diagrams.

Figures E4 through Ell are the logic diagrams for the
rocket launching system. These diagrams use most of the
symbols of logic diagramming and the alpha-numeric system
of identifying input events. Figures E4 through E7 are
hand drawn lecgic diagrams using a basic system of event
identification. Figures E8 through Ell are the same logic
diagrams as E4 through E7 respectively except they are
mechanically drafted and use the event identification
method described in section 4.5.

The data charts (pages E-14 through E-20) shown following the
logic diagrams represent an application of these charts to
an example problem. The failure rate (MTBF) and "source

of data” information columns contain information which was
arbitrarily selected to show the ranges of data and types
of sources which could be expected. All other columns,

' however, represent exact information related to the system
of this example.

Column definitions and general discussion of the data chart
can be found in Appendix A.
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lied to either

I 11 IIT Iv. v VI VIiI
COMPONENT COMPONENT FAILURE SOURCE COMPONENT EFFECT CF REMARKS
FAILURE RODE RATE OF DATA FATILURE STATE COMPORENT
FATLURE
Switch 31 Contacts fail MTBF Field Experienced Standby Arm & Monitor System is
open 7 % 109 Hr (A&M) Switch disabled
Motor cannot be
activated,
Contacts fail MTBF Field Experience Standby Positive voltage
closed - arm 4 X 107 Hr applied to ter-
position minal 1 of Arm
Switch Motor
Contacts fail MIEF Field Experiencd Standby Positive voltage
cloged - safe 4 X 107 Hr applied to ter-
position minal 2 of Arm
Switch Motor
Contects fail MTBF 11 Safety Test Standby Positive voltage
to open - arm 5x 10 Hr remains on ter-
position minal 1 of Arm
Switch Motor
Contacts fail to | MIBF Safety Test Standby Positive voltage
open - safe 5 x 1011 Hr remains on ter-
position minal 2 of Arm
Switch Motor
Contacts fail to | MIBF Safety Test Standby Positive voltagel System is
close 5 x 1012 Hr cannot be app- | disabled

terminal T- or 2

of Arm Switch Motor,
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I IT III v v VI Vil
CCHPO; M COMPONENT FATLURE . SOURCE COMPONENT EFFFCT OF REMARYS
FATLURE 1:0DF RATE OF DATA FATLURE STATE COMPOIFHT
FATLURE
Switch S2 Contacts fail MTBF Field Experience|Standby Positive voltage
|closed 4 x 107 Hr applied to se-
gquencer stepping
switeh
Contacts fail MIBF Field ExperiencefStandby Positive voltage
open 7 x 10° Hr cannot be app-
lied to sequen-
cer stepping
switeh
Contacts fail MTBF Safety Test Standby Positive veoltage
to open 5 x 101 Hr cannot be re-

' moved from se-
quencer stepping
switch

Contacts fail MTEF Safety Test Standby Positive voltage
to close 5x 10™1 Hr cannot be app-

lied to sequen-
cer stepping
switch
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gate and sequend
cer, monitor
dight goes off

JI IIT Iy v VI VIX
COMPOLULIT COMPONENT FATLURE SOURCE COMPONENT EFFECT OF REMARKS
FATLURE }I0DE RATE OF DATA FATLURE STATE COMPOITERT
FAILURE
Arm & Monitor| Arm contacts MTBF Safety Test Standby Positive voltags
(A&M) Switch | fail open 1 x 107 Hr cannot be app-
‘ lied to coil of
sequencer
Arm contacts MTIBF 6 Safety Test Standby Positive voltagg
fail closed 6.3 x 10° Hr is applied to
coll of sequen-
cer
Monitor contacts| MTBF Safety Test Standby Monitor light
faill open 1 x 107 Hr goes out
Monitor contacts| MIBF 6 Safety Test Standby Monitor light
fail closed 6.3 x 10° Hr stays on con-~
tinually
Motor fails to | MTBF Safety Test Standby Positive voltagd
operate 5.1 x 10% Hyp cannot be app-
lied to delsay .
gate or sequen-
cer
Motor operates MIBF Safety Test Standby Positive voltagd
inadvertently g x 1077 my applied to deley
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i3 11 1 XIX Iv, v VI VII
CC PORIRIFD COMPCNENT FATLURE SOURCE COMPOMNENT EFFECT OF REMARKS
FATLURE MODE RATE CF DATA FATLURE STATE COMPCIIENT
' FAILURE
5 Minute Stepping switch -{MIBF 11 Field experience|Standby Pogitive voltage
Sequencer contacts fail 9 x 10" Hr cannot be app-
open (position 2) lied to delay
gate coil
Stepping switeh {MTBF 8 Field experience|Standby Circuit to delay
contacts fail 1.3 x 10° Hr ' gate coil is
closed (position completed
1) :
Coil fails open {MIBF Field experience|Standby Stepping switch
9 x 108 Hy will not step to
position 2
Coil fails MTBF - 8 Field experience|Standby Battery #2 out- |
shorted 1.1 x 10° Hy . put will be shor-
ted to ground -
switch will not
step to position
y
Monitor Burns out MTBF Field experience|Standby Indicates 4&M
Lamp Lox 107 Hr switch is armed
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#2 output will
be shorted to
ground

I IX IIT Iv v Vi VII
ClllL LTENT CCMECHENT FATTURS SOQURCE COMPONET EFFECT OF REMADKS
FATLUES MODE RATHE CF DATA FAILURE STATE CCHPOHIHT
FAILURE
Deley Gate Contacts fail MIBF Field experience Standby Positive voltage
open 7 % 107 Hr camnot be app-
lied to rocket
ignition
squib
Contacts fail MTBF Field experiencs Standby Circuit to roc-
closed 1.5 x 107 hr ket ignition
squib is com-
pleted
Coil fails MIBF Field experiencd Standby Switch cannot
open 1.1 x 108 Hr be eclosed
Goil fails MIBF 7 Field experiencqd Standby Switch cannot be
shorted .7 x 10" Hr closed - Batteryl
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gate coll

I II IT1 Iv \'s vl J1I
CCLIPOHENT CCONPCNENT FATLURE SOURCE COMPOL LTI Feriey oF T
FAILURE MODE RATE CF DATA FATLURE s9Pa08 CoL
VALTIRE
Battery #1 No power output | MIBF Field experience Standby A&M motor cannot
.5 x 107 He be operated
Battery #2 No power output | MTBF 7 Field experiencd Standby Power not avail-
.5 x 10" Hr able to ignition
squib or sequen-
cer coll
Battery #3 No power output | MTBF Field experiencd Standby Power not avail-
5 x 107 Hy abe to delay
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I iT I1Y Iv v VI VIT
COMPOHENT CCHPCIENT FATTLURE SOURCE COMPONEIID BeRRCT OF REHIATYS
FATILURE MCDE RATE OF DATA FATLURE STATE CCIEOLRNT
FATLURE
Rocket Ignition| Fails to ignite [ MTBF Safety Test Standby Rocket propel-
Squib 3 x 107 Hr lant will not be
ignited
ITgnites inadver- | MTBF 1 Safety Test Standby Rocket propel-
tently (auto- 7 x 1071 Hr lent will be
ignition) , ignited prema-
turely
Rocket Propel- | Fails to ignite | MTBF 6 Bafety Test Standby Rocket will not
lant (Solid) 1 x 10° Hr be launched
Ignites inadver- MIBF 12 Safety Test Standhy Rocket will be
tently (auto- .9 x 10" Hy launched pre-

ignition)

maturely
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