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I. OBJECTIVES

The long range objective of this project, as described in the

Statement of Work (Article I, JPL Contract No. 95249 2) was to

conduct a study of theory and techniques applicable to the design,

analysis and fault diagnosis of reliable spacecraft data systems.

In accomplishing this effort, the investigation was concerned

with the following problems:

(A) Design and analysis of redundant combinational and

(B)

sequential networks. This includes the dévelopment
of mathematical models for the study of temporary and
permanent faults in switching networks, the results
having application to the design of ultrareliable sub-
systems of the type prevalent in existing science data
systems such as counters, sequence generators for
timing and encoding, analog-to-digital converters and
scratchpad memories. Explore in detail errors which
result from permanent maHuhctions of memory in
sequ‘ential switching systems.

Fault diagnosis of redundant systems at both the component
and subsystem level. This includes investigating the
probierri of Specifying test and checkout procedures for

systems in which the reliability has been enhanced using

- redundancy techniques which mask internal faults. Specific

areas to be investigated include:

1
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(i) Development of efficient diagnostic algorithms for

sequential switching networks which contain redundancy.

(ii) Development of theory and techniques for determining

test-point allocation in order to reduce the time

]

(relative to input/output testing) needed to isolate and

locate faults.

(iii) Investigate questions relating to how a data system should

g
i .
[t

be organized to best facilitate both pre-flight and in-

flight fault diagnosis.

o
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II. PERSONNEL

The principal investigator on the project was Professor John
F. Meyér, Department of Electrical Engineering and Department of
Computer and. Commuiication Sciences, the University of Michigan.
Two Research Assistants; Mr. F. Gail Gray and Mr. Koumin (Ken)
Yeh worked on the project throughout its duration and contributed
significantly to the results obtained. A third assistant, Mr. John R.

Kinkel, worked on the project during the fifst five quarters.
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III. SUMMARY OF RESULTS

During the first quarter, a working bibliographyl was prepared
emphasizing the following three areas:

1) Redundancy Techniques

2) Fault Diagnosis

3) Reliability Analysis
Reference to QPR 1 should be made for specific details of this biblio-
graphy as well as for a survey of selected works in each area.

At the end of the first quarter, investigations into area 3 were
discontinued by mutual agreement between the investigators and the
Jet Propulsion Laboratory. During the next five quarters, research

was continued with regard to areas 1) and 2) and has been concerned

primarily with the following three problems:

1) Permanent memory faults in sequential machines and

networks
2) Faults in combinational networks, and

3) Fault diagnosis in machines and networks.

The results of each of these investigations is summarized in
the paragraphs that follow, and related open problems are discussed

in detail. A technical report on each of these studies is contained

“in the body of this report (Section IV).
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Permanent Memory Faults

The purpose of this investigation has been to study permanént
memory faults in sequential switching systems and, in particular,
“the relationship between such faults and the resulting system behavior.
One of the primary applications of this knowledge is the design of
fault-tolerant switching systems. In addition to obtaining synthesis
algorithms, a fundamental question which motivated the study was
whether certain types of finite-state behavior are inherently less
susceptible to memory faults than others. This latter question was
to be fully investigated during the second half (last year and one half)
of the original contract period and therefore remains to be answered.
Prior to this investigation, the study of errors in sequential

machines had been primarily concerned with temporary input errors

[10], [19], [29] and temporary state-transition errors [6] [12].
Our study, on the other hand, is concerned with permanent faults that
permanently alter the system structure. In'particular, we have
chosen to restrict our attention to permanent faults that occur in the
memory portion of the machine. This restx:iction is motivated by

the fact that it is memory which distinguishes nontrivial sequential
machines from pui-ely combinational systems. The latter have been

investigated rather thoroughly with regard to error susceptibility but

- few of the results apply when memory (with feedback) is introduced.

The restriction also has the advantage that the function of memory

is the same from machine to machine, that is, to store the information |

g TR T L T
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presented at the memory input. This permits the definition of a machine-
theoretic model wherein the result of a permanent memory fault is for-
mulated in terms of a sequential machine M that represents the fault-

free sequential switching system and a function u on the states of

- M that represents the fault. The result of the fault is then repre-

sented by a second machine M* appropriately determined by M and u.
Summarizing the research effort that has been concerned with
this general model, it was shown, first of all, that a succession of
such memory faﬁlts can be regarded as a single fault which is simply
the (functional) composition of all th~ 7uults in the succession.A The
fundamental problem of relating faulty structure to desired behavior
was then formulated in terms of three different types of fault maskingf
i) Equivélence masking (e-masking)
ii) Inclusion masking (i-masking)
iii) Reset masking relative to some state subset R (R-masking)
Briefly, a fault u is e-masked if M is behaviorally equivalent to M,
u is i-masked if we require only that M* do everything that M was
able to do, and p is R-masked if each state r in R is equivalent to
the faulty state u(r) in the faulty machine M*. These notions were
first compared and then investigated relative to necéssary and suf-
ficient conditions for a fault to be e-masked, ‘immasked, ‘or R-masked.
In particular, meaningful sufficient conditions for R-masking have

been obtained for (memory) faults in general and, when restricted
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to special classes of faults, find application to the design of fault
tolerant sequential networks,

Before considering design questions, however, two special
classes of faults, namely

i) Stable faults, and

ii) Stuck-at faults
were investigated relative to the operation of compostion (or when
inter'preted, ""combination') and to a natural ordering of such faults
which has the interpretation of one fault ""dominating” another. A
number of interesting results were obtained in this regard and, in
turn, applied to simplifying masking conditions for these special
classes., In particular, it has been established that a stable fault u
is Q-masked (R-masked with R=Q, the set of all states of the machine)
if and only if, whenever two states go to the same faulty state (under u)
these states have the same behavior in the fault-free machihe. As a
consequence of this characterization, whenever two stablé, Q-masked
faults commute, then their combination must also be Q-masked. This
poses a severe design constraint on Q-masking as verified by later |
results.

Stuck-at faults are defined for state-assigned machines and are
a proper subclass of stable faults. The set of all stuck-at faults of a

given machine is closed under composition (i.e., is a semigroup) and

b

a number of results have been obtained that relate the semigroup

structure to the structure induced by the natural ordering mentioned
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earlier. In particular, it has been shown that the statements 'y can
follow u'', "meet of yu and y exists', and "y commutes with p'" are all
equivalent in case p and y are stuck-at faults.

| With the above properties established, an investigation of fault-
tolerant machine design was initiated where the design problem can
be generally stated as follows: given some sequential-machine-
realizable behavior B specified, say, by a reduced machine M',
design a state-assigned machine M that realizes M' and relative to
some specified set of faults F, p is R-masked (e-masked, i-masked),
for all u in F. This problem was considered first for R-masking
with R=Q and in this case a surprising negative result has been
established, namely, if a machine M is an n-dimensional realization
of a machine M' with at least two nonequivalent states, then it is

impossible to Q-mask all single stuck-at zero faults (or alternatively,

all single stuck-at one faults).

By relaxing the R-masking constraint so that R is a proper sub-
set of Q, synthesis becomes possible even when R is "complete" in the
sense that, for each state in Q, there is an equivalent state in R.

The synthesis algorithm produces, for a given machine M and given
fanlt tolerance t, a realization that R-masks (with R complete) all
stuck-ét féults of degree less than or equal to t. By establishing
bounds on machine dimensions that are necessary and sufficient for

such realizations it has been shown that less redundant memory is

T TN T .



3
!
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required than for conventional ""replicate-and-vote" réalizations. More-
over, as the number of staies of the realized machine increases, the
redundancy required for a given fault tolerance t approaches a theoretical
lower bound. This is in contrast with replication schemes where
redundancy (e.g., 3 in the case of triplication) does not vary with
machine size, It should be borne in mind, however, that the above
comparison is made with regard to memory faults only and does not
imply that similar results could be obtained for arbitrary fauits,

The ssrnthesis of fault tolerant machines was also considered
for the special case where only the behavior of some initial or ""reset"
state needs to be preserved. Although this investigation was well
underway when the project was terminated, it is far from completed.
Much of the effort to date has been concerned with 'local" properties
of the states of an assigned machine and, in particular, constraints
that must be placed on the (Hamming) distance between certain state
pairs if a set of faults is to be {qo}-masked. Based on these proper-
fies, some heuristic synthesis methods have been experimented with,
However, good synthesis algorithms that result in lower redundancy
requirements (as compared to complete R-masking) have yet to be

discovered.

As for other problems we had hoped to explore but were unable

tional network complexity' of sequential networks that correspond to
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machines designed for minimum memory redundancy. This same
y work must be done on the "state assignment problem' for this class
of fault-tolerant machines, There is also the possibility that certain
) types of behavior will lend themselves more easily to economical
= network realizations and it would be useful to identify such clas'ses

of behavior. This is related, in turn, to the more general problem

of identifying behavior classes for which a minimum amount of redun-

dant memory is required for a given fault tolerance, minimum in the

sense that no other behavior requiring the same number of nonequivalent

states can be realized with fewer memory elements,

\

The purpose of this investigation is to formalize the concepts

of fault-masking, detection, location, and diagnosis as applied to

combinational networks in a way that will allow efficent analys:is and

economical synthesis of redundant fault-tolerant switching networks.

It is expected that fundamental relationships between these concepts

and basic limitations on their applicability will etﬁerge from this

% study.
%ﬂ L The model used employs a structured digraph with k nodes to '
i represent the k functional blocks of a system and ¢ lines to repre- }

sent the flow of information through the system. A fault is taken to

i be k-tuple of functions depicting the individual activity of each of the
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functional blocks. Associated with each fault f is a mapping a(f)
that~ describes the system behavior when fault g exists in the system.

A fault f is classified according to the implications that arise
as a result of observing the systlam behavior ¢(f). The fault f is
masked if ¢(f) is the fault-free behavior of the system and detectable
otherwise. It is locatable if the set of faulty nodes can be deduced
when the system behavior q(f) is observc;d; and is A-locatable
(locatable to within module A) if when the system behavior q(f) is
Vobserved we know that the set of faulty nodes is a subset of A.
Various other classifications are also possible.

Priméry effort has been directed toward networks in which
only single faults are allowed. The basic approach has been to in-
vestigate the properties of a two-node series system {in which the
outputs of node 1 are the inputs of node 2) and to use these results to
determine the properties of three-node series pa}rallel networks

which are shown to be univerally applicable in the analysis of a system

- with any number of nodes. The three-node network consists of an

input node (node 1) and an output node (node 3) through which all in-
formation flows together with an intermediate node (node 2). In
general, some information flows through node 2 and some flows

around it. Completely general networks can always be reduced to

this form for study.
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Within the framework of this model, the concepts of a single

[ masked fault and a single detectable fault are easily characterized.

; Using these charaéterizations, ‘one can enumerate the number of f\..\
/

¥

single masked faults and the number of single detectable faults in
3 an arbitrary combinational network without computing any faulty
- behaviors. In the two-node system, the number of single masked

faults at node 1 is determined by examining the equivalence relations

9 induced on the input space and intermediate space by the faultfree

behavior g(b) and the fault-free node 2 mapping, bz, respectively.

Bl

The number of single masked faults at node 2 can be determined by

[

examining the range of the fault-free node 1 mapping b1, In the

universal three-node system, the number of single faults at node 2

that are masked is obtained essentially by combining these two re-

sults for the two-node system. These theorems have led to an ef-

ficient algorithm for generating a list of all single masked faults in

any combinational network. Each of these enumerations is done by
examining only the fault -free system structure. At no time is re-
course to any faulty structure or behavior necessary.

Important necessary and sufficient conditions for masking and .
for detecting all _single faults at a node have also been discovered. ' o
I the two-node system, all single faults at node 1 are masked if and t“‘
only if b, is a constant function; whereas all single faults at node 2 - ‘

are masked if and only if the output space is degenerate (has only a

LIRS
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single element). It has also been found that in the two-node system
all single faults at node’l are detectable if and only if the inverse
image under ma.pping‘b2 of each element in the range of q{f) has
cardinality 1. Hence, if bz is a 1-1 function, then all single faults

at node 1 are detectable. On the other hand, if all faults at node 1
are detectable, then b2 restricted to the range of by must be a 1-1
function. Thesé results indicate that, in the limit, the output stages
of a system are more restrictive to fault masking and more amenable
to fault detection than the input stages.

Since 100 percent masking can only be achieved in ﬁetworks
realizing constant functions, it is natural to ask how close to 100
percent one can get with other types of functions. The answer to this
question is highly dependent upon the funci;ion, i.e. it is possible to
get very nearly 100 percent fault masking with some functions but
no better than 1 or 2 percent with others when optimizing over the
set of all two-node systems realizing the desired function. This
very important result partially answers the more fundamental
question of whether some functions are more adaptable to fault
masking than others. Concerning realizability by ‘a two node sys-
tem with the largest pos'sible fault masking ratio, each function
falls into one of three distinct classes. The class of functions in

which the largest fault masking ratios are possible is called Class I

and includes, among others, all constant functions and all non-onto

IR LT L
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1-1 functions, A function g is in Class I if and only if it possesses

- q d.

the property that /sl < 7 Adi '
i=1

the domain of g, q is the cardinality of the range of g, s is the car-

where p is the cardinality of

|
dinality of the ¢odomain of g, and di is the cardinality of the ith

equivalence class of the equivalenc'e relation induced by g on its domain.

[ BT S

- - Each Class I function has a unique abstract two node system with the
maximum fault masking ratio possible for the function (often however
many related hardware networks are represented by the same ab-

" stract system). Also, the level of redundancy required to achieve

this maximum fault masking is relatively low compared to Class II

;, functions.

) The requirement for membership in Class’II is that a function g

: have the property that i::p / s > ?r d, di. Class II .functions’only ’
_ possess a maximum fault maski::g1 ratio in the limit as the amount of |
*" redundancy is increased without bound. Thus a high level of redun-

b dancy is required in order to approach the maximum possible fault

u masking ratio. In addition, the maximum fault masking ratios for

P Class II funétioné,are generally less than those for Class I functions

with comparable parameters.

q .
R Class III functions have the property that pp/sq = 7 di t
o i=l
These functions can be realized with a wide variety of abstract net-

works at all levels of redundancy, all of which posseSs the maximum

. possible fault masking ratio for the function. However, the fault
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masking ratio obtainable is in the same order as that obtainable for
Class II functions and is generally less than that obtainable for
Class I functions.

The two-node theory was generalized for the universal three-
node system by decomposing the node 3 mapping, b3, and applying
the two-node system results to each function in the decomposition.

For example, all single faults at node 2 in the three-node system

are masked if and only if each component of the output stage de-

~ domposition is a constant function. All single faults at node 2

are detectaple if and only if a projection of the node 1 mapping, 'bl,

is onto the input space of node 2 and for every component, hX of the

H

node 3 decomposition, and for every element y in the range of a(b)
bzhx— (v) has cardinality 1. If the output stage itself is being ana-
lyzed, the system reduces t6 the two-node case. Since complete
fault masking is then impossible (except in degenerate cases) it is
imporfa.nt to know how closely cbmplete fault masking can be ap-
proached in general systems. This is currently an opén question.
Several interesting and surpising results were also obtained in
the area of fault location. Characterizations of locatable faults were
obtained for both the two-node and three-node universal systems.

These led to the discovery that all single faults at node 1 (node 2) in

the two-node system were locatable if afid only if the system were

degenerate in some sense. Even in the general system form, it was

O R T e
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impossible to locate all single faults at a node. These results in-
dicate that location is too strict a requirement to impose in most
situations. Therefore, the more general notion of B, A]- locata-
bility was introduced. A faultfis [B,A] - locatable if, for every

fault £, a(f') =q(f) implies that B Kf, C A where Kf' is the set

of "faulty' nodes associated with fault f'. It was shown that when a
fault f is both [B,A]- locatable and [B',A'] - locatable, then it is
also [BIUB', AMA'] -locatable. Further, if a faultis [B,A] -
locatable and [ B,A] C [B',A’] then the fault is also [B',A"]-
locatable. This result indicates that the minimum interval for which
a fault is [ B,A] -locatable (i.e. the fault is not [ B',A']-locatable
for any proper subinterval of [ B,A]) compactly describes the
"locatability'', L(f), of the fault. Further investigation revealed
that L(f) is an invariant of the equivalence relation induced on the
fault set by the mapping . In other words, the mapping ¢ induces
an equivalence relatioh on the set of faults in such a way that all

the members of the same equivalence class have the same locata-
bility, although the locatability of faults in different equivalence
classes may be different. This result has important

implications because the set of masked faults compose one entire
equivalence class. Hehce all masked faults have the same locability.
Since the 0-fault is masked, the lower 'edge' of the interval must

always be the empty set ¢, and the locatability of masked faults is
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described completely by specifying only the upper bbundary. For
this reason the locatability of the masked faults was described by

a single set (i.e., L(b) =A). Finally, it was proved that all masked
faults in the general system form are {2} -locatable if and only if -

(1) b,b, is onto W x U and (2) lb3b2-1(y) | =1 for every y in the

range of b, In this general notation, a fault is locatable if and only

if it is [K ,Kf] -locatable.

The work described in this section leaves several qﬁestions
unanswered, Although the problem of enumeration of masked faults
and detectable faults based only upon the fault-free behavior and
upon properties of the fault-free system structure has been solved,
the enumeration problem: for lolcatable faults remains open although
the solution should not be too difficult.

Another open problem is to find the set of binary systems
realizing function g that possess the greatest possiblé fault masking
ratio. This problem has been completely solved only for the special
case of two-node systems. A more fundamental but related question
1s whether sdme combinational functions are more adaptable for
masking faults than others. The two-node results s’uggest that thé.
answer to this 4question is in the affirmative. Preliminary inves-
tigation leads to the conjecture of results similar to those described

above when maximizing over larger sets of realizations.
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A completely open problem is concerned with the detection of

masked faults. Although this at first seems to be a contradiction in

terms, serious reflection suggests that some means of detecting
. masked faults is essential if optimum performance is to be expected
from redundant designs. Redundancy is built into systems in order

to insure that the first few component failures will not effect system

- operation. However, if this type of operation is to be achieved in
gM practice, we must be certain that all components are functioning
properly at the time that the system is put into operation (&.g., a

rocket is launched). If a high level of redundancy masks large num-

bers of faults, then we cannot be certain that all components are
operating properly just because the system .is performing as expected.

Several techniques have been suggested in the literature, such as

providing special test outputs [9], [15] whose only function is to

detect faults that are masked at the normal system outputs. This

method of detecting "masked'' faults can be incorporated into the

present structure by generalizing the notion of a masked fault as

follows: A faultf is pignasked for a partition p of the output space
if for every x in the input space @(f)(x) is p-equivalent to a(b)(x).
g., A fault is then masked when p is the relation of equality on the ouf-

put space.

Another technique involves the use of special test inputs [15]

{ ’ which are forced to assume a fixed value (either 0 or 1) during normal

i"i{:;,::.“.:i
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operation of the system but may be varied as desired to test certain
redundant parts of the system. This method of detecting "‘masked"
faults is incorporated into our model by using the concept of
restriction. A fault is A-masked where A is a subset of the input
space if for every x in the set Ag(f) (x) = a(b)(x). These two methods
: may be easily combined to produce Ap -masked faults. With these
generalizations of the masking concept, a whole area of questions
remain to be answered, in particular.,.,_ conjectures similar to every
. masking or detection theorem in the main body of this report can be
made for Ap-masked faults. |
! Other open questions relate to specialization of the general
"E results to limited classes of faults (e.g., stuck-at faults). 1t is
expected that certain problems (such as detecting all faults) will

| have less complex solutions when only limited classes of faults are

—

present, however there are no current results to support or deny

Bl

L S

this conjecture. Also, the immense problem of designing least cost
. redundant systems is presently unsolved. It does not appear to be
any easier than the general minimization problem so frequently
attacked with various degrees of partial success, but never solved in

- a completely general way.

Diagnosis in Sequential Machines and Networks | 1

- Historically, much of the research effort concérned with the

diagnosis of digital switching systems has been devoted to techniques

;|
‘@MH.;MM”“{
M s i i -




g~_§ tiﬂw‘% r“ 4 L. .3 1o l rN, ] L3 ! 1

[

20 RO 70-456

for specifying test sequences for existing systems, On the other hand,
the system complexity and component manufacturing teéhnology of mo-
dern computers are changing at such a rapid rate that diagnosis tech-
niques developed today may become inadequate tomorrow. In view
of this fact, it has been gradually recognized that good testing and diag-
nosis capabilities should be incorporated in the original design of the
system. This is the point of view adopted in the following inves-
tigation of diagnosis in sequential machines and networks. In par-
ticular, the notions of "test output augmentation' and "control in-
put augmentation' are studied from a machine-theoretic point of
view in order to determine what additional machine complexity is
required if the corresponding switching system is to have the de-
sired diagnostic capabilities. Properties of networks themselves are
also studied in this regard beginning with a concept of ''node sen-
sitizing' in a combinational network. Further studies 1n these areas
are expected to bring about better diagnostic techniques and a set
of diagnosable design criteria. The following summarizes the
specific problems considered and solutions obtained during this
period of investigation.

Sequential machines were classified in this study according to
machine-theoretic properties pertinent to the design of fault detecting |
experiments., Since the existence of a distinguishing sequence and its

length determine the design complexity and length of test sequence
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respectively[13], they were chosen as the basis of classification,

A machine is diagnosable if it has a distinguishing sequence and is
definitely diagnosable if, for some k, every input sequence of length
k is a distinguishing sequence [16]. Homable machines and defi-
nitely hemable machines were similarly defined. It was found that
definitely diagnosable machines can be characterized as convergence-
free, definitely homable machines., A general upper-bound for the
length of a distinguishing sequence in an n-state diagnosable machine
is nn(n-l) [ 7], but this upper-bound for a definitely diagnosable

machine or a diagnosable definitely homable machine is (g), Thus

. machine classes with short distinguishing sequences can be iden-

tified easily from the hierarchy obtained. Further classification,
taking inte account synchronizing sequences and other propertiés,
is also possible,.

Definite diagnosability was shown to be an unnecessarily
restrictive condition for the existence of short fault detecting
experiments. Usually all that is required is a short distinguishing
sequence ard it was shown that if a single-input submachine of an
n-state machine is reduced then it has a distinguishing sequence of
length no greater than n-1. Thus the problem of desighing a diag-

nosable machine is reduced to that of designing a reduced single-

input submachine.

P
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The next problem considered was the use of test output aug-

mentation to obtain a particular type of distinguishing sequence.

This problem can be stated briefly as follows: Given a mé.chine

M =(I, 0,Q,5,d), construct a machine M' = (I,0x0', Q ,6',w")

such that M' "'contains’ M and M' is diagnosable with a repeated

3 symbol distinguishing sequence. A method of constructing such a
machine by augmenting the output set was developed. Machines so
g ' constructed were seen to have a smaller upper bound on the length

- of fault detecting experiment when compared with those obtained

by other methods [16].

Similarly, using control input augmentation ,-'the design

7 problem can be stated as: Given a machine M, construct

kj ' o3 . » » ;
M'=IxT 0, Q, 6', ) so that M' "contains' M and M' is diag- |

§ nosable. A machine is said to be dptimally diagnosableif it has a

distinguishing sequence of the shortest possible length. It was shown

that for any given integers n and p, there is an optimally diagnosable

P single-input machine with n states and p outputs. Thus using input
. augmentation any n-state, p-output machine can be made optimally
| diagnosable by appending a single-input machine with this property.

| i A reset input can also be added so that the over-all length of the

fault detecting séquence is reduced.

The problems considered above were generalized to.that of

| "machine realization". In general, the problem is to design a
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diagnosable machine which realizes a given machine. An impor-

tant result of this generalization is the consideration of a different
set of optimization criteria which is independent of pitysical reali-
zations. This also resulted in the consideration of state splitting
technique which reduces the size of the realizing output set.
Theorems were developed which give the size of the realizing
output set and the number of additional states required to break up
a given set of state convergences. The problem of eliminating
cycles in the testing graph of a single input machine was then
considered. Finally, the general problem of designing a diag-
nosable machine with a bounded length distinguishing sequence was
investigated.

Since single-input submachines share many common properties
with the whole machine, it is natural to study independently the class
of single-input maéhines which are also known as sequence generators.
The length of the minimal distinguishing sequence in a reduced se-
quence generator M can be determined by the least integer i such
that IIi= Ili;l where IIi is the i-equivalence partition on the state
sét of M. Thus optimally diagnosable sequence generators can be
characterized in térms of such partitions. The class of reduced
linear machines was found to have some common diagnostic pro-
perties with the class of reduced sequence generators. First, if

a linear machine has a distinguishking sequence of length i, then

NS
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every input sequence of length i is a distinguishing sequence. Thus,

the length of a minimal distinguishing sequence can ke determined

by the least integer i such that IIi = Hi_+1' Equivalently, the length

of a minimal distinguishing sequence can be determined from the

least i such that the rank of an associated matrix is equal to the

dimension of the state space. Thus a reduce 2™ _state linear machine

is definitely diagnosable of order no greater than n.

Some properties of linear machines relating to machine diag-
nosis have also been investigated. First, it has been shown that the
i-equivalence relation on a linear machine partitions its state set
into cosets when the state space is considered as an additive Abelian
group. Based on this observation, it is shgwa then that if s is the
i-equivalence partition of the state set of a linear machine M over
a Galois field of p elements, then lmg 4 1= pki 7, | with 0 k. < fm,
where ( is the dimension of the ouput space. Ifn is the dimension of
the state space and ( divides n, then M is optimally diagnosablé if
and only if [”i+1 l ="q£ lwil for all 0<i {_-1—1[,— where q = pm. The
optimal diagnosable characterization is then generalized to some
non-linear sequential machines.

The problem of diagnosis was also studied from the network
structure viewpoint. The motivatior of this effort is to identify
the classes of netivorks that éan be easily tested and diagnosed. A

network graph model appropriate for the analysis of stuck-at faults
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in combinational networks was first introduced. Based on this
graphical model, a notion of node sensitizing was then introduced
and in terms of this, the concept of path sensitizing [1] can be
defined. With these defmitions,precise statements of some known
results are possible. It was also shown that if a node can be both
1-sensitized and ¢-sensitized and the sensitized multipath is simply
connected, then there is a sensitized path passing through this
node. Moreover, it was established that if no constant node exists
in a combinational network graph, then every stuck-at fault is T.—
detectable for some subset of nodes T in the network.

The concept of path sensitiiing was then extended to subgraphs
where every path is a sensitized path. The notion of '"node detection
under some netwérk input x has been found to be a partial ordering
of the node set of the sensitized subgraph. This ordering has been
applied to obtain properties for the notion of fault detection by a
node. Using -thesé results and the concept of multiple fault detec-
tion, it was then shown that the set of stuck-at faults in a sensitized
path detected by a node under some network input is also multiply
detected by the same node under the same input. If the network graph
is a tree, then in a rooted sensitized subgraph, any combination of
""singly’' detected stuck-at faults is also multiply detected by the

"root' node under the sensitizing input.
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The problems considered above and solutions obtained were
directed toward the originally stated objectives of i) developing
- theory and techniques for determining test-point allocation in
order to reduce the time required for diagnosis and ii) investigating
3 questions relating to system organizations that facilitate fault diagnosis,
¢ Based on these results, it is felt that the more general problem of
| fault diagnosis in redundant systems can be readily investigated.
The presence of fault masking in a network gives risg to a
contradictory requirement when fault detection is consideréd,
since by definition a fault is detectable if and only if it is not masked.
i The problems of specifying where to put test points, how to compro-

fii mise between the testing length and numbeyr of test peints, and how 1

I

addition of some control inputs might improve diagnosis resolution
remain essentially unsolved. It is believed that the diagnosable
: machine realization concépt introduced in our study can be utiiized

to answer some of these questions.

Another problem deserving of further investigation is the
development of "efficient" algorithms which select a minimum or

a near-minimum set of test points so that a given set of faults in a

SO Wl e BT i Wi b L Tl Hno bom i & IR B
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3 network are detected. Network controllability should also be inves-

tigated so that some diagnosable network structures can be identified.

These desirable prOperties include homability of sequential networks
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under failures and complete path sensitizing in combinational
1 networks. A set of design criteria should be sought which would
: achieve these desired diagnostic properties with minimum or

near minimum redundancy.
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IV. TECHNICAL REPORT

The following is a technical report on the research activities
related to this project. (A worki'ng bibliography and a survey of
recent work in the general reliability area appears in QPR 1.)
Investigations were concerned with the three problem areas sum-
marized in Section III: 1) permanent memory faults in sequential
machines and networks, 2) faults in combinational networks, and
3) fault diagnosis.

This section includes proofs of all theorems as well as a
cohesive discussion of concepts, results, motivation, and interpre-

tation. Examples are also included that illustrate key points. With

the exceptioh of the material in QPR 1, this report is self contained.

28
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1. PERMANENT MEMORY FAULTS

S

* The purpose of this investigation is to study permanent memory

i, faults in sequential sw_itching systems and in particular the relation-
) ship between such faults and the resulting system behavior. It has
g | been shown [17] that the result of a permanent fault in memory can
{ be formulated in terms of a sequential machine M that represents

. the fault-free sequential switching system and a function y on the
g~ states of M that represents the fault. The result of the fault is then

represented by a second machine M“’ appropriately determined from

M and p. Given this representation, it is possible to investigate

[ how the behavior of MM relates to the behavior of M. Of particular 5

interest is when a fault is tolerated (masked) in the sense that the

resulting behavior relates in some specified way to the original

i;:;é;::y;j

behavior. Various types of fault masking are investigated from

this point of view including a notion of R-masking, where R is a

subset of the state set Q. A special class of stable faults is also

considered, the latter being of interest since it contains all faults

s
L el

that represent combinations of stuck-at faults in the individual mem-

ory cells of a physical system.

.m
[PREERTE
3

One of the primary goals of the above investigation is its appli-

cation to the synthesis of fault tolerant sequential switching networks.

l AT e

e Tireviis

Several important results have been obtained in this regard and it

i

appears that further investigation of the subject is warrented. Another

* fundamental question is whether certain types of sequential behavior
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are inherently less susceptible to memory faults if the measure of

susceptibility is the minimum amount of redundant memory' required

B to mask a specified class of faults. This question has yet to be investi-

gated and remains an important open question.

We begin with a review of several basic concepts of sequential

R

machine theory in order to precisely establish the terminology and

prmion: ny
L.

notation used throughout the discussion.

Definition 1.1

A Mealy seciuential machine is a system M = (L,Q, 0,0, w)

where

i) I is a finite set of input symbols,

ii) Q is a finite set of states,

iii) O is a finite set of output symbols,

iv) 6 is a function from Q X I into Q, the transition function A

of M,
{ : v) w is a function from Q X I into O, the output function
) of M. ‘
{ ? A Moore sequential machine is as above except that

v') w is a function from Q into O.

To describe the behavior of a sequential machine M, let A be

any finite set, A* the set of all sequences (words, strings) over A

(A* includes the null sequence A ), and if x € A* let

1g(x)

w

{0
{
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denote the length of x (the number of symbols in the sequence x).

Then for each nonnegative integer k, we define the set
k
AY = {x|xe A* and Ig(x) = k}

which is simply the set of all sequences over A of length k. Note

(ST

that, in terms of the sets Ak,

Using this notation we extend the transition and output functions

of a sequential machine as follows :

p_(_aﬁnition 1.2

IEM=(,Q,0,06,w) is a sequential machine its extended

tran_sition function § and extended output function w are de-

fined as follows :

nud

pamay  Fo—1—
A

Transition fen. Output fen. Output fcn. )
» (Mealy) (Moore)
§:QxI*—-Q 5:QxI -0 &:QxI¥-0
i” where

i
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_ Transition Output fcn. Output fcn.
fcn. (Mealy) (Moore)
i) xe - {A}, 8(q,%) = q undefined (g, X) =w(q)
. 1 - - -
11) xel = I: 6(q, X) = G(q’ X) . ‘-'xq’ X) = 0)((1, X) w(q3 X)':w(é (Q: X))

TP W J

iii) 76 Ik; ae I 5(q,xa)=06(5(q,%),2) wq, xa)=d5(q, x), a) w(q, xa)=w(5(q, xa))
k>1

- (Note that given values of §, w for all x € Ik, (iii) defines values

of§, & forallye B*1.)

In terms of these extended functions, the behavior of M relative to ’

some fixed state q ¢ Q is defined as follows.

R
1S

Definition 1.3

? If M=(,Q,0,06,w isa sequential machine and q € Q, the

m | behavior of M for initial state q is a function Bq defined as

- follows :

t} Mealy Moore

; By I =0 B¢ ¥~ of

- where

i) xe I'={A}, undefined B (X = w(q) {
i i) xeT =1 B @)= B (%) = wa)al® (g, X)) |
& iii) x € Ik-, ae L B q(xa)=[3q(x)£b(q, Xa) Bq(xa):B q(x)i.';(q, xa) %
: Note that if M is a Mealy machine then

i 1) = leW),
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t

i.e., an input sequence of length k produces an output sequence of

length k. On the other hand, if M is a Moore machine then

lg(Bq(X)) = lg(x) +1

since an output symbol is associated with the initial state q.

Definition 1. 4

The behavior of a sequential machine M with states Q is the
set

By = {Bqlqe Q}.

- In other words, the behavior of M is the collection of input-output

transformations such that each transformation in the collection can ,

) be realized with an appropriate choice of initial state. Note that
[ distinct states of M need not give rise to distinct behaviors, i.e.,
it rnay be the case that q + r and yet Bq = Br. This observation leads

to the following fundamental concept of machine theory.

Definition 1.5

i If M = (I, QM’ 0,5 M’ wM) and N = (I, QN’ 0,6 N’ wN) are

sequential machines (of the same type), q € QM, and

r

Ire QN then q is equivalent to r (q = r) if Bq = B_.

In words, state q of machine M is equivalent to state r of N if M

| ' when started in q has the same input-output behavior as N when
started inr., It shodld be obvious that in the special case where
M = N, = is an equivalence relation on QM. One also notes that

state equivalence can be characterized in terms of the extended

output functions as follows :
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q=r iff Z)M(q, X) = &N(r, X) (1.1)
for all x e IT (Mealy case) or for all x € I* (Moore case). (This
characterization is the one most often used as the definition of
state equivalence.)

Extending the notion of state equivalence to machines we

have:

Definition 1.6

If M and N are sequential machines (having the same input

| alphabet I and output alphabet O) then M is equivalent to N

(M = N) if By, = B.

In other words, equivalent machines are identical when viewed ex-
ternally. If we let 71 (I, O) denote the set of all sequential machines
with input symbols I and output symbols O then = is clearly au
equivalence relation on 770(I, ). In comparing the behavior of
machines, it is convenient to introduce a second notion that is socme-

what weaker than machine equivalence, namely

Definition 1.7

If M,Ne 770(I,0) then M includes N (M > N) if B B

M~ °N

Thus if M includes N, each state of N is equivalent to some state of
M but there may'be states of M not equivalent to any state of N.
Paraphrasing the notion, 'M includes N if M can do anything that
N does. From the definitions it is obvious that M and N are equiva-

lent if and only if M includes N and N includes M. Accordingly, the
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notion of '_'inéludes" determines a partial ordering of the set of all
equivalence classes of machines in YN (L O).

In terms of these basic notions of machine structure and be-
havior, suppose now that in some physical system repres entéd by a
sequential machine M, there is a permanent fault which permanently
alters the structure of the system but results in a corifiguration which
is still machine-representable. In this case one can represent the

result of the fault as a second machine:
M' = (I’ Q'9 O, 0 'a w')

where the states Q', transition function & ', and output function '
of the faulty machine are related in some way to the original ma-
chine M. A more precise statement of this relationship depends, of
course, on more detailed knowledge of the fault.

In what follows we restrict our attention to faults that occur
in the memory portion of the physical system. This restriction is
motivated by the fact that it is memory which distinguishes nontrivial
sequential switching systems from purely combinatioﬁal systems.
The restriction also has the advantage that the function of memory
is the same from machine to machine, that is, to store the informa-
tion presented at the memory input.

In a sequential machine the transition function represents both
decision and memory proceSSes in that wé interprete 6 (q, a) to be the

"next' state given that the "present' state is q and the "present' input is

a. To distinguish the functions of memory and decision let 6 = ps A

pmd L
oA
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(the functional composition of A and pu, first applying X) where A(q, a)
is the memory input and represents a purely combinational process,
and p is the memory function representing the storage of A(q,a). In
case the memory operates properly, p is simply the identity function
on the states Q. Hence,
6 = A (1. 2)

Suppose, now, that theré is some permanent fault in memory that
causes certain of the memory inputs to be stored improperly. Then
the function y representing faulty memory operation is no longer the
identity function and the transition function of the faulty machine is
given by

5' = peX' (1. 3)
Assuming that there are no faults in the combinational processing,

we have

and hence

5:._.“’.7\'_—_qu=“.5. (1"4)

The above observations can be formalized as follows

pha

-
R, N
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Definition 1. 8

If M is a sequential machine, a (memory) fault of M is a
function on the states of M. I M = (L,Q, O, 6, w) is a sequential

machine and y: Q ~Q is a fault of M, the result of u is the

sequential machine

Mu = (I, Qu’ 0,6 U',wIJ')

where
i) Q" = Q) (the range of ),
ii) 6" = |06 restricted to Q*x I

Q‘u x I (Mealy)
iii) w? = w restricted to
'Q'u (Moore)
Note that, by definition, the identity function (on Q) is regarded as
a fault even though, under the intended interpreation, it represents
fault-free operation. Thus the identity function is referred to as an
imprope_r fault, all other faults being proper. In defining the result,
M of a fault K, -Q'u is taken to be the range of u since, under the inter-
pretation, these are the only states accessible from the memory
input. The definition of the faulty transition function 6 H follows
directly from (1.2)-(1.4). Since the fault occurs in i'nemory, the
output function o is essentially tlie same as w . This, then, is the
basic model of permanent memory eri'or upon which the following
investigation is based.
Bef’ore discussing the effects of faults on behavior, wer note

that a fault ;. can represent either some single physical fault in the

|
A
;
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corresponding switching system or the culmination of a series of many
physical faults. For this reason we should make precise what is meant
by one fault "following' another. We note first of all that if M is a

sequential machine, p is a fault of M and y is afault of M* then

hY = M (1. 5)

This follows by Definition 1.8 and says that the result of successive
faults u© of M and v of M* can be regarded as the result of the single
fault ye u, the composition of y and y (with the codomain of ye u ex-
tended to Q).

Given p and y as above, one can also regardy as a fault of the

~ original machine M provided the following condition is satisfied. If

L: Q- QandR C Q, let ul R denote the restriction of u to R. Then

Definition 1.9

If u,y are faults of M then can follow p if ¢ lQp‘ is a fault

of M“‘.

Although the definition reflects the interpretation of the notion "can
follow'", a more convenient characterization is given by the follow-
ing theorem. If we let &((u) denote the range of a function p

(i-e. H,(w) = Q) if p: Q~Q) then

Theorem 1.1 -

If U,y are faults of M then y can follow p if and only if

CAwew < R

l..;;
3
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e

Proof

By definition ¢ can follow y if and only if
| ™ Relehc ™
- Suppose (*) holds and q € & (y* ). Then there is a state r € Q

such that q = y(i(r)) and so q e (% ('le“'). Hence q € Q! = & (1)

5 thereby proving that (R (ye p) C K(w). Conversely, suppose that

B %% (ye ) C @(u} and let g € ﬂ(le“). Then for some r, q = p(u(r))

or, equivalently, q € (R (ye ) which implies q € K(1) = Q“, therehy

£
i proving (¥).

The above is easily generalized to allow for a succession

of more than two faults.

Definition 1.10

If Hys Hos + v 5 [y ATE faults of M (n > 2) then (/J_l, Hos oo v ,LLn)

{ is a success‘ion of faults of M if

Hy,q can follow Moo fhy g vee My

fori=1,2,...,n-1.

Theorem 1.1 can then be generalized as follows.

Theorem 1.2

s prl,uz,...,un are faults of M (n > 2) then (‘”‘1’”2’ ...,p,n)

is a succession of faults of M if and only if

| | 03‘”1.,.1' T pl) c ﬁ/(“i' i-1""u1)

ij ' ' fori=1,2....,n-1,
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Proof

By induction on n.
Basis: If n=2, Theorem 1.2 reduces to Theorem 1.1.
Induction step: Suppose the theorem holds for n=k and let n=k+1.
Then, by the induction hypothesis it suffices to show that y, . can

follow H® by g +e ey if and only if

by * oo i) © Rl ey eee i)
Letting y = e o1 and u = e ® Hyoq see By the latter holds by
Theorem 1.1, thereby proving Theorem 1. 2.
As a corollary of Theorem 1.2, if equation (1.5) is extended

to a succession of n faults, we have:

Corollary 1. 2.1

The result of a succession of faults (ul, YRRRF ,un) of M is

the machine

L o g e M
Mn n-1 1.

In other words, the result of a succession of faults of M can be re-
garded as the result of é single fault y of M where [ is just the com-
position of all the faults in the succession (taken in the order with
which they occur). Thus multiple physical faults can be analyzed in
terms of a single machine faultand, more generally, the various
effects of any prescribed set of physical faults can be analyzed by
studying the individual effect of each fault in some appropriately

determined set of machine faults.

S o g st
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Fault Masking

Let us now consider the fundamental problem of relating faulty
structure i:d desired behavior. Informally we can say that a machine
M has "failed’f under some fault y if M no longer exhibits the desired
behavior. On the other hand, if the desired behavior is preserved
under . then, adopting a term ﬁsed quite frequently in this context,
the fault y is '""masked." The precise sense in which a fault is masked
depends, of course, on what is meant by '"desired behavior." In
what follows, we propose several types of masking which we feel
have meaningfui interpretation.

Perhaps the most natural choice of desired behavior for the
faulty machine is a behavior equal to that of the fault-free machine.

In this case we say that

Definition 1.11

A fault y of M is e-masked if M" = M.

If we require only that the faulty machine be able to do everything

the original machine did then

Definition 1.12:

A fault 4 of M is i-masked if MY > M.

Clearly, if a fault is e-masked it is i-masked.




42

Example 1.1

RO 70-456

Consider the modulo 3 counter (Mealy type) having the following

| *
transition-output table:

; < —_
| : 0 1
Q
‘ 0 0/1 1/0
‘ 1 1/0 2/0
2 2/0 3/1
M:
3 3/1 4/0
4 4/0 5/G
5 5/0 0/1
and faults Hys pz, and s givén by: -
q Ill(q) Uz(q) . U3(CI)
) ol o 0 0
1 4 1 2
2| O 2 2
3 5 0 5
4 4 | 4 0
5 5 4 5
| | u1' | m
Then the faulty machines M *, M “and M 3 are given by:

R RN
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N I
L
Q 1\\ 0 1
0 | 0/1 | 4/0
4 | 4/0 | 5/0
5/0 | 0/1
I
Hag™ 0 1
Q
0/1 | 2/0
2 2/0 | 5/1
5 5/0 | 0/1

70-456

RO
FQ“Z 0 ;i 1
0 | 0o/1| 1/0
1 1/0 | 2/0
2 | 2/0| 0/1
4 | 4/0| 4/0

In the machine M, B = Bg, B, = By By = By I we let Bg denote the

behavior of M for initial state q then, by inspection of M+ , we have:

Hy Hy M
Bo =Py By =PFpPs =hy
Hy |
and so M = M, i.e. -y is e-masked.
Ho
Regarding M .
Ko Mo Ho
BO = BO’ Bi = Bl’ Bz = 62

M .
but g 42 # Bq, for all g € Q. Hence p, is i-masked but not e-masked.

W 0

As for M 3, we see that no state of M ~ is equivalent_,to any

state of M and consequently kg is not i-masked.
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By definition, a fault u is e-masked if the faulty machine M" has
the same terminal behavior as the fault-free machine M. In physical
terms, this says that the faulty circuit or system represented by mH
can do the same thing as the original system represented by M. This
is nct to say, however, that every state u(q) € Q" behaves in M* as
state q does in M, i.e. it may be the case that 3“( " # B, Thisis

By iy
illustrated in Example 1.1 where B (2) = BO = B, # By Accordingly,
Ky

Ky
if we were to attempt to reset the faulty system (represented by M )
to state 2 it would actually reset to state ul(Z) = 0 and consequently
exhibit a different behavior than expected after reset. Since the ability

to reset to some known behavior is desirable in certain applications,

we introduce the following notion.

Definition 1. 13

If M is a machine with states Q and R C Q then a fault p

is R~ masked if

Bﬁ(r) =B, forallreR

(where Bg, as earlier, is the behavior of M for initial

state q) .

Thus if uis R-masked then M* is resetable tc 'every state r € R in
the sense that the behavior of M for initial state r is the same as
the behavior of M" for initial state u(r) . Referring to Example 1.1

one can easily verify that ., is {0,1,4,5}-masked and iy is

L7
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{0,1, 2, 3} —masked. ig is not R-masked if R# ¢ (¢ being the
empty set; note that every fault is ¢-masked).
Relating R-masking to e-masking and i-masking we note the

following facts.

Theorem 1.3

If M is a machine with states Q and a fault y is Q-masked

then y is e-masked.

»Proof :

It ;1 is Q-masked then §_ = 'Bﬁ(q)’ for all g € Q, and sc
Si 7o = M =

By € BM“. Since M () = Q" we have BM BM“ and
therefore yu is e-raasked.

That the converse of Theorem 1.3 fails to hold is illustrated
by fault M of Example 1.1. Indeed one can construct a machine M
along with a fault u such that y is e-masked and yet R # ¢ implies p
is not R-masked.

If M is a machine with states Q and behavior BM let us say

that a subset R of Q is complete if
{Brlre R} = By
Then

Theorem 1. 4

If M is a machine with states @, R is complete (R C Q) and

uis R-masked then y is i-masked.
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Proof

If 1 is R-masked then

{Brlre R} g {Bi(r)ire R}.

But R is complete and so
: e M
B = 'I' c R C ] € = B .
M = ® FcByyla Q} "
In other words M" > M and hence p is i-masked.
To illustrate Theorem 1.4, ccnsider the fault Ho of Example 1.1
along with the subset R = {0,1, 2, 3}. Then R is complete and, as

noted earlier, Mo is R-masked. Hence Mo must be i-masked and

“we observed in Exanfxple 1.1 that this was the case. The converse

of Theorem 1. 4 does not hold, that is, a fault u can be i-masked and
yet there is no complete subset R such that ¢ is R-masked.

If we now look ahead to the synthesis problem—that is, given
some behavior B specified say by a reduced machine M' such that
BM' = B, design a machine M that realizes M' and relative to some
specified set of faults {u, u, ""“k}’ w is O-masked (i=1,2,..., k)

where [0 denotes one of the specific types of masking just discussed.

Solutions to this problem require a greater understanding of how a

fault u must relate to a machine M in order that it be (J-masked.

In particular, it would be convenient to relate u directly to M without

having to completely determine the nature of the faulty machine MM,

" The following results are so motivated.
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We begin by establishing two lemmas that are used to support

later arguments.

Lemma 1.1

If pisafaultof M = (I,Q,0,5,w), RC Qand 6(u(R)xI) CR

then

ff”(q,x)e 1(R), for all ge u(R), xel™,

(3“‘ is the extended transition function of M"; see Def. 1. 2.)

b

g Proof
I S((R)XI)C R then p. 6 (uR)XI) C L(R) or, equivalently,

i ((R) XI) C u(R) where 5" is the transition function of M”, As

L(R) is closed under 6“‘, M* restricted to the state set u(R) is

@ a submachine of M”, This implies that

Eu(q,x) € (R), for all ge u(R),xel”

thereby proving the lemma.

g ~ H, in addition to §{u(R)xI)C R, each state reR fails to an
! equivalent state (when regarded as a state of M), we have:

- Lemma 1,2

) If 1 is a fault of M and R C Q such that

ii)  u(r) = r, forall reR

then

4

|
|
g | i) 8(u(R)XI) C R, and
{
i

~r ) 5 (r,x) Egu(u(r),x), forallreR,xel™
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- Proof

- The proof is by induction on the length 1g(x) of an input sequence x.
h Basis: If l1g(x) =0, x = A and if r e R we have TS(r,A) =r= u(r) =

o ), A) -

. Induction step: Suppose true for all y¢ Ik andlet reR, Xe¢ 1k+1.

Then x = ya for some ye¢ Ik, ael and

- 5(r,x) = 8(r,ya) = 5(5(r,y) ,2).

» By the induction hypothesis,

L 8(r,y) = 0" (u(x),y)

~and by the substitution property of =,

5(3(r,y),2) = 63 (u(r),y),a). (1.6)

5 If we let s = 5“(u(r),y) , then by condition i) and Lemma 1.1, se u(R).

Applying condition i) once more, 8(s,a)e R and by condition ii) we have:

. 5(s,a) = M.&}(s,a)::ﬁu(s,a). (1.7
: " Replacing sby S“‘(u(r),y) and combining equivalences (1.6) and (1. 75,
i 5(5(r,y),a) = 6" (@ (u(r),y),2).

!

- As x =ya, this implies that

i | 6(r,x) = 6H(u(r),x)

thereby completing the induction step and proving the lemma.
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Applying Lemma 1. 2, it follows that conditions i) and ii) are

sufficient for pu to be R-masked, that is:

Theorem 1.5

If u is a fault of M and R C Q such t;hat
i) O6(u(R)XI) € R, and

ii) p(r)=r, forallreR

then y is R-masked.
Proof
Suppose conditions i) and ii) hold and re¢ R. Then, by Lemma 1.2,
8(r,x) = oM (u(r),x), for all xeI* }
which implies L
w(8(r,x),a) = w”(6H(u( : ‘ xel*
,X),a) = w (07 (u(r),x),a), forallxel, acl. i

But, by definition, this says that
3 (xa) = 3”‘ (xa), for all xeI*, ael

or, equivalentiy

'B,0) = By, for all yelT.

As r is an arbitrary state in R, it follows that u is R-masked,

thereby proving the theorem.

As corollaries to Theorem 1.5 we observe
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Corollary 1.5.1

If conditions i) and ii) of Theorem 1.5 hold and R is complete

then u is i-masked.

Corollary 1.5.2

If u(q) = q, for all qe @, then u is Q-masked (and hence

e-masked) .

Proof
If R =Q, condition i) of the theorem is automatically satisfied

and thus condition ii) -suffices for Q-masking.

Theorem 1.5 gives sufficient conditions for R-masking a fault
u in terms of u, the state-equivalence relation for M, and the
transition function of M. The conditions, however, are not necessary
and to date we have been unable to discover necessary and sufficient
conditions for R-masking that can be easily stated in terms of
properties of M and . The best characterization obtained so far is

stated in terms of a relation Ep defined as follows:

Definition 1.14

If M is a machine with states Q and R C Q then, for all q, q'eQ,

qupq' if there is some r¢R and some xe I* such that

5(r,x) =qand 8" (u(r),x) =q'.

If further we let = denote the relation of 1‘-eguiva1en¢vé on the

states of M (i.e. q=;q' if B (a) = f,(@) for all acT) then:

£
P
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Theorem 1.6

If M is a Mealy machine and p is a fault of M then

K is R-masked iff Hgp € =

Proof: Necessity

Suppose (. is R-masked and un q'. Then there is some state |

r ¢e R and some x eI * such that

§(r,x) = g and 5 ¥ (u(r),x) = ¢’ (1.8)

Since B.=8 ﬁ(r')’ ,er(xa) = 52 (r)(xa), for all ael and therefore

w(6 (r,x),a) =‘w“(—5“(u(r),x) ,a), for all ael.

But " = w IQ‘u x I and substituting according to (1. 8) we have

w(g,a) = w(q',a), forall ael,
that is, q =,49'. Thus Hp - =4

Sufficiency:

Suppose | € =/, reR andxel'. Thenx = ya, for some yeI*

and ael, and

w(r,x) = w(d(r,y),a) " (1.9)

Since 5(r,y) pg 0" (1(r),y) and pp C =,
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g = W@ (u(),y),2)

{ = o (u(x),ya)

L = wh(u(r),x). (1.10)

g Combining (1.9) and (1.10), o(r,x) = " (u(r) ,x) for all xeI'. By the

definition of behavior it follows that

v

Pr = Pu(r)

1

pe

thereby proving sufficiency.

An analogous statement for Moore machines involves 0-equivalence

ﬁ (ie. g=40q" if w(q) =w@")):

Theorem 1. 6' | §

If M is a Moore machine and y is a fault of M then

i is R-masked iff po C =,.

Proof

A Similar to the proof of Theorem 1. 6.

In many applications, a sequential switching system will have a
distinguished '"'reset state' where only the behavior of interest is

the input-output function that results when the system is initially in

the reset state. If such a system is represented by a machine M and

i the reset state by some distinguished "initial state' of M, say 4y

e e
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then the fault masking of interest is a special case of R-masking

where

In this case we Will say that p is q,-masked (rather than rq -masked
K 0 1

bl

and write “‘q instead of u Iq } (Definition 1.14) . Moreover, the
0 9
relation i, can be described somewhat more simply when R = {qo},

that is

g, = 10(29:%), 8% ((dg), ) xe T} (1.11)

Using this characterization of “q and applying Theorem 1.6 it
0
follows that:

Theorem 1.7

If M is a Mealy machine and p is a fault of M then

u is q -masked iff 3(%,x) Elgu(u(qo),x), for all x e I*.

Proof

If 1 is- qy-masked then, by (1.11), (g, %) uqo‘s“(p,(qo),x),

for all xeI*. By Theorem 1.6, with R = {ay}, it follows that

b o

E(qo,x) 513“(#(@0) ,X), for all xeI*. Conversely, if the latter

holds then “q - = and, by Theorem 1.6, u is qo-masked.
0 , |

The corresponding statement for Moore machines is given by:

[ESEE=SHERS ¢ oot

ot
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Theorem 1.7

- : If M is a Moore machine and p is a fault of M then

L is qovmasked iff E(QO,X) =0 'Eu(u(qo) ,X), for all x e T*,

The importance of Theorems 1.6 and 1.7 is their application to the
E design of fault tolerant sequential switching networks. Before

i

discussing such applications, however, we wish to investigate the

o effects of imposing certain physically motivated constraints on the

class of memory faults.

Stable Faults

i G oo B R it N LU P S SRS S
3

} If M is a machine and u: Q- Q is a fault of M, we may interpret
: 1(q) as the state stored when the memory input is q and in case u(q)
#q, q is stored erroneously. In general, if we now attempt to store
3 ~ p(q) , it too may be stored erroneously, i.e. it may be the case
§ & that n(u(q)) # u(q). Beorrowing some terminology from the theory
3 of asynchronous machines we say that u(q), in this case, is unstable.

On the other hand, if u(u(q)) = u(q) then u(q) is stable. Extending

this notion to a fault itself we have:

Definition 1.15

[ If p: Q- Qis a fault of M then u is stable if pe p = pu (i.e.

n((q) =pl@), forall qeQ) .

In other words, u is stable if every state of M* is stable.
Stable faults are of interest sinee many types of physical memory

faults may be represented by a machine fault of this type. In
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particular, as is shown in the next subsection, a combination of
"stuck at 0" and "'stuck at 1'" faults in one or more two-state memory
cells is represented by a stable fault of the corresponding sequential
machine,

In mathematical terms, u is stable if and only if it is an idempotent

element of the semigroup of functions on Q. If u: Q- Q is a fault

of M, let IEL denote the equivalence relation (on Q) induced by u, that is

qﬁrﬁM®=uux (1.12)

then the notion of a stable fault can be alternatively characterized as

follows:

Theorem 1.8

If u: Q- Q is a fault of M then the following statements are
equivalent:

i) p is stable

i) p(r)=r, forallre K (u)

iii)  p(q) ﬁ q, for all qe Q.

_l?roof

i) ==ii): Suppose pu is stable and re A (n). Then, for

some q€Q, r = 1(q) which implies

w(r) = p(u(@) = p@ = r.
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ii) = iii): Suppose u(r) =r, for all re /A (1), and e Q.

Then p(a) e K (u) and therefore

puw(@) = u(q)

or, by (1.12),

M@im

iii) ===>i): If u(q) = q, for all qe Q then p(u(q)) = p(q), for all

qd € Q, and hence pu is stable.

As we wish to investigate the structure of the set of stable faults

of a machine M with states Q, in the discussion that follows, let
S(Q) = {ulu is a stable fault of M}.
Our first observation regards the size of S(Q), namely:

Theorem 1.9

n

, _ B n\ . n-k
It [Ql = n then [S@] = ), (&) ¥

Proof

Given some nonempty subset R C Q where |R| =k, there are

kn-k

different stable faults u such that (R (1) = R. This is because the k
elements of R are fixed under y, (see Theorem 1.8, part ii)), leaving
n-k elements, each of which can be assigned one of the k elements

of R. Since there are
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(n) _ n.
k/ k! (n-k)!
k-element subsets of Q(1 <k <n), the desired result follows.

Thus, for example; of the 10 billion possible faults of a machine
with 10 states, 2,137,921 are stable faults.

When |Q| > 3, it is known that S(Q) is not closed under composition,
that is, there are stable faults u and y such that y « u is not stable.
Thus, for example, if Q= {0,1,2}, u =(0,0,2) and y = (0,1,1), we |
have y * u = (0,0,1) which is not stable. A necessary and sufficient
condition for the composition of stable faults to be stable is given by

the following theorem.

Theorem 1.10

If 4, yeS(Q) then

v+ 1eS@ if a = (), forall e H (v uy- A ().

. ()E/ is the equivalence relation induced by v)

Proof: Necessity

Suppose v+ pe S@Q) andqe H(ye ) - A(u). Thenge #(ye- p)
which iniplies Y(u(d)) = g (since y | L is stable). Butqe A (v e W)
also impliesgé € %Q(y) and so y(q) = q. Combining these twoaéquat_ions,

v(ua)) = ¥(q) or, equivalently,

pa)

<
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Sufficiency:

Suppose u.(q) $q, for all qe R(y- )= Q (u). To prove that
ye . € S(Q) we will show that qe CQ(y. 1) implies ye u(q) = q (cf. Theorem
8, part ii)}). We suppose then that qev"q (ye ) and consider two cases.
Case i): qeg\).(u) . Then u(q) = q which implies y((q)) = ¥(q). But
de 2 (ye ) implies q ¢ X () and so y(q) =q. Hence ye p(a) = 1(n(a) =q.
Case ii): q¢ R,(u). Then q ¢ &Q (you)- f‘z(u) and, by hypothesis
() ;=,q. Thus y(u(d)) = v(q) and since y(q) = q (éee case i)), we have

you(q) = y(u@@)) =q.

As a corollary of Theorem 1.10, we note that if one stable fault

can follow another (cf. Def. 1.9) then the composite fault is always

stable, that is,

Corollary' 1.10.1

If 4, yeS(Q) and y can follow u then ye € S(Q) .

Proof

If y can follow . then, by Theorem 1.1, //(y+ p) C %(y,) .

Therefore /I{(fy- w) - é/{ (u) = @ and the condition of Theorem 1.10 is

vacuously satisfied.

Generalizing Corollary 1.10.1 it follows that if (ul, IPYRRR un)
is a succession of stable faults then Hp® Hyq s My is stable.
The set S(Q) of stable faults of a machine M can be further investi-

gated intermsofa natural partial ordering*of S(Q) defined as follows [ 3 |:

N |
A relation R on a set A is a partial ordering of A if R is
reflexive, antisymmetric, and transitive.
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Definition 1.16

If u, yeS(Q) then y is under y(u < y) if yopu =poy=p.

In general, if E is a set of idempotents, the partial ordering

defined above is referred to as the natural partial ordering of E. In

the case of stable faults, the ordering has a much more revealing

characterization.

Theorem 1,11

If u, yeS(Q) then y < v if and only if

{ | ) R WE AW, and
E ii)
i

Proof: Necessity:

(-

<in
=i
\

Suppose u < y. Then, by definition, ye s = Loy = u and

consequently | "

g R (1) = K yop) a“duf

=

Y

But, for any pair of functions p and y on Q, we have

K (von)< R () and

-

X il
g o

L
<

and therefore

) R () < K0)and i)

=i
tn
=i

Sufficiency:

Suppose u, ¥ € S(Q) and condition i) and ii) hold. If q¢eQ,

() e ‘R () and, by i), ‘u(q) € (/Q (y). By part ii) of Theorem 1.8,

i
‘ﬂ,‘“

[t A
U .
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y (k@) = piq). (1.13)

Also, by part iii) of Theorem 1.8, (q) = q and it follows by condition

ii) that y(q) -ﬁ- q, or, equivalently,

p(y(@) = p(). (1.14)

Combining (1.13) and (1.14) with the fact that q is an arbitrary element

of Q, we have
YeU =Ly =1,
that is, u < v.

The following example illustrates the partial ordering < and the

characterization given by Theorem 1.11,

Example 1.2

Let Q = {0,1, 2} and denote a stable fault y e S(Q) as the triple

(1(0), p(1), n(2)).
If further we let wu denote the partition of Q corresponding to the
equivalence relation i then, for each u e S({0,1, 21), /{( 1) and y

are given by the following table.
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p £ (12) ",
(0,1, 2) {0,1,2} {0,7,9}
(0,1, 0) {0, 1} {1, 02}
(0,1, 1) {0,1} {0, 12}
(0,0, 2) {0, 2} {2, 01}
(0, 2, 2) {o,2} {0, 12}
(1,1,2) {1,920 {3, 01}
(2, 1, 2) {1, 2} {T, 02}
(0,0, 0) {o} {072}
(1,1, 1) {1} {672}
(2,2, 2) {2} {013}

o

Accordingly, the partially ordered set (S(Q), < ) has the following




RO 70-456

62

Investigating the structure of the partially ordered set
(S(Q), <) in more detail, one observes first of all that (S(X), <) is a

lattice only in the trivial case when |Q| = 1. Moreover, (3(Q), <) is an

upper semilattice only if |Q| < 2. B Q| > 2, then S(Q) is neither

an upper nor a lower semilattice. Nevertheless, the greatest lower
" bound (meet) and least upper bound (join) do exist for rhany pairs
{ u,,'y} and the following case is important to our development.. To
. simplify notation, if u and y are faults of M we will henceforth let

Y denote the composition of u and y; i.e.

E YR = YU (1.15)
E . '
and we will let

1L = the least (positive) power of 1 that is stable. (1.16)

Thus, if pe S(Q) theni=pandif p¢ SQ) theni=p" = pu ... p(n

times) where n is such that p,n e S(Q) and “n-l ¢ S(Q). (Such an

. integer n exists since some power of every element of a finite semi-
gi group is idempotent [ 3 ].) A sufficient condition, under which the meet

of {u,y} (denoted 1. A y) exists and is easily expressed, is given by

the fcllowing theorem.
Theorem 1.12 - 2
If 4,y € S(Q) and 7 = [& then
__ | i
LAY = Vi | |
Moreover,
) Aluar) = Awn L)
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and
a i) pay = F+7 -
g (+ denotes join in the laitice of equivalence relations on Q).
Proof.

!s,“‘: 3

Let A = y1 = gy and let m and n be the integers such that

vn=(yW)™ and gy = (uy)". We note first that A is a lower bound

| SO 3

of {y, v} since

[

o= M=l u)m'ly “2 = (y u.)m-lv =Gt =2

2 -1 -1
and g = p(un)™ = wy ()™ = )™ = (uy)" = A Thus,

Ap = px = 2 and by definition, | »

% By a similar argument
;

and so A is a lower bound of {i,y} . To prove A is the greatest lower

ﬁ bound, suppose ¢ is a lower bound of {y,y}, i.e.

I ou = b= b |
g - and oy = v = ¢.

g Then | g
'5 o = oo™ = @™ = ouew™ ™ = oo™ |

and if thlS process is continued until all the ¢ and y terms are

Do ey SN N

absorbed,

[N S PR 1
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oA

0
b

By a similar argument,

Ap = ¢

and therefore ¢A = A¢p = ¢ or, equivalently, ¢ < A. Hence A is the

greatest lower bound of {j, v}, that is,

LAY = A

To prove i), since A< pand A < y, by Theorem 1.11,
RO < A and A < R

and therefore
R < Kwn Le).

Moreover, equality must hold for suppose q ¢ (1.(x) n L(y). Then
A = 0™ = 6a™ Yy )

- ™), sincepe S@Q

6 W™ ), sincey e S(Q).

Continuing in this manner, A(q) = q which implies q € (1(X). There-

fore

Ao = Awn AW
To prove ii), since A <pu and X <y, by Theorem 1.11,

C -

>l

il
<

: i and
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and therefore

c

<
>l

+

=i

Here again equality must hold for suppose q £ r. Since p,y € S(Q)
A

we have

=... 200 () = Ma)

and so q(ﬁ + $)h(q). Similarly, r(‘-=I + = )A(r) and as Q5T

y
means A(q) = A(r), we have

Q(E + ;)r-

=1

Thus "therelbiy completing the proof of the theorem.

Y

>l

A useful corollary of Theorem 1.12 is the special case where

yu = upy, thatis

Corollary 1. 12.1

I Wy € S(Q) and yu = uy then

LAY = YU
Moreover,
) Aow = Kwn @)
and
ii) ;-7-,-1 = Z=i + $ .

R
=
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Proof

If u,v € S(Q) andy = uy then

Gwyw = yyIe = YWy = yruw = Y.

] Thus yu € S(Q) and as py =y u, py € S(Q). In other words,

v L=vypand 4y =y u from which the corollary follows by Theorem ’
. 1.12.
it It will become obvious in th= qevelopment that follows,that the

7 | facts established by Theorem 1.12 underlie the inherent difficulty

in Q~masking stable faults. Before doeing this, however, the

theorzm can be applied to obtai: one of several alternative charac- ’
% terizations of stable faults that s‘ic.-}m‘-znute (relative to the operation
4 of compositionj.
Theorem 1.13
E If v e S(Q) | then the following statements are equivalent:
[ ) yu = py
i) i, wy e S@ andyp=p A v
g i) yu, uye S(Q) and ypu < u;'/-
iv) yu, py=5(Q and uyu=ypy.
- v) Avw < &), @) & G), = C=,and> ‘_c_ = .
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Proof.

i) => ii): If yu = uy then, as in the proof of Corollary 1.12.1,

yu, uy € S(Q). By Corollary 1.12.1, the meet u A y is equal to vy p.

ii) ==> iii): If ii) holds, then by hypothesis, v u, uy € S(Q).
Since y u is the greatest 'lower bound of {y,y} it is ther fure a

lower bound, i.e. ypu < p and ypu < y.

iii) => iv): If iii) holds, then by assumption, ypu, uy € S(Q).

Sinceyp < p wehave u(yu) =yu andasypu < vy, yu= @ uy.

Combining these identities, puyp = yuy.

iv) => v): I« iv) holds then

\2 LN 2
vi= v = s = (wyplp = Wp = (LY

Tiwus
1) Aew = Auyw < AW
By a similar argument, beginning with uy,

2) Awy) = Abowy) ¢ Ab).
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Regarding the induced egquivalence relations,

v = @0% = yrw = v = v2uy) = &

! Thus

3)

S oy

By the same argument, beginning with uy,

<

75

4 = .
) (wy)p — uy

= C
Ll' —

v) =>1i): Suppose v) holds. By the first two conditions, p andvy

can follow each other and thus, by Corollary 1.10.1, both y u and

py are stable. Applying Theorem 1.11, by the first condition and -

the fact that TL C YEIL we have y u < u. By the fourth condition and

the fact that @ (uy) € ¢ (1) we have uy < u. Thus

yu = yyp = {pyp = py

completing the proof of the theorem.

Although some of the characterizations of Theorem 1.13 are

useful only in deriving further properties of stabie faults, the equiv-
alence of statements i) and iii) has a more direct interpretation.
In general, if ¢ and £ are stable fauits of M and ¢ < £ then ¢ dom-

| inates £ in the sense that the result of either the succession (&, ¢;
(see Def. 1. 10) or the succession (¢, g') is the machine M¢. Accord-
ingly, the equivalence of i) and iii) says that the order in which stable

faults p andy occur is irrelevant if and only if i) the combined
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o

faults y . and py are stable and ii) the combination y y "dom-

inates'' both y andy.

Having investigated the structure of stable faults (more precisely,
- the structure of the partially ordered set (S(Q), < ), we now wish to

examine the effect of the stability restriction on fault masking. In

general, if E is a relation on a set Q and RC Q we will let

I E|R

denote the restriction of E to R, that is, E|R = EN\ (RxR). In case

u is stable, sufficient conditions for R-masking can be weakenedas

~
H
i

follows (compare with Theorem 1. 5):

|

Theorem 1.14

If y is stable fault of M and R C Q such that

i) 8(u(R)xI) C R, and

ii) - I RURR)) < = |(RUWR))

7& then u is R-masked.

Proof

- By Theorem 1.5 it suffices to show that condition ii) implies
Z p(r) = r, for all re R. Suppose then that r e R. Since p is stable
w(r) ;-_; r (cf. Theorem 1.8) and as re R, u(r)e u(R), by condition
ii), u(r) = r.

As with Theorem 1.5, the following results follow as

corollaries.




W RN e e s e

3
¢ 3
;

RO 70-456
70

Corollary 1.14.1

If conditions i) and ii) of Theorem 1. 14 hold and R is complete

then a stable fault p is i-masked.

Corollary 1.14.2

C = then y is Q-masked (and hence e-masked).

[V

If 1 is stable and

i

L

Proof

i

If F, = Q, condition i) is automatically satisfied and the equivalence

relations of condition ii) are no longer properly restricted.

In other words, Corollary 1.14.2 says that if, whenever two
states q and r fail to the same state in the faulty machine (i.e.,

1(q) = u(r)) .they are equivalent in the fault-free machine (i.e.,

q = r), then u will be Q-masked. A rather surprising fact is that

this condition is necessary as well, that is

Theorem 1.15

If p is a stable fault of M then u is Q-masked if and only if

C =,

Sufficiency is given by Corollary 1.14.2. To prove necessity
suppose u is Q-masked and q,r € @ such that ¢ = r, Then u(q) = u(r)
| K

and therefo i'e '

Booou
Buta) = ﬁu(r)‘
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But since u is Q-masked Bq = Bﬁ(q) and Br = 5ﬁ(r)' Combining

these identitiés,
or, by definition,

Thus, q=r implies q =r, that is
v

C =,

=

In case M is a reduced machine, = becomes = and as the only

fault with = as its induced equivalence relation is the identity function

we have

Corollary'1.15.1

If M is a reduced machine then no proper stable fault of M can

be Q-masked.

This corollary is not disturbing for one would expect that a fault
tolerant machine should have redundant states. However, the
restrictive nature of Q-masking becomes visible in the light of
Theolrem 1.15 for it says that a stable fauit is Q-masked if and only
if states failing to the same state are equivalent in the fault-free

machine. This fact, along with the knowledge of the structure of

(S(Q), <) developed earlier, enables us to establish the following

important result.
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Theorem 1.16

If M is a machine with states Qand F = {u,y,..., &} C S(Q)
such that each fault in F is Q-masked and each pair of faults

in F commute, then the combined fault g+« yu is Q-masked.

Proof

Suppose F is a set of stable faults of M satisfying the conditions

of the hypothesis. Since each pair of faults in F commute, by

.repeated application of Corollary 1.12.1 we have

g.lLb.F=pAyAa...AE =£-+9u

where if we let X = &- -+ yu then

il
+

&
= |
<
uee il

(1.17) _

As each fault in F is Q-masked, by the previous theorem

C =

=
< W
vee (i

that is, state equivalence is an upper bound (in the lattice of equivalence

relations on Q) of each of the induced relations. But by (1.17), is

>

the least upper bound and so

C =.

>

Applying Theorem 1.15 once more, X = £- - yu must be Q-masked,

thereby establishing the desired result.

. fohe N S o
o L s o gt
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Paraphrasing Theorem 1.16, if F is a set of stable, Q-masked
faults such that when combined, the order in which they occur is
irrelevant, then the combination of all the faults in F must also
be Q-masked. Moreover, any other combination of faults in F
must also be Q- masked sihce the conditions of the hypothesis hold
for any nonempty subset of F. Thus, from a synthesis point of view,
whenever each fault in a set of stable, commuting faults is to be
Q-masked, all combinations of those faults must also be Q-masked.
This poses a éevere design constraint and, 'as is shown later in the

development, it is impossible to Q-mask even reasonably small sets of

faults,

Stuck-at Faults

Let us now focus our attention on the problem of' designing fault
tolerant sequential switching networks which, for the purposes of
the following investigation, can be represented as ''state-assigned"

sequential machines, that is,

Definition 1.17

A sequential machine M = (I,Q,0, 6, w) is state-assigned if

Q = {0, 1}(n) where n is a positive integer called the dimension

of M.

In other words, M is state-assigned of dimension n if its state
set is the set of all n-tuples of 0's and 1's. State-assigned machines

‘are a direct representation of sequential networks., Dimension
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corresponds to the number of flip-flops (which we assume to be
14 delay flip-flops with output voltage levels Vo and Vl) and a

T‘ particular n-tuple (bl’ gs+ -+ ;b ) has the interpretation:

,~ 1 if the i™ flip-flop output is v,
{E . : b. : :

i
g,,, 0 if the ith flip-flop output is Vo

gm i=1,2,...,n,

Example 1.3

|
[ If N is the sequential network

X —>e
| 9 -

T o>

O \ > p
L/
iw | then N is represented by a state assigned machine M having transition-
ij ' ~ output table:
\\\v\\ x ;
(y \)\\\ 0 1
it Sk N S
i 00 00/1 01/1
: M- 01 10/0 00/0
D 10 10/0 11/0
11 00/1 10/1 i




flip-flops ""stuck-at 0' and "stuck-at 1' can be represented as

follows in the corresponding state-assigned machine, Let

75 RO 70-456

g"‘ and transition graph:

g 1/1

g 0/1
L 00 01
. 1/0
r 0/1 1

id Gy / Y 0/0

| 1/1
l 11 0
0/0

1/0
E‘ {a A sequential network memory fault which consists of various

S({O, 1}) = '{009 01, O-XJL

AL 4 Akt &
e | £,

denote the three stable faults of a machine with states {0,1} where

! |

a4 || %@ | 0@ | o @

0 0 1 0

1 0 1 1

then
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Definition 1.18

'
e If M is a state-assigned machine of dimension n and p is a
fault of M then p. is a stuck-at fault if, for all (b, b,,...,b )¢ Q,
; u. can be expressed as ,
% u(blyb2$ ¢ ?bn) = (ul(bl)’ uz(bz), R Mn(bn))
R where | i=1,2 I 1, = 0, the i
uie{oo,ol,crx},l— y2,.0.,0. I p; =0 the i
{ | coordinate is stuck-at 0 (sa0); if by =0y the ith coordinate
g’"{ is stuck-at 1 (sal). The degree d(u) of u is the number of

coordinates which are sa0 or sal, i.e,

d(n) = ilp e {oy, oy

If M is an n-dimensional state-assigned machine, let

S, = {ulu is a stuck-at fault of M}.
Then there is obviously a 1-1 correspondence between Sn and /
B the set S({0, 1})(n) of all n-tuples of stable faults of a 2-state machine.
B Thus a stuck-at fault i will sometimes be written
b=y By -, ky) Where p.eS({0,1]),
(1. 18) :
i=1 ) 2, . , %
From the definition it follows immediately that |
/
!

e o g e s ey
Ak g e O i e SRR SR
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Theorem 1.17

£ p, veSy, w="{ny,...,n ) and y =(y;,7y,...,7) then
YU = (')’1”1’ '}/2“'2,' <. ;'}’n“n) .

Corollary'1,17.1

Every stuck-at fault is stable.

Proof

If u €S, Up = (p.lul, Holgy- - ’“n“n) and since each By is

stable, pp = (Hl,ﬂz,- . ,U»n) =M.

Corollary 1,17, 2

Sn is closed under composition, i.e., u, ye Sn implies

YL € Sn'

Proof

Since S({0,1}) is closed under composition, viz.

U'
A % % %
o o g o
0 0 1 0 (1.19)
7y o 0 0'1* oy
% | %0 9| %
o'o

it follows, by Theorem 1.17, that Sn is closed.
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The system (S, 0) of all stuck-at faults of an n-dimensional
state assigned machine along with the operation of composition is,
therefore, a semigroup. Moreover, since very element of Sn is
stable (idempotent), (sn, 0) is a band [ 3 ]. (Note that S({0,1}) is
also a band.)

A stuck-at fault of degree k can also be regarded as a projection
of the n-cube Q = {0, 1}(n) onto some (n-k)-subcube of Q. Moreover,
the subcube 4/"/{(;1) uniquely determines p.. To be more precise,

let ae {0,1,x} and let

({0} ifa=0
{1} ifa=1

ve]
[\
i
-, .

_{0,1}ifa =x,
Then, following the cubical notation of [21], we let the sequence *

a,3,...2  (a;€{0,1,x}) l

a1 a2 an th
denote the subcube C =B "X B “X...XxB ". The i = coordinate of C

is free if ai = X and the g@_mension of C is the number of free coordinates.

Theorem 1.18

If 1eS_ then .
- i if () =
U (oal., oaz, e ,oan) if and only if |~ (1) a,2,...2 . i
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Proof

By definition of ¢ and Oy >

g o 1’
E.’ (00 = {0} = B?
g (o) = {1} = Bl, and

[ () = {0,1} = B".

1 Thus

E and as

. l/}, S il
.'7. o \/ E ,17‘.}
Ko, o, ... ,oran)) = " (oal) X % (oaz) X...x 7 (0. )

1 %2 a_

the desired result follows.

Corollary 1.18.1

The function -given by u ,—-—} ﬁ (u) is a 1-1 correspondence

R A 3
5, tg xp;f.g b 1 vt

between Sn and the set of all subcubes of the n-cube.

Corollary 1.18.2

7
1 has degree k if and only if ¥\ (1) has dimension n-k.

Corollary 1 .18.3

}: If M has dimension n then there are ( ;) Zk stuck-at faults

of M of degree k (0 < k < n),
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Since stuck-at faults are uniquely determined by their range,
we will sometimes denote a stuck-at fault y by the subcube ’/; 3(p,),

e.g. if
Bo= (GX’ 00, GX’ 01)
we would write

p =x0x1,

In cubical notation, the composition of two stuck at faults u = di8q. . .2

‘and y = blbza b is the fault yu =c,c,... C, where ¢, is given by

172
the following table:

(1. 20)

Let us now consider the structure of the partially ordered set
(Sn, <) of stuck-at faults relative to the natural partiallordering
<. Asone might expéct, the structure of (Sn, <) enjoys more
properties than does (S(Q), < ). |

The properties of (Sn, <) are primarily determined by the
structure of the partially ordered set (S({0,1}), <) of stable
faults of a two-state machine. We note first that (8({0,1}), <)

has the following Hasse diagram.
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¥
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O'O 01

Thus S({0,1}) is an upper semilattice where if o, o' € S({0,1}),

the join ovo' (least upper bound of {¢, o'} is given by the following

table:

N 3 e e
N o ; o o
ot % | 1%

o ) o) o

00 (1. 21)

Although 8({0,1}) is not a lower semilattice (and hence not a
lattice), the meet o A o', Whenever' it exists, is given by the

following table:

s,
Naoii



g{

a ! t ¥ b 3 v 5

vy
i
8
H
L
-

i "l ﬁﬁ"ﬁ =t
st e ST 3 w2

e g
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T
o 1 % | 91! %
00 ‘ 0'0 — 00
- 3 - (1.22)
e W I S N
!
9% % 9 i 9%
oA o'

Since S  is essentially the n-fold cartesian product of S({0,1}),
it is immediate, by Theorem 1.17, that the natural partial ordering

< of Sn can be expressed in terms of the partial ordering of

S({0,1}) as follows:

Theorem 1.19

fp= (“15“2,-";un) and y = (7’1’72:"',711) then

“S'}’lffu'l S Vi’ i=1,2,...,n

Accordingly, all the properties just observed for (S({0,1}, <)

transpdrt to (Sn, <) and are summarized in the following theorem.

Theorem 1. 20

(Sn , <) is an upper semilattice where if p = (ul, osenes un)

and y = (yl,yz, ae ,)/n) then
pvys= (Ml\” 71;”2\'" 722' ) UnV Vn)'
w Ay exists iff 1,4y, exists (1< i <'n), and if y Ay exists then

LAY = (“'1 /’\7’1,“2 A Vgs«e e ’“‘n""\yn) .
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Having already invesfigated properties of the ordering < for

vaaaid

the more general class of stable faults, let us consiter their
specialization to stuck-at faults. First of all, the characterization

of Theorem 1.11 reduces to

Theorem 1, _21'

If ZL, yeSn then
p < y if and only if @(u)g 5\ ().

Proof

Since stuck-at faults p and y are uniquely determined by their

ranges ( Theorem 1,18), so must be the ordering <. Therefore, the
é' necessary condition @ (1) ‘/}i (), given by Theorem 1,11, must
s . also be sufficient.
i : Thus if u and y are stuck-at faults then yu dominates y if and
E : only if the range of u is contained in the range of y or, in terms of
i : the machines M" and My, if and only if every state of M” is a

state of M?. This fact is illustrated in the following example,

5 Example 1. 4

Consider the partially ordered set (SZ’ <) of all stuck-at faults

of a 2-dimensional state assigned machine. Then, by Definition 1.18,

v

Sy = [ (04,0,),(0,,0),(0,,09),(0,0,), (0y,0,),

(0'0;- 0'0)’ (00’ 01) ’ (01 ’ G()); (01 ’ 01)




where the function tables of these nine stuck-at faults are as follows:

84
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q . (ox,cx) (GX,UO)M(GX,G ) (00,0) (01:.0) (0 00)' (00, 0y) (01,0'0)_ (o, 09) ]

(0,0)| (0,0) (0,0) (0,1) (0,0) (1,0) (0,0) (0,1) (1,0) (1,1)

on] @n| ©o| on | @n| an| o | oy | ¢ 0,1

Lo 0| 60| 6y | 00| 4y | ©o | 0n | o | @6y

ool @ wo| anl on| wy| 00| o] w6 | wy
k(9)

By the function tables (or applying Theorem 1.18), we have

& (o,

R (C

0.)) =4

R (o) = 110,
R

o) = {(0,0),(1,0)}
,(4,1)}
09:)) = {(0,0), (0, 1)}

K (oy,00) = {1,0),(a,1)}

K (@00 = {0,0)}
& («
R ((oy,00) = {a,0)
K (0,0 = {0, 13

00’ 0'1)) = {(071)} ‘

(0,0),(0,1),(1,0),(1,1) =

XX

= x0

x1

= 1x
= 00
= 01
=’10

= 11
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Accordingly, by Theorem 1.21, (Sy, <) has the following

Hasse diagram:

XX
/’/N
yd ‘ S
. ’// \\
// .
.
(0g,0.) TS
0’ "x /,/ (orx,oo) (0,,c) ™

/"/ \\\\

_ N/
e T
(6_0, . 0) b < , ‘/ \'L

. (01 $ UQ) ‘ (Gl ] Ul) (00, 01)

We have already observed that stuck-at faults are closed under
lcomposition (Corollary 1.17,2). Given this fact, coupled with the
properties of < given by the last three theorems, it i,s. relatively
easy to show that several different concepts (introduced earlier
for faults and stable faults) become equivalent when restricted to

' stuck-at faults.

N o i M BN e ke L L . e .y

yr
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Theorem 1. 22.

If u,7eS  then the following statements are equivalent:
i) v canfollow u (i.e., J"/{ (i) € ;/’[{(“))
TN )
iii) u Ay exists

iv) pAy=py

o V) YU =LYy

vi)  yp < p

4 Proof

, 4 i o

2% i) =3 ii): Suppose z/”i (yw) € Lﬁ (u). Since, for any faults

wandy M o) < £ () wehave & ) < A WN A (). As

| £ () # 4, i) holds. | o

| ii) =>1iii): Suppose' 4,/1}/‘ (») M .f%") (L) # dand let p = (“1’“2" e, U
¥ = (7 Vg »7,)- Then K () N K () # ¢ (1 <1< n) which

| implies (since p,y; € S({0,1})) thaty, <y or y, < p, (1 < 1< ).

)

n

} ‘ Hence p;A ; exists (1 <1 < n) and by Theorem 1.20, u Ay
exists.

B iii) ==>iv): Suppose u A y exists. Then, by Theorem 1.20,

1 w; A vy exists (1 < i< n)and comparing Table (1.22) with (1.19), it

follows that My Ay = vk 1<i<n). ThuS, by Theorem 1. 20,

LAYy = (711"'1;72“2, oo ’Vnu'n)

and by Theorem 1. 17, we have pAy =yu.
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iv)=>v): Suppose p Ay =yu. Since S, is closed under

composition, both yu and py are stable and applying Theorem 1,13
i (=), v =py.
| v)==vi): Suppose yu =py. Then, by Theorem 1.13 (i) = iii)),
we have yu < pu.
;

) i)
vi) ==i): If yu < p, then by Theorem 1.21, #{(yp,) C J’\ (1),

i.e., v can follow pu.

Most interesting is the equivalence of statements i), iii), and v),

i.e., "y can follow y*', "meet of u and y exists", and "y commutes with "

H

all mean the same thing in the case of stuck-at faults. On the other .

hand, no two of the statements of Theorem 1.22 are equivalent relative

to the more general class of stable faults.

Fault-Tolerant State-Assigned Machines

Let us now consider the application of the above results to the

EERE

design of fault-tolerant sequential networks or, what is the same for»

our purposes, the design of fault-tolerant state-assigned machines.

f (The latter representation suffices since the faults under consideration

\
are memory faults.) In general, the design problem can be stated as

follows:

im ' Given somc sequential-machine-realizable behavior B
) ~ specified, say, by a reduced machine M' such that

By = B (cf. Definition 1. 4), design a state—assigned
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machine M that realizes™ M' and relative to some specified
set of faults F of M, y is []-masked for all e F ([]
denotes the specific type of fault masking desired, (e. g.

e-, i-, or R-masking).

In what follows we consider first the problem ofdesigning
machines which Q-mask faults (i.e., R-mask where R = Q) and will
restrict our attention to stuck-at faults. In this case we obtain a
surprising negative result, namely, if M is an n-diménsional realization
of a machine M' with' at least two nonequivalent states then it is
impossible to Q-mask certain sets of degree 1 stuck-at faults with
as few as n members. More precisely, if we let SIS and Srf denote

the set of all degree 1 faults stuck-at zero and stuck-at one,

respectively, that is:

0 | '.
S, = {ueSnld(u) =1and p € {o,,0,}, i=1,2,...,n}
and
1 .
S, ={ueSn,|d(u) =1 and u,ie{c 0,4, 1=1,2,...,n}

then

¥ '"Realizes' is defined in the sense of Hartmanis and Stearns
[11], p. 28, Def. 1.15. ‘
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Theorem 1.23

i If M’ is a machine with at least two nonequivalent states then, for
%I all n, there does not exist a state-assigned machine M of
dimension n (i.e. Q = {0, 1}(n)) such that M realizes M' and

L is Q-masked, for all y e SI? (alternatively, for all e Sr}).

Proof
gl We will prove the theorem for degree 1 stuck-at 0 faults
{M (the argument for the stuck-at 1 case being the same) and suppose

to the contrary, i.e., for some n there is a state-assigned machine

M that realizes M'and, for all u € SI?, u is Q-masked. Using cubical T

notation to denote the range of a stuck-at fault, if u, ve Sl‘(l)’ then ;

5

Ry =2, ... a

where

H
i
k3l

0 if hy = 0gOT y; =0y

a, =
1 X otherwise.

Thus C‘Q(u).mﬂf(y) # ¢ and by Theorem 1.22 (ii)=> iv) yp = uy, i.e.,

every pair of faults in Sr(x) commute. By assumption, every fault in x
{ S}? is Q-masked and therefore the important fact established in the
previous subsection (Theorem 1.16) can be applied to conclude that

the combined fault
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is also Q-masked. But b3; the composition rules for stuck-at faults

(Theorem 1.17 and Table (1.19)),

A= (o ,00,...,0'0)

that is,

AMq) =(0,0,...,0), for all qe Q.

Thus all states are equivalent under the e-relation induced by 2, i.e.

=Q><Q.

>l

As X is Q-masked, by Theorem 1.15,

C =

>l

FA,

and therefore it must be the case that

s

= = QxQ

that is, all states of the realization M are behaviorally equivalent.

This contradicts the assumption that M realizes a machine

M' with at least two nonequivalent states, thereby proving the theorem.}.
Since, in most applications, we would hope to be able to mask at
least the set of all stuck-at faults of degree 1, Theorem 1. 23 says

that Q-masking is too restrictive as a practical faulttolerance

. . o Iii‘ »:i iﬁ
e

constraint. At first glance, this theorem seems to contradict the-
theory of von Neumann [27] since by triplicating a network that

realizes M' and then voting, it would appear that all single stuck-at
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faults in the delay flip-flops could be Q-masked. This is not the
case, however, since the voting scheme assumes that the networks
are ''synchronized' thereby restricting the number of sfates in the
composite network that can be used as initial states. If we call
this restricted set R, then, as is established in the discussion that
follows, all single stuck-at faults can be R-masked. However,
R C Q and by Theorem 1. 23 all these faults cannot be Q-masked.
Let us consider, then, the problem of R-masking stuck-at
faults where we allow R to be a proper subset of @ but require that
R be complete (cf. Theorem 1.4). In order to simplify the dis-
cussion that follows it is convenient to introduce the following
notation with regard to stuck-at faults and the states of a state

assigned machine. If p € S, let X(w) 0o(w), 1(w, and C(u) denote

- the index sets of the free coordinates, stuck-at 0 coordinates,

stuck-at 1 coordinates, and stuck-at coordinates, respectively,

that is, if u = (ul, s« - - ,pn) (see (1.18)) then

X(IJ') = {il“'i GX}’

}

0(u) = {ilui = GO}’

(1.23)
() = {1|H1 = 01}, :

C(w) = 0(w) U 1(u).

LN

-_..__.v.,_..u.\,,.m.-‘,ﬁ.._,
. K N 2 an g R T i Yy - Al e L R Y
s tlal e e R TR

g
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Similarly if ¢ = (by, by, ..., b ) € {0, 110 et

(1. 24)

1(q) = {i|b, = 1},

Ifq,q9"€ {0, 1}(n) , we will let H(q,q') denote the set of coordinate

I

indices for which the coordinates of q and q' differ, that is

H(q,q") = 1(a) @ 1q") | (1.25)

T
13
g

where @ denotes symmetric difference. Thus, if q,q' € {0, 1}(n) ,

the. Hamming distance [20] h(q,q") is given by

{ h(a,q9") = |H(q,q") |. (1. 26)

Note also that

H(q,9") = H(g,q") @ H(',q"), | (1.27)

a relationship that is quite useful in computing distances.

E The following observations relate the index sets of a state q
to those of the "faulty" state u(q) where, in general, if |
ABCN_={1,2,...,n} we will let AB denote An B and let

A=Nn-A.

Lemma 1.3

If Le Sn}andq e {0, 1}(n) then

i) O0(ua)) = 0(u) U X(u) 0(q)

i) 1a(@) = 1) U X 1a)

U3
o
.

RS

.
K
3
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Proof

Ifq-= (bl; bz’ LI bn) then M(Q) = (“l(bl) ’ U~2(b2) Yty U'n(bn) ) .
Since ;,_z,.,i(bi) = 0 if and only if either y; = 0y OF Uy = 0 and b; = 0,

i) holds by the definitions given above. The proof of ii) is similar,

Lemma 1.4

Ifpe S andqe {0,1}(n), then

H(q, w(a))

1l

1(q) O(w) U 0(a) 1(w).

Proof

By (1.25),

H(q, u(q))

il

Ha) & @)

and substituting according to the previous theorem

H(q, u() )

Ha) & (1(w) U X(w) 1(a))

1(a) (I & U T@)) v i@ 1(w)

——

= Ya) (1) X(W) U () L(w)

-1 AW TED) U 1@ 1w

- @) O() U 0(a) 10

b

Since the Hamming distance h(q, u(q)) is given by [H(q, 1(q)) ‘
Lemma 1.4 can be applied to obtain the following properties of

distance relative to a stuck-at fault u.
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Theorem 1. 24

IfpeS, dyu =k, andq,r € {0, 13" then
) @) <k
i) h(q, (@) = 0<>1(q) 0(u) = Pand 0(q) 1(u) = @
iii) h(q, uq)) = k<> 1(q) € 0(u) and 0(q) € 1(u)

iv) wa) = p(r) => h(g,r) <k

Proof

i) Since H(q,(q)) € 0(w) U 1(u), by Lemma 1.4,

and -
0(w) U 1(w) = C()

we héve |H(q, @) | < [Cw) |, or by definition
h(q, wq)) < k.

ii) h(d, u(@)) = 0 < H(q, u(a)) = ¢ from which ii)

follows by Lemma 1.4.

iti) h(d, p(a)) = k<> H(g, (@) = 0(s) U 1(s) from

which iii) follows by Lemma 1.4.
iv) If u(q) = u(r) then, by (1. 27)
H(q,r) = H(q, u(@)) ® H(u(r),r)

= [1(@) 0(w) U 0@ 1w ] @ [1(r) 0(w) U 0(x) 1(w) ].
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Thus

H(q,r) € 1(q) O(uw) U O(w) L(u) U Ur) O(u) U O(r) 1(u)
C 0(u) U1(y) .

and so

H(q,r) € C(u) which implies h(q,r) <k.

In what follows we wish to consider the problem of masking all

stuck-at faults of i) a given degree or ii) less than or equal to some

given degree. To distinguish these cases let

S (k) ={pe s |dp =k, (1. 28)
and |
S [t]={ne s [dw) <t} (1. 29)
thus
t
S [t] = ]:0 S (k).

Given any integer t > 0 and any finite-state realizable behavior

specified by some machine M', the following important result guarantees

~ the existence of an n-dimensional state-assigned realization of M' such

- that relative to a complete subset R, all faults of degree <t are R-masked.

The state-assignment used requires that a certain subset of states have
a minimum Hamming distance of 2t + 1 and, in this sense, generalizes
Russo's use [23] of distance 3 codes in the design of error tolerant

counters.
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Theorem 1. 25

If M' is a machine and t is a nonnegative integer then

there exists a state assigned machine M of dimension n

and a complete subset R of the states of M such that

M realizes M' and i is R-masked, for all pe S [t].

Proof

Given a machine M' = (I',Q"',0', 6',w') and a nonnegative integer

=y

t, without loss of generality we can assume M' is reduced (for if M’
is not reduced, any realization of a reduced machine M", where

M'" = M', is a realization of M') I |Q'| = m, let n be any integer
such that there is a subset R of {0, 1}(n) with the following two

properties:

IR| =m | - (1.30)

“and

min{h(r,s) |r,se R, r£s} >2t+1  (1.31)

. el

In other words, R is an m-word error correcting code having minimum

distance 2t + 1 and therefore exists for any specified m and t [20]. ’

g' - ‘.',"

We now want to construct a machine M with state set Q = {0, 1}(n)

having the desired properties. To do this, let Kt(q) denote the solid

»

sphere of radius t and center q, i.e.

] SRR,
i . ,f!.i'.é:i:.}

[RPIRTY

Ky(@ = {r|hq,r) <t} (1.32)

and let n be any function from Q onto Q' satisfyirg the following

conditions:
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n restricted to R is 1-1 and onto, (1.33)
- and
For all T ¢ R, q ¢ Ky(r)<> (@) = n(x). (1.34)

Note that such a function 5 always exists for by (1.30), |R[ = |Q'|

and by (1.31), each q € Q is contained in at most one solid sphere

Kt(r) . Consider now a machine M = (1I,Q,0',0,w) with § and w

defined as follows for eachqe Q, a € I":

6(q, a) = the unique r such that

re n'l(é'(n(q) ,a)) andr € R | (1. 35)

w(a,a) = '(n(q), 2) O (1.36)

Claim 1): M realizes M".

By (1. 35) we have
77(‘5((1, a)) = ﬂ(r) = 6'(77(Q) ’ a)

and this coupled with (1.36) implies that n is a state homomorphism

from M to M' (cf. [11], page 21). Thus M not only realizes M' but |

is in fact a homomorphic realization.

Claim 2) : u is R-masked, for all u € Sn[t].
If we Sn[t], by Theorem 1. 14, it suffices to show that
i) 8(uwR) x I) CR.
and

i) klR UR) € = |RU u(R).

=l
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Condition i) holds for by Definition of 6 (1.35), 6(QX I) CR. To
prove ii), suppose r,se€ RUuR) andr = s, i.e. p(r) = u(s). In
L |

case both r € u(R) and s € u(R), since u is stable, r = u(r) = u(s) = s
and therefore r = s. Suppose then that either r ¢ u(R) or s ¢ u(R).
If r ¢ W(R) thenr e R and, by Theorem 1.24 (part iv), if d(u) = k then

h(r,s) <k.
But 1 € S [t] implies k <t and therefore

S € Kt(r) .
Recalling the definition of 1, by (1.34),

n(r) = n(s). (1.37)

By the same argument, (1.37) holds if s £ u(R) and as 7 is a state

homomorphism, r = s.

Claim 3): R is a complete subset of Q.
By definition of , (1.33) implies each equivalence class of % con-
tains a state r ¢ R. Since 7 is a state homomorphism and M’ is

reduced,

=S i

and therefore each equivalence'class of = contains a stater € R, .
i.e. R is complete. As the three claims just proved are those

made in the statement of the theorem, the proof is complete.
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Not only does Theorem 1. 25 establish the existence of fault

tolerant realizations but the construction used in the proof provides

the following synthesis algorithm for fault tolerant sequential

networks.

A_lgorithm' 1.1

Given some finite-state-realizable behavior B, to design

a sequential network N that tolerates, for some specified

integer t, all combinations of t or fewer stuck-at faults

, at flip-flop outputs:

1) Determine a reduced machine M' = (I',Q', 0", 8", w')

2)

4)

such fhat BM' = B.
Let m = |Q'| and determine an m-word, n-bit
error correcting code R having minimum d'ié—
‘tance 2t + 1.
rDetérmine' a function 7: {0, 1}(n)‘_> Q' such that |
i) 77|R is 1-1 and onto,
if) forallre R, g€ Kt(r) = n(a) =n(r).

Design an n-dimensional state-assigned machine

M=(1,Q,0',5,w). where

i) 6(q,a) = the unique code word in
16", ),
ii) «(q,3) = w'(n(a),a).
Design a sequential network N that is represented by

the state-assigned machine M (cf. Example 1.3).

R RETANR AR ek
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Note that certain choices can be made in the algorithm which
influence the c.omplexity of the resulting network. In particular, the
choice of R in step 2), and the choice of 1 in step 3) comprise the
"state assignment problem' that remains after the R-masking con-
straint is imposed. The following example should help to illustrate

the algorithm just described.

Example 1.5

Suppose that the required behavior is the periodic generation of
the sequence 1011 and we wish to design a fault tolerant realization

that will R-masked all single stuck-at faults (i.e. t = 1). Beginning

with step 1) of Algorithm 1. 1:

1) A reduced (autonomous) machine |

M' = ({1}, {a5,4y,99,95}, {0,1}, &', )

that realizes the specified behavior is given by

i/1
. -
1/1 A \b( 1/0 |
Y —< '
dq 1/1 9,
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2) Since m =4 andt = 1, we must find a 4-word, n-bit
| error correcting code R having minimum distance 3.

; A 5-bit code having these properties is given by (we

i .
“ let strings denote 5-tuples, e.g. 01101 denotes
(0,1,1,0,1)): :

R = {01101, 00000, 10110, 11011}.
, 5
{ 38) Letn: {0, 1}( )-—-’r {qo’ql’qZ’ q3} where

(q, if q € K,(01101) U {00111, 01110}

q, if ¢ € K,(00000) U {00011, 10001}

n(q) = <

E a, if ¢ € K;(10110) U {10101, 11100}
ﬁ Lq3 if q e K;(11011) U {01010, 11000} . { ‘
E Thus, by inspection, 7 satisfies conditions i) and ii) of
= step 3) .

= 4) The machine M = ({1}, {0, 1}(5) ’ {O, 1}, 0, w) designed .

2 according to step 4) has the following transition graph.
1 |
1 i
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Machine M (Step 4), Example 1. 5)
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5) A sequential network N which corresponds to machine
M (and therefore R-masks all single stuck-at 0 or
stuck-at 1 faults at the delay outputs) is shc;wn in
schematic form on the following page. The Boolean
forms Fi representing switching functions fi (1<i< 4)

are as follows:
Fi =7, 530y +Y,5) + Vg 5+ 719375 + Tz +¥4))

FZ = ?1(?26’—3’*‘ 2‘74 .375) + 3’—3(3'4 '*'“3.;5) ) +

V,(yo(F3 + ¥4 V5) +T3(Fy +¥5))
Fy =V, Vgl + ) +Tg¥3(¥y +¥47g) + Y15 ¥5+7y)

Fy=5,(yg + Y3+, +(Vg+¥g) (¥ +Vp)
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- Network N (Step 5), Example 1.5)
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Thus, using Algorithm 1.1, we observe that a state-assigned

machine of dimension 5 (alternatively a network Wifh 5 delay flip-flops)

suffices to realize a 4 state machine and yet tolerate all degree 1

stuck-at faults», Comparing this realization with one obtained by

realizing M' with a network N' and then triplicating N' and voting,

the latter scheme requix:es 6 flip-flops and hence is less "eificient’

in the sense that more memory is required for the same fault tolerance.

A more general comparison of this type is the subject of the section

that follows.

Redundancy of t-Tolerant Realizations

If B is some sequential behavior (i.e., B = By, for some
sequential machine M') let us say that a state-assigned machine M

is a t-tolerant realization of B if there is a subset R of Q such that

each B8 € B is realized by some r € R and p is R-masked for all y in
Sn[t]. Note that R in this case need not be a complete subset since
B, may properly contain the set { B |r e R}. Thus, for example,
any realization obtained using Algorithm 1.1 is t-tolerant. Another
type of t-tolerant realization can be obtained by the well known tech-
nique or replicating-and—-voting, that is, put 2t + 1 copies of M"'

(where BM, = B) in parallel and then take a majority vote of the

2t + 1 outputs.

o S A e

Rratest ¥ &
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To compare the efficiency of such realizations, if M is an

n-dimensional, t-tolerant realization of B, its (memory) redundancy

p(M) will be defined as the ratio of the memory capacity of M (in

bits) to the memory capacity (in bits) of any reduced machine with

behavior B (where |B| > 2), that is,

pM) = — (1. 38)

log,|B|

Thus, for example, the machine M (Example 1.5, Step 4) which is a

1-tolerant realization of the behavior of M' has redundancy

5
log 24

p(M) = = 2. 5.

Relative to some class 77{0f realizations we can then define a
function /cmwhere, for integers m > 2andt > 1,
M e 7 and, for some B

(m, t) = min p(M) | such that lBl =m, Misa
, | t-tolerant realization of B

“
(1. 39)
In oilier words, K,,,L(fn, t) is the minimum redundancy of all machines
in 7/ which are t-tolerant realizations of m-state behaviors. Thus
comparing two classes ) and ‘A for given m and t, if K (m,t) <
f;%(m, t) we can conclude that class 77( is preferable to class A

for the t-tolerant realization of m-state behavior.

THPART B
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Let us now compare the two specific realization types mentioned

above and denote them 4 and /A, that is,

q

It

set of all realizations obtained
using Algorithm 1.1 '

45 = set of all replicate-and-vote
realizations.

Then a lower bound for « A (m,t) can be immediately obtained from

the following lemma.

Lemma 1.5

-~

If B is some sequential behavior with |B| = m and M e ¢/
is a t-tolerant realization of B having dimension n then n

must satisiy the inequality

t
n >log, | m( kZO (E))J :

Proof_

If |B| = m then the reduced machine M' (Algorithm 1.1, Step 1)
has m states. Accordingly, Q = {0, 1} ™) ust contain an m-word
error correcting code having minimum distance 2t + 1 (Steps 2) and
3)). Thus Q contains m disjoint solid spheres of radius t where
each sphere K, [q] contains

| (n

(i)
k=0 K
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§ ]
gv elements. Thus @ must have at least
[ t X
- m (), ()
g k=0 !
‘elements from which the inequality of the lemma (sometimes called

[RECTETN

the Hamming bound) follows.

(SR |

Consequently, a lower bound for A (m,t) is given by

Theorem 1. 26

n
K% (m,t) 2 lﬂgzm

2 i
1
i
4

where n is the least integer satisfying

. n,.
i n >log,{m (), (N
¥ R =
Proof
Lemma 1.5 and the definition of « q (m, t) (1.39).
To obtain a lower bound on the dimension for which a class d
realization will always exist (and thereby an upper bound on « Vi (m,t))
we have
Lemma 1.6 J |
If B is some sequential behavior with |B| = m then there ;x
B exists a t-tolerant realization M of B such that M ¢ d 2
L 3
% : and the dimension n of M satisfies the inequality 3

| I
n.zljogzm']+ log2(1 + kz;O ( k)

[ .
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Proof

By the Varsharmov-Gilbert Bound [26], there exists an n-bit

code of minimum distance d having r parity check bits if
d-2 -1
>1+ ), (1),
k=0

or equivalently,
d-2 n-1
r >log2 (1 + Z ( ).
k=0

Since a distance of d = 2t + 1 suffices for tolerance t and r check bits

_give n~r information bits,

2t-1
n >(n-r) +log, (1 + N ( 1yy.
k_.
As [1og2m] information bits are enough to cods m states, by Algorithm

1.1, we obtain the desired result.

Accordingly, the minimum redundancy for [Z realizations has

the following upper bound.

Theorem 1. 27

DZ (m,t) < logz

where n is the least i‘nteger satisfying

2t-1

n > Mlogym] + logy(1 + Y *h).
| k=0
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Proof

Lemma 1.6 and the definition of ka (m,t) (1.39).

In the case of ﬁ realizations, Kﬁ (m,t) is more easily
expressed for if |B| = m then the minimum dimension of a state-
assigned machine M' realizing B is [ logzm]. Since a t-tolerant
realization M is obtained by replicating M' 2t + 1 times,
n=dim M = tlogzm] (2t + 1). Hence, by Definition 1. 39,

flogzm] (2t + 1)

K o (m,t) = - Tog,m

A

(1. 40)

S22t +1form >>1

= 2t + 1 for m = 2°.

Thus the minimum redundancy of class ﬁ realizations is essentially
independent of behavior size. On the other hand the minimum redundancy
of class 4 realizations decreases with increasing m. Indeed, by the

upper bound (Theorem 1. 27) if t is fixed then

lim « 4, (m,t) = 1.
mM~+0 j ’

A more revealing comparison of the two types of realizations is given

by Table 1.1 and Figures 1.1 - 1. 8.

It is also of interest to consider the function « = « where 7’7/ is

Vg

unrestricted (i.e., /) is the class of all state-assigned machines)

R

s M.
\\‘D) %“
.



- 53 4

t " ! | 2 3
EIE_|IE.| E |E E | € |€ £
|~ ~ ~ o |~ o ~ ~ 0o |~ a
‘ I R R AT
2! | 3 |3 3 5 |5 5 7 |7 7
| 22 3 |25 |25 | 5 |45 |35 | 7 |6 5
23 3 |2 2 5. 3673 7 |5 3.67
2> | 3 |18 |18 5 |28 |24 | 7 |38 | 28
2° 13 [1a | 1a | 5 |20 |18 | 7 |27 |2
220 1 3 | 125|125 5 165 1a5] 7 |2 .65
20 1 3 f2l izl s |32 22| 7 |15 | 132
29 0 3 1o tor| 5 19| az| 7 | 120/ 119
L2°°] 3 [ror] o 5 |[103]102] 7 | 1.0a| 1.03

Table 1.1 Some values of « A (m, t) compared with the upper bound (u.b.) and
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4
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since the value x(m,t) will be the least redundancy possible for a
t-tolerant realization of m-state behavior. A lower bound for

k(m,t) is given by the following theorem.

Theorem 1. 28

t
logzm

k(m,t) > 1+

Proof

If M is an n-dimensional, t-tolerant realization of B where

|B| = m then, by definition, there is a subset R of Q such that
i) the states in R realize B and ii) u is R-masked for all y in Sn[t].
i) implies

[{Blr e R} > |Bl=m (1.41)
and, if u is a stuck-at fault of degree t, ii) implies y is R-masked,
i.e., by Definition 1. 13,

8 -
{Bu(r) |re R} = {Brlr e R}. (1.42)

Since the state set Q" = #{(u) of the faulty machine M" contains
{u(r) |r € R},

AW > I{Bﬁ(r) |lreRH| . (1.43)

Y

~and combining(1.41), (1.42) and (1.43) we have

| RW| > m.

iy
-

L N

TR T T T T T T T T I T e e




| RO 70-456
116

But d(u) = t and by Corollary 1. 18.1 the subcube (X(u) has dimen-

- sion n-t, that is,

| R wl=2""
i Thus 2" >m which implies n >log,m +t and dividing by log,m
we have
k(m, t) 2‘16%_{5 > 14 lotg -
2 2

which concludes the proof.

Comparing the functions « f and k, for large m we see that class
E /Z realizations:hé.ve a minimum redundancy that approaches the best
% possible, e.g., xa (2100, 1) = 1, 07 as compared with K(ZIOO, 1) = 1.01.
| In network terms, the bound given by Theorem 1. 28 says that a t-tolerant

realization of a behavior B requires at least t more flip-flops than a

nonredundant realization of B. For equality to hold, i.e.,

k(m,t) =1 + logtzm

- it must be the case that for some B, m = |B| is a power of 2 and there
g" exists a t-tolerant realization of B with exabtly t redundant flip-flops.
Ej Moreover, the machine M representing this network realization must
i be such that, for ali faults u of degree t, the result M* is isomorphic

to a reduced machine with behavior B. For these reasons, it should be
i: possible to improve the lower bound on «(m,t) over that given by

{ ‘ Theorem 1. 28.

3

K4
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We note also that the bounds discussed here apply to the set of all

sequential behaviors B requiring a given number of states m in their

reduced realizations. This does not mean to imply, however, that all

m-state behaviors B have minimum t-tolerant realizations of the same

i

dimension. Indeed, we suspect just the opposite, namely for given m
and t, there aiways exist behaviors B and B' such that IB[ = |B'|=m
and yet the dimension of the least redundant t-tolerant realization of

B differs from that of B'.

. Initial State Fault Masking

Initial state fault masking, or qo—masking (cf. Theorem 1.7) is

a special case of R-masking (R - {qO}) and is of interest since in many
%A’ applications only the behavior of some initial or "reset" state need be
preserved. To mask stuck-at faults from an initial state we begin by
specifying the fault set. As earlier (1.29) let Sn[t] denote the set of all
faults in Sy of degree <t. Then the following theorem provides an

upper bound on the degree of faults which are qo—masked, (

Theorem 1. 29

If M is a state-assigned machine of dimension n, d € Q,

the number of nonequivalent states reachable from d is

p, and u is q,-masked, for all i e Sn[t], then

t < n-logzp.

ot Lo
5 {’::f ol
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: §
5

Proof

m
- i

If e Sn[t] and . is qo-masked, then Bﬁ(qo) = qu

that the number of nonequivalent states reachable from u(qo) in MM

which implies

¢

must equal p. Hence

@l = /Wl >p

and d(p) <t,

zn-t 2 D

?
o

(cf. Corollary 1.18.2). Thus
logzp <n-t .

that is

t <n - loggp

~ completing the proof.

Having established an upper bound on t we want to analyze the

machines M", 1 ¢ S_[t], to determine the structure of transition

e

. functions which q,-mask faults in Sn[t]. An understanding of this

R
.

structure will permit the derivation of transition functions for M

SN y
H
[RERR T |

given the behavior td be realized. To begin, let Uu denote the relation

b, defined earlier (1.11), that is -
0 , |

Y
IR ¥

U’_L ={@(qO’X) ,Eu(“(qo) ,X)) ‘X € I*}, ’

PP,
S

The importance of this relation arises from Theorem 1.7, that is,"

{ b is q-masked iff

e




o~

RO 70-456
119 ‘
1 Bag®) = Fuag,x), forall x e I%,
For all q € QO’ where
QO = {q|-5(q0, X) =Qq,X € I*}

let [q]u denote the set of right relatives of q in UN’ that is

[a], = {q'lq u, at (1. 44)

This set contains all stgtes reachable from u(qo) in M* under an input

sequence that takes M from dg to q.

Lemma 1.7

For q € QO’- u is qO—masked iff

' N pM
q e[q]u-——> By = By

Proof: Necessity:

Suppose q' € [q]u, then there exists x e I* such that
a = s(qoy X)
' qQ' = SM(U(Q())’ X).

But p is qo-masked which says

H =
Bu(qo) g 4
and implies

gt =B L, Vyel.
§ Mg, y)  5(apy)

In particular, when y=x we have

i g s
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Letqg = s then

and p is q0~masked by definition. This concludes the proof.

Clearly, all the states in [q]“ are equivalent in M" if 1 is q,-masked.

To clarify the preceding discussion consider the following example.

Example 1.6

For the periodic output sequence 0101... let M be an autonomoqs

state-assigned Méaly machine of dimension 3 which realizes this

behavior from dg = 000.

. |
Q 6 (q,2) /wl(q, a)
000 101/0
001 010/1
010 111/0
011 000/1
M:
100 010/1
101 000/1
110 111/0
111 101/1

Let u be the fault denoted in cubical notation by

p o= 0xx

(e 83(1)), that is

o Tt o
f .



|

ki —’3.
L

P

%]
L.

q wq)
000 000
001 001
010 010
011 011
100 000
101 001
110 010

111 .

011
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The machine M under the fault u has the transition table

QN 6"(a, a) /' (q,2)
000 001,/0
v, ool 010/1
010 011/0
000/1

011

Using decimal equivalents of the binary 3-tuples to denote states

and beginning with g = 0, the sequence of states is 0,5,0,5,... in M

and 0,1, 2,3,0,1,2,3,...

in M“‘, SO

Uu = {(O’ 0), (5’ 1), (O: 2): (5, 3)}-

The partition of the output equivalence relation =1 is:

{0,2,%6; 1,3,4,5,7}

e it e o A
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and since Uu c =y u is qo-masked. The sets of right relatives are

[0, = {025 [3], = {1,3}

and the state equivalences 0 3 are easily verified.

MM
Suppose now that M is a state-assigned machine of dimension n

and let U, denote the union of the relations Uu, 1€ Sn[t], i. e,

U, = U, (1. 45)
pes|t]

Then by Theorem 1.7 it is immediate that

Theorem 1, 30

If M is a Mealy machine then

i is qy-masked, V pe Sn[t] iff U, c =.

In general Ut is neither symmetric nor transitive, However, if we

let E, denote the symmetric, transitive closure of U t’ i. e.

t
E, = {(a,a")| there exist q; = q,dgs. .., qy, = q' Such that
93U 441 OF 24,9 Y Y i=1,2,...,m-1}

we obtain

Corollary 1.30.1

If M is a Mealy machine then

pis g -masked, V pe Sn[t] iff E, C =,.

Lk e

A T L L T T e

ST T

Loy
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Proof: Necessity:

E i is the smallest equivalence relation containing U,. Since

£

=1 is also an equivalence relation containing U,_, it must contain Et .

t
Sufficiency: Obvious.

According to the corollary there is some flexibility in the choice
of behavior for M as long as the partition defined by E; refines the
output partition.

In conjunction with the relation U,£ we introduce [q], where

[a = () la, ={alay;at. (1. 46)
peSt]
Note that q € [q] since t—the identity function on Q—is in sn[t].
Each state of [q] is a state of one or more faulty machines, M ,
1€ Sn[t?a
The following example should help to clarify the definitions of

U;; E;, and [q] and Theorem 1.30.

Example 1.7

For the periodic output sequence 0101 ... let M be a 3 dimen-
sional state-assigned Mealy machine which realizes this sequence

beginning with dg = 0. Let the set of faults be S3(1) consisting of

By = xx1 He = xx0
Hg = x1x By = x0x
pg = 1xx e = Oxx .
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The transition function for M and the faulty machines M is given

by the following table; the entry in row q is 6(q,a)/w(q, a) for M and

i o(a , a) /uf'(q ,a) for M" (there is no entry if af£Qh.
QI . 5”1 5“2 P - - Ve
0 |17/0 6/0 5/0 3/0
1 13/0 | 3/0 1/0 3/0
2 117/0 6/0 7/0 3/0
3 11/0 | 1/0 3/0 1/0
4 |6/0 | 6,0 4/0 | 6/0
5 |4/1 | 5/1 4/1 4/1
6 |0/1 0/1 2/1 4/1
7 (0/1° | 1/1 2/1 4/1

ra

The state and output seqﬁences for each machine M Jbeginning

in state u(qo) are: Li

. states outputs
| M1 -
M 1,3,1,3,1,... 00000...
| M ° 0,6,0,6,0,... 01010 ...
Hg
M 2,7,2,7,2,... 01010...
M ‘0,5,4,4,4,... , 01000... ‘
S /_1,5 , | '
{} M ° 4,6,4,6,4,... 01010 ...
e 4
; M ° 0,3,1,3,1,... 00000 .. .
1

Clearly the faults yi, 4, and y; are not g -masked. From the state

sequences we obtain

o
i
A
4
‘v-g
&3

'\ i
P
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Ul = {(0’ 0)) (0’ 1)’ (0’ 2)’ (0? 4)? (73 3), (7, 4)’ (7’ 5)7 (77 6)} (7, 7)}’

The output equivalence relaiion is

i

1 = {0)1’2:3:4; —5:677}

1]

and Theorem 1. 30 is illustrated because U; ¢ =, and not all faults in S,[

=

are qo-m,asked. The sets of right relatives are

[ [ol, = {1h, (o, = {oh [, = {2
0 (0, = o T0, = {4 (0, = {01
) 7, = {3h i, = 16 [, = {7
[ (7, = {4 i, = {eh (7, = 13

From these we see that, for example, [y is not qo—masked because

E the condition of Lemma 1,7,
| uy
i _ 3e€ [7]#1 == [33 -;;_« 37

is violated by w(3;a) # w{(7,a).

Now let M' be a Mealy machine with the same transition function

as M and any output assignment such that all p e 83[1] are qO-masked.

lt (At leas: ‘wo assignments exist: w(q,a) = 0 and w(q,a) = 1 for all
| states in Q.) Since

i E, = {T,534567

i’} - and E1 <= (Corollary 1.30.1) , M' cannot realize any non-

trivial behavior, In other words, there is no output assignment such

that machine M' with that output assignment and the transition function




3
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of M can realize a nontrivial behavior and qo-mask all u e S,[1].

To correct the deficiencies of this machine consider the

following example.

Example 1.8

Let M be the same machine as the previous example with two
exceptions :

i) 6(5,a) = 2

2) w(3,a) = 1
These changes yield

Uy = {(0,0),(0,1),(0,2),(0,4),(7,3),(7,5),(7,6), (7, N}

and

=/ = {0,1,2,4; 3,5,6, 1

Uy € =, and all faults in §,4[1] are qy-masked, a result which is in
agreement with Theorem 1.30.
A machine M' with the output assignment
w(0,2) = w(l,a) = w(2,2) = w(4,2) = 1
- w(3,a) = w(b,a) = w(6,a) = w(7,a) =0
and the transition function o M realizes the periodic sequence 1010...

such that 1 is qj-masked for all ji ¢ S3[1]. From

E, = {GL%% 35867
and Corollary 1.30. 1 we see that this sequence is the only other non-

trivial behavior realizable with the transition function of M such that

all p e Sg[1] are q,-masked.
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The fact that Et must be a subset of = implies that many state
assignments for M will not lead to q O-masking all faults in Sn[t]
because a suitable output assignment cannot be found. Some infor—
mation to narrow the choice for state assignment can be obtained by
considering state equivalence and the set of machines M“' , LE Sn[t] .
We begin by definix;g an equivalence relation on {[q]u la € QO} and
another on {[q]|q ¢ Qq!-

Definition 1. 19

For q,,q, € Qq, we S [t],
i) [ql]u o [qz]“ fVaq'e [ql]u', q'y € [qz]“, Q' 1\'——;“ a'y;
i) [a1] ~[ap]if for all pe 8 [t], [q;] o (gl

Theorem 1.21

CIf M - 2 state assigned Mealy machine with q,-masked,

for all pé Sn[t], then for all 44,9, € QO
3 p € S_[t] such that [ql]p. 7 [qz]“ ==>[q,] ~ [a,]- f

Proof

A . ' o » [ .
If [ql}u i [(_12]11- and q 1€ [ql]u’ qd, € [qz]“ then, by definition,

and so
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Bluy = BIJ" d
94 g

By Lemma 1.7, since p is qo—masked

g, =B and g =8
e

a; Yy a9

so that

Now let v € Sn[t] with q"'; € [qlly, q'y € [qz]y ; sincey is q,-

masked,

§ g, =B =8B =8

AT TR PR A
{ so that

" [ 3 . )
But ¢, and q' o are any states in [ql]y and [qz]y respectively, so

that

lag),, > ag)

and since vy is any fault in Sn[t], the result holds for all faults in

g f S [t], Le.
o [q,] ~ [a,)

i which concludes the proof.
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Corollary 1.31.1

If pis qy-masked, for all e Sn[t], then

4 = 4y =>[q] ~[qy). , v

Therefore qo-masking all u le"“Sn[t] implies that if any machine
M" has states in [ql]p. and [qz]“ (as defined above) which are
equivalent, all machines have states in [ql] and [q,] which are

equivalent.

There are some additional special properties of stuck-at faults
that are worth noting before considering the synthesis problem. In
terms of the notation developed earlier for these faults (1.23 - 1. 24),

that is, if = (“1’“2’ e p,n) € S, then

X(U') = {i lui = GX}’

0 = {i|u; = opl,

| (1.47)
() = {1| U’i = 01}9
C(u) = O(w) U 1(u),
and if q = <fol,b2,...,bn) e {0,1}" then
0(@) = {i|b, = 0},
(1. 48)

1(q) = {i|b, = 1},

we observe the following for any subset F C Sy
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Theorem 1,32

, If FC Sn and ! %(E) £ ¢ then

€F
O(u) n 1(y) = ¢, for all u,y € F.

Proof

Suppose q € Oﬁ(&) and 4,y € F. By Lemma 1.3
€

0(@) = 0(u(a)) = O() U 0(q) X(w)

li

1(a) = 1(¥(@)) = 1(y) U 1(q) X(y)

so that
0(w) € 0(q) and 1(y) C 1(a). (1.49)
But 0(q) n 1(q) = ¢ and therefore
O(w) n 1(y) = ¢
which proves the theorem.

The next two observations show how information about the images

of a state r under a set of faults can be used to infer knowledge of the

coordinates of r.

Theorem 1.33

If FcC S andr = (rl, Toyeeey rn).e {o, 1}(n) then
(0, if there exists e F such that j € X(i) N 0(u(r))

r. = § 1, if there exists u € F such that j e X(u) n 1(u(r))

| indeterminate, if for all y € F, j € C(y).
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Proof

Immediate from Definitions (1.47) and (1.48).

If further, for some pu € F, it is known that u(r) e [\ﬂ(g) then

(e F
Theorem 1. 33 can be strengthened as follows

Theorem 1. 34

IfFC S, ur) =s e/\ %(g) then
- n EeF

r'O, if j € X(u) and there exists y € F such that j € 0(y)

J 1, if j € X(u) and there exists v € F such that j € 1(y)
r —_ .

] s, ifforall y € F, j e X(»)

\indeterminate, if j € C(u)

Proof

If j e X(u) and 37 € F such that j € 0(y) then j € 0(s) since
S € ﬁ (&) (cf. (1.49)). But 0(s) = 0(u(r)) and hence, by Theorem
1.3%3511]. = 0. Sixpilarly, if j € X(u) and 3y ¢ F such that j € 1(y),
rJ. = 1. The proof of the remaining statements is obvious. |

We now consider the application of these observations to the
problem of relating the machines M”, ¢ Sn[t], in terms of the state
sets [q]u, qe€ QO, to the state assignment for M. In both cases we
are deéling with known sets of states [q] and [s] where s = 5(q, a),

a € I. The object is to relate subsets of [q] and [s]
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1) to each other by determining the correspondence
between states and machines M“‘, and then
2) to the machine M by determining the state(s) r
which arise from fault free transitions
5(q"a) = r, q'elq]
To in,troduée some notation, let
5“‘([q]u, z) = {s'|there exists q' ¢ [q]u such that
5H4q", z) = s'} (1. 50)
for z e I*. Then we note that
Ve Sn[k], Y z € I¥, 5“’([q]u, z) C [5(q, z)]“ (1.51)

since s' € 5“([q]u, z) implies

there exists q' ¢ [q]“ such that "(q',z) = s'

and

100" =>5(a, 29U 5Ma',2) => 5" ¢ [B(g, 2)] , -
In the first case we deal with the divergence to states

m 28 shown in the diagram

9 a 3

ater

g s

R
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Let q € QO andqle m [q]y such that G(ql, a) =r, ae Iand
vy € F

p(r) =s;, € F, i=1,2,..., m. Then applying Theorem 1.33, infor-

mation about the states s; can be used to specify r.

Example 1.9

Then for r = (r

Let F = {“1’ Ho u3} where

oy = x0xxx

o = xx0xx

g = xxxx0

and M be a state assigned machine such that

q = 0 m [al,

Hy

vy €F

6 (ql’a) = 23

L

L

5 z(ql’a) = 27

0 3(q1:a) = 30

12 T9 T3 Ty Tg)

Hp= O Sy =1=>r; =1

822=1==>I'2=1

s13=1==>r3=1»

=l=>r,=1

514 4

315=1=>r5=1
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so that
5(0, a) = 31.
In the second case we are concerned with the convergence of

states SRR CYRRR s Ay to 84 according to the diagram

- a

94

q9

More precisely, let q ¢ Qandfor u e F, q'e [q]‘u such that

6(q',a) = r and (r) = S, € m 67([q]y, a). Then using Theorem

y € F
1. 34, information about the faults in F can be applied to the specification

of states r.

Example 1.10

Let F = {“1’“2’ u3} where

My = x1xxx
Bo = xxx0x
‘“3 = xxxx1
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and M be a state-assigned machine such that

q =9¢ [q]“1

dy = 13 € [q]

qg =29 € [qLu2

qu="5¢ [q]“3

s;=25¢€ m 67([q]_y,a), ael
' Yy € F

Then for r1 = (rll, r12, 1"13, I‘14, I‘15)

Hyp = Koy = Mgy =0p Sy =1=>1yy =1

Ko =04 -.——->r12=x
Hyg = Hog = liag = Ops Syg=0=>1,5=0
H14 = %% Hag = % =>T1,=0 ] |
H15 = 9% Hg5= 01 =>I5=1 | -

so that 6(9,2) = 17 or 25. Similarly
5(13,a) = 17 or 25
6(29,a) = 25 or 27

6(5,a) = 24 or 25 ’

TO summarize our findings we see that the search for machines

which qo-mask faults can be di\}ided as follows:
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1) identify state sets [q];l suitable for qo-masking given

the behavior to be realized and the faults to be masked
2) verify the state sets (state assignment for the machines

M ) by deriving the transition function for M as a state

assigned machine.

Most of our results apply to the problem of verification; to demon-

strate the application of the definitions and theorems to this problem,

we consider an example.

Example 1.11

The object of this example is to find

1) sequences of period 7 which can be generated by
g 5-dimensional machines such that all p € S.[1] are
qo-masked, and

2) the machines which generate these sequences.

We assume a classification of states and proceed to apply the above

results to achieve the objective. Let the faults in Sg[1) be denoted by

wiid

u1=xxxxl u2=xxxx0

1
- .
ke 9

Ho = XXX1ix My = xxx 0x

Hg = xx 1xx bg = xx 0xx
{ Py = x11ixx Mg = X Oxxx

}19=1XXXX = OXxXXX

10
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Then the states, denoted by the decimal equivalent of the binary 5-tuple,

are classified according to the following table:

Q Q“‘l Q”z Q“s é“4 Q“‘s *QMG Q“7 Q“s o Q“lo |
0o | 1 0 2 0 4 | o 8 0 | 16| o
31 |11 | 30 |30 | 20 | 20 |27 | 15 | 23 | 27! 15

q2t |21 | 14 | 14 | 13 | 13 |19 9 | 21 19| 1
17 | 17 6 6 | 12 | 12 |18 | 28 | 17 | 18] 10
3 | 3 | 2 |22 | 20 | 22 [25 | 25 s | 25| 3 |
5 | 5 | 26 3 | 25 5 |26 | 26 5 1 26| 5
Tl 7 |24 | 1| 24 7 |24 | 24 7| 24| 7
0 | 1 0 2 0 4 | 0 8 o] 16] o

This classification was obtained by trial and error to conform-

with the 'conditions imposed by Theorems 1.30 through 1. 34.

The states in the first row correspond to the initial states for q,-

masking in a 5-dimensional machine.

are the minumum number necessary to cover all the faults in 85[1].

The states in the seventh row

The rows in between are then filled, working backward from the sixth

row, with states such that a state appears in as many coiumns and as

few rows as possible, The states in the column designated by Q“‘ are

in the range of the fault y and the periodicity of states in each column

is 7.
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L - JE

The rows of the classification table are potential sets of right

relatives [q] for states q reachable from 4y

{0,1,2,4,8,16}

P
| SRR |

{11, 15, 23, 27, 29, 30, 31}

L .
[

{1,9,13,14,19, 21}

{6,10,12,17,18, 28}

g = o |
.y

{3, 20, 22, 25}

i

{3, 5, 25, 26}

{7, 24}

If these sets are to be the right relatives [q], q € QO, of a machine

M that gy-masks all faults in S 5[1], then by Lemma 1.7 ali states in

the same set must have the same output; the output assignment must

define a partition which is refined by the partition

e |

¥ {0,1,2,4,8,9,13,14,16,19, 21; 3,5, 20, 22, 25, 26;
§ 6,10,12,17,18, 28; 7T, 24; 11, 15, 23, 27, 29, 30, 31},

..

For the output assignment:

| For allqe{0,1,2,4,8,9,13,14,16,19, 21}, w(q,a) =b, ael
! For all q € {11, 15, 23, 27, 29, 30, 31}, w(q,a) =c
" For all q ¢ {6,10,12,117,18, 28}, w(q,2) = d (1. 52)

For all q € {3, 5, 20, 22, 25, 26}, w(g,a) = e

H

For all q € {7, 24}, w(q,a) =f
this partition implies that sequences of the form

bcbdeef, b,c,d, e, f, € {0, 1}
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can be generated if 4 machine M exists with transition function

such that the columns of the classification table represent the suc-

cessive states of the faulty machines M". The transition table is

therefore derived from this table using Theorems 1.33 and 1. 34.

by
1.

For the transitions 6(0,a), &(18,a), and (25, a) we find

L

5 2(0,2) = 30 => 5(0,a) = 30 or 31
Hy
6 7(0,a) =29 => 5(0,a) =29 or 31
u 0 u Kr
5 %(20,a) =5 9(18,2) =6 2(19,a) =5 '(28,a) = s

=> §(18,a) = 24 or 25 (1100x)

ik

s = 25 => 5(18,2) = 25

and
K

5 (25,3.) =26 => 6(25,3.) =18 or 206

5 °(25,a) = 26 => 5(25,a) = 10 or 26

=> §(25,a) = 26

S

In summary, the transition table is:

g are

[

, —
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1 6@ a |o(q) q 6(q) | 4 G(q)’

0 31 8 | 15 16 27 | 24 0

! 1 10 9 | 28 17 3 125 | 26

2 30 || 10 3 i8 25 |26 | 24

3 5 11 | 21 19 18 || 27 | 19 (1.53)

z 4 29 | 12 | 22 20 27 (28 | 25

5 74 13 | 12 21 17 {129 | 13

6 20 || 14 6 22 1 |30 | 14

-3
o

15 1 23 21 |31 | 21

Note that there is no output assignment such that nontrivial sequences

of period less than 7 can be realized with this transition function

and all ye Ss[l] are g -masked. This is because each column of the

;; classification table has period not less than 7 and 7 is prime.

ﬂ In conclusion we have found 30 nontrivial sequences of the form
: bcbdeef, b, c,d,e,fe{0,1}

[l

iﬂ which can be generated by a 5 dimensional machine such that all

ue 85[1] are qofmasked. The machine to generate a particular
% sequence has the transition function of (1.53) and the output assign-

r ment given by (1.52).

ginnis TR sy
| Wi etist o [REER SAS e
+

i

N <
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2. FAULTS IN COMBINATIONAL NETWORKS

Before any interesting questions about faults can be explored, a

model must be developed that can be used efficiently to determine

characterizing properties of networks with redundancy. The ideas

of fault and failure should arise naturally in the model.

ini-»p,iﬁi

Mathematical Formulation of Fault Concepts

To be useful in the analysis and design of fault tolerant data
systems, a model must not only describe the fault-free behavior of

the system but also the effects of internal faults on the system

behavior. Since a degree of detection and location is usually desirable, -

the model also needs to reflect the organization of the system to within

the detection and location constraints.
Although most data systems currently employ binary signal sets b

in digital control and data manipulation subsystemsi, future designs

may expand their basic signal sets. [30] In addition, certain kinds

of faults produce signals other than the basic data signals of the

system. [5],{14] To allow for advancements in this direction, our model

] also includes information on signal sets that appear in the system.
i-’ | The organization of a systetn is represented to the desired degree

of sophistication by a directed graph.

i- Definition 2.1

An (n,m, k, {)-graph is a directed graph (gigraph) with n+m+k S

labeled points and £ labeled lines that is connected and has
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no directed cycles. Exactly n of the points, called input terminals

or inputs, have indegree 0. Lines incident with input terminals

are input lines. (Multiple lines incident with a single input

terminal all have the same label and count as one line in deter-
mining the parameter ¢.) Exactly m of the points, called

output terminals or just outputs, have outdegree 0 and indegree 1.

Lines incident with output terminals are output lines. The

remaining k points are called nodes.

The nodes of an (n, m,k, £ )-graph have both indegree and outdegree
greater tﬁan or equal to 1. In general, node i has indegree n, and
outdegree m, where n, and m, are positive integers.

In Figure 2.1, digraph Disa (3,1,6,9)-graph. The 3 input
terminals are labeled Xy5 Xg, x3 and the output terminal is labeled i
The 6 nodes are labeled with the integers 1,2,...,6. It will usually

be convenient to use this convention when labeling points in the
diagraph. The input lines of D are Ll’ L2, L3 while the single output

line is Lg. The node indegrees and outdegrees are as follows:

When interpreting the model in a physical sense, n is the number
of inputs, m is the number of outputs, k is the number of internal

nodes, and ¢ is the number of interconnecting lines. A node may
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g Digraph D

[ 8= (Ly,..., L) o
[ L =B={0,1},1<i<9
F=EC

b = (OR, AND, XOR, AND, OR, AND)

Figure 2.1
(continued on next page)

Example of a Combinational Network C = (D, S, F,b)

o | Sammistioat |
F N
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: / *1 *a %3 Y1 S T Y1
j 0 0 o0 0 0o 0 0 1
F 0 o0 1 0 0o o0 1 0
f 0 1 o0 0 o 1 0 0
g 0 1 1 1 0 1 1 1

F 1 0 0 | o0 1 0 0 | o0

iéj 1 0 1 1 1 0 1 1

%i 1 1 0 1 1 1 0 1

jf 1 1 1 0 101 1 o

} Truth Table A Truth Table B

; j function of C malfunction of C

% ofb) ~ o(OR, AND, XOR, AND, 1, AND)
L Figure 2.1

(continued from previous page)

Example of a Combinational Network C = (D, S, F, b)

S
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be a simple logic gate or a complex sub-system. Hence, if desired,
a complex system may be decomposed into several sub-systems for
ease of analysis. The model can be applied to the decomposition by
allowing each sub-system to be considered as a node. Then, the
model may be applied separately to each sub-system. Analysis of
a modular structure at any level of complexity is possible.

The signals that may appear in‘ a system are represented by a

signal vector, S. The signal vector of an (1, m,k, ¢)-graph is an

¢ -tuple of sets. When interpreting the model, the set of signals that
are possible on the ith line in the system is the set appearing as the
ith coordinate of the ¢ -tuple S. Each line leaving the same input node
must have the same signal set; otherwise, it is permissible for each
of the sets to be different. The label of line ji in an (n,m,k, £) -graph
is the name of the signal set applicable to line ji' In digraph D of

5 is the signal set on the line directed from node 4 to
node 5. As indicated it is the binary set B = {0,1}. In the usual

switching circuit interpretation, each coordinate of S will be this same

binary set.

Definition 2. 2

...........

called Ii., is defined as the cartesian product of the signal sets
specified by S for the input lines to node i. The coordinate sets
for the input space shall be taken in the order of ascending line

labels, for consistency.




146 RO 70-456

Definition 2.3

In an (n, m,k, £)-graph the output space associated with node i,

called Oi’ is defined as the cartesian product of the signal sets
on the output lines of node i, again taken in order of ascending

line labels for convenience.

Definition 2. 4

In an (n,m,k, ¢)-graph E = {(gl,gz, . ,gk) |gi is a mapping
from L into O, for 1 < i < kj.
In the usual switching circuit interpretation, g; in the above

()  (m)
into B . The set E represents

definition is a mapping from B
all theoretically possible combinations of nodal actions in the network.
In many applications, only a small fraction of these will occur. For

I = - r(2
1 —Iz_leLz—B ,
=L, = B, etc.

example, in the digraph of Figure 2.1, I

I, =L

3 XL

XL =B(3),O =L, =8B, O

1 3 5 8 6 9
E = {(gl,gz, - ,g6) |g1,g2,g4,g5 and gg are mappings from B

2
(2)

into B and g, is a mapping from B(3) into B}. The cardinality of E
in this graph, 228, indicates that this set is very large even for small

networks.

We are now ready to formally define the concept of a combinational

network with more than one possible structure, i.e., a combinational

network subject to faulty operation.
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Definition 2.5

An (n,m,k, ¢)-combinational network is a 4-fup1e

C = (D’S’F,b)

where D is an (n, m,k, £)- graph, called the graph of C.

S is an { -tuple of seis, called the signal vector of C.

FC EC is called the fault set of C or simply the fault set.
| (E, is defined as in Definition 2.4.)

b e F is called the 0-fault of C or simply the 0-fault.

Definition 2.6

A proper fault of the combinational network C = (D, S, F,b) is

an element of the set F-{b}.

In Figure 2. 1, D is the graph of a (3, 1, 6, 9)~combinational

network C. Each coordinate of the signal vector is the binary set

B = {0,1}. The fault set of C is the whole set E~. Each coordinate of

0 . the 0-fault of C is a common switching function. The element (OR, AND,
;

§\ XOR, NAND, NOR, AND) is a proper fault of C.

i} We néw relate the elements in our formal definition to the require-

ments discussed in the introduction. The graph of C describes the

organization of the system. Each module of interest appears as one

; of the k nodes of the graph. FEach input terminal of the system is
i represented by one of the n inputs of the graph; likewise, each system

output is represented by one of the m outputs of the graph. The lines

'm‘._,' o
PR e

of fﬁ'e graph describe the modular interconnection structure of the

P
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system. Each electrically isolated wire in the fault-free system and
each wire segment that may become isolated by a proper system fault
is represented by one of the ¢ labeled lines of the graph. Wire
segments thgt can never become electrically separatéd may be
represented by several lines of the graph if necessary with the same
label. A collection of lines with the same label are treated as one
line in determining the parameter ¢ .

In applications, b represents the fault-free structure of the
system. Theith coordinate of the vector b represents the mapping
performed by the ith module of the system when the system is fault-.
free. The fault set, F, is the set of all allowéd system structures.
Since the fault-free structure is an allowed structure, be F. A system
structure different from the fault-free structure is called a proper
fault of C. By two structures f and f' being "different' we mean
that at least one coordinate of f is a different mapping than the
corresponding coordinate of £ ". Ina system application, a proper
fault structure is one in which at least one module is performing a
mapping different from the mapping it performs in‘the fault-free
structure. System disturbances that do not change the system

structure are not considered proper faults of the system.
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Definition 2.7

The input space, I, for combinational network C = (D, S, F,b), is
defined as the cartesian product of the signal sets on

the input lines of D (taken in order of increasing node label).

There is one coordinate in the input space for each input terminal;
hence, the input space is an n-dimensional space. In the usual

switching theory interpretation, I = B(n)c

Definition 2. 8

The output space, O, for combinational network C = (D, S,F,b)

is defined as the cartesian product of the signal sets appearing

on the output lines of D (taken in order of increasing node

labels).

There is one coordinate for each output terminal; hence, the
output space is an m-dimensional space. In the usual switching
circuit interpretation, O = B('m). In the combinational network of

3)

Figure 2.1, I = B( and O = B..

Definition 2.9

In a combinational network C = (D, S, F, b)

Ty = {glg is a mapping from I into O}

The graph of C in a combinational network C = (D, S, F,b) induces
a mapping a, called the net mapping, from F into Tc where o(f) is the

(combinational) function realized by C under the fault f{.
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Definition 2.10

The function of the network C is the element t = a(b).

Definition 2. 11

The function set of network C is the sei T = o(F).

Definition 2.12

A malfunction of C is an element of the set T - {t}.

Definition 2.13

The malfunction set of the network C is the set T - {t}.

The behavior of the system at a given time refers to the I-0O
mapping that the system is performing at that time. Thus two
different system structures may produce different system behaviors
or they may produce the same system behavior. The function of
the system is the behavior of the system when it is fault-free. The
function set is the set of all possible behaviors that can result from
faults in the network., A malfunction is some behévinr different from
the fault-free behavior.

In the combinational network C of Figure 2.1, the function of C

is as displayed in Truth Table A. For this network, t=a(b) =a(OR,ANL,

XOR, AND,OR,AND) = (x3(x1+x2) +x1x2) (Sc—l@ Xp® ig) Truth Table

B displays a malfunction of C, t' = ¢(OR, AND,XOR,AND, 1, AND)

= x1® xz@ x3. This malfunction results from a SA-1 fault at node 5.

(SA-1 means "stuck at 1".)

\ g

o T T T LI T T T T e T T T T
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Consider the combinational network
C=MD,S,F,b)
Recall that b = (bl,bz, . ,bk) is the fault-free structure of the network,

Definition 2.14

Vi=(

IJT“.JQeF,anf=ﬁh¢gi§k,§¢bﬁ

Note that K, = @. This is to be expected since K; is in a sense

b
a list of the "faulty' nodes under the fault f{.

Definition 2.15, Fault Diagnosis Concepts

(@) feF is masked iff a(f) =t

(b) feF is detectable iff a(f) #t

(c) feF is locatable iff (f'e F, a(f) =a(f") => K, = Kf—,)

(d) feF is completely diagnosable iff (f'e F, a(f) = a(f")

=>f = )

A detectable fault of C will often be called a failure of C.

In the usual interpretation, a masked fault represents a system
structure that produces the same system behavior as the fault-free
structure. A proper masked fault is a system structure different from
the fault-free structure that produces the same system behavior as the
fault-free structure. A detectable fault represents a system structure
that produces a System behavior different from the fault-free behavior.

In a typical appliCation, the set Kf represents the set of "faulty"

nodes of the system structure represented by the fault f. In other
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words, ie Kf if and only if node i performs a mapping in the system
structure f different from the mapping performed by.node iin the
fault-free structure.

When troubleshooting a system, it is convenient to be able to
determine which modules are "'faulty' by taking measurements at the
system terminals, The "faulty'" modules may then be replaced by good
ones and repaired at leisure. This reduces down time for repair. A
locatable fault represents a system structure whose '"faulty' nodes
may be identified by terminal measurements alone. A completely
diagnosable fault represents a system structure identifiable by
terminal measurements alone, i.e., the whole structure can be

determined from terminal measurements.

Some‘ Elementary Observations

The previous discussion suggests the following lemmas whose
proofs are immediate or trivial. Their inclusion here is justified

by frequent reference in the formal proofs of later sections.

Lemma 2.1.1

In any combinational network C = (D, S, F, b) the 0-fault is

masked.

Proof Im mediate

a(b) =t by Definition 2.10 and b is masked by Definition 2. 15(a).
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Lemma 2.1.2

In any combinational network C = (D, S, F, b), fe¢ F is masked

iff f is not detectable.

Proof

Immediate from Definition 2.15(a) and 2.15(b).

Lemma 2.1.3

In any combinational network C = (D, S, F, b), no masked proper

fault is locatable.

Proof

Let f be any masked proper fault of C. Since f is proper, f # b
and K, A = Kb’ but since f is masked ¢(f) = a(b) and f is not

locatable (Definition 2.15¢) proving the lemma.

Lemma 2.1.4

In any combinational network C = (D, S, F, b), fe F and {

completely diagnosable ==—==>f is locatable.

Proof

Let f be completely diagnosable and let f' be any element of F

| such that a(f) =’a(f'), then f = f' (Definition 2. 15( d)),Kf = Kf, and

f is locatable (Definition 2.15(c)).
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Theorem 2.1

In any combinational network C = (D, S,F,b), the following
statements are equivalent,

(1) All proper faults of C are detectable.

(2) b is completely diagnosable.

(3) b is locatable.

Proof

(1) ==(2)

Let (1) hold and assume that b is not completely diagnosable then

JfeF 3 af) = a(b) =t and yet f # b. Thus f is proper but not detectable,
contradicting the hypothesis.

(2) ==>(3) Immediate from Lemma 2.1. 4.

(3) === (1)

Let f be any proper fault of C, then f # b (Definition 2. 6).
Since f is proper, K, # K = g. As b is locatable by hypothesis,

a(f) # a(b) =t (Definition 2.15(c)), and f is detectable (Definition 2.15(b)).

Single Fault Analysis

The masking of single faults in a combinational network is often
of extreme importance because the probability of a single fault is
usually much greater than thé probability of a multiple fault. For

this reason, it is frequently desirable to protect the circuit against

the occurrence of certain single faults.
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Definition 2.16

A fault f = (fl,fz, «+o,dy) inan (n,m,k, 0) -combinational network

is called a single fault at node i, if K, = {i}.
Note that all single faults are by definition proper faults.

Fault Masking and Detection in Two Node Systems with Single Faults

The analysis begins by considering a general two-node combinational

network. This special type of network is easier to work with than

=

more general types, and the results obtained can be applied to general

systems.

{ Definition 2. 17

A general two node system with single faults is an (n,m, 2, 0)-

combinational network

Cc =(D,S,F,b)

4
L] ‘where D is an (n,m, 2, ¢)-graph as shown in Figure 2.2
jl ' S is an arbitrary {-tuple of sets
b = (bl,bz) is an arbitrary element of EC
|
F = {(f;,f5) I(fl,fz) eEg, and either f, = .b1 or f, = b2}
3 E C is as defined in Definition 2. 4.
| 71 ' ~ The line labels are omitted from the graph of C because there
) are an unspecified number of lines. The degree constraints for the
| graph of C are:

A3
7
g

% o U
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Figure 2.2

Graph of a General Two-node System




n1=n
Ny =my
m2=m

The input space of C is X and the output space of C is Y. The output
space associated with node 1 is W, and by construction, W is also

the input space associated with node 2.
From the graph of C, it can be seen that if f = (f1’f2) e F, then

a(frfz) = f2f1 where fzfl denotes the composition f2 fl’ first

applying fl. In particular, for the net function, t = b, b,.

2°1
Since b2 is a mapping from W into Y, b2 induces an equivalence

relation, = , on the set W defined as follows:
b
2

Definition 2', 18

In a general two node system

w, = i -
1 b2 w2 iff bz(wl) bz(wz)

The set of equivalence classes of = are the blocks of a partition

by
of W called 71, .
by

Masked single faults at node 1 are characterized as follows:

£y
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Theorem 2.2

In the general two node system with single faults, a single fault

at node 1, f = (f;,by), is masked if and only if

VX eX, fl('x) = bl(x)
b2 '

Proof

fl(x)t-)s bl(x), VxeX & bzfl(x‘) = b2b1(x)Vx e X
2 (Definition 2, 18)
7 bpfy =byPy
&= byt =t
&&=alf) =t

Due to the exclusive character of masked faults and detectable
faults (Lemma 2.1, 2) the following statement characterizing

detectable faults at node 1 is an immediate corollary of Theorem 2. 2,

Corollary 2.2.1

In the general two node system with single faults, a single

fault at node 1, f = (fl,bz), is detectable iff

dx € X such that f, (x) zz b, ()

Single faults at node 2 are masked under the following conditions:

st

g
VG

L




e RO 70-456

Theorem 2. 3

In the general two nodz system with single faults, a single

fault at node 2, f = (b1’f2) is masked iff

f,| B (b1) =b,| & (b1)

r Proof: Sufficiency
- Let le Q (bl) = bzl 0:{ (bl) and let x be any element of X; then by
i‘ hypothesis

L bzb1 (%) = )‘.’zb1 x) VxeX

__;x
3

- H and byb, = fzbl or a(bl,bz) = a(bl,fz), and the fault f is masked
(Definition 2.15a).

) Necessity

/ " Let f be masked, then a(f) = a(b) =t. Let w be any element of

| | the range of by. There must exist x ¢ X such that b, (x) = w and we

) have bz(w) = bzbl(x) = fzbl(x) = fz(w). Since w was any element of the
‘ range of bl’ we have

£, K (1) = by | K o1).

; This concludes the proof of Theorem 2. 3.

i | Due to the exclusive character of masked faults and detectable

faults (Lemma 2.1.2) the following characterization of detectable

faults at node 2 follows immediately from Theorem 2. 3.

3 £
cag;r.t:w,;,i Agiptaimanie

o, J’

it
sy .



[

'S
§ .
dest

£
i?

B

160 RO 70-456

Corollary 2.3.1

In the general two node system with single faults, a single

fault at node 2, f = (bl,f is detectable iff

Ay

i,1 R (b1) # b, | (] (o1)

We will now use our set-theoretic characterization of masked

faults to count the number of single faults at node 1 that are masked.

Definition 2.19

For every y; € b2 bl(X) in the general two node system, define
-1
¢; = Iby " (y,) |

and

| -1
d, = !(b2 b)) (yi)l

Note that each ¢ is the cardinality of one of the blocks of partition.

Ty defined in Definition 2.18. Similarly, each di is the cardinality of

2

one of the blocks of Ty b the natural partition on X induced by the
271 ~
mapping bzb1 from X into Y.

Definition 2. 20

In an (n, m,vk,ﬂ)-combinational network C = (D, S, F, b), for every

i, 1 <1<k, define

F, = {tlfe F, f is a single masked fault at node i}
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Theorem 2. 4

In the general two node system with single faults, let

bzbl(x) = {yl’y2’ s ,yq}, then

PR
W1=4+£ﬁﬁ

Proof

Our task is to count the number of single faults at node 1 that
satisfy the conditions of Theorem 2.2. Our network allows any
mapping f1: X -W (except bl) to appear as the first coordinate of a
single fault at node 1. For a moment, we will not concern ourselves
with bl‘ but will take it into account later. Let Xi = (b2 bl)—l(y.l) and

Wi = bz-l(yi) for every yi€ b2 .bl (X). The following illustration depicts

the relationship between Xi and Wi and the mappings b2 and bl.

Figure 2.3
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Since Wi contains all elements in W that map onto ‘A under b,, then

2’
clearly bl(xi) - Wi' Furthermore, since Theorem 2. 2 requires only
that f, (x) = b, (x) for every xe X, we have f,(X.) C W.. There are

thus c, ipossible subfunctions from Xi inta Wi that satisfy Theorem 2. 2.

Since Xi and Wi are blocks of partitions on X and W respectively, we

have
q d,
e !
i=] 1 '

possible functions f1 from X into W in which f1 IXi is a subfunction from
Xi into Wi for 1 < i< q. This is the number of functions fl at node 1
for which b2 fl = b2 bl' Since b1 is clearly one of those counted, the

number of single faults at node 1 that are masked is given by

Fl=tem o
F = -1 + c.
1 1=1 1

proving the theorem.

Corollary 2.4.1

In the general two node system with single faults, if byby (X) =

{yl, e ,yq}, the number of single faults at node 1 that are

detectable is given by

q d.
ap— o c !
i=1 1
where
a=|W|
p = |X]
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Proof

Since the total number of single faults at node 1 is given by
-1 +aP

the corollary follows immediately from Theorem 2.4 and Lemma 2.1. 2.

We now proceed to count the number of single faults at node 2

that are masked.

Theorem 2.5

In the general two node system with §ipg1e faults |

i‘le =-14+ st
where
s = Y]
r=| Koy
Proof

Faults of the form f = (b, ,f,) are masked only if le @ (b1) = b, | Q(bl)

(Theorem 2. 3) and we see that fz(w) is specified for every we R (bl).

Since £, | K m1) = by | f{ (b1) is also sufficient to insure that f is masked,

2\ |
way dependent upon fz(wz) when Wis Woe H (bl) there are st independent

. . 9
choices for f2 that satisfy f, i ﬂ{(bl) = bzl .ﬁ(bl)’: howevekr,» one of these

is the mapping b2' Therefore the number of single faults at node 2

fz(w) may be any element of Y when we R (bl). Since f, (Wl.) is in no

that are masked is given by (-1 + sr), concluding the kprOof of

Theorem 2 9.

L S TR £

TR TR AT
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The exclusive character of masked and detectable faults makes

it easy to count the number of detectable single faults at node 2.

Corollary 2.5.1

In the general two node system with single faults, the number

of single faults at node 2 that are detectable is given by

a
S -sr=sr(sr- 1)

where
a=|W|
s =Yl
r= | Koy
T=[R (b1)]
Proof

The total number of single faults at node 2 is given by

a
-1 +8

Since all unmasked single faults are detectable (Lemma 2. 1. 2) and

~ since a = r + T, it follows immediately (Theorem 2.5) that the

number of detectable single fau}ts’ is
(-1 + sa) - (-1 +sr) =gt -s'= sr(sr - 1)

Considering the system as a whole, we find that
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Theorem 2.6

In a general two node system with single faults, if

i ~
: bgb,(X) = JLYPYZ’ - ,yq}, the number of faults that are
- masked is given by
q d =
me *+s-1
- . i
i=1
- where c, = Ibul(‘ )|
- °i T 10g (¥3)
: -1
S _ I
d; = [(byb,) " (v,) |
s = |y|
7= Koy
- Proot
Immediate from Theorem 2.4 and 2.5 and Lemma 2.1.1.
Theorem 2.7
E In a general two node system’with single fauits if b2b1(X) =
: {yl,yz, e, ¥ q}’ the number of faults that are detectable is |
g given by
= q 4 :
L s*yaP st
i=1 1
o Proof
Immediate from Corollaries 2.4.1 and 2.5.1. %
’ For a completely specified function g, the input ,space X, the
, output space Y, the range of g and the partition induced on X by g
J are fixed. Some of the parameters in the equations that count the
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( T number of masked faults are fixed; e.g. each d, in Theorem 2.4

and s in Theorem 2.5 are determined by the fun‘c'tion g We~c€1r’1

| design f01 improved fault masking by choosmg appropriate VH:LLGS N

_for the remaming parameters i.e. for each C; in Theorem 234 and r

for rm_TheoremVZ..S; : , ' | o
By increasing the value of each oi, we can increase the%ﬁhumber
of sihgle faults masked at node 1. But, in order‘to accompﬁsh this,

we either reduce T, (thereby decreasmg the number of smgle faults

\ﬂ.
{'ﬁ

| masked at node 2) or increase the size of space W The former is not
| desn*able becau»se we 1mprove node 1 at the expense of node. 2. The -

4 |
latter approach seems 1nv1t1ng until we note that in addition to T

) tl ,. ’
1ncreasmg the number of masked single faults at node 1, We also

1xicrease the number' of emgle faults at node 1.
By iﬁcreaeiné the value of T, we can increase the number of =
‘ singlev faults at node 2 vthat‘are maéked; "Aga.ii'i, in or(ier to .aecom,pli'sh
| this, we nilist either decrease the value of eome ;Ci or increase the |
size of W. The first alteroative is not desirable beeause it decreases .
the number of Siogle faults»that 'are rﬁasigéd at node 1, and the secon(i
alternative again increases the total numb‘er iof‘ faults. A fuil
discussmn of optimizatlon is mc,luded ina Later seotlon
T*us discussmn serves to emphasme that mcreased fault maskno‘
,can be acineved more "easdy" in the deswn of some fum,tlons than |

f ( ! 7 in others For example 1f the value of each d is large a smail mcrease

-~ in the size of W wﬂl result in a 1arrrer mcrease in the number of single
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faults that are ma,sked at node 1 th'm m a system for which the d
values are small Also ina system w1th a large output space a-
small ihcrease in the .Size of W w111 result in a larger increase in the R o

number of single faults masked at node 2 than in a system with a

- <«

' small output space. Systems fhat have both properties, will be easy ==

- teo fault mask at both nodes. The precise effect of these parameters ,

-

~

is disoussed in the opt,irnizati‘on seetion.; - S S -
A ssrstem in which- all s.ingle faults are masked would be v'ery. | |

des1rab1e if a hlgh degree of rehablhty is requl.red Wlth such a

| bxoad definition of fault one would suspect that such a system des1gn |

Would be very chfflcult to achleve ThlS is mdeed the case, although |

it is. ooss1ble to mask all faults at node 1 or at node 2 for eertam '_ B

types of net functlons Before statmg the condltlons under which

‘this s pOSSlble it is necessary to estabhsh the followmg lemmas

Lemma 2.8.1 |

‘Inisa positive integer > 2 and if xi'and yi’« 1< i g n, are |

positive integers, ‘then -

gt ST ISR (y +Yo .- ‘.'.+”Y )
AP | v oL 720
(Xl) (Xz) V n) n< (XIF_+ o+ - +'xn) e T

Proo}f: Basis;Step'

yi"(x + )

Lk ek, \y,
1<( L L)‘?and(xl)
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{" . becausex,, X5 ¥y and Yo are positive integers. Mult‘iply'i.ng we get
Y- X +x Yo v, -(x ‘+xA )yz' | o
_ :(X]_) ————-——~—1 \ . (X1'+X) 1.= 1 2 (x +'X‘)y1' B
*2. ] N A
(x5) °
and ’ o :
1 2 172
U P S

Inductlon Step

Inductlon Hypothesas

If (n 1) is a posmve 1nteger > 2 and 1f Xy and Vi 1 _<_ i< 'n'-—'l,’
are pos_ltlve integers, then

y S S S 2N S
rll<(x +x2 .+xn_1)1 2 n1

R
- (xl) K ... ‘(Xn_ll)

From the induction l;xypothesis, if kn aLnd'yI'l‘ are b_os'itive: integers' |

Y» ‘ oy L B . Y.ty .+y"
- ‘n-1 _, IR A AR S |
-(Xn—l) , .<(X.1 +X, 4—'...«!-xn_1 +X ) n

again

| x) . {(31 + SHX )
and multiplying,’ we gét o
y v R Ly ++y e
1 n_.. . 1 777 n
(Xl) e B LSl )
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| 'In this section ﬁ ) will denote the range of i'unctlon g: = will

g
denote the eqmvalence relation induced by g on the domam of g

(D(g)); and if x is an element of D_A(g), [x]g will denote the eqmvalence'

f#

class of g that contains‘x;

Lemma 2.8, 2

.Y not in the range of b

In the general two node system 1f |b2b1 Xy | =q, then

- q
(1 2 4 lxl
i=1
and - .
a
@ 2 ¢ < Iwl
i=1 x
Eroef

f'Eé.ch d, is the cardinality of.a block of the partition, My 1.
' ~ 2P1

| 1nduced on X by the mappmg b2 bl Sin’ce d, is defined for every
-element in the range of b2 bl’ (1) follows dlrectly from the definition

of a partltlon induced by a mappmg

Each Ci is the cardmahtY of a block of the partition Hb induced .
on W by the mapping bZ' However, ¢, may not. be defined for every
iq )

element in the range of b2’ therefo;e }“, Cs may be less than lW(

i=1

However, since R(bzbl) - 0-{(1)2), c, tannot be defmed for any

2 I c is defmed for evely element in the
q | . |
range of b2 then D <4 ]WI

SRR | -1 .
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Theorem 2.8

In the general two node system with single faults, all single

faults at node 1 are masked iff b2 is a constant function.

Proof: Sufficiency

Let bz be a constant function, then there is a single element y
in the set b, bl(X) , i.e. ¢ =1. Moreover (bzbl)"l(y) = X and
b'2'1(y) = W so that ¢, = |W| =a and d = |X| =p. Then, from

Theorem 2. 4

q di
IF1|=—1+II ¢ =—1+ap
i=1

Since this is the total number of single faults at node 1, all must be

masked;

Necessity

et s e e St it

Let all single faults at node 1 be masked. Then |F1| =-1+ aP
because this is the total number of single faults at node 1. Let
q= ibzbl(X)l and let bob, (X) = {y;,¥,,. . ,yq}. If ¢ > 2, then

applying Theorem 2.4, Lemma 2.8.1, and Lemma 2. 8.2, we have

q
d di q iZ:l d p
Pyl =-1 +I e <1+ Jo¢e| T <-l+a
i= i=1 -

a contradiction of hypothesis. Thus q=1, if b2 is not a constant

function, then IL ~ must have at least two blocks and ¢, = |b2-1 (vq) |

b
2
< |W| =a. Applying Theorem 2.4, Lemma 2. 8.2 and this inequality

we have
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di dl _
= -1 +Cy <-1+aP

1
lFll =-1+1II ¢
i=1

i
a contradiction of hypothesis, and the theorem is proved.

It is immediately evident that if b2 is a constant function, then
the net function is also a constant function. Thus, it is possible
to design a system that masks all faults in ,thev front node only if we
wish to realize a constant system function. For most functions, we
can never hope to mask ali faults in the front node.

We now show that with the exception of one singular case the
condition of total fault masking at node 2 is unattainable, but first a

supporting lemma is developed.

Lemma 2.9.1
The set of single faults at node 2 in a general two node system

is empty iff |Y| = 1.

Proof

&ﬁmemuwm.HY=hmeﬂwMmemg%NhY
is the constant mapping with fz(w) =y, ¥weW. Hence for every fault
of the form f = (bl’fz)’ and for evefy weW, fz(w) =‘b2(w) =y. It
follows (Definition 2.16) that there are no single faﬁlts at node 2.

‘Let the set of single faults at node 2 be empty, and assume that

|Y| > 2, then 3 two distinct elements of Y, y, and y,. Also, 3

two distinct functions from W into Y, fl

functions that map all of W onto y, and y, respectively. Both of these
1 27 |

and f2; namely the two constant

TR T e e
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cannot be equal to b2 and hence either (bl’fl) or (bl,fz) must be a

single fault at node 2 (Definition 2, 16), contradicting the hypothesis.

i It may now be observed that, in a general two node system with s

single faults having |Y| =1, all single faults at node 2 are masked,

detectable, locatable, and completely diagnosable because the set of

‘& single faults at node 2 is empty.

Theorem 2.9

In a general two node system with single faults having |Y| >2,

g there is at least one detectable single fault at node 2.

Proof -

Since bl is a function from X into W, we must have

r = l@(bl)-l > landT = l@(bl)l < |W|=a. Sinces=|Y|>2,

we must have -’*; ~‘

sa—sr>1

and the theorem follows directly from Corbllary 2.5.1.

In the limit, node 2 is more restrictive with respect to fault
masking than node 1 because the system must be degenerate to mask ¥

all faults at node 2, however, neither limit can be reached in circuits

P S VA R P TR

PR HIRTER, Peveay

of practical value. Although these results are severely restrictive

 for two node systems, they readily generalize for application to

larger systems. In the more general setting, we shall see that

networks of great importance possess the required properties

EJ
Y
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especially in sections not producing system outputs. However, when
analyzing the final output node, the general system form (see later
section) reduces to a two node form. This serves to emphasize that in
reasonable circuits we can never mask all faults in the final output node.
For completeness, we state the conditions required to mask all faults

in the two node system.

The'orem 2.10

In a general two node system with single faults, all faults are

masked if and only if |Y| = 1.

Prdof

To show sufficiency, let Y| =1 (i.e. Y = {y}). Then all single
faults at node 2 are vacuously masked (Lemma 2.9.1). Since b2 must
be a constant function with @(bZ) = {y}, all single faults at node 1 are
masked (Theorem 2.8). The 0-fault is also masked (Lemma 2.1.1),

concluding the sufficiency proof.

To show necessity, let all faults be masked, then certainly all
single faults at node 2 must be masked and |Y| =1 (Theorem 2.9).

This concludes the proof of the theorem.

If ease of maintenance is the primary goal, we may want to be able
to detect all single faults in a subsystem. Our next theorem shows
that this is possible in some typeé of networks. (cf. [25] for a dis-

cussion of "perfecﬂ' systems, i.e. o is 1-1 and onto.)
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[

Theorem 2.11

In the general two node system with single faults, all single

faults at node 1 are detectable iff

c,=1, 1<i<q

3 Proof: Sufficiency

Let c, = 1, 1 < i < q, then the number of single faults at

node 1 that are detectable is given by Corollary 2.4.1

d,

aP- 11 ¢ '=aP-1
: . i
=1
4 which is the total number of single faults at node 1, therefore, all
must be detectable.
- Necessity

Let all single faults at ncde 1 be detectable, then the number of
E detectable faults is
"‘ a¥ - 1
g ~ Assume that ¢ > 2 for some j, 1< j < a, then Corollary 2.4.1

- states that the number of detectable single faults at node 1 is

]
4
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q di d. q d,
aP- 1 ¢ '=aP- (c.‘J) I c, < aP-1
- Joli=1 1
i#]
a contradiction of hypothesis. This concludes the proof of the theorem.

Corollary 2.11.1

In the general two node system with single faults, if b2 isal-1

function from W into Y, then all single faults at node 1 are

detectable. -

g Proof

Immediate from Theorem 2. 11.

Corollary 2,11, 2

In the general two node system with single faults, if all single

faults at node 1 are detectable, then bzldg (bl) is a 1-1 function
from & (b)) into Y.

The previous theorem and its corollaries indicate that complete
detectability of single faults at node 1 is achievable in non-trivial
systems.

Although the condition of total fault masking at node 2 is unattainable

there are a large number of networks in which all singlé faults at node 2

are detectable.

- Theorem 2.12

In a general two node system with single faults having |Y| > 2,

all single faults at node 2 are detectablé if and only if by is onto W.

. | sa
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Eon

Proof: Sufficiency

g ~ |
L If b, is onto W, then Q(m) = W and IQ(M) | =T =0. The number
of single faults at node 2 that are detectable is given by Corollary 2.5.1,
, ) s?-sT=s2-1
- Since this is the total number of single faults at node 2, they must all
be detectable.
) Necessity
é’" If all single faults at node 2 are deteCtable, then s -s"=-1+8"
f : or s'=1. Since s > 2, we must have r = 0, and b, is onto W. The
theorem is proved.
: g Theorem 2.13
;
: g In a general two node system with single faults having |Y| > 2,
I | Z
4" all single faults are detectable if and only if
gy

(1) b, is onto W

% and

(2) ”b2 is 1-1.

Proof

ettt i

To show sufficiency, let (1) and (2) be true. Since b, is 1-1,

all single faults at node 1 are detectable (Cofolléry 2.11.1). Since'

b1 is onto W, all single faults at node 2 are detectable (Theorem 2. 12) .

Necessity follows directly from Theorems 2.12 and 2.11.
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The limiting conditiéns for complete single fault detecting at

node 1 and at node 2 are less restrictive than those for fault masking
in that systems of practical interest exhibit the necessary properties.
» Even the requirements of Theorem 2. 13 for complete single fault |
- detecting in the system are obtainable in useful networks.

Also, unlike the complete fault masking requirements, the
. fundamental mapping theorem of algebra guarantees us that, for any j
given function g, there always exists a general two node system with |

single faults in which all single faults are detectable and whose function

| S

is g. This system is obtained by letting W be the set of equivalence

ST
%

classes of the equivalence relation z . Then b; maps x into [ x]g for

/ every X e X and b, maps [x]g into g(x) for every [x] in W. This

i g |
, is consistent because, by definition of =, every element in [x]

~ maps onto the same element in Y.

% Even though systems with 1 -1 functions at node 2 are useful in

some applications, such use is not widespread. A 1-1 function can

-
w1

at most perform a recoding of elements and may even be the identity

function itself. On the other hand, systems with onto functions at

E node 1 are of universal application. We thus see that the requirements
for detecting all single faults at node 1 (Corollary 2.11.1) are much

l more constraining in practical terms than are the requirements for

l detecting all single faults at node 2 (Theorem 2.12).
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Since the existence of a two node system with all single fault.s,.

detectable is answered by the fundamental mapping theorem of

algebra the most pressi’ng questions seem’ to be

pa—

(1)’ How many such systems ex15t and

(2) Can they be clas51f1ed in a meanmgful way.
These questlons are currently bemg 1nvest1gated

Optimization'in Two Node System-s

_ The 1mportant questlon to be cons1dered here can be stated

| mformally as follows:

-_Am-ong.all general two'vn(')de systems with single faults
having net function g, which systems are "best" with

- respect to fault masking ?

. The answer, of course, depends upon the criteria~ one chooses to
. mdlcate quahty, and upon any functlonal or system constraints that

| may be 1mposed In the present dlscussmn quahty Wlll be 1nd1cated )

by the percentabe of faults that are masked If all faults are equally

llkcly, and 1ndependent then the percentage of faults masked isa

d1rect 1nd1catqr of system re‘1ab111ty in the trad1t10na1 sense of prob—_'

o .’ahility of success 'H'owever in a typlcal system the O fault w1ll .
o have a much h1gher probab1l1ty than any of the others But since

.the 0 fault 1s always rnaskea 1f all proper faults have the same :

probab1hty, and if all faults are 1ndependent then the percentage

s‘of faults masked is still a_dlrect indicator of probab111ty of success.‘
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( Typical constraints that are of interest include, amang others,
cost, size, weight, and number of interconnections. Each of these
quantities is an indirect function of the size of the intermediate" space

of a two node general system in that, a larger intermediate space

~

will result in a greater cost greater we1ght greate1 size and a
. greater number ‘of 1nterconnect1ons for the system. Usually con-
" straints in cost, .siz‘e,‘ weight, or. nnmber of interconnections can be L -
transformed._into a constraint on the size of the intermediate space.

: _ In this section, we will 1irnit our attention to systems without constraints._

i Let us now ‘-develop some notation for solving optimization problems. - |
| First let Z be the set of general binary‘two—node systems, i.e.

;!; ' Z = -{D:S:F’b.)_‘lh(D.: S:F;b)

i ~ is'a general two node system with sinfrle faults and _
S=(S4,-.,5,) with s - {o, 1}, 1< i< fz} | (2.1)

Let Zg be the set of general bmary two node systems havmg net

function g, that 1s,
z,={zlz ez andofb) =g}. - . (2.2)
ﬁ A typicalelement_ of Zg is shown in Figuref'z.}l‘.' .’_fi»
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C = (D, S, F,b) where D is an (n, m, 2, {)-graph as shown.
S =(8),...,8,) with8;={0,1}, 1< i< ¢
_ I
F = {elee ECandlKel < 1}
a(b) = by b, = g

A Typical Element of Zg

Figure 2.4

If W is the set of real numbers and z is any element of Z,

define a mapping
P:Z2-—> R (2.3)

P(z) = the percentage of faults masked in z (e.g. P(z) = .5

if 50% of the faults are masked)

From Theorem 2.6, the number of masked faults in a two node

system with single faults is given by

a 4 3
II c, + s -1 (2. 4)
i=1 1 ‘

where
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a=|Hm)|=|/e ]
¢ = !bz (Yi) l Vy,e ﬁ(a(b))
d; = Ib‘2 bl-l(yi) | = [g—l(yi) | v v € K (b))

S = |Y| = size codomain of g

r= IR(bl)l

Since the total number of faults in a two node system with single

faults is
W|=£+sa-1 (2.5)
where
a= |W| = size of intermediate space of z
p= le = size of input space of z

then the percentage of masked faults in system z is

q d -
II ci1+s‘r-1

P(z) = FE - (2. 6)
a* +s -1

The optimization problem reduces to maximizing P(z) over the
set Z,. The values of p, s, and each element of the set {dil 1<i<q}
in (2.6) are determined by the given function g. Only the values of

a,r, and each element in the set {cill <i <q} vary over the systems
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of Z. However, not all of these variables are independent as we shall
now demonstrate.

Certain conditions must be imposed on the system variables to
meet the requirements of Definition 2. 17. One is that all values of a, T,
CpreCqy must be positive integers (except r can be 0). In order to
solve such a problem in general, it would be necessary to resort to
integer programming techniques. Fortunately, P(z) is a well behaved
continuous function of each variable, allowing the application of con-
tinuous analysis techniques to find the best non-integer solution. The
maximum integer solution is obtained by comparing values of P(z) for
integers just below and just above thé optimum value in each coordinate.
While obtaining the optimum éontinuous solution, we will only require

that each variable be > 1 (except r >0).

Since each C;» 1<i< q, is the cardinality of a different equivalence

class of ﬁ , and since equivalence classes are disjoint, we must have
2

q .
.Zl ¢; S a (2.7)
1=

If b1 is onto W, then r = 0 and since r must not be negative, 0 is a
lower bound for r. Since there must be at least g elements in ﬁ(bl) ,

there can be at most a - g elements in ﬁ ; (bl) , and we have

0<T<a-gq (2.8)
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; Summarizing, we must maximize
| . di _
T II Gy TS - 1
ol i=1
i P(z) = 3 (2.9)
AR aP 4+ % - 1
' ; with constraints
i a
), <
1 i=1 |
- ' 0<r<a-gq
a, q > 1
* a c; >1, 1<i<q
i First let us deduce some properties of the optimum continuous
- solution. Consider the problem space as a (q+2)-dimensional
3 cartesian product space
- ) 1
5 AxRxClxczx...qu (2.10)
where
A={x|xefR, 1 <x} = set of values for a
jf R={x|xe "R, 0 <x} = set of values for r
) | Cy= {x|x € [, 1 <x} = set of values for cy
C, = {x|x e R, 1 <x} = set of values for Sy




P Rt e s

L e et

B aaaat aead

it

H

S
[RE

184 | RO 70-456

Let

1 1 -1 1 1

be any point in the space for which
rl < al- q
Then, when s > 1, there exists a point

2 1 1 1 1
z"=(a", a-q, Cys Co ,...,cq1

such that P(z 2) > P(z 1) . (Simply map all di elements into any one

of the cj elements for each i, 1 < i < q.) For example, if, in zl,

we have

then, in z2 we would have

| . .1
In other words, each ¢c; remains the same as inz". However, there

. 1 . ’
are now only q elements in the /7 (bl) and a"- q elements in %(bl); .

In Equation 2.9 we see that increasing r while keeping all other

variables the same, will increase P(z) whenever s > 1.

1
VA -_-.(a,r,cl,cz,...,cq) (2. 11)

) (2.12)

R/ S M/ S
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If we let
M_ = max P(z)
g zeZ
g
and
S, = {z|z € Z s P(z) = Mg}

it follows that, when s > 1

ZS=_=-
eg>raq

RO 70-456

(2. 13)

(2. 14)

(2. 15)

Since all optimum solutions for nontrivial networks lie in the hyper-

plane defined by Equation 2. 15, we will restrict our attention to this

region.
NoW', let
3 3 =3 3 3 3
z =(%, r, c, cy ,...,cq)
be a point in the problem space for which

q
) ci:3 < a°
i=1

Then the point
q .
4 3 -3 3 3 3 3 3
z =(a,r,c1+a -Z Ci s Cg senesC )
' i=1
has the property that

pizl) > Bz}

(2. 16)

(2. 17)
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It follows that any point that maximizes Equation 2.9 must have the

. property

- q
: Y, c.=a (2. 18)
. . 1

i=1
j Since all optimum solutions lie in the hyperplane defined by Equation
[ 2.18, let us restrict our search to this region. The problem may now

be restated, for the case when s > 1, as follows:

Maximize q
q d. 'Zl c1 -q
y I ¢, lys = -1 |
¢ ) = =L q (2.19)
(2 )
- q p i=1
: (Y e) + s -1
B g1 1
;i with the constraint

1 — — —— i

g‘g We now assume that the -1 term in both the numerator and denominator
of Equation 2. 19 can be neglected. In nearly all systems, this assump-
§ tion will be valid. When s > 1, the problem reduces to
{" Maximize g}

> | q d, i ¢4

- Iec t+s =

| | i=1 !

P(z) = q (2. 20)

¢ P =1

, ( Z cl) + S
i i=1

with ¢, >1, 1 <i<aq.
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Exampie 2.1 . | . : S

Let g be described by the following function table,

1% | N1 )
0 0 |1
0 10
1 00
1 110

17 1 and dy = 3 The grapn ol Figure 2.5 contains

two cross-sections of the P(z) surface. Curve 1 is the trace of P(z) |

" in the plane Cy = 1.442695... . Curve ?-»ivs'the trace of P(z) in the

a amount of reaundancy 1n the system We .see that P(z) has a compara-~

plane Coy = 4,328 ... .

We notice immediately that P(z) :asymptotically approaches 0. 25 |

in both planes as the value.of a increases without bound This limit :
1s one candldate for the maxunum value of P(z) over the set Sg

| We also notlce that P(z) has a peak in both planes at a low value
of» a. Th1s po1nt will be exammed in deta1l in thernext section. Every |
function dlsplays a cr1t1cal point at a low value of a and asyrnptotmally
approaches f1nal value as a mcreases Wlthout l1m1t

Increasmg the size of a corresponds roughly to mcreasmg the

| -t1vely h1gh value at a low level of redundancy, and actually drops off

. for a tlme as the redundancy is further 1ncreased Fmally, P(z) begms
“to rise again and asymptotmally approaches a final value ,as the redun‘-‘ .

" dancy becomes very large.

. v .
e e e ot N A IR B gTPIYLE w4 B e w aadn ek
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The first step in the analysis of (2. 20) is to determine the
critical points of the function P(z) .» Employing the method of partial
derivatives, we can show that a necessary and sufﬁcient condition
for z = (a, T, Cysevns cq) to be a critical point of P(z) is that

¥k 1<k<g

dk : q d. P
[—c-; - log, s (i:.[-:Il d, h - —Z—q— =0 | (2.21)

The right hand term is dependent entirely upon the given function.
If it is zero, then the slope of the P(z) curve at any point with di/ti = dj/cj
for all i,j such that 1 <i <q, 1<j<qwill i)e zero. A discussion of
networks with this property is deferred to a later section. »For functions

with the following properties

1) s>1
and ‘
qa d, p
(2) I d ty B
i=1 s’ |

the critical point of interest occurs when

dy

log &S

¢, = vk 1KkIKq (2. 22)

Substituting 2. 22 into 2.18 and 2. 15 we find that

q
- — p
a -,z c; = iog & (2. 23)
: e
i=1 '

! = a-q = P _ | : .24
r =a-q Tog_s qQ (2. 24)
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For the example in Figure 2.9, it appears that the critical
point may be a local maximum of the functional. If this could be
proved to be true in general, then we would have positive proof

that adding redundancy beyond a critical value will always re-

duce the fault masking ratio. Of course, by greatly increasing
the amount of redundancy, we will eventually approach the final
value. The question then becomes one of determining whether

the critical ratio is greater, smaller or equal to the limiting

- value. All three conditions are possible in non-trivial' systems.

Let us now turn our attention to the critical value.

Lemma 2.14.1

In the Euclidean space, Ol XCqaX .eue X Cq, with each Ci

2
=T« R is the set of real numbers), the point
R d.
— J :
cj - loges 1<i<aq

is a local maximum of the hypersurface

whens >1 and Ii d.” >
i




o
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Proof:

By the discussion immediately preceding Lemma 2.14.1

the point
9
) < T 2SI

is a critical point of the given hyperstrface. To show that it is
also a local maximum, it is sufficient to show that the matrix

of second partial derivatives of P(z) is negative definite [28], i.e.

f11 fi9 fi3 -+ flq
f21 f22 f23 ) fzq | I:’ —
f31 f33 f33 -+ I3g (2.25)

f f f oo f
| a1l 92 g3 aq | |
, 9
is negative definite where fij = 9—-—%9—) }
aCi C. dk !

J = .
°k log s

The matrix of (2.25) is negative definite [28], if and only if

f11 %9 -0 g <0 fornodd, 1<n<gq 1
fo, £ ... f 1 | | (2. 26)
21 22 2n >0 forneven, 1<mn<gq
fh1 fhe -or fng 4
1




192
) ' Using the identity .
q d q d d g : d d. p q 4,
e = il [=——]"= 0 1018 ' d‘\ . lols T
i=1 i=1 ges i=1 Be l/ €e =1 o |
(2. 27)
at the critical points, we find that- |
' . r‘ N q 'dj
" (log .S)2~p'. ,(dj~p) (p){ & d
= — e . : =1
3 B SN o 24 p
o D p log s (loges)
“il\mes) L
‘ -p : | D o . :
log s | "(dy)(p*) q d; e
+ 8 - p I 4 _ (2. 28)
Sq i=] J . '
| 'foi% every j, 1 <j Sq
 And that, when j £k
[ q a p ]
: i 4, log s ;:
p-1 . 1. :
. P - =1 + S
o (loges)p_"2 (loges)p s4 S B
ik T ) p R U
o | [ - P Tog s ’
PV s F
|\ log s * g

o

Note that fj‘k Is independent of j and k when ] + k. 'Tl_ms,we conclude

that all off-diagonal terms of ma‘trix'(z. 25) are equal which will

ez

€
9

i
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help us to evaluate the determinant of (2. 26). The determinant of

(2.26) then belcomes

fll,_ O ok ‘_F

F o fyy ... F o e
o With F = £ GEr -7 (2.30)

F F ... f |
- : nnl

Subtracting column 1 from each of the other columns does not alter

the determinant value.

fp Pty Fofpy e Fodygf
Foodpp-F 0 " . 0
F - 0  faa-F .. 0 ~
| s (2,31)
F - 0 0. - f -F
R AT P o e
- Multiplying row 2 by (f—-—-—F—) and subtracting from row 1 does not

alter the value of the determinant.
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F-f11 \
£, - F(-f-z-;-f,) 0 F-f, - F -1,
F £y - F 0 0
F 0 fgq - F  .ns 0 (2.32)
F 0 0 i -F
F-f,

Similarly, multiplying row j (3 <j<n) by (3 ) and subtracting

-F

~ 3
from row 1 does not change the value of the determinant.
B 0 0 I
n
F fzz-F 0 0
F 0 f33-F .. 0 ‘ \ (2.33)
F 0 0 frm-F
n [(F-f
" , 11
win 5, ¢ 5 (7
11 . f..- :
n 1 i=2 \ % F)

The determinant of (2.33) is now diagonal and has value Dn given by

: n
= i (£, - .3
Pn B.nj'.-_-z g = F) | (2.34)
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Recall that 7 = fj w.h'ére ]-L k. From (2.28) and (2.29) we find that

_ - ?',.: ]al) It d ) S . ' . e .
f n. F - v . J 1""1 — . ) . ] ‘ ' . . ‘ | (2' 35)

it A p  p/log.s’
~ i p-2 b e
o % (log %) l(lqg s) + 8 J
Note that f - Fis negatlve for all vqlues of j (1 <i< q,, there-

: - 3
.

fore the alge braic 51gn of D depends only upon Lhc value of n and

the 81gn of B From (2 33)

""""

By= iy +F ) (f..-—F ) S @3
From (2.35)4 S R '
b "'j L . ‘
et S R : L
.- F ~ d; B I . . - O
HoE % o |
: n'f,, L q .
Thus, since Z d = p -. ), d
i=1 1:111}1 q
-t i“dj P70y 1-—n§1d1 SRR
B, =f +F ) A=t 4 F|le—r | - (2. 38)
h 11 i dl.f | 11\ | 'd14 SO
Using (2.28) and (2.29), .
r - 1 SRR N
{ p_ | S U d; p/log,s|
L Sloges P_I_), - ﬁ ddi ) (\1 d (pp- ) 1=1 5 + 2 q’
B - oil s =1 ' | \i=nz1’ (loges)™ . 87 |
n oo [ o B p/log s 72 E
(loges) \ﬁ;}.oges + S .
| (2. 39)
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We see that Bn is negative for all n such that 1 <n < q since

P %
q <o - (2.40)
S i=1
/ n
) Since each term in 1I (fjj - F) is negative we conclude that when
i=2

5 the inequality of (2.40) is satisfied D, is negative for odd n and
i

positive for even n. By earlier discussion, this is sufficient for
T
i the critical point
b Ci = loges 1 S i S q

2 to be a local maximum. This proves Lemma 2.14. 1.

R AR S e
i

In the previous section, critical’points that lead to local
, maxima of P(z) in_ some systems were derived. We now turn
3 our attention to the limit of P(z) as the size of the intermediate
::3;: space increases without limit. Recall that
. a d i=i1 1o
.H c, + 8 -1
p(z) = =1 (2. 41)

p . i .
, %ci + sm1 -1
i=1

Choosing an arbitrary coordinate, c;; along which to take the

limit, then when s > 1«
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|
i 3
i q d. Z ¢i-4a
i c,' =1 1
P die™[ +s -
i lim P(z) = lim —o=1 -= 2 (2.42)
C,~00 C,—00 q
i ] . Ve
g p . i
i=1
Z c;| +8 -1

I .

[

Using L'Hospital's rule [28] (p+1) times

q
Z Ci -q
[ (log 9)"*1 \s'™! 1
g lim p(z) = lim q — = 3 (2.43)
C.™00 C.~0 S
[‘?’* J J L 4
. (log syP*! [s1
[ At this point, it is possible to solve the unconstrained
r optimization problem. The function P(z) will attain its absolute
maximum either at the critical point
di
°1~ Tog s 1sisa

at a boundary point, or in the limit as C = . In the latter case, we

[

can bring P(z) as close as we wish to its absolute maximum by

-
broLk

choosing sufficiently large values of the c; variables. It is noted

that this limit is approached very rapidly so that diminishing returns

M
Pomonod

occur at relatively low values of a.

ENERNDHE N 4

!
|

oAt §




i
i .
it &
!
o

[

s

=

me RO 70-456

Let
P, = P(2) " (2. 44)
d.
_ i .
1% ~ Togs L!Sisd
e
and P; = lim P(z). (2. 45)
Ci"'OO

then we can prove the following helpful lemma .

Lemma 2.14.2

In a two node general system P

p q d.
P «m dil‘
sq i=1

L < PC if and only if

Proof:

To show necessity, let PL < PC in a general two node

system. Then from (2. 20), (2. 27) and (2.43)

(2.46)

Since s, q, and p are all positive integers, we can multiply both

sides of inequality (2.46) by s? and by the denominator of the

right member without destroying the inequality.
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P , . b
g P log s pla d. log s
§ p e q 1 i e
Y i+ s <(s)( ) (de.)+s (2. 47)
(log s)p loges i=1 *
- €
E p/log s
Subtracting s from both sides of the inequality of (2.47)

.q . di

p (s%) 1—[ di

Y < i=1 [
p p

(loges) (loges)

(2.48)

B

Since s and p are positive integers, multiplying both sides of (2.48)

g
S
s

by (loges)p maintains the inequality.

q - d,
P < (59 (I‘fldil) (2. 49)
1=

Since s and q are positive integers, dividing both sides of (2.49)

q

by s* will preserve the inequality.

oP q d
= < I q (2.50)
1 =1 |

L "

This proves necessity. As each step of the necessity proof is

g,, reversible, sufficiency is shown by starting with (2. 50) and working

{ backwards to (2.46).

Lemma 2.14.3

> P, if and only if

In a two node general system PL C

P q d,
) SN ﬂd.‘)
( ! i=1

S
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Proof

Same as Lemma 2. 14, 2 with > replacing <.

Lemma 2.14.4

!

= P, if and only if

In a two node general system PL C

pq d
= I 4,
i=1

Let PL = PC . Then Lemma 2, 14, 2 implies that

p q d.
P 4 dil
sq i=1

and Lemdn& 2. 14. 3 implies that

%l

Proof

p q d;
D 3 I dil
sq i=1

We then must have

d,
P % dt
s =1 ?

A similar proof establishes the sufficiency of the lemma.

Thus far, we have considered only the critical points and

the upper boundary. One more possibility exists for the maxi-

“0-456

mum value of P(z), namely, the lower boundary. Close scrutiny |

reveals that the mathematical functions of the ci = 1 boundaries

are very difficult to analyze. Therefore, at a slight inconvenience,
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let us expand the problem solution space to include the entire positive
"hyperquadrant'. (Practically there is no inconvenience since = iocal
maximum will not usually occur at an integral point anyway. We will
always have to check the closest integral solution, which in the case
of a 1¢-cal maximum in the expanded range would be on one of the c, = 1
boundaries.) The new boundaries will be characterized by c, = 0

for some subset of the system variables. On any boundary, P(z)

becomes q
) ¢;-a
s k=l
P(z) = — » (2.51)
C.
q p i i
( Z Ci) + 8 i=1
i=1
It is obvious that, on a boundary
.1
P(z) < —— = Pr (2.52)
g4
except at the origin, when P(z) = ——](41- = PL. As the origin is not of
S

interest to us, we will include in our analysis, the closest point of
interest, namely the point with c, = 1 for every i, 1 <i <q. However,
all other boundary points can be ignored since, by (2.51), we can
always obtain a larger value of P(z) by choosing a z such that

P(z) —> P;.

§ B
BT B |
U .



i For a given function g, let |
P, = P(z) | (2.53)
I
where zy = (9,0,1,1,...,1)
i i.e., P1 is the value of P(z) at the lower boundary of the
[ optimizaticn region.
Lemma 2.14.5
For a given function g, ifq > 1,
P1 < PL
Proof |
ﬁ q q |
a=,201=.21=q
g i=1 i=1 - ?
? r'=a-q=9q-q-=0
E From (2.19) and the fact thatq > 1
q d,
m() *+s0-1
T i=1 1 1
1 P, = = <5 =P (2.54)
i 1 qf +s% -1 qPrsd-1 s L ]
i Lemma 2.14.6
4

If g is a constant function (i.e. q=1)

P, = P

1 L
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_I_:'roof

Let g be a constant function (q=1), then, at the lower

boundary

i
o]

o]
Il
Q.
o
1l
Q.
Pt

| Rl

- r =a-q =0
. i !
i 1 d.
nn Cil + SO -1 p :
- _i=1 _Wr+1-1 1 |
§ P1 =" 4 T g =9 L g
s*+q" -1 s*+1-1 S |
= Recall that we are atiempting to maximize ’
[ q ‘ :
i c.-q 8
a d; i=1 ! ’
- 11 c;” + 8 ‘
| P(z) = =1 . (2. 55)
& a |p L
% Z : 1:1
,¢ C. + S
. i
i=1
. :
k over all two node general systems Zg' Also recall that we are |
; | representing the solution space as a cartesian product space
i ;
(see (2.10)). , - | K
3 :
AXRXCyX...XxC_ ' (2.56)
. a ‘ |
| The results of the preceding section may now be utilized to state ;
solutions to the unconstrained problem.
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Theorem 2. 14

If function g is class I, i.e. g has the properties

p q d

P« g dlands>1
s =1

then the optimum two node general system realizing g is

d
S = ___E —-—P - q dl ’ d2 9 o e ey —-———-‘q
g log S ’ loges ? loges lOgeS loges

with

P -q
q dl D loges
IId.” + (log _s) |s
j=1 ! ©
M =
g

p
log s
(0% + (loggs)P (s e)

Prbbf

By Lemmas 2.14.2, 2,14.5, and 2. 14.6 P1 < P < PC.
Since the optimum vélue of P(z) must be either a critical point
(PC) or on a boundary (PL or Pl) the theorem is proved. Lemma
2. 14. 1 verifies that the critical point is indeed a local maximum

in this type of system.

Example 2.2

Let g be described by the following function table.

X1 %ol V1 Y9
0 0] 0 0
0 1]0 0
1 ol o o
1 1|1 1
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thenS =4, p=4, q = 2, d; =3, and d, = 1.

q d

4
Po_4 _ 4205 < mal=@led -
g4 ZZ i=1 ! ‘
p 4 ~
2 = - - 2.88539 ~ 3
10ges 10ge4
r =a-q~3-2=1
¢ . S = 2.16404 ~ 2
1 = log.s logel -
d
2 1
c. = - - 0.72135 = 1
2 loges loge4
Sg = {(3, 1, 23 1)}
LA, oy
C. + S -
oL =L _@w'@’es -
g S (2+1)% + 42D
C% p i=1 L
Ci + S
i=1
o1 o1
- 81+64 ~ 145
= 0.0758

Hence, about 7.6% of all faults are masked in the optimum system.

Figure 2. 6 shows a cross section of P(z) parallel to the C; axis.

Note that the maximum point and the maximum value of P(z) is

shifted slightly from that predicted by our theory. This is apparent




10

Cross Section of P(z) Parallel to Claxis for Example 2.2

Theoretical

2 & 6 8 10 12 16
o |
Figure 2.6 -

802
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({ ‘ ' because the network is small erfoughv.that the two -1 terms neglected
in (2.19) have a small effect. The number of faults masked in the .
optimum system is 10 out of 124. In large systems, thi;s shifting "

effect will be negligible.

Theorem 2.15

If function g is class II, i.e. g has the properties

pp - q dl .

= > 1 di and s > 1

S i=1 S

then the optimum two node general system reatlizing'g occors

in the limit as some € oo . This limit may be"approached

" as closely as desired with the limiting value of P(z) being

(’ o '.; -_ f'_,ng =;31_

Proof '

If g = 1, then dl '.—_Ap and since s >1;
P D | d R o
s < ‘ppk: H d,”  acontradiction of hypothesis.
| There‘fore,‘ q > 1 By _Lemmes 2. 14. 3‘and 2». '14.- k5,. P1 < PL > PC,
and since P(z) must have its maximum vé.lue either at a oritice 1 f
_pomt (P ) or on a boundary (P or Pl) the theorem is. proved

Example 2. 1 111ustrates Theorem 2. 15
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p a4 4
it B - -111 d; (2.57)
S 1=

a separate analysis is required because P(z) has many critical points.

5 g When S >1, the analysis remains the same as the general case through
r{ (2.21). Recall that the following conditions on the optimum solution
3 have already been found:
j i‘ = a - q
F’
~ | l? q\
g a = /], C.
- g 1
d, dj
% . 'é;=(T Vikwithl1<j<q
z d
i 1<k<q
: This last condition implies that
%_; | c; = §<% vi 1<i<q (2.58)
| vk 1<k<q
L "
By (2.21), each point that satisfies (2.58) is a critical point. Using
i
(2.58), we find that
3
-
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c c q c
k k k
; ;= ), (g9 = Y d = (=) (p) (2.59)
g i=1 1 i=1 dk 1 d]{ i=1 1 _(E
T and that
¢ d a c d q ¢ d d |
k kK, i 1
- Mec, '=1 (=-d) '=0 &) @Y
i,_ i=1 . i=1 dk 1= dk 1
c, P q d. ‘
k i
= (=) I 4, (2. 60)
L A © g !
i{; Using (2.57) we have
q d ¢ P p pec, P
II cil=(k) D =(1)(dk) (2. 61)
=1 S R
Substituting (2.59) and (2.61) into (2.20), we have i
p P % '
T X
) gD ) (%)
P(Z) = S S
Pck
pec, P
i SR
- 9
_ 1 _ a
.__.;d_. = P (2.62)

Thus, in this case, there are an infinite number of systems that

produce the maximum possible fault masking ratic. Stated as a

theorem | t

o A L R T

£y
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Theorem 2.16

If a function g is class IIl, i.e. g has the properties

pp q de
=— = II di‘ and s>1
s i=1

then the optimum set of systems that realize g is

S, = {(pk, pk-q, djk, dpk, ..., d k)|pk>q}

g

with

M = L
g Ja

Example 2.3

As an example, consider the function g as described by the

following table

>

*1 *2| Y1 Y2
0 0 |0 1
0 1 1 1
1 0 1 O
1 1 0 0
Here, p=4, s=4, q=4, d1 = d2 = d.‘3 = d4 = 1 so that
EB = fé =1 = % d?li
4 4* i=1 *

Theoretically, P(z) should have the same value, namely

iy 1 -3
— = = 3.91x 10
s 4
€i
at every point where i is a constant for alli, 1 <i<gq.

1 .
However, due to the approximation of (2. 20), small networks such
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as this one will experience lower values of P(z) for small values

of ci,/di’ as shown by the curves in Figure 2.7. The actual

value is 1/2 the theoretical value when c;/d; = 1 but nearly equal to

the theoretical value when ci/di = 2. For larger values of ci/di,

the expected behavior is observed.

Example 2. 4

For larger systems, the actual deviation from theoretical

values is completely negligible even for low values of ci/di‘ For

example, consider the function g described by the table

X1 %9 X3 %4

Y1 V2535475

bbbk ol ek ek ek = = OO O0OO0OO0OO0OOOC
e - e - -2
mHOoOOMMHMOOFEFHOORHEFOO
HOROFFROROMOMOMOREOD

oo OO OoOOHHMFEFOOHMFOOCO
HHAHHOHOHHQOHOHHO
ok ek O Ft e ik ek ik L OO O O
bt O O O O OO MO
OCOO0CO0O OO OOHOHOOODO

For this function, s =32, p=16, =10, d; = 4, dy=ds = d, = 2,

d5=d6=d7=d8.[f-‘=d

g = d10 = 1, so that
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P 161 B
g4 3210 250
and
10 .
o gt = @hededed - o1
i=1

Theoretically, P(z) should have the same value for any system

with ci/di a constant namely

1 1

1 1 -16
P(z) = — = = = ~ 8.88x 10
s 3210 7 950 4 496 1010
In this case, when ci/di = 1, the value of P(z) is the same as 1
’ S

up to 8 significant digits. The exact values (to 20 significant digits)

is given in the following table.

ci/di P(z)
1 8.8817841887295724137 E-16
2 8.8817841970012523234 E-16
3 8.8817841970012523234 E-16
1/Sq 8.8817841970012523234 E-16

With ci/di = 2, P(z) is the same as —ICI up to 20 significant digits,
S

which is the most accurate computation at the author's disposal.




914 RO 70-456
. Recall that all the analysis following (2.15) requires s > 1.
¥ When s = 1, the output space is degenerate and none of the previous
analysis is valid. Withs =1, (2.9) becomes
; q q
- Z c i
x io1 i
- P(z) = — (2. 63)
% aP
- As in the general case, we can show that
1} a = Z Ci / (2. 64) }
§ i=1 | .
With only one element in the output space, g must be a constant
function and q = |(€ (g) | = 1. Hence (2.64) becomes
8 L 1
- = Z c. = ¢ (2. 65)
. i 1 .
] ]_:1
: and (2. 63) becomes
| d
- 1
“1
P(Z) = (2. 66)
| aP
{ | Recalling that
[ q 1 |
2 p= ) d =) d=d (2. 67)
i=1 i=1 i
g« we have k
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o

P -2 _ (2.68)
@ = %

i.e. any system that realizes g will mask 100% of all possible single
faults. This result is in agreement with Theorem 2. 10 which states
that all faults in a general two node system are masked if and only if

s =1. Stated as a theorem

Theorem 2. 17

i:«".:l“:.;:?}'

If function g has the property s = 1, then
Sg = Zg

and

e

i R e N
S




b4

216‘ RO 70-456

Fault Masking and Detection. Analysis in Any System

To describe the properties of a particular node in an arbitrary
combinational network, we first seek a general form into which any
network may be put for analysis. Such a form is shown in Figure 2.8.
The particular node whose properties are sought is labeled 2. That
an arbitrary network can always be represented in this general form

with any node appearing in position 2 is apparent if we incorporate the

concepts of predecessor and successor nodes.

Definition 2. 21

In a directed graph with no directed cycles, node i is a

predecessor of node j if there is a directed path from node

itonode j. If node i is a predecessor of node j, then

r

node j is a successor of node i. If node i is neither a

successor nor a predecessor of node j, then node i is a

cognate of node j.

~ In the combinational network of Figure 2.9, nodes 1, 2, and 4 are
predecessors, node 6 is a succe'ssor, and node 3 is a cognate of node 5.
If we wish to obtain a general form, as shown in Figure 2.8, to
represent an arbitrary combinational network C with node i of C at
position 2, we must place all predecessors of node i in C in node 1 in
the general form and all successors of node i in C in node 3 in the general

form. Cognates of node i ih C may be placed in either node 1 or node 3

PR e e e AR TRt T L e e e
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Figure 2. 8

A General Form Graph for Determining the Properties
of a Single Node in an Arbitrary System

2

G
-8
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| X, L, =B={0,1}, 1<i<9
[ | F={flteE K< 1}
, 1 X .
| 3 ¢ = (OR, AND, XOR, AND, OR, AND)

()

Figure 2.10
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in the general 'forn'l. However if a cognate of node i in C is placed
in node- 3 (node 1) then all successors (predecessors) of the cognate
must. also be placed in node 3 (node 1) ;

Figure 2.10 contains‘two general .forxn' representations of the

,‘combinational network of Figure 2 9 eaclrwith node 5 in positiOn?fZ

In Flgure 2. 10a, the cognate of node § is 1nc1uded 1n node 1 of the

-

'general form whereas, 1n Flgure 2. 10b the cognate is 1ncluded in

: node 3.

It is apparent that space U may be ernpty in the general form

representation of some types of networks. In order' to make our general

form unive-rsally ap'plicable- we Will " in such 'instances introduce a .

single line from node 1 to node 3 and make the node 1 mapping from

X into U a constant mappmg. Then b3(u, w) w111 be re.deflned as b3(w)

for every ue U and for every W€ W

£ we have no or1g1na1 cir cu1t nodes to place at node’ 3 of the generalh

form then b3 W111 be the 1dent1ty mappmg S1m11ar1y 1f there are no

'
or1g1na1 Cerdlt nodes to place at node 1 of the general form, then both

‘ U and V will be pr03ected subspaces of X Witn these conventlons any

combmatmnal network C may be put in general form W1th an arbrtrary -

| node of C appearmg as node 2

We now make a formal def1n1tlon of the general form concept m

'order to use our model to determme__lt_s propert1es._' =

.‘» v.

ot e ey

ERRPTR La e | P T
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e Definition 2. 22
.The general sﬂrstem form with single faults is anl'(n, m, 3, L)~
- ‘combinational network

, | | C=(D,S,F,b)
« - where - |

' D is an (n, m, 3, ¢) -graph (Figure.-2.8)
| S is an arbitrary £-tuple of sets N
? b= (b ) € E (See Definition 2. 4)

F- {f]feE |K|<1}

We now describe some conventlons that are t'.o'be' applied to the o

"~ general system form.

Definition 2. 23

PR (AR AR Rkt AT L S S

» - Inthe general system'fOrm

CI=L,=X  biX>VXU

:.12‘=»-V' by V—>W .
Op=W = bgt WXU—>Y

9= VXU

‘ 13-= W-X U'

It is often helpful to v1ew the mappmg b3 W >< U ——>Y as a collectlon o

' (h o of mappmbs from W 1nto Y. Th1s will be done in the followmg way.
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Definition 2. 24

" For each element' u of the space U i_n a general system form,
| define | |
| hu: W-—>Y
’where
h (w)"= b (w,u) | Vw e .W

In the dlscussmn that follows, we will let = denote the equ1valence
u

relatlon 1; 1nduced on W by hu, t‘hat is
, "

= w i Zh(
Wy : wz 1ff_e hu_(wl) = Itu\wz)

In order to simplify notation; we will define two functions assoc-

iated with the general form.

Definition 2. 25

| -blv‘ X—>V blu’ X—> U
' (% ,,____'. - ‘ ‘, ': R ;___ "
If 'bl(x) (y ,u'), then blv\x) v' and blu(xf) u’'.

From the graph of C, we can infer that the net function, t,is |

o) - Pylby L, b1u<x)>

We ‘will now use Flgure 2 1Ga to 111ustrate these concepts Recall- |
: t‘lat thls flgure contams a general system form for the combmatmnal ., SO l 3

netwoxk of Flgure 2 9 Table 2.1 111ustrates the mdppmg b X->V>< U

7

" Referrmb to F1crure 2 9 V 1s the space L5 X L6 and U is the space L
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Of cour_sé X is the space Ll X L2 X Lg. As in most applications,

. oL
e g T g W L

L;=Ly=Lg= L4'—_'- Ly = Lg = Ly = Lg =Ly =B = {0, 1}.{ The
special functions by, and b, are also contaihed in Table 2.1.
Table 2.1
| | b1 '(x) |
ox o by, () by (%)
Liloly ) L5 L | Ly

e e O O O O

| = O O = = o o

O M O RO = o

O OO0 OO

O O RO O M

trable 2.3

v || by(v) (w,u) ,.i§b3(w,y1)'_

| D5 Lg || Ls Ty Dgll Ly
lo o | o 0 01 0
loo1 || 1 |- 0o 1] o
10 | 1 Slr o] o
1 1] 1 o111

Tables 2 2 and 2. 3 contam the mappm@s bz VAW and b3 Wx U~>Y
: respectwely Adam referrmg to Figure 2. 9, w 1s the space L8 and

Y.1is the space L9 Note also that b‘a = g5 and b3 g6
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Table 2. 4 contains the functions h0 and hl‘

U=L,=B={0,1}.) Note that = is the relation EQUALITY on the
7 J 1 ‘

(Recall that

set W while = is the relation of '"belonging' on the set W i.e.
0

Wy =W, if and only if L and Wo belong to the set W.
0 .
Table 2. 4
W | hy(w) hy(w)
L8 L9 I..9
0 0 0
1 0

We are now ready to investigate the properties of the general

system form with single faults.

Theorem 2. 18

In a general system form with single faults, a single fault

at node 2, = (b b3) , is masked iff _

1fo

¥x ¢ X, b2 blv(x) = f2 blv(x)
blu(x)

Proaof

To show sufficiency, let the above equivalence be true for every
element in the space X.. Now let x be any element in X, then we

obtain
t(x) = by(by by (x), by (x)) = by(fy by (x), by (x))

= off) (x)

<
a)
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Hence t(x) = off) (x) for all x € X, i.e. off) = t and the fault f is masked
(Definition 2. 15a).

To show necessity, let f = (bl’ £, b3) be masked and assume that

for some x € X,

b, b, (x) # f. b, (x)
2 "1y by ) 2 Ply

then we have
t(x) = bg(by, by (x), by (x)) £ bg(fy by (x), by (x)) = off) (x).

Thus, f is detectable (Definition»z. 15b) and hence not masked (Lemma
2.1.2), contradicting the hypothesis. This proves necessity and com-

pletes the proof of the theorem.

As usual, there is an immediate corollary characterizing detec-

table single faults at node 2.

Corollary 2.18.1

In é general system form with single faults, a single fault

at node 2, = (by,£9,bg), is detectable iff Ix € X such that

by 0y4X) bh”f(x)fz by

| Proof

Immediate from Theorem 2. 18 and Lemma 2. 1. 2.

Our next goal is to count the number of single faults at node 2

that are masked. Some preliminary definitions are required.

;
i
H
&
b
Y
;%
%
4
&
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Deﬁnition 2.26

For every v ¢ ﬁ(blv(x)) in a general system form, define

the equivalence relation, R,, on W as follows:

. -1
wlew iff vx € (b

2 i) V), Wy = W

blu(x |

or equivalently

. -1 . ‘
wy R w, iff Vxe <b1V) | v), b3(W1, blu.(x)) = b3(W2: blu(x))
or equivalently
RV = m bl (X) = m u

) u

X € (blv) -‘l(v u e blu[(blv) _l(v')] i

All three forms of this definition will be useful. The last form [
clearly indicates that |
= f ' b, )71 2
R, C = or every x € ( lv)' (v) ;

blu(x)

For the example of Figure 2.10a, we observe (using Table 2.1) w
that R
by *(00) = {000, 001, 010, 100} | ;

and

b, [b, " (00) ] = {0, 1}

and therefore

@

= EQUALITY

ol
=l

00
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4 Similarly,
-1
b, “(01) = {110}
b,,”1(10) = {o11, 101}
b, ~Y(11) = {111}
1v
ga blu[blv 01) =11}
%ﬁ by by La0)1= {1}
R 7 -1, - )
gﬁ? blu[blv (1) ] = {10}
i
- and
) Roy = Ryp = T = EQUALITY
} R11-§=0,1=W‘><W
"’% Definition 2. 27
i For every v e V in a general system form, define the
]
2 counting constant, ¢_, as follows:
— =1 v
. ) e .
@ | by g | ifve Kb )
C. = < ~
3 v )
W it ¢
Y ,
In the example of Figure 2.10a, we have
cop = 1000 |y | = 1[0}, |=1
! 00 R0 R oo
cgq = |0oOD Ry | = (1} | =1
% | 01 2 01! ~ il R o1 |

7“0~456

Ty e
e U




2. 18 requires that £(v) be =
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= {{ba(10 = ||1 =1
1= Iby(10T_ | = Il |

= |[bg(11) = |1
eyy = gDl |- |itlg,

-2
1

We are now ready to count the number of single faults at node 2

that are masked.

Theorem 2. _19

In a general system form with single faults, the number of

single faults at node 2 that are masked is computed as follows:

|F -1+ 1 ¢

¢|=
2 veV

Proof

The proof consists of verifying that the counting constant cy is
the number of distinct images that the element v can assume under a
mapping, f2, at node 2 and still satisfy the requirements of Theorem
2.18. First consider an element, v of V that is not in the range of
blv' Theorem 2. 18 places no restriction on the image of v under
fz, thereforé there are |W| possible choices for fz(v) that meet the
conditions of Theorem 2. 18. By Definition 2. 27, this number is Cyr

Now consider an element v € V that is in the range of b Theorem

v’
equivalent to bz(v) for every x € X

for which blv(x) = V. By Definition 2. 26, this means that fz(v) and

by(v) must be R equivalent. We thus have |[b2(v) ]Rv | choices for

f2(v) that meet the requirements of Theorem 2. 18 and this numher

s i At g Sttt 0
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is c, (Definition 2. 27). Thus, we see that in any case, c_ is the
number of distinct images for v under the mapping .fz. From

Definition 2. 22 we know that for any mapping, ,f2, from V into W, !

P SR el

(by, g, bg) is a fault in the general system form. This means that

toed3

the choice of fz(vl) is completely independent of the choice of fz(vz)

# when vy # Vo Since all the choices for fz(v) are independent, we
) deduce that the number of node 2 mappings that satisfy Theorem
. 2. 18 is given by
i I c
” vev ¥
; We also know that b2 is one of the mappings counted but that (bl, b2, b3) 5
z is not a single fault at node 2 (Definition 2. 16). We then conclude that
the number of single faults at node 2 that are masked is
i ’L !
.
- ~1+ II ¢ ’
L proving the theorem.
| Due to Lemma 2. 1.2, we have as an immediate corollary to %
Theorem 2. 19 a means for computing the number of single faults at
- node 2 that are detectable.
Corollary 2.19, 1
In a general system form with single faults the number of
- - .
single faults at node 2 that are detectable is given by
Wi V‘ - 1I cv
veV
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For the example of Figure 2. 10a, we have

[Fol =T c =c

. C
VeV \'4 00

C

01 %10 €117

and the number of detectable single faults at node 2 is

A4 c,=2"-2-14

veV

Of course b is one of the single faults at node 2 that is masked
(Lemma 2.1.1). The other is
f = (OR, AND, XOR, AND, XOR, AND)

See page237 for a systematic procedure to determine the faults that
are masked.
We now investigate the limiting conditions for fault masking and

fault detection at node 2, but first a supporting lemma.

Lemma 2. 20. 1

In a general system form, the set of single faults at node 2

is empty if and only if |W| = 1.

Proof

The proof is identical to the proof of Lemma 2. 9.1,

In a general system form with |W| = 1, all single faults at node
2 are masked, ;det_e,ctable’, locatable, and completely diagnosable by
the fact that none exist. For this reason, some of the results that

follow will as;suine that the general system form is nontrivial.
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Theorem 2. 20

i In & general system form with single faults, all single faults

at node 2 are masked iff

Vu e ﬁ (blu) , h is a constant function.

Proof

To show sufficiency, let hu be a constant function for every

gm ue X (by,)» then we have

“WXW Vue _/ﬁ(bm)

=il

and since

SN
&
i
(=}

we have

RV=W><W YveV

{4, This implies that

! | I[b2<v>]Rv|=-lWI, Vve V.

Then, the number of single faults at node 2 that are masked is given

by Theorem 2.19

\Fé‘=-1+ II cv=-1+ I [W|-_--1+ |W||VI
vev veV

Since this is the total number of 'single faults at node 2 (Definition 2. 22)

‘ | all must be masked.
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To show necessity, assume that h  is not constant for some

7 . " ) s /
ue A (biu) . Then 3 distinct Wy, Wo € W for which bg(w,,u) # ba(w,, u).

‘This implies that w, éwz. Since u € g}{(blu ), 3x € X for which

blu(x) =u, and if we let v = blv(x) , then Wy is not R, equivalent to
W, (Definition 2.26) . Therefore, [by(v) ] cannot contain both
w, and Wy which implies that ¢ < |W/| and therefore

_ \'
n e, < |w|lVl

vev
i.e. not all single faults at node 2 are masked.
If we detect all single faults at node 2, we must satisfy two

conditions.

Theorem 2.21

In a general system form (with single faults and |W| >2),

all single faults at node 2 are detectable iff

c. =1 for everyve V

Proof

To show sufficiency, let Cy = 1 for every v ¢ V, then the

number of detectable faults at node 2 is given by Corollary 2.19.1

[Wl‘vl -1 c = |wi'vl -1
veV

i.e. all faults at node 2 are masked.

To show necessity, let all single faults at node 2 be detectable,

then we have again by Corollary 2. 19. 1 that

R T T e i e e e i e s

NS

i et i e s
T
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) w1Vl e
veV
: or
II ¢ =1
. veV ¥
; which can occur only if -
g c, = 1 foreveryveV

thus proving the theorem.

Unlike many limiting conditions in the two node general system,
the limiting conditions in a general system form are obtainable in
instances of practical value. For example, the triple modular redun-

(& dancy scheme satisfies the (onditions of Theorem 2. 20,

Example 2.5 Triple Modular Redundancy

~ The fault.-masking properties of networks incorporating triple
| modular redundancy are widely known. The analysis presented here
strengthens the observed properties of triply modular redundant

(TMR) systems and provides some new insight into the effects of the

voting element. Figure 2.11 contains a standard arrangement of a

TMR system. |

The analysis begins with one of the thres identical nodes that

g. i
i
E}

arise as a result of the triplication process. Due to the symmetry

of‘the Iiétwork, the effect of each will be the same. Without loss of




4

,,,,,

MAJORITY

L= 0,1, 1<i<e

%
F' = Jf|f< ., K. < 1}

" Figure 2.11
4

A TMR Syste:rx , |

'

ey
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LT

i R
ey

V=U=X

b1: X-XxX

b, =b, =IDENTITY ;
1v Tu ..

B | . b2=ga

b3: WxX =Y

8 . ba(W,X) = g,(W, g, (x), g (x))

} : | L, =1{0,1}, 1<i< ¢

F = {(by, I, bg) |fy : V>WHU A

where A, C E
1—- "¢

tomrns

Figure -2. 12

A General System Form for the Analysis of Node a
in the Combinational Network of Figure 2. 11.

£
[
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generality, node a is selected for co'nputation Figure 2.12 dlsplays the’

'app1 oprlate general system form for the analys1s of node a.
Since we are not currently 1nterested in the behavmr of nodes lland'3 '

in the general form it is not necessary to explicitly compute AI,. the single

fault set for these nodes. Let x be a flxed but arb1t1 a1y element of X.

Let Wy -and w2 be any two elements of W, then

“and

h (WZ) = b ( 2; ) = gd(\vzy gb(x)’ g (X))

| .By construction, gb(X) = gé(x) .' The definition of MAJ ORITY

“function then implies

Ba¥1 B8, €o)) = Bg(Wy, (), Eo(X))
or . | |
hy(w)) = h (W)

Since W-i and w2 were any two elements of W, hX is a‘eonstant function.

" Since x was an arbitrary element of X, we have

 Vxe X, h is a constant function.

All single faults at‘ node '-2 (node a) are masked by Theorem 2 20

By symmetry, all S1ng1e faults at nodes b and c are also masked.;" o

Our theory de monstrates concluswely that any smgle fault in the tr1ph- e B

cated sectlon of a TMR network is masked

e [M‘m At AR R
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U' = {0} is a dummy space
by X ~V'x U’ j

b = (g3, 8,(X), £,(X),0)
b1y ®) = (€,(%), g, (), g, (X))
b iu(x) =0

b;_: YXU' =Y

ba(y,0) =y VyeY
L, ={0,1}, 1<i<¢
V'l =8
[GICASIES:
F={(0

11850 03" |f5: V'=>Y}U A, where A, C E

Figure 2. 13

A General System Form for the Analysis of Node d
in the Combinational Network of Figure 2, 11,
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Many treatments of TMR networks assume that the MAJORITY
gate is perfect in order to eliminate complications resulting from
error-prone voters. Our techniques can handle faults in the voter
with no more difficulty than that encountered in the analysis of the
triplicated section. The modified general form appropriate for voter
fault analysis appears in Figure 2.13, The number of single fauits

at node 2 that are masked is given by Theorem 2. 19

Iﬂ(blv') l - 6

|F -1+ |Y| -1+2" =63

ol =
Unlike the results of the analysis of a triplicated node, this information
about the voter is seldom, if at all, mentioned in the literature. Two
implications are immediate.

First, although the network cannot mask all single faults in the
voter, fully 24.7% of the possible single faults are masked. If the
most probable voter faults are among those masked, the voter may
indeed perform in a highly reliable manner.

The second important result is that 63 other functions could have
been placed at node 2 without changing the net function. We then have
more alternative designs for economical circuits when reliability is
not an important factor.

Single Fault Analysis Algorithm

An algorithm for computing the number of single-faults that are
masked at each node in a combinational network will now be described.

The capability for generating a list of all such masked faults is inhereat

[
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Many treatments of TMR networks assume that the MAJORITY
gate is perfect in order to eliminate complications resulting from
error-prone voters. Our techniques can handle faults in the voter
with no more difficulty than that encountered in the analysis of the
triplicated section. The modified general form appropriate for voter
fault analysis‘appears in Figure 2.13., The number of single faults

at node 2 that are masked is given by Theorem 2. 19

| K (by,) | i} 6

|F2|=—1+|Y| -1+2° =63

Unlike the results of the analysis of a triplicated node, this information
about the voter is seldom, if at all, mentioned in the literature. Two
implications are immediate.

First, although the network cannot mask all single faults in the
voter, fully 24.7% of the possible single faults are masked. If the
most probable votér faults are among those masked, the voter may
indeed perform in a highly reliable manner.

The second important result is that 63 other functions could have
been placed at node 2 without changing the net function. We then have

more alternative designs for economical circuits when reliability is

not an important factor.

Single Fault Analysis Algorithm

An algorithm for computing the number of single-faults that are
masked at each node in a combinational network will now be described.

The capability for generating a list of all such masked faults is inherent
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in the algorithm. Reference should be made to Theorem 2.19 and
associated definitions, for the underlying theory.

The algorithm proceeds node by node through the network. At
the q-th step, the network is put in a general system form such that

node q ia the network being analyzed appears as node 2 in the form.

Figure 2. 14"

| A General System Form for Node q.
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Figure 2,15

Graph for Examplé .' | ,



Figure 2. 14 is essentially Figure 2.2 with ‘subscripts to indicate

" that the algorithm is being applied to node q.

1 Complle a table called Table 1, that dlsplays a]l mappmgs of

III For each cutset obtamed in step II except the 1nput space

240

" In order to reduce the number of coruputatioils required to
analyze node q, a set of truth tabl'es is generated iu a preliminar_y
step that contains all information needed to produce.t‘he qth genet*ati,
sy stem forrn. For each.ncde q the algorithmv calls on the FAULT sub— -
routine that calculates the cvq c‘onst‘ant.vs reqdiredby Theorem 2. 19; |

The FAULT s brout'ne‘also calculates (b, (v_ )1, - for ever €V k.
: ubroutine ulates'[byy(Vg) I, - for every vy € ¥y

'~ These ‘equivalence cla'sses characterize the single faults at node q

which are masked

To 111ustrate the algorithm, the combmatlonal neiwork whose

, graph is shown in F1gu1e 2. 15 w111 be con51dered R " T ,

the form X-> Oq, 1 <q <k. Oq is the output t,pa ce ot node q.

| Fiaure 2 516 contains the table for the.example | , - ,

- IL | Identlfy a family of m1n1ma1 cutsets of the combinational network

, dlcrraph that covers the hne set of the dlgraph This fannly W111

contain a number of sets equal to the length of the longest duiected

st o Y S T
3

~ path in the digraph. A collection of cutsets for the example, |
| ~excluding X a_ppe‘ars a»s the input 'coordinate. sets in.t'he tablesv g

of Figure 2 17. Each set Oq should appear in some cutset

L

T Y

| comp11e a truth tahle that displays the mapping from the

f?fm?mw::~ AR N
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cartesian product of the signal sets on the lines of the cutset
into the output space. The set of tables for the example appears
in Figure 2.117.

Let q = 1.

Select one of the tables that were compiled in Step III whose
input coordinate set includes the set of output lines of node q.
Let W q- the oufput space of node q; W q X U q- the input space
of the table selected; V q° the inpqt space of node q; blqv is
the network mapping from X into Vq (contained in Table 1) ;

by o 1 the qth coordinate of the 0-fault of the network; if

Uq #¢, then M, =b y 18 the net mapping from X to Uq;

1
a 1y

if U =.¢, My, = NULL; My,

Y contained in the table selected by this step.

is the mapping from qu U a into

Call the FAULT subroutine with parameters (b41 @ b, @ M1 @ M, q) .
Compute the number of single faults masked at node q using
Theo_rerh 2 19 and the constant table returned by the FAULT
subroutine. Figure 2, 18 contains a summary for the examplé.
Compile é list of faults using the class table returned by the
FAULT subroutine.

IHfaq < k, set q = q+1 and go to step V. Otherwise, STOP.
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Figure 2.16
‘Table 1 for Example -
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X, Iy Ly Ly Iy Ly Ly Ly Lgl Lg L Ly Lgily ?

o 0 0 0 |o o o o o0 !o 0 6 o0 |0
0o 0 0 1 |1 o o0 o0 1 '1 o o 1 |1
I o 0 1 o0 |1 o o 1 o0 |o o 1 o0 |1
g: 0o o 1 1 |1 o 0 1 1 |1 o 1 1 |1
0 1 0 o0 |1 0 1 0 o0 |0 1 o o |1
ﬂ o 1 0 1 |1 o 1 o0 1 |1 1 0o 1 |1
o 1 1 o |1 0o 1 1 o |1 1 1 o |1 ~
g o 1 1 1 |1 o 1 1 1 |1 1 1 1 |1 %

1 0 0 0 1 1 0 0 o0 |1 Table 4 i
ﬂ 1 0 o0 1 |1 1 o6 o 1 |1
1 1 0 1 o0 |1 1 0 1 o0 |1
Y00 1 1 |1 1 0 1 1 |1
H: 1 0o o |1 1 1 0 0 it Ly | Ly
§ i 1 0 1 |1 1 1 0 1 |1 0 0

1 1 1 o |1 1 1 1 0 |1 1 1

1 1 1 1 |1 1 1 1 1 |1

Table 5
Table 2 Table 3
Figure 2.17

- Cut-set Tables for Example
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|

[ ]

? *
o Node | # Single Faults Masked | % Single Faults Masked

1 7 46.6

e 2 3 20

) 3 0 ‘ 0

4 1 331

3

| 5 3 20
* 6 0 0

7 15 5. 88

J% Figure 2.18

:i Analysis of Fault Masking for Network of Figure 2. '15
‘sff» . k d
o * % single faults masked = # mas 2
s

g : ‘Wl |V-;“ 1
N

%
U
!

P
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g\ o . FaAuLT Sibroutine
This routine ccmputes a table of counting constarits sufficient .
to compute the numbet of sing'le-‘-f.aults mas}.iedA in node 2 of a genei‘al ‘»
'syste,m form..' It also provides a list of equ,i-valence Cissses sufficient '_ |
to compile a list of all ‘such masked faults. The subrcutine requires
four parameter_s: (b b2, M Mz) where b1 is the X——>V mappmg
of the general system form b2 is the node 2 mappmg V—=>W, M1
| | the XtoU mappmg, and M2 is the W XU to Y mappmg
I Compute the equivalence relation induced on X by b .If -
.M1 = NULL compute the equiv_alence relation, : S{ " , md_uced:'. §
| - on W, by the mappmg M2 Let V'= (Vg5 x 'VIV.IV) .
ﬁ | If Vi ﬁ’ﬁ (bl) enter W in the CLASS table W1th tag v;, enter |

. [wl in the CONSTANT table with tag v; and go to STEP XI.

1"
‘table with tag vj, enter [[b ] in the CONSTANT table' |

If v € {}?(bl) ancha UNULL, enter [b2(v ) My in the CLAss, .
W1th tag Vi and go to step XI.
If v, eﬁ(bl)and M, # NULL g0 ‘to STEP 1L
L Letj=1. R
: »' Set RE,LATION = the relation on W in which every eiement

' 1s in a smgle equivalenr*e class

\ o - 1v. Let Xij = the jth element in the'ith equivalence .class"'of the

(; - .~ relation induced on X by 51.
- R Obtam Ml(xij) = a2l




-
b

246 RO 70-456

V. If a'.j is in thela-table, go to step VIII.

VI. Call the h-subroutine with parameters (a' 2) to compute
the equivalence classes of ‘R= ‘

VII. Append the returned relation Efn partition form) to the h-table
with tag a'ij‘

VIII. RELATION = RELATION M\ (h-table entry having tag a'ij) .
If RELATION = EQUALITY, go to step X, otherwise proceed

i with step IX.

IX. If all elements in the ith equivalence class have been processed,

go to step X, otherwise set j = j+1 and go to step IV.

E X. RELATION contains the equivalence classes of the relation RV
i
] Enter [b (m),]R ' in the class table and |[b (v'i)%']'R' | in the
ha) V. .

g 1
» -
.

constant table, (each with tag \'A )

§ XI. If all equivalence classes of the relation of Step I have been i |
[ examined, go to Step XII; otherwise, set i = i+1 and go to |
Step II.

, j XII. Return to main routine with the class and constant tables.

Example Computations for the FAULT Subroutine
For the example, we will consider the case where q = 5. Then,

- the output lines of node 5 (L5) appears as one of the domain coordinates

%: of Table 4.

Yo
({;A_-
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3“ W5 = Ly

. V5=L2>< L4

g‘; W.XU.=L,X L.X L,

'O 5 1 5 6

m
.00

U-=L, X L

5 1 6

b15v' .z§X——>II:2 XL%‘lecnntaxmdda in;Table: 1.

H . \J

bgg : Lig X L4—> L,

M, : X—> Lj X L, contained in Table 1.

6

M, : L, X L. X LG% L, contained in Table 4.

1 5

2

The parameters passed to the FAULT subroutine (hfﬁir*z‘gZS&iMI’iM2‘)§f: V

-
it
M

The results of step I are:

(blsv)‘l(om = {0101, 0110, 1001, 1010, 1101, 1110}

i (bys )" }(01) = {0100, 0111, 1000, 1011, 1100, 1111}
(blsv)'l(m) - {0001, 0010}

8

| (bys,) (1) = {0000, 0011}

R Vg = {vy, Vg, V3, V) = {00, 01, 10, 11}

| W= fwywy) = {0,1)

The remaining steps in the FAULT subroutine are summarized in
Figure 2.19, Scan the table in normal reading fashion. Entries indi-

~ cate processing steps, Blanks indicate no processing.

¥ . .
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Stepl,| Step Il | StepIV | StepIV .. | Step VII | Step VIII | - StepX ~
I, XI | StepIX | | | N - |

i | g %. |M{x.)eL XL, h-Table |RELATION| CLASS |CONSTANT
5 ij 1 1 _ L - ,
. ‘ {.l- . TAG . -~A i . ; » . N ‘.

|
]'.

ot01 .| o1 01 |0,1

L L
L

2 . 0110 | 01

|

3 1001 ’ 01.

‘“O
Pt
S

|

4 - 1019 )

o
oy

el |
.

| 5 f-| 1101 11 |1 0,1
C> 6 | 1110 | 11 | e |

o000 | o0 - |00 |0:1

|
|

)
-y
ol o
L Y
»
o
g
[oy
[

Ol
]
X
e
=t

w
[y
L
-y

O
-
bt

),0001 o 01

|

°Q
[y
o

-
Pt
[\

0010 ] | 01

et
ped
o o
e
o
y-sl
H

0000 |- " 00

- *Terminate computation of RELATION because RELATION is EQUALITY.

- ?i_ggrg 2,19 B
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( . | | R h-Subroutine ’

The h- subroutme for parameters (a i, 2) , Will compute tﬁ,e . |
equ1va1ence relat_lon (m pavrtltlon form) induced on s'pace W by the

mappmg h . The h-table contains equivalence relations 5 for -

1] |
values of u that are of interest. This subrou.tine’will be called exactly

I. »Setr-l

] t1mes~during execution of the I‘AULT subroutme

Set W = (w Woyeor)
II. Compute Mz(w a' ) = y | | | |
. III. If there is a list w1th 1dent1f1er yr, go to Step IV, otherwise L ' | .
| create a list with 1dent1f1er y This list will eventually

(\3 - ,contam all the elements of hdl 1(y;,) . D N - B
IV. .Enter wr on the list W1th ta{r ;] h " - | SO A . !

' V If r = ]Wl go to Step VI; otherw1se setr = 1+1 and go to

o ;Step I |

VI Assemble the equiveieﬁce classes‘-of f:he relation. indﬁced on
Wby h,, . | Each eqﬁi{ralence class cansists of the elerhents
, oh one o;]the lists generated by Step III Thi.'s_ relafion is |

- U'returned to the callmg subroutme

Sample Executlon of h- Subroutme =

TETOMTEN feubt T by T L e — R L

For example the h— subroutme executxon that produced the

h-table entry for line 2 in Flcrure 2 19 is presented in Flgure 2. 20

2
(/ .
Nt *

Theentry parametershare. e I e T e SETER T
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M., = Table 4

X -

Wq = {Wl’ Wz} = {0, 1} L

-
g
"

J -
M2(Wr, al]) - yr

1*

| S |
[y
o

2 1 1%*

*
Create List 1 with tag 1 and enter w
first element in the list.

1= 0 as the

* %
Append ivz = 1 to list 1. ; )
Figure 2.20

Sample h-Subboutine Calculation

Complexitzygl of Calculations

This algorithm requires on the order of |X| + |V| + [W| 2 compu-
tations for each node analyzed. An exhaustive search would require
on the order of |X| |Y| |W| M computations for each node. The
saving is large for nodes with high dimensions.

The mumber of preliminary steps is on the order of ¢ [X] +
{(length) + &(idegth) where § is the largest namber of elements in
a cutset space, and length refers to the length of a longest directed
path in the network. An exhaustive search algorithm would also

require such preliminary steps.
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Fault Location

Koot :

Emphasis in preceding sections has been placéd on fault masking

and fault detection. To facilitate repair and maintenance, it is fre-

[SESTE

quently desirable to have the additional capability of locating possible

~

faults to within an easily serviced subsystem. The possibly faulty
{7 subsystem may be replaced by a good subsystem while detailed
tests are run on the suspect component, In this way, the system may

continue to function during most of the testing process and during the

1 repair process. Justification for the additional cost of locatable sys-
tems would have to come from the cost of down time for repair and

{ maintenance. For example, in a deep space probe or manned mis-

sion, the crew could not well afford having the guidance system in-

operable during minor repair or maintenance procedures. We begin

our development with the general two node system.

)

Theorem 2, 22

e tﬁgmﬁsmmimmmg- EPRRRIRH g BT j' LT

In the general two node system with single faults, a single

i 1
H H

fault at node 1, £ = (£}, by), is locatable iff

3 Xyr Xy € X such that

and (2) fl(xl) # fl(xz).
by




Ry SRRl w‘“m =
X ommiin d [ | ¢ 3

i
L |

A 1
\miaaaind
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Proof: Sufficiency

Let 3 Xy Xy e X that satisfy (1) and (2). Letf' = (bl,fz) be
any fault whose first component is bl'

(1) __—:.’>b1(x1) = bl(xz) =:§>f2b1(x1) = fzbl(xz)

(2) == byf; (x;) # byf, (x)
and we have b2f1' # f,b;. Since f' was any fault that was not a single
fault at node 1, we have shown that a(f') = a(f) =—=K; =K, = {1}.
Hence f is locatable by Dﬁiﬂttdn 2.15(c).

Necessity (by contradiction of hypothesis)

Let f = (f,,b,) be a locatable single fault at node 1 (K; = {1}.

Assume 2 any x.,X, ¢ X satisfying (1) and (2). Define f,: W-Y as

1’72 2
follows
(@) Vwe K(bl), fz(w) = bzfl(x) for some xe bl_l(w)
(b) Vw¢ ﬂ(bl), f,(w) is arbitrary

Consider the fault f' = (bl,fz) - K

mapping is well-defined because our assumption says that it is not

' is either {2} or ¢. In(a), the

possible for two elements x, and x,, in bl' 1(W) (i.e. x; = xz) to

| 1
have different images under b2f1’ i.e.

£, (x,) £yl
2

Let x be any element of X. Since x bE x our definition of f2 forces
1

........



A
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£2b (%) = byt (x)

and we have

fzb1 = bzf1
or

a(fy = a(f)
but

Ky # K

a contra,dictio_n of hypothesis, concluding the proof.

Fault location at node 2 is characterized as follows:

.....
.......

In the general two node system with single faults,aa:single

fault at node 2, { = (bl’fz)’ is locatable iff
3 we RQm1) 2 1(w) ¢ R (b2)

Proof: Sufficiency

Let w be an element of ﬁ(bl) and let f2( W) € m)’ . Let
f' = (f1’b2) be any fault with K., £ Kf = {2}. Since the only proper
faults in the system are single faults (Definition 2.17) the second
coordinate of f' must be b,. Obviously, VxeX, bzfl(x) € %z) (b2).
Since we R (bl), 3x' ¢ X such that bl(x.') = w, and wé have
fzbl(x') = fz(w) ¢ /*? (b2). We have just seen that bzfl(x') € ﬂ? (b2), and
therefore byf, #f,b . Asf' was any fault with K, #K,, it must follow

that V{'e F, dff))=aff) = K_, = K,, and K, is locatable (Definition 2. 15¢).

8.7

0
)

TR S VU U
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Necessity by contradiction of hypothesis
Letf = (blg 52)(.beha11acata‘.ble single:fault at node 2. Assume ;{
any we R(bl) such that fz(w) ¢ ﬁ? (b2). Let x be any element of X,
Let w = bl(x) and y = fzbl(x) = fz( w). Since w e:@ (b1), our assumption
forces fz(w) € R (b2), and 3 w' e W with bz(w') = fz(w) . Since x was

any element of X, we have shown that

VxeX, Jw'eWs bz(w') = fzbl(x) .

I;.et:fl be any mapping from X into W such that VxéX, bzfl(x) = fzb1 x).
The above discussion insures that attleast one such mapping exists.

By Definition 2.17, {' = (f;,by) e F. (K, # {2} = K;). We have

shown that a(f;) = a(f) , and we have a contradiction of the hypothesis
that £ was locat&ble (Definition 2. 15¢). This concludes the proof of

the theorem.

Theorem 2, 24

In the general two node system with single faults, it is
impossible for all single faults at node 1 to be locatable

except in the degenerate case when |W| = 1.

Proof (by contradiction of hypothesis)

Assume all single faults at node 1 are locatable, and that

|W| >2; then there exists two distinct elements of W, (w; and w,),
and we can consider node faults fl and f2 defined as follows:
f1  X—>W

0%
LS
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o -1
Wo  HXeb; "(w)

Lbl (x) otherwise

and . f2: W-Y

(bz(wz) if w = LA

LPQ(W) otherwise

Consider now the faults f = (f1’b2) and f' = (bl,fz).

ftxe b, (w) byt (x) = by(wp) (Definition of f,)
fzbl(x) = fzéwl) = bz(wz) | (Definition of f2) ,
If x ¢ bl' 1(wl) bzfl(x) = bzbl(x) ' (Definition of f1) ’
£,b,(%) = bob, (x) (Detinition of £,)
The last equation follows from the definition of f2 and the fact that
(x £ bl- 1(W1) _—_-_-; bl(x) £ Wl) . It fo{lows that b2f1 = f2b;’ or

aff) = a(f"), but K,y # {1} = K, a contradiction of hypothesis.

We now show that no interesting two node networks have all single
faults at node 2 locatabie.’

Theorem 2. 25

In a general two node system with single faults having [yl > 2,

all single faults at node 2 are locatable iff

(1) by is onto W

and (2) b, is a constant function.

R
L
)
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Proof: Sufficiency

Let b1 be onto W and let b2 be a constant function, Letf{ = (bl’fz)

be any singie fault at node 2. Since by # £, (Definition 2.16), I we W

for which bz(w) # fz(w). Since b, is a constant function, R(bz) =

{bz(w)} and since fz(w) £ bz(w), fz(w) ¢ R (b2); but we W (bl) because
bl is onto W, By Theorem 2.13, f is locatable. Since i was any single

fault at node 2, all single faults at node 2 must be locatable.

Necessity by Contradiction of Hypothesis

Let all single faults at node 2 be locatable _and @sume that b1
is not onto W. Since |Y| > 2 and b, is not onto W, there must
exist a single fault at node 2, f = (bl, f2), that is masked (Theorem
2.12 and Lemma 2.1, 2). Since a(f) = a(b) = t (Definition 2. 15a)
and K; = {2} £ = K, , f is not locatable. This is a contradiction
it ot ot |

must be onto W,
Now, let all single faults at node 2 be locatable and assume

that b2 is not a constant function then there must exist two distinct
v -1 -1
elements in R(b}), yl,.andv. Yo ;.laet'fwl € _b2 (yl) and wq € b2 (yz),

and consider the mapping f2 from Winto Y defined as follows

{ fyz', - 2if w=w,
faw) = \
’ ‘ﬂi(’wf'g‘&hervys!
For the single fault f = (bl’fz) at node 2,

K; = {2} ¥ =K

s®

b #ousitindide g
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If wy ¢ R (b1), ‘then foby =Db,b, and a(f) = a(b); but since K, # K, ,

I f is not locatable (Definition 2.15¢). This is a contradiction of the
I - hypothesis. I LK 4? (b1), let X, = bl_ I(WI) . Consider the function,
fl, from X into W defined as follows
! ﬂ" '
= W2 1% XE€ Xl
| £ 0 = 11
“ bl(x) iqtherwige
Let ' = (fl, b2). Let x be any element of X, " If x¢ Xl’ we have
| by f; (%) = by(Wy) =y, (Definition of f,)
and .
| , = = Definition of X
i j2 bl(X) fz(wl) y2 ( € n 1)
{\g B If x¢ X., We have
" . byf; () = by b, (x) (Definition of fl)
SO & and -
S f - | Definition of f
51 . 2b1(X) = b‘\2 bl(X) ( 2)
T because
o bl(x) # Wy
- In any case, 'iweaha\eem;ex{;:béﬁ@k fy b, (x) and o(f) = a(f') but
K, = {2} and 2¢ K_,. Then K, # K.,, a contradiction of hypothesis.
; The assumption must be incorrect, so that b2 is a constant function.
& | Frequently we may wish to mask a& many faults as:possible --
i
£

~ within some cost or weight constraint while at the same time making

all unmasked faults locatable from the system terminals, Although

not impossible, this is also an unreasonable constraint as revealed

by the following theorems.
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Theorem 2. 26

In the general two node system with single faults, all detectable

single faults at node 1 are locatable iff b2 is a constant function.

b
o

Proof: Sufficiency

If b2 is a constant function, then all singie faults at node 1 are
masked (Theorem 2.8), and all detectable single faults at node 1

are vacuously locatable.

Necessity

This part of the proof-is almost identical to the necessity proof
for Theorem 2.24, Only a brief summé.ry will be given here. The
proof is again by contradiction of hyppthesis. Let alllv detectable
faults at node 1 bhe locatable and assume that b, is not a constant

2

function; then 3 W,, Wy €W such that bz(wz) # bz(wl). Define f, as

1
in the proof of Theorem 2.24 and consider the single fault f ='(f1, b2)

atnode 1, Letxe bl— 1-{wl), then

b2b1 (x) = bz(wl)

and
bzfl(x) = b2(w2) (Definition of fl)
and we have byb, (x) # bzfl(x)
and byby # byfy B
or h(bl,bz) f{a(fl,bz)
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thus (fl, bz) is detectable (Definition 2. 15b). In the proof of Theorem

P | \ !

RARIGARRE N s B Rl

2. 24, it is shown that (fl, bz) is not locatable, a contradiction of hypo-

thesis, and the theorem is proved.

We now show that if only detectable faults at node 2 are to be

[ | B "

locatable, one of the constraints of Theorem 2, 25 is removed.

-

Theorem 2. 27

In a general two node system with single faults all detectable
single faults at node 2 are locatable if and only if b2 is a con-

stant function,

Proof: *

To show sufficiency, let b, be a constant function (i.e., ‘

_ 2 1

u H&g)r- {y}) and let (bl,fz) be any detectable single fault at node 2, _
r then f2 |R(?A) # b2| e(ﬁ) (Corollary 2.3, 1)." There must exist w ¢ K (b1) i
[ such that f,(w) # by(W) =y. Since ﬂ(%@ = {y}, fo(W) (ﬁ ‘y)and ,
‘ (bl,fz) is locatable (Theorem 2.2 3), but since (b1’f2) was any ;
Fj detectable single fault at node 2, it must be true that all detectable i

| single faults at node 2 are locatable.
" To show necessity, let all detectable single faults at node 2 be
locatable and assume that b2 is not a constant function. There must

1 exist two distinct elements, y, and Vg, in @(pg). Let w, be any

1
element of bz'l(yl) and let w, be any element of bz'l(yz). Since

lg ¥y 4 Yo, We must have Wy # Wy If neither W, nor w, are in the

range of b,, there must exist W€ ﬂ%})mhthat Wy # Wg # Wo
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g?ﬂ ~ because the range cannot be empty. Since ¥y £ Y g9 _b2(w3) = Vg must
.

be dlfferent from one of them Wlthout loss of generahty, let y, ;é y1

Con31der the functlon, 9 from W intoY defmed as follows :

z(w) otherwise
Now f= (bl, f2) is a smgle fault at node 2 (Defmltlon 2.17) and since
2(W3) =¥ 1"4 Yg = bz(w ) | ‘
f is detectable (Corollary L3 1). Kf {2}. Now, let X3 = b (w3)

and consuier the functlon fl’ fl om X mto W defmed as follows

S | Wy o HxeXg 3
o - = o
(ﬂ) R | b;(x) .otherwise - N

- M:Now f' = (f b2) isa fault (Deflmtmn 2 17) CLetx by any element'v.
VofX IfxeX:;s we have . L .
| fzbl(x? = f2(w3), =y1 :
and RN
if x ¢ X3, we have bl'(x) # Wg and o
bzfl'(X) ='b 9P (X) e f(-'Deﬁni‘tion_o:f fi)”
b, (x) = b (X) | ‘(Def‘initi.on of i) i
| In any case, b ' (ic’)' ='f (x) and we have b2 1= fzb1 or a(f) = a(f'), i;
{\3 T put sinée K {2} and 2,{ K., We must have K, # X, v Therefore TR

| 'f is not locatable (Def1n1t1on 2.15 c) and we have a contradlctlon of




261 RO 70-4536

the hypothesis, If Wy € ﬁ (b1), consider the function f,' from W into

2
Y defined as follows:
Yo fw=w
fz'(W) =
bz(w) otherwise
Now, g = (bl,fz') is a single fault at node 2 (Definition 2,17) and

since

fz'(Wl) = Y2 ?é yl = bZ(Wl)

g is detectable (Corollary 2.3.1). X, - {2} Now, letX, - bl-l(wl)
and consider the function fl', from X into W defined as follows
W2 ifxe X1
fl'(X) =
b1 (X) otherwise
Now g' = (f ’,bz) is a fault in the system (Definition 2.17). Letx
be any element of X, If xe Xl’ we have
b2 fl'(X) = bz(wz) = Y2
and -
] —_ ! -—
fy by (%) =15(wy) =y,
If x¢ X,, We have bl(x) £ w, and
b2 f 1'(x) = b2 bl (%) | (Definition of £ "

[] - . ’ s sy '
f2 bl_(x) = b2 bln(x) - | | (Defnutmn of fz )

R I T IS T T

IR T
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{ o In any case, we have b,f, WX)==fé'hl(XY Therefore,. b2f1'-—f2'b1 B
a »or d(g') = g/(g); but since K - {2} and ZlK ., WE have K ;!Kg .‘
and g is not 1ocatab1e (Defm1t10n 2 15c) Thls is a contradmtlon of ’~
oury hypothesis. A slmrlar development shows ‘t’hat W‘z € ﬁ(bl) also.
leads to & cont‘radiction'of hypothesis. .Henee, the aSSumptioniis false
| and b2 must be a constant functlon This"c__onCludes the proof of -

~Theoren12 27, _'- cLT A

A F01 completeness, we now. state necessary and suff1c1ent con- -~

~ ditions for locatmg all faults in two node systems

Theorem 2 28

< ° . e
*® .

In a general two node system w1th smgle faults, a11 smgle

(&3 ' faults are wcata;ﬁe if and only 1f IWi =1, ‘ ; h N ’“\;
Pi‘oof, ~ L
~  To ‘show sufﬁciency,' let-iw | = Then obvxously hl is cnto W o

and b2 is.a constant functlon thus all single faults at node 2 are - 7~
”‘locatable (Theorem 2 25 and Lemma 2 9. 1) All single faults at
node 1 are 1ocatab1e by Theorem 2, 24 | o
It a 11 s1ng1e faults are 1ocatab1e, then obv1ously all smcrle faults |
at node 1 are locatable and [W| =1 (Theorem 2, 24) ThlS shows- -- L
’necess1ty and concludes the proof of Theorem 2. 28 L
Thus, 2 node systems must have degenerate behavlor 1f all s1n- . W

L gle faults are to be locatable We note, however that in the hmlt

‘

' ‘node 1is more rest1 1ct1ve than node 2 W1th respect to total fault loca-

~ .tion. It (Wlll be mterestmg to see if this dlfference becomes more S é




]

@
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apparent or less apparent as the fault location constraint is

relaxed.

Theorem 2. 29

In a general two node system with single faults, all detectable

single faults are locatable if and only if b2 is a constant function,

Proof

To show sufficiency, let b2 be a constant function. Then, when
|yl > 2, all detectable single faults at node 2 are locatable (Theorem
2.27). When | Y| =1, all single faults at node 2 are locatable (Lemma
2.9.1) and hence all detectable single faults at node 2 are locatable.
All detectable single faults at node 1 are lbcatable by Theorem 2, 26.

To show necessity, let all detectable single faults at node 1 be
locatable, then b, is a constant function (Theorem 2. 26).

These results indicate the restrictive nature of locatable faults
in two riode systems. Location of a large number of faults is virtually
impossible. Therefore, we will introduce a more general notion of
locatability, which includgs our former notion of fault location as a
special case. In this more general setting, fault "location' will not
be impossible to achieve.

If C=(D,S, F,b) is a combinational network having an (n, m, k, ¢)-
digraph D (n inputs, m outputs, k nodes, ¢ lines), signal set S, fault
set F, and fault-free structure b; if f is any fault from the set F; and

if a(f) is the system behavior under f, then recall that

Tt B
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f is masked iff a(f) = a(b)

f is detectable iff a(f) # a(b)

In other words, a fault f is masked when the system behavior under
fault f is the same as the fault-free behavior, and is detectable
otherwise,

If K denotes the set of nodes of C; if K; = {ilf, #b,, 1< i < k}
denotes the set of "faulty’’ nodes under fault f: and if [B, A] denotes
a closed interval in the partially ordered set of suBsets of K, i,e.

B, ACK, BCA, and [B, A] = {X|XCK, BC XCA}; then

Definition 2. 28

*

f is [ B, A]-locatable if, for all ge F, a(g)= a(f) => ng [B, A].

This formally states that, if the system behavior is a(f) and f is [B, A]-

locatable, then we can infer that the set of faulty nodes includes set

B and is included in set A. In other words without any knowledge of

the present syStem structure, we are able to bound the set of faulty

nodes by observing the system behavior, In the lattice of subsets of
K, B is a lower bound for the set of faulty nodes and A is an upper
bound,

Obviously, if the set of faulty nodes includes the set B it also

~includes any subset B' of B, and if the set of faulty nodes is a subset

of A it is also a subset of any superset, A', of A, These simple

observations lead to the following theorem.
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Theorem 2. 30

In an (n, m, k, {)-combinational network C = (D, S, F, b), if fault

Y f is [B, A]-locatable and if [B', A'] is a closed interval of the !
) partially ordered set of subsets of K that includes interval '
f [B, A], then f is [B', A']-locatable. |
g* Proof

If f is [ B, A]-locatable,’then for all ge F, a(g) =a(f) =>
Kg e [B, A], but since [B,A] C [B',A'], we have Kg e [B',A'] and

hence f is [B', A'] locatable.

J Theorem 2. 30 suggests that the minimum interval [B, A] for iy

" which a fault f is [ B, A]-locatable would be a good indicator of the

""locatability'' of the fault f because it represeni:s the most informa-

tion about the set of faulty nodes that can be deduced from knowledge

of the system behavior.

T

Definition 2, 29

Cosad

The locatability L{f) of a fault f is the minimum interval [B, A]

] for which f is [B, A]-locatable, i.e., fis not[B', A']-locatable

for any proper subinterval of [B, Al.

That L(f) is well-defined for a given fault f is a direct conse-

quence of the following theorem. - | | | B

Theorem 2, 31

- In a combinational network C = (D,S, F,b), iffis [B, A]-locatable

and [B', A']-locatable, thenf is [B U B', A n A']-locatable.
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Proof

gj Since f is [B, A]-locatable, we have

; " VgeF, a(g) =alf) =>BC K. C A
and since f is [B',A']-locatable, we have

if Y ge F, a(g) =a(f) =>B'__C__Kg_C_A'

!‘ Now

and

'C = UuB'C K
B,B ___Kg > B S R

! == nA'2K
A,A__D__Kg > A =2 K,y

and we have
ﬂ Vge F, a(g)=az(f)=>BUB'__c_KgEAn A’
i,e. fis[BU B', An A']-locatable concluding the proof of the theorem.
Suppose that a fault f is [ B, A]-locatable and [B’, A']-locatable

{ but not [ B", A']-locatable for any proper subinterval [B", A"] of

5 5 A o A B 1

[B, A] or [B', A']. From Theorem 2.31, f is [BUB', AN A']-

locatable, but since [BU B', AMA']C [B, A] it must be that

. [BUB', AMA'] =[B, A] for otherwise we would violate the second
| part of the hypothesis. Similarly, we conclude that [BU B', AMA'] =

[B', A'] and further that [B, A] = [B', A']. Thus, L(f) is well-

defined.
It should be noted that, although L(f) = [B, A] establishes a lower

bound B and an upper bound A on the faulty node set when the system

behavior is a(f), it does not imply that any fault ¢-equivalent to f

i

T




p——, S———"
[N | bl e d

207 RO 70-456

actually has faulty node set B or faulty node set A, In fact, if
L(f) = [B, A]‘ then B is the greatest lower bound (glb) and A is
the least upper bound (lub) of {Kgla(g) = a(f)} in the partially
ordered set of subsets of K. Since we have a strict parfial or-
dering, it is clear that the lub and glb of a collection of sub-

sets need not be included in the collection.

“As an example, consider a three node system with fault-free -
structure b = (bl’bZ’bs) and fault-free behavior a(b). Letf =

£y bz,b3)and f' = (b b,) be two faults with the same faulty

1 i
behavior, i.e. a(f) = a(f') # a(b). Further, let no other system
fault produce the behavior a(f). Then L(f) = [¢,{1,2{]. Note that
Ke = {1}, K = {2}, glb {Kf,Kf,} =g and lub {K;, K, = {1,2},

Recall that ¢ is a mapping whose domain is the fault set F.

As such-it induces an equivalence.relation ; ,-on the set'F, namely

£=1' <=>alf) = alf

The close relationship between .=a.l and locatability is demonstrated

by the following theorem.

Theorem 2. 32

In a combinational network C = (D,S,F,b),a faultf is [B, A]-

locatable if and only if all faults ¢-equivalent to f are [B, A]-

locatable.
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Proof

3

If f is [B, A]-locatable, then

Vge F, a(g;)=a(f)-—-=>ng[B,A]==> B_q:__Kgg:_A

[ bl e

Let h be any element of F such that a(h) = a(f), i.e., h?z f. Lete

| S

be any element of F that is a-equivalent to h, then

a(e) = a(h) = a(f) —> K, e[BA ]

Hence h is [B A] -locatable Smce h was any element of F

| S |

a~-equivalent to f, it must be true that all faults a-equivalent to £

are [ B, A]-locatable.

Conversely, if all faults a-equivalent to f are [ B, A]-locatable,

then since f = f certainly f is [ B, A]-locatable.

Fany
L.f_-uﬁ

It is now apparent that locatability is an invariant of i , i,e, all

faults in the same equivalence class of o have the sa‘m'e locatability.

e ,m,}.

Stated as a corollary, this becomes:

==
Q
O.
.
O.
=
-
iz
<
N
o
no
[y

Locatability is an invariant of = i.e. {

f'=> L(f) = L(g).

i

Proof

- - - e o+ et memamAmt i ma smma remar $f TR 0% ShE L eET b e, bRt b

If f =f', by Theorem 2.32 fis L(f') locatable. This implies
a

L(f) C L('"). Similarly f'is L(:f) locatable which implies

oy

L (f)) C Tif).~! Theréfdyer L{))= L")

‘Since locatability is an invariant of =, we will often refer to the
a
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To demonstrate the fact that locatability is not a cémplete set
of invariants for i , let us return to our example, It is certainly
conceivable that two other faults g' = (gl’bZ’b3) and g" = (bl’ g2,b3)
might exist with a(f') # a(g") = a(g") # a(b). Furthermore, if no
other fault produces behavior a(g'), then the locatability of g' and
g" is also [¢4,{1,2}]. Since a(g") # a(f'), then locatability is nota'r
complete set of ‘invariants for i .o
If one wishes only to locate faulty nodes to within some subset

A C K(i.e. to locate to within ""'module" A), then

Definition 2.30

In a combinational network C = (D, S, F,b), a fault f is A-locatable

(ACK) if f is [d, A]-locatable.

In other words, f is A-locatable if, for all ge F, a(g) = a{f) =
Kg CA, Heré, the lower bound on the set of faulty nodes is the
empty set ¢, indicating that we cannot guarantee that any particular
node is at fault upon observation of behavior a(f). We can, however,
restrict our attention to nodes in the set A, since they are the only

ones that can be faulty. Note that all faults are K-locatable,

'Th@orer_nA 2.33

In a combinational network C = (D, S, F,b), a fault f is A-locatable

if and only if all faults a-equivalent to f are A-locatable.
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_}}roof

Immediate from Theorem 2. 32.

J Theorem 2. 34

i In an (n, m, k,¢)-combinational network C = (D, S, F, b), if
a fault f is A-locatable and AC A'C K, thenfis A'-

) locatable.

Pro_of

f A-locatable => f is [¢, A]-locatable and hence also

[¢, A']-1locatable (Theorem 2. 30).

LR

* Theorem 2. 35 | | -
In an (n, m, k, £)-combinational network C = (D, S, F, b),

) if‘ a fault £ is both A-locatable and A'-locatable, then i
f is (A n A')-locatable. &
1
i Proof i
! Immediate from Theorem 2. 31.
| If one wishes to specify precisely the set of faulty nodes
'% ~upon observation of system behavior with no area of uncertainty, E

we must have |

Theorem 2. 36 | . i
In a combinational network C=(D,S,F,b), a fault f is
J locatable if and only if f is [K,, Kf]-locatable_.
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» Proof

f is [Kf, Kf]-locatable if and only if for all g ¢ F,

, a(g) = off) => K, = K;. Indeed, the upper and lower bounds on

the set of faulty nodes are identical and hence there can be no

. uncertainty as to which nodes are faulty. As a direct result of {
“ Thecrem 2. 32, we have |
: Theorem 2,37 " ija
| In a combinational network C = (D, S, F,b), a fault f is locatable
if and only if all faults a-equivalent to f are locatable. )
; Location of Masked Faults |
’ That the éet of masked faults constitutes an a-eqﬁivalence class E
E should be apparent from Definition 2.15, In particulé.r, the set of
1 masked faults is the a-equivalence class designated [b] o i.e. the
) a-equivalence class containing the 0-fault, Since locatability is an |

8 invariant of = we have
a

e e et e

Theorem 2.38

If f is a masked fault in a combinational network C = (D, S, F, D),

then

-«1%",,;?;@,5.;\4;«&331:‘, AN

5 : L(f) = L(b) -

In other words, the locatability of the class of masked faults is the

locatability of the zero fault. IR TN o ¢ v
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As shown by the following theorem, L(b) can be completely
specified by a single set instead of the pair of sets required to

describe the locatability of an arbitrary fault.

Theorem 2.39
In a combinational network C = (D, S,F,b), if a masked fault

is [ B,A]-locatable, then B = g.

Proof

Let masked fault f be [ B,A]-locatable, then

VgeF, a(g@) =a(f) => BC Kgg A

Since f is masked, a(b) = a(f), and BC K, C A. But K, = g,

b
hence B = ¢,

Since L(b) is always [g,A] for some A C K, we will refer

to A as the locatability of b. Since L(f) = L(b) for every masked

fault f, the set A is the locatability of all masked faults. An

important implication of this result is that an inverse relationship

exists between the locatability of masked faults (or equivalently
the locatability of the 0-fault) and the size of the masked fault

set. This may be more apparent from the following theorem.

RO 70-456
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(‘ | | ‘Theorem 2,40 - | | ‘
| | I .a combinational network C %"'(D 'S‘F" »b) amaéted fault f
. is A-locatable 1f and only if, for every ge F, K Qf A=>gis

detectable o T “ |

Proof
| If f is A-l'oc‘atable, ‘then all maske’d'faults are A-locatable
| (Theo'l‘exh 2. 33), e, for everyv masked fault g,--Kg »<_:_, A Hence,' |
VK ¢A-~>gls not masked R e. g1s detectable - ‘ ; . \
- If, Vee F, Kg §A =>gis detectable then all masked faults !

f must have K. CA, 1 e, fis A—locatable.

It sho_uld now be clear that if L(b) = A,'_then for all masked faults |
&\3 g ng A I L(b) is made smaller, then we have a more Seyere o | A
| conStréint on the numbe-r of m'asked féiults In the extreme 1f b

s locatable that is L(b) = ;zf then all proper faults: must be detectable
and b is the only masked fault |

~Sim11ar1y, if we mask more faults, we must’g‘radually reduce
the 1ocatab111ty of the masked faults, In this ejctreme, when all faults -
are masked L(b) =K, the whole node set. In other -Wofds ‘When o R N

| the system behavmr 1s a(b) any node in the system may be faulty

In general a fault can be Kf loc,atable but not locatable

e R TR e T SR

vHowever in the case of a smgle detectable fault we have
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(” ﬁ Theorem 2.41

In any combinational ‘.ne'two,rk C = (D,S,F,b), a single deteefable

11’ 1’

if and only 1f 1t 1s locatable.

‘fault at-node 1, f'=(b- T T NPT M {i}-‘loc;at?ble_‘ o o

Proof

- Ifis {i}-loeatable and detectable, then

VgeF a(g) a(f) __>K C{l} =K, =¢'6r |

= {1}

But smce f is detectable a(g) = a(f) => g is detectable and, hence .

: K ;é dg. We then must have =
VgeF, ag) = alf) => K, = {i} = K,
i,e. fislocatable. -
© The converse is trivial. If f is locatable, then, by definition, ;
fis [{i}, {i}]-locatable. Since’ [{i} {i}] c“[ga’ {1} fis 19/, {1}]- R T A ;
| locatable (from Theorem 2 30) i.e. f is {i}- locatable | )
L Fault Location in *Generel System Forms.
. N We now seek necessary and suffmlent condltlons for faults - ‘;j
» * to be Kf locatable in general system forms w1th smgle f‘a ults. -
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| ( . Lemma 2.42.1
A detectable fault f = (f,, f,, f,) in a general system

form with single faults is {1, 2} -locatable iff
el dise., 3 X, Xy € X 3

| (”\) P_-I'otof-‘ |
| 'AlsO let £ be any f.ault of the form (b _f3) s
xl ) Xf‘?\.’bmmp = b'lu(xz'_)
XZ_“:> sz'bl;,(xi-)‘ b, 1V(X2)
'F""Om é@#ruqtiori s

alf) (xy) = 'fs('ﬁ (x) by; (xl))

Applying '(i) and (i) , we get

To show sufflclency, let 3x1, 9 € X éatisfy (1), (2) ,, a'nd’(3) .

N

S

N r;zk‘ g e T
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ﬂ(f') (x].) = f3(b2 IV(X ) b (xz)) = a(f') (X2)
But

X

1 Jip 2> A&y £ D xy)

and it follows that a{f) # a(f'). Since f' was any fault of the form

(bl’ by, f3) it follows that

af) = a(f) = K, c{1,2}
and f is {1, 2}-locatable.

To show necessity, let f = (f 3) be any detectable

1’ 2’
fault that is {1, 2} -locatable. Necessity is shown in three parts by
€ X such that x, # Xg, then

1° %2
a(f)
a(f) must be a constant function and 3 y € Y such that ¥xe X, a(f) (x) = y.

contradiction. First, assume ax

Since f is detectable, o(f) # a(b), hence b3(w,‘u) ;é y for some (w,u) € Wx U.

Consider the function f;’ from W X U into Y defined as follows:
¥(w,u) € WX U, f(wu)-

From Definition 2. 17, we know that ' = (b,, b,, f3) is an element of F.
Obviously, 3 € K,' and K;' ¢ {1,2}, but ¥xe X, a(f')(x) = y = a(f) (x)
and a(f') = a(f) . Since this is a contradiction of hypothesis (Definition
2. 28), the assumption must be false and (3) holds fbr some X,, Xo € X.
Now assume that, among all pairs X1 Xg € X for which (3) holds,

that x, = X,. Consider the mapping fg : WX U—=Y defined as
b, b BRI ‘ '
1v "

follows:
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fg (bz blv(x) ’ blu(x)) = fs(fzflv(x),\flu(x))

This mapping is well defined because by assumption, whenever
b2 blv(xl) = b2 blv(xz) then a(f) (xl) = a(f) (xz) . From Definition

2.17, = (bl’ bz’f'é') is an element of F. However, ¥xe¢ X

a(f)-(x) = f3(f2f1hv(x))f1u(x)) = fi);(bz blV(x)’ blu(x)) =a(f")(x)

and since f is detectable, f'' # b, and K= {3} & {1,2}. Hence f is
not {1, 2}-locatable (Definition 2. 28).. This is a contradiction of
hypothesis, hence the assumption must be false and 3 XysXg € X such

that (2) and (3) are true.

Now assume that for all pairs X1 X9 € X that satisfy (2) and (3)

13

it is true that Xy f= Xo. Again, the mapping fa is well defined
b

because of our ass%&nption. As above, ¥x e X, a(f) (x) = aff')(x) and

Kf"g {1, 2} hence £ is not {1, 2}-locatable, a contradiction of hypothesis.

Our assumption is false, and there must exist Xy,Xg € X that satisfy

(1), (2), and (3). This concludes the proof of Lemma 2. 42. 1.

Lemma 2,42.2

A detectable fault £ = (fl,fz,f3) in a general

system form with single faults is {2, 3} -locatable iff

3ye (@) suchthat Vue U, h "Ly) n £b2) = ¢

Proof

To show sufficiency, let 3y e ﬂz(a(f)) such that Vu ¢ U,

hu-l(y) N ﬂ(bZ) = ¢, and let f' be any fault for which K,' is not a

Y T TH P ek

R O SR
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subset of {2,3}. By Definition 2. 17, f' must have the form (£ by, b

12 Dy ba)

Since y € A(a(f)), 3 x e X for which off) (x) = y. Assume that

of') (xX) = b3(b2 flw(x)’ flu(x)) =y
then

(x)(Pg f1,(%)) =y (Definition 2. 24)

h
f1u X

which contradicts our hypdthesis, hence it must be true that

af') (x) £y
and that

off') £ off)

Since {' was any fault for which K;' is not a subset of {2, 3}, we have

Vi'e F, off') = off) = K;' € {2,3}

" and f is {2, 3}-1locatable.

To show necessity, let f = (f;,fy, f3) be {2, 3}-locatable and
assume that %y € ﬁ(a(f)) such that Vu e U, hu' ]‘(:y) n %(b2) = ¢,
Also,ldetxx be any elemént of X and let y = off) (x), thenye ﬂ? (e(f)) .
By assumption, Ju ¢ U such that h "'(y) n K (b2) £ ¢. Letw be an
arbitrary element of h u- 1(y) n K (b2), then certainly w e /Q (b2) and

dve V for which b2(v) = W. Consider the mapping fI': X=>VXxU

- defined as follows:

f,'(x) = (v,u)
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where v and u are determined as in the previous discussion. Now,

f'= (fl', by, bg) is a fault of the system (Definition 2.17), and we have

B for any x € X,
—: off') (x) = bg(by £, "(x), £, '(x))
f = bg(by(v) , u)
= by(w, )
= h (W)
o) (x) = ¥ = off) (x)
N where u,v, and w are as discussed. But since f is detectable, f" # b,

and Ky, is not a subset of {2, 3} and hence f is not {2, 3} -locatable.
| This is a contradiction of hypothesis, therefore the assumption is §
5 false and Iy € (K (off)) such that Vue U, h "'(y) n/(b2) = ¢. This

concludes the proof of Lemma 2. 42. 2,

Theorem 2.42

A detectable fault f = (f1’f2’ f3) in a general

S system form with single faults is {2}-locatable iff

: s
i
1 4
{ j
i . &
i . H
Rty - H
(1) B ssg N : i
i
4
@

and ‘ %é
i (2) 3ye{i@ht)) such that Vue U, b "Yy) n A(b2) = 4.

R (X SR

; Proof

To show sufficiency, let (1) and (2) be true, then f is {1, 2}-
locatable by Lemma 2. 42.1 and {2, 3} -locatable by Lemma 2. 42.2,
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~ Since {1, 2} n{2,3} = {2}, fis {2} locatable by Theorem 2. 35.

To show necessity, let f = (fl, 3) be a detectable
fault that is {2}-locatable, then, f is also {1 2} locatable ST

and {2, 3} -locatable by Theorem 2. 34 and (1) and (2) follow from. o

' Lemmas 2. 42. 1 and 2. 42. 2 respectively, proving the theorem.‘

Theorem 2.43

A single detectable fault f at node 2 in a generatl system

form with single faults is locatable iff it is {2}-locatable.

Proof

To show sufﬁcien‘cyf, 1ot £ be {2} —-locatable; ie. f is [¢, {2}]-
locat-z‘tble" However oAg) = f) é K # ¢ or otherWise ofg) =t ,éoz(f) .
Hence fis {2} { 2}] locatable or 31mp1y locatable )

To show necessity, let £ be locatable then f is {24, { 2} locatable ;

and hence [gb,{ 2} _locatable (Theorem 2. 30) i.e. fis {2} locatable.

We now. co'nsider the important question of the locatlon of

masked faults, At f1rst thlS may seem to be a contradmtmn in

' terms; and mdeed no masked prOper fault f can be [Kf, K] locatable :

. or locatable in the strlct sense of earlier sections.. However, J.t is.

1

_¥rom Theorem 2,40, we -~

 feasible for a fa'ul‘t,,f to be K ~locatable as we shall now demonstrate.
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Lemma 2, 44.  1

A masked fault in a general system form with single faults is
{1, 2}-1ocatable if and only if all single faults at node 3 are

detectable.

Lemma 2.44. 2

All single faults at node 3 in a nonirivial general system form

with single faults are detectable if and only if byb, is onto WxU.

Proof

Let f =4(b1,b2,f3) be any single fault at node 3. Since b1 and

b2 are known, we can combine them into a single node as shown -

below. The new circuit is a two-node system and the lemma follows

directly from Theorem: 2. 12;

:
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From Lemmas 2.44.1 and 2. 44. 2, we have

Theorem 2, 44

A masked fault in a general system form with single faults

is %1, 2}-locatable if and only if b,b, is onto Wx U.

271

The following statement follows directly from Theorem 2,33.

All masked faults in a general system form with single faults

are {1, 2}-locatable if and only if byb, is onto Wx TU.

We now consider the node set {2,3}. From Theorem 2.40,

Lemma 3. 46, 1

A masked fault in a general system form with single faults is

{2, 3}-locatable if and only if all single faults at node 1 are

detectable.

Lemma 2.46. 2

All single faults at node 1 in a2 general system form with single

faults are detectable if and only if
, -1, .
|b3- bz (v) ‘ =1 Vye %(b)
where

bsbz(v,u) = bs(bz(v),u)

- 33‘,- §.‘
b oy
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Proof

5. Letf = (fl’bZ’b3) be any single fault at node 1. Since, b, and

bg are known, we can combine them into a single node as shown
below. !
)
4
1
q” Bl = 1 .
i it § . -
] The new circuit is a two node system and the lemma follows directly -
7 from Theorem 2,%11.
From L.emmas 2, 46,1 and 2.46.2 we have
[
Theorem 2. 46
‘ A masked fault in a general system form with single faults is

- {2, 3}-1ocatable if and only if

[y by ) [ =1 ¥y e Qo)
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From Theorem 2. 33. we obtain !the following:version of ~

Theorem 2. 46.

Theorem' 2, 47

All masked faults in a general system form with single faults

are {2, 3}-locatable if and only if
-1
bgby ™ (v) [ =1 ¥y e (b)

We are now in a position to discuss locatability of faults in a

general system.

Theorem 2. 48

A masked fault in 2 general system form with single faults is

{2}-locatable if and only if

(1) bzb1 is onto Wx U

@ bgpy )| =1  vye H)

Proof

s e it

To show necessity, let f be a masked fault that is {2}-locatable.
Since [d, {2}] C [4, {2, 8}], f is {2, 3}-locatable (Theorem 2. 30) and
hence (2) holds (Theorem 2.46). Similarly, since [d, {2}] C [d, {1, 2}],
f is {1,2}-locatable (Theorem 2.30)and therefore (1) holds (Theorem 2, 44),
To show sufficiency, let (1) and (2) be true, then (1) implies that
f is {1, 2}-locatable (Theorexﬁ 2.44) and (2) implies that f is {2, 3}-

locatable (Theorem 2. 46). It then follows that f is {2}-locatable

~ (Theorem 2. 35).

Ko abita e T
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From Theorem 2.33 we have

Theorem 2. 49

All masked faults in a general system with single faults are

{2}-1locatable if and only if

(1) b2b1 isontoWx U

(2) |b3b2"1(y) =1 Vye K (o)

b )& : | nssceat I

i
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3. FAULT DIAGNOSIS IN SEQUENTIAL MACHINES AND NETWORKS

Intxjoduction

Fault diagnosis and subsequent repair is an important aspect of
satisfying the high reliability requirements of many present-day digital
computers. The problem considered here is the fault diagnosis of
digital networks.

In diagnosing digital networks, if only the functional inputs and
outputs are used, the testing sequence can be frery long and the resolution
of fault location can be low. Furthermore, in the case of networks where
fault masking redundancy is used, it is not possible to detect certain
faults using only the input/output tests. The problems of where to put
test points, how to compromise between the testing length and the num-
ber of test points, and how addition of some ¢ontrol inputs might improve
diagnosis have not been well explored.

This section deals with these problems in two different ways. The
first part approaches the diagrosis of sequential netwoi'ks from a machine-
theoretic viewpoint. The notions of test point allocation as well as network
controllability can be captured by the concept of designing a diagnosable
machine in the sense of checking experiment. The second part approaches
the problems from a structure viewpoint.

The sequential machines considered here are assumed to be

strongly connected and redaced, and it is assumed that malfunctions

which occur in the circuit do not increase the number of states in the

machine. The results are based on Mealy type sequential machines,
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Machine Classification

We begin by introducing the following basic definition.

Definition 3. 1

If M is a sequential machine with states Q and x¢& IT, then

X is a homing sequence (h.s.) for M if

B, = A 8(a,x) = 5(r,x), Vq,reqQ.

M is homable if it has a h.s.. M is ‘k-homrable if it is homable and

et —

min{fg(x)|x isa h.s.} =k
for some positive integer k.

Definition 3. 2

If M is a sequential machine with states Q and x € IT then'

x is a distinguishing sequence (d.s.) for M if -

B, =B (x)—>q=1, VqreQ

M is diagnosable if it has a d.s. M is k-diagnosable if

it is diagnosable and
min{fg(x) [x isad.s.} =k
for some positive integer k.

It is well known that every reduced machine is homable and every

diagnosable machine is reduced. The least upper-bound for the minimum
length . s. is ( 121) =_r_1_(_r_1§-_}_)‘_ for an n-state reduced'machine.‘ ‘An-upper-
bound for the minimum length d.s., &, is

£ = (-0
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for an n-state diagnosable machine [7 ]. A lower-bound for the

length of a h.s. is 1and that of a d.s. is fiogpn'[ , where ﬁogpn’] is the

least integer greater than or equal to logpn, n is the number of states

and p is the number of outputs. The latter is stated as the next theorem.

Theorem 3.1

If M is a reduced sequential machine with n states and p

outputs and x € IT‘ is a distinguishing sequence, then
tg(x) > [log n]

Proof

Consider any x € 1 with 0g(x) =m < ['logpn']. It follows that
pm < n. Since ﬁg(ﬁq(x)) = g(X) = m for any q € Q, the number of
different output sequences is at most pm <n. Thus, there exists

q,r € Q such that Bq(x) = Br(x) ut g # r and x cannot be a d.s. of M.

Definition 3. 3

If M is a sequential machine with states Q and q,r € Q

(q # r) then q and r merge under x (X € IT) if

i) d(q,x) = o(r,x).
If in addition to i)

if) B,(x) = B,(x)

then q and r converge under x. A pair of states converge

if they converge under some x € I‘T and a machine M is

convergence f_ree (c.f.) if no pair of states converge.
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Example 3. 1

Figure 3.1 shows a machine M1 and its transition graph

\ a b

1 i 1/0 '4/1

2 g 3/1 |5/

314/1 |10

4 .2/0 | 4/0
5 11 5/1

Figure 3.1 Machine M

1

aaa isa d.s. and bb is a h.s. hut not a d. s. Since no sequence

shorter than 3 is a d. s., M, is 3-diagnosable. Similarly M, is
2-homable. States 1 and 4 merge under b and states 2 and 5 converge

under b.

We first introduce the following theorem due to Hennie [ 13 ].

Theorem 3. 2

An input sequence x of a machine M is a distinguishing

sequence iff it is a homing sequence and no pair of (distinct)

states converge under x.

Proof

Let x be a d. s. for machine M.

Then

B®) = B,x) =>a=r, VqreQ
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But
q=r =>5(q,x) = 3(r,x)
xisah.s. of M
Moreover, no pair of states converge under x since, by definition of a
d.s., g r=8 q(x) £ Br(x) . Cb.n;versely suppose x isa h.s. of M
such that no pair of states {p,q}converges under x, and suppose 6q-(x) =
Br(x) . Then q=r, for if g#r then, as q and » cannot converge under X,
8(q,x) # B(r,x)
contradicting the fact that x isa h.s. Thusx is a d. s.

Definition 3.4

A sequential machine M is definitely homable (d. h.) if there

is an integer ¢ such that every input sequence of length ¢

is a homing sequence. The least such integer ¢ is called

the order of definite homability.

Theorem 3. 3

If M is an n-state machine, then M is definitely homable iff

every input sequence of length greater than or equal to

n(r;— 1) _ (g) is a homing sequence of M.

Proof

Suppose to the contrary, i.e. M is d.h. and yet 3 xell and
q,r € Q, 5(q,x) # 5(r,x) such that Lg(x) > (12‘) and Bq(x) = B.(x).

Then, for any initial segment y of x, 3(q,y) # 3(r,y). We first

g:s:. .
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claim that for any two initial segments y and z of x,

g T

ﬁ(q,Y)) E(r:Y)} #{‘S(q’ Z), 6(1‘, Z)}.

Suppose that this is not so, let {g(y) > (g(z), i.e. z is an initial

M segment of y and let w be the tail segment of y with z deleted. Then,

:;’ arbitrary iterations of w, WT, cannot be a h.s. of M, since Bq(WT)= 3r(wT)
yet 6(q, WT) # o(r, wT) . 'This contradicts the assumption that M is d. h.
This is illustrated in Figure 3.2. Thus we must conclude that there
cannot be any repeated successor state pair of {q,r} under x. On the
) other hand £g(x) > (3) implies at least () + 1 distinct pairs are

% determined by all possible initial segments - an impossibility.

Conversely, if ¥x ¢ IT such that fg(x) > (121) , Xxis a h.s. of M, then

L. every sequence of length ( = (g) isa h.s. and M is d.h. This proves {
| the theorem,
o d .‘
] _ w

{q,r}

\j/ 7 u y = ZW

/ T‘ | X = ZWU
{%(q,2), 8(r,2)} {3(q,x), 8(r,x}

= {8(q,y), 8(r,y}

Figure 3.2 Successor State Pairs of {q,r} Under x : 3
with Repeated Successor State Pair
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Corollary 3.3.1

If M is a definitely homable machine of order' ¢, then

o
£<G).

Proof

- This follows immediately from Theorem 3. 3.

Since the general upper-bound on the length of d. s. of a diag-

nosable machine is very large, we would like to identify classes of

~machines which have lower bounds. This motivates the study of another
!

machine notion.

Definition 3.5

A sequential machine M is definitely diagnosable if there is

ey g

an integer ¢ such that every input sequence of length ¢ is a

distinguishing sequence. The least such integer ¢ is called

R "

the order of definite diagnosability.

FH"‘

The next theorem shows that d. h. is a generalization of d. d.

!
* I

Theorem 3.4

Every definitely diagnosable machine is definitely homable.

Proof

” Since every d. s. is also a h. s. , it follows immediately from the

definition of d.d. that M is d. h.

The converse of Theorem 3.4 is not true. One simple example

is a d. h. machine in Whi(’:‘h some state pair converges. The next

it

T P ST T T
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theorem shows that no pair of states can converge if M is definitely

diagnosable.

Theorem 3.5

If M is definitely diagnosable, then M is convergence free.

Proof

| Suppose fhe contrary i.e. M is d.d. but for some q,r € Q
(@ # r) 3x such that Bq(x) = Br(x) and 6(q,x) = 6(r,x). Let the order
of definite diagnosability be £. Then-the length of x cannot be equal
to or greater than ¢ or otherwise x is a d. s., which impliesq = r.
Suppose then that ¢g(x) < ¢ and let y =xz where (g(y) = ¢

Now

Baly) = By(x) By ) (2),

q,X)
B(¥) = Bx) Bgr, ) (@)
merge under X,
B,¥) = B,(y)
where q # r. But (g(y) =L =>yisd.s., a contradiction.

It is well known that every disti_ng'uishing sequence is also a
homing sequence.' The converse is not genera_lly true. However, if
a machine is definitely diagnosable then as a corollary of Theorem

3.5 we have:

T R T 2 S R N Syt
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Corollary 3.5.1

If M is definitely diagnosable then every homing sequence

E is a distinguishing sequence.

Proof

\_—

If M is d.d. then, by Theorem 3.5, no pair of states converge

and, in particular, no pair of states converge under a homing sequence.

Thus, by Theorem 3.2 every h.s. of Mis a d.s. of M.

We now observe the following alternative characterization of

;!
3

definite diagnosability.

Theorem 3.6

If M is an n-state machine, then M is definitely diagnosable

iff every input sequence of length greater than or equal to

(121) is a distinguishing sequence of M.

Proof

Suppose to the contrary, i.e. Misd.d. andyet 3x ¢ if and

q,r € Q, q # r such that £g(x) > (121) and Bq(x) = Br(x) . From Theorem

[t taat ]

3.4, Mis d.h. and x must be a homing sequence. But by Corollary

3.5.1, x must be a d.s., contradicting the original choice of x. Thus

PEER T vhent 4

the assertion must be true. Conversely, if x € it such that fg(x) > (g)

§ |
i
3

x is a d. s. of M, then every sequence of length ¢ = (121) is a d.s. and

M is d.d. This proves the theorem.
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With the above theorem, we obtain immediately the following

corollary.

Corollary 3.6.1

If M is definitely diagnosable of order ¢, then ¢ < (g) .

Recall that the converse of Theorem 3.4 is not true, i.e. a

machine cane definitely:homable yet not be definitely diagnosable.

E However, if a convergence free condition is added, then we obtain

yet another characterization of definite diagnosability, that is

Theorem 3.7

A machine is definitely diagnosable iff it is both convergence

free and definitely homable.

Proof

If M is d.d. then by Theorem 3.5 it is c.f. and by Theorem 3.4

f~~j it.is d.h: C€onversely,. <M is d.h. and.c.f., then for some Kk,

X € Ik% xisah.s. But Misc.f. and by Theorem 3. 2,
i | xisah.s. => xisad.s. Consequently x € l'k = Xxisad.s.,

- i.e. Misd.d.

Let us call a distinguishing sequence (or homing sequence)

minimal if no initial segment of it is also a distinguishing sequence

(homing sequence). The notion of definite homabiiity is useful in
i the.sense that.if M is definitely hemable,. the length of 2 minimal d.s. has .

the same upper bound as that of a definitely diagnosable machine.

This is characterized by the following theorem.
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Theorem 3. 8

I M is an n-state definitely homable machine and x is a

minimal d. s. of M then £g(x) < (121) .

Proof

Suppose there is a minimal d.s. x such that Lg(x) > (121) . Now
x is also a h. s. and moreover must be minimal as a h. s. because any
initial segment y of x (y # x) that is a h.s. would be a d.s., contradicting
the minimality of x. However by Theorem 3.3, a minimal h. s. must

have length < (g) - contradicting the original assumption.

Theorem 3.7 characterizes the d.d. property of a machine by
means of its being both convergence free and definitely homable. From
a practical point of view, we have found it more convenient to charae-
terize a machine by its submachines. A theorem which accomplishes

precisely this goal is introduced with the help of the following definition

and lemma.

Definition 3.6

Let M = (I, 0,Q, 6,w) be a sequential machine. A single-

input submachine M, of M is defined as M, = ({a}, 0,Q, 8|

Q x{a}, w|Qx{a}) where ae I. If [I[ = 1, M is called a

single-input machine, a sequence generator or an

autonomous machine. A sequence generator is p-nary

if [ A ] =p.
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Lemma 3.1 '

If every single-input submachine of a sequential machine

M is reduced, then M is convergence free.

Proof

Suppose M is not c.f. Then dq,re Qandae I 3 q# r but

w(q, a) = w(r,a) and 6(q,a) = 6(r,a) and, relative to the extended

output function w,

w(g,a") =wr,a"), Vn>1

This means q and r are equivalent in M, and M, is not reduced. This

completes the proof.

The converse of the above lemma is not true; in particular,

convergence free autonomous machines need not be reduced.

Theorem 3.9 |

A sequential machine is définitely diagnosable if and only if
(1) M is definitely homable

and
(2) e{rery single input submachine is reduced.

Proof

First assume M is definitely diagnosable. Then Theorem 3. 4
shows that (1) holds. If (2) does not hold, then there is some a € I
such that any repeated symbol sequence formed by a is not a d.s.

Thus M can not be definitely diagnosable.
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Conversely if both (1) and (2) hold, then from Lemma 3.1,
(2) guarantees that M is convergence free. (1) and the convergence
free condition say that M is definitely diagnosable (Theorem 3.7).

Thus, the proof is complete.

This theorem can be viewed as a stronger and more practical
version of Theorem 3.7. It is stronger because condition (2) is
stronger than the convergence free property as pointed out by

Lemma 3.1 and the remarks following it. Interestingly (2) and

d.h. is equivalent to c.f. and d.h.

It is clear that if a machine is definitely homable then it is also
homable. If a machine is diagnosable then it is also homable. To
summarize what we have done so far, a Venn diagram is constructed

in Figure 3.3 to represent the hierarchy of machine classes.

d.s.=> h, 8. ’ y Homable

// Definitely Homable
,/ /- Diagnosable

Definitely Diagnosable E2
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Note that the class of machines that satisfy the hypothesis of
§< Theorem 3. 8 is the intersection of the class of diagnosable machines

and that of definitely homable machines.

™
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Augmentation of Test Outputs

We first discuss a method of designing a diagnosable machine
by augmenting output logic. Although '"being reduced" is a sufficient
condition for the existence of a homing sequence in a sequential
machine, such is not the case for distinguishing sequences.
However, if the machine has only one input symbol, then "being

reduced" is also sufficient for the existence of a d. s. , that is

Theorem 3.10

An n-state, single:input machine is reduced iff it has a

distinguishing sequence of length less than or equal to n-1.

Proof

Moore [18] has shown that in a reduced n-state machine, any
pair of states can be distinguished by a sequence of length n-1. Since
we only have a single input alphabef here, any shorter sequence is an
initial segment of the longer sequence. Let X, be the minimum length
sequence which distinguishes state pair {q,r} € Q. Let k = max {ﬁg(xi)}
over all poésible state pairs and:let x be the (unique) input of length k.
Then X is a distinguishing sequence for the single-input machine and ,.

2g(x) < n-1. Conversely, any machine with a d.s. must be reduced.
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o A distinguishing sequence which has only one input symbol is called

a repeated symbol distinguishing sequence (r.d.s.). Theorem 3.10

provides a convenient way of checking whether a sequential machine
has any r.d.-s.and constructing one if there is none, The following

corollary will characterize this property.

Corollary 3.40.1

A sequential machine has a repeated symbol distinguishing

sequence if and only if it has a reduced single-input submachine.

Proof

If the machine has a repeated symbol distinguishing sequence
X=a-a,..a, ael, then x is also a d. s. for the submachine Ma.

Thus M, is reduced. Conversely, if M a is a reduced single-input

submachine of M, then from the previous theorem it has-a di six.

Since M, and M have the same state set, x is-also a d.s. for M.

Thus to see whether a machine M has a r.d. s. , it is only necessary
to exafnine whether any of its single-input submachines Ma is reduced.
Since a single-input machine is reduced iff it is definitely diagnosable,
thi’s is equivalent to requiring that some M a be‘ d.d. A general

procedure for cbnstructing a definitely diagnosable machine from the

!1 original machine by augmenting the original output symbols has been

outlined by Kohavi and Lavallee [16}.. :Before stating their procedure, we

\
i need to introduce the concept of a testing graph.

f;;\ d

/
&
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Definition 3.7

! A testing graph of a sequential machine M = (I,0,Q,5,w) is a

directed graph which is constructed as follows: Each node of

the graph corresponds to a pair of distinct states which are
& either indistinguishable under some input or is a
state pair successor of the former. A directed branch is

drawn from a node {qi,qj } to node {qm,qn} iff 3ael

w(qi,a) = w(qj,a)
5(qi’a) = qm

6(q]’a) =qn

where q;5 qj, d., 9, € Q and, m and n need not be distinct

from iand j, buti #j and m # n.

Example 3.2

The testing graph of a machine M2 is shown in Figure 3. 4.

BCL
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1 1/0(4/1
i S i
3 4/011/0
m 4 E 2/014/0
: 5 1 1/1(5/1

i Figure 3.4 Machine M2 and Its Testing Graph

. ‘

m From Theorem 3.3 and the definition of testing graph, it follows

immediately that the definite homable property correSponds to the

i cycle-free condition in the testing graph, This is stated as the next

| theorem. j

) Theorem 3.11 %

A sequential machine is definitely homable iff its testing graph 0

" i ;
is cycle-free, -

)

FL
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The procedure for constructing a definitely diagnosable machine
from an arbitrary machine is now stated in the following,
(1) Assign different new output values to each converging
state pair.
(2) Open all the cycles of the testing graph by eliminating the
smallest number of branches. A branch in a testing graph

is eliminated if different new output values were assigned

for that branch.

(1) corresponds to establishing the convergence free condition

and (2) corresponds to obtaining the definitely homable property in

the augmented machine,

Example 3.3

Figure 3.5 shows machine M3 and the testing graphs of its two
single-input squachines Ma and Mb' M3 is not diagnosable. Both
M a and Mb have a converging state pair, but only the testing graph
of Mb is cycle free. For purpose of illustration, let us construct a
diagnosable Ma denoting it as Ma" Applying rule ‘(1), we assign
different new oﬁt.put values to the converging state pair 1, 5 under

input a. Apblying rule (2), we assign different new output values to

state pairs 2, 3, opening the eycle in its testing graph. Since the new

~ output of state 4 under input a has to be either different from 2 or 3,

we arbitrarily choose to break the state pair 2, 4. The resultant

machine M,' is shown in Figure 3. 6.
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a b

1/1 | 4/1
3/0 | 5/1
4/0| 1/0
2/0 | 4/0
1/1 | 5/1

U1 W W N

(a) Machine M, (b) Testing Graph of M 0 A

i T ey |
\

~ b/1 ™
- 1,2 > /4, 5)
1
|
b/1
= 135/
N b/Q //ﬂx\
(c) Testing Graph of Mb
W
~ Figure 3.5 Machine M3 and the Testing Graphs of Its
‘ - 2 Single-Input Submachines
i
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v
2 a b .

1 1/10 | 4/1x ;

) 3/00 | 5/ix

3 4/01 | 1/0x

. a/0
4 - 2/01 | 4/0x 3,4>} 2,4
5 1/11 5/1x
(a) Machine M3' (b) Testing Graph of Ma'

Figure 3.6

Mg'hasar.d.s. x =aa. The new output values in column b are left
unspecified sd thét when physical realization takes place, further
simplification in physical realization can be obtained.

In choosing an input symbol to obtain a reduced single-input
submachine, optimization criteria of choosing either one that gives
rise to minimal additional output logic, or one that results in the
shortest d. s'. méy be used. To obtain the minimum number of
additional output terminals required, each single-input submachine
can be analyzed and the submachine which réquires the smallest
number of additional outputs is then selected. This exhaustive
procedure may be very time consuming when the number of inputs or

number of states is very large. Unfortunatefy, there is no simple

R i
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rule which can enable systematic selection by inspection. The length
of d.s. would be reduced if we use more additional output symbols.
Here a compromise is generally needed between acceptable length
of a d.s. and the amount of additional hardware required.

An upperbound .£ for the: minimum length checking experiment using
aé repeated symbol distinguishing sequence has been derived in {16]

and is shown below:

£ =nm + n(m-1) izf£+(m-1)(n-1)2 (3.1)
where
n = Number of states

m = Number of input symbols

¢ = Length of minimal r.d.s. used (£< (n-1))

In the general case, it may be possible to construct a diagnosable
machine which requires less additional hardware than that required

to construct a diagnosable machine with a r.d.s. However,

‘upperbounds for the length of this kind of d.s. may be quite large.
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Augmentation of Control Inputs

In this section, we will study the problem of designing a diag-
nosable machine with a r. d. s. using additional input logic. From
Corollary 3. 10. 1, we know that if we append a reduced single-input
submachine to the original machine, then the combined machine will
have a r.d. s. consisting of the repetition of the newly created input
symbol. To illustrate this, let us consider the machine M, whose

state table is shown below:

a b

1 1/0 | 2/0
2 1/0 3/0
3 1/0 4/0
4 1/1 1/0

This machine does not have any distinguishing sequence. Now
let us construct a reduced 1-column machine and append it to the
original state table. The modified machine is shown below with the

appended column on the right of the state table:




L
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a' b' c

1 1/0 2/0 2/0
2 1/0 3/0 4/1
4 ° 3 1/0 4/0 3/0

4 1/1 | 1/0 1/1

This modified machine has a distinguishing sequence of cc.
An upperbound for the minimum length fault detecting experiment
is obtdined by replacing m with m +1 in Equation (3.1). This is

shown below
¢ =n(m+l) + (am+l) £+ m(n-1) (3. 2)

where

n = Number of states
m = Number of original input alphabets

£ = Length of distinguishing sequence used

Recall that the minimum length of a d.s. in an n;state, p-output
machine is Tlog'bn 1. In the following we will show that in case both p
and n are powers of 2, We can always construct a single-input machine
which has a d. s. of this length. |

For purpdses of illustration, let us consider the binary output
case of a s-s'tva‘ge shift register with the last stage memory output

being monitored externally. To see what state the machine was
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initially in, it is only necessary to shift the register s times. Thus
this circuit corresponds to a 25 state, single-input and binary output
machine with a distinguishing sequence of length s. Appending such
a single-input machine to a given machine is equivalent to a modifi-
cation that causes the machine to act as a shift register under certain

inputs. The above observation can be generalized and formally stated

., as follows:

Theorem 3. 12

For every integer n, there is an n state, binary output,

single-input sequential machine which is optimally diagnosable.

Proof

Consider an n-state, single-input and binary output machine

which has a state diagram as shown below:

A binary output sequence of period n = 2° will contain all possible

binary s-tuples [ 8 ]. Thus the input sequence of length s is a
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d. s. Such a machine can be realized by an s-stage shift sregister
of period 2% which can be constructed as follows: Construct a linear
maximum length, s-stage binary shift register which generates a
sequence of length 25_.1. The period 25 is achieved by module 2
adding the logical function which detects all 0's condition as above.
But all periods from 1 to 25 can be obtained from an s- stage register

[ 8 ]. Thus n needs not be a power of 2 and the theorem is proved.

Example 3.4

Let us construct an 8-state binary output machine with d.s. of
length 3 as outlined in the proof of the previous theorem. From
Peterson [20], choose a primitive polynomial h(x) - x5 +x2 +1
over GF(2). A maximum length shift register generator obtained
according to h(x) has a period of 23- 1 = 7. With modification, the shift
register can be made to generate a-sequence of length 23 =8. The state

diagram of this 8-state machine and its shift register generator

realization circuit are shown in Figure 3.7,

Ty
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Figure 3.7 An 8-state Machine with d.s. of Length 3.

Thus, any 25 state, binary output machine can be made to possess
a repeated symbol distinguishing sequence of length s by augmenting to

the original machine a reduced n-state, single-input machine which

satisfies Theorem 3.10. In fact, the proof shows that there is a

E strongly connected single-input machine which satisfies Theorem 3.12,
;’ In general, if both the number of output symbols and the number of
m states are powei's of 2, we can always find a single-input machine
im which has a distinguishing sequence of the shortest possible length.

g‘ This is stated in the next theorem.

Theorem 3. 13 . | ' ’

There is a p= 2t outpuf_, n-= 2S staté; sihglé-inbut méchiné : ‘

i | which has a distinguishing sequence of length flogpn] = TS- ]-
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Proof

Consider an n-state, single-input machine with a single loop
state structure as shown in the proof of Theorem 3.12. Such a machine
structure can be realized by a s-stage shift register. The t output
terminals can be spaced evenly among the s-stages so that no more
than [—fu] shifts is nécessary in order to determine externally the

contents of each stage. The machine defined by this circuit then

satisfies the condition of the theorem.

An upperbound for the minimum length fault detecting experiment
using the above construction of providing a ""diagnosable input" is

obtained by replacing ¢ in Equation (3. 2) with [logpn]:
£ =n(m+1) + (nm+1)[logpn] + m(n-l)z (3. 3)

The last term in the equation above comes from the possible
need of applying transfer sequences in the experiment. This last
term may be decreased if we provide a reset input to the modified
machine. An ﬁ.pper bound for the minimum length fault detecting
experiment in this case of providing both diagnosable input and reset
input can be obtained from Equation (3. 3) with the following modificatiz;n.
First, since anwdditional;input is crested for reset, m.should be replaced
by m+1. Second, since a reset input has been created, the average

length of a transfer sequence should be no longer than




n-1 n-1
Y (n-i) nn-1) - ), i
n-1 n-1
TLi (1)) @)
=1 = - - —
' n-1 2

But for each application of the transfer sequence, we may need to

apply the reset input, therefore the average length of the transfer

sequence should be no longer than

Ratanan b duat i nidl

D1
2

] ‘ The new upper bound is this

£ =n(m+2) + [n(m+1)+1] [logpn] + (m+1)(n-1) | -521- +1]  (3.4)
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Comparison of Upperbounds

Let us now compare the upperbounds of the length of the fault
A detecting experiment derived in this report to that given by Kohavi

and Lavallee [ 16 ].

= Let
EDD = Bound of d.d. machines.
- £ oD = Bound of diagnosable machines which have a
- r.d.s. by augmenting output logic.
§I-D = Bound of diagnosable machines which have a
— r.d.s. by appending a single-input machine.
] £ IDR = Same as EID but with additional reset input.
i n = Number of states,
¥ m = Number of input symbols in the original machine.
- p = Mumber of output symbols.
¥
i Then we have
n(n-1) 2
£ =nm + (nm+1l) ———~ + (m-1)(n-1 4
oD (nm+1) =L+ (m-1)(n-1) ,f
L 'SOD =nm + [n(m-1) +1](n-1) + (m-l)(n-l)2
gm = n(m+1) + (nm+1)flogpn] + m(n-’l)2
i ‘gIDR =n(m+2) + [n(m+1)+1] flogpn] + (m+1)(n-1)[—£21- +1]
g ~ All the above equations have been verified except £ - This can

DD’
| be easily derived from Equation ( 3. 1) by only changing the second termin
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that equation. First we recalled that an upperbound for the length of

any proper d.s. in a d.d. machine is (g) . This means that we can let

Q= (;). Next, since a distinguishing sequence is required to identify

each terminal state in each input transition, we need nm d. s. instead

of n(m-1) as in the case of using r.d.s. Thus the equation for

is obtained.

DD

The following table shows several numerical evaluations of the

four upperbounds.

| p =2 p = 4
m| * fpp, fop| fm| °mr| ‘pp| ‘op tm | fmow
2| 10| 13 21 o] (8 13 2
? 4| 7 @ 48 69 71 @ 39 36
8| s41| (29| 173| 212| 41| (28 136 185
16| 4,434 @ 30| 665 | 4.434| 619 64| sen
2| 22 23 33 22 @8\3 23} 33
4| 143 90 | 111 | 143| 82 @ 90 -
v g | 1,069 354 346 | 1,060| 35¢| (03| 305
16 | 8,345(1,474 |1,240 @ 8,345 [1,474 | 1,110 (8
2 54 @) 39 57 54 @) 39, 57
4| 1) 182 Qey| 195 | 51| 182| (4 158
° 8 |2,637| 806 | 643 | (14 | 2,637 | 806 | 394
16 |20,797/3,398 |2,432 @3955 |20, 797 |3,398 | 2,202 |

ATy e e ISk, e, LT L Tt R
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The circled values represent the smallest number for each

p, m, and n. From the above numerical evaluation, it appears that

gIDR is the smallest among the four bounds compared for large

7
¥ 3
H
i#

n,m, and p. The numerical ordering of these bounds will be derived

in the following.

First, let us consider the difference of gDD and & oD

‘SDD- EOD = (nm +1) ﬁ'(le;I) - (nm +1 - n)(n-1)

§om oy

=@m+mmnH}H+an

i\

For m> 0 and n > 2, it is clear that gDD - ‘EOD > 0 since each

[

term in the above expression is non-negative. Therefore, we conclude
dn>
gDD > 'SOD for m >0 and n > 2.
Next, let us compare £ oD and §ID

gOD - gm = -n - (n-1) 2 + [n(m-1) +1](n-1) - (nm+1) [logpn]

(nm+1) [(n-1)- [log_n1] - 2+ (n-1) %)

R R T T T e T e e L

Let
; 2 2
¢ = (nm+1) [(n-1)-1 - logpnj - [n% + (n-1) 7]
1 then |
?i gOD- 519 > ¢ Valln, mand p
k since
i | ~ 1+logn > [lognl

j
£.F
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5% ¢=n[(m-1)-1-logn] >0 Vn>4
_é@i_ ¢=m[(n-1) - 1 - logpn] + (nm+1) [1 - %— logpe]

- (4n-2) >0

for m >6 and for alln >4 and p > 2.

But whenn=6, m=8 andp = 2

=(6x8+1) [5-1- log,6] - [36 + 25]
=49 x 1.41 - 61
28>0

Since ¢ is monotonically increasing with respect to m,n and p

-for m >6, n >4, andp > 2 and since ¢ >0 whenn=6, m=8

and p = 6, we conclude that gOD - gID >¢ >0 and ‘EOD > gID
for n >6, m >8 and p > 2. Similarly, relationships between

gID and gIDR can be derived
2
&ip - §ipg = -1 + (nm+1) [Iogpn] + m(n-1)

- [n(m+1) +1] [logpn] - (m+1) (n-1) (,_g + 1)

2 2
_ mn omn 3n n-
= 5~y t2m-—5+l-5 n[logpn]..
Let
rr‘,:m2 _5mn 3n n2

V=3 5 .+2m——2—-+1-n(1+10gp1?)-—§—
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then
g; gID - gIDR >¢ V m,nandp.
aw_n2-5n+z-i‘-<n-5)+2>0 Vn2>5
N om 2 2 ) =
oy _ o Sm_ 3 n) - log e
r- A = mn - =3 5 - n (1 + logpn) ogp
Sm
- = (m- - e - 0
g . (m-1) n 5 [1+ 1ogpn + logpe] >
whenm >9, n >9 andp > 2.
Now whenn=m=9 andp = 2
p=200 - 8L 45 2T 1 -9(1+3.18)
)
i | _ 81
- ‘ 2
= 181 - 91.62 = 89.38 >0
5
- ‘Since yis also ronotonically increasing with respect to n, m and
L pform >9, n>9andp >2, andy >0 whenm=n=9 andp = 2,
g: it follows that gID > EIDR form >9, n >9 and p > 2.

~Therefore in general when m>9, n >9 and p > 2 the

fpmed

‘ordering of these bounds is shown below

[ 2

éir < é1p < f0op S épp
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Diagnosable Machine Realization

The concept of designing a diagnosable machine by augmenting
output or input terminals have been discussed in the previous sections.
In this section we will first look at this problem from a more generalized
viewpoint of machine realization. In particular, we will verify that the
test output augmentation design will indeed result in a inachine which
realizes the original machine in the formal sense of realization as |
defined by Hartmanis and Stearns [ 11 ]. The problem of breaking up
state set convergence is then considered. This is a necessary step in
designing any diagnosable machine when no additional input is used.

The problem of eliminating cycles in the testing graph of a single-input
machine is next discussed. Finally, the general problem of designing
a diagnosable machine with a bounded length d. s. is investigated.

In order to design a diagnosable machine M' from a given
machine M, it is sufficient to augment M by adding to it some output
terminals and assigning different output symbols to selected transitions.
We will verify here that M' so constructed is indeed a realization of M.
For convenience of notational referénce, we formally state the definition

of machine realization.

Definition 3. 8

A machine M' = (I',0',Q', 6',w') is said to be a realization

of M= (I,0,Q, 6, w) if there exists a triplet of functions

(o, L, &) where
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o :Q—> P@Y* - {o}
t:'I—>1
E:0'——>0
such that
(1) 6'(cfa), 1(2)) C A{6(d,3)) VaeQandacel,

(i) fw'@',t(@))) =w(g,a) Vq'e oq) andael.

With this definition formally stated, let us verify that a diagnosable

machine obtained from a given machine using procedure introduced earlier

is indeed a machine realization.

Example 3.5

Machine M',@ is 2 diagnosable machine obtained from the given

machine M1 by augmenting one additional output variable which breaks
. ‘ i
up the (2,5) state pair convergence under input b. M':i hes a d. s. of hb.

a b
T | 1/1 | 41 I={a,b}
2 | 3/0 5/1 |
My=|3 | 4/0 1/0 o={o0,1}
4 | 2/0 | 4/0 |
5 1/1 5/1 Q=1{1,2,3,4,5}
a | . b
1 | 1/ix | 4/Ix I'=1={a, b}
2 | 3/0x | 5/10 )
MY = |3 4/0x | 1/0x o' = {0x,10, 11}
4 | 2/0x | 4/0x
5 | 1/1x | 5/11 Q' =Q=11,2,3,4,5}

*P(Q’) denotes the power set of set Q!, i.e. the set of all

subsets of Q' | | |
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a = €qQ (identity function of states)

L=¢e; (identity function of inputs)

3 g10) =1
q11) = 1
qox) = 0

| Thus (e, t, Y indeed satisfies the requirement of machine
& realization and Ml' is a realization of M, .

The state table of machine M'1 in Example 3.5 has many of its

‘ output entries partially specified. This is done to minimize the

. restrictions placed on the realizing machine so that the physical
realization may be simplified. Note that the cardinality of O' is

3 instead of 4 since no new output need to be assigned to distinguish

state pair with output 0. To clarify this point, let us rename the

output symbols in O' as follows:

& | A=10
§ | B=11
C = 0x

Then M.'1 becomes

L a b
. 1 |1/(A,B) | 4/(A,B)] 1I'={a,b} | ‘
{ 2 |3/ 5/A | 5
’ 13  |4/C 1/C O'= {A,B,C}
4 |2/c 4/C | b
5 1/(A,B) | 5/B Q' =1{1,2,3,4,5}
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qA) = 1 |
qB) = 1
gc) = 0

The above observations bring out several interesting facts.
First, the cardinality of O' is a finer measurement of outfmt logic
complexity in the realizing machine than using the ﬂumber of output
terminals. Thus the optimization criterion of minimizing the car-
dinality of the output set in the réalizing machine can be used
instead of minimizing the output terminals using binary realization.
Second, since many of the output entries in the realizing machine
are often partially specified, the realizing machine is in fact a set of
many completely specified machines. In general, the design problem

can be stated as follows:

Given some sequential machine M, design a new machine
M' which realizes M and has a distinguishing sequence

Several variations of this problem are possible by restricting the
type of realizations. For example, the result of augmenting test
output is a state behavior realization with a = ;eQ and ¢ = er- To
simplify the discussion that follows it is convenient to introduce the

following notational conventions. If M = (I,0,Q, 6,w) and

M= (1,0, Q", 8%,), let [t] = m, |O] = p, [Q] = n, [1] = m,

Tt MR LR e
e 3 ‘

e
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|o*| = p' and |Q'] = n'. The problem can then be classified into the

following three subproblems:

1. M' realizes M withn=n' and m = m'. This is

P D e Ll

equivalent to test output augmentation.

2. M rlealizes M with n=n' and p=p'. Thisis
equivalent to control input augmentation.

3. M' realizes M with m = m'. This is equivalent

to state and test output augmentation.

Other subproblems cafn also be obtained but they are mostly less interes-
ting. For example the problem of augmenting both input and state is
relatively uninteresting since we know that augmenting one single input

= is sufficient to obtain a diagnosable machine. However, although aug-
menting test output is also sufficient for designing é diagnosable machine,

it is possible to reduce the number of outputs needed by increasing the

- number of states in the realizing machine. We shall first illustrate

i
:
s st

this point by the following example.

5

Example 3.6

PR,

M, is a reduced, strongly connected machine which has no

r‘
(R

distinguishing sequence. Suppose it is desired to design a diagnosable
“ machine with an rds which realizes M, and has a smallest output

¢ ' ,

set. It is easily seen that using state behavior realization input a

requires an output set of 4 symbols and input b requires an output
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set of size 5. However using state splitting technique M2 can be

realized by a machine M'2 having output set of size 3.
a b
| 1| 1/0 | 21 I={a,b}
| o | 1/0 | 3/0
‘ M,= |3 | 1/0 | 4/0 o={0,1}
4 5/0 2/1
, 5 6/0 2/1 Q= {1’ 2,3,4,5, 6}
’ 6 1/1 2/1
i” |
a b
A AR B/0 I'=1={a, b}
B G/B C/ iﬁ, ri
C | Ar D/iB,r o' = {B,r, 6}
“Mly=| D E/?s, ri B/5 —
E | F/iB,ry | B/S Q'= {A,B,C,D,E, F,G}
. F | A/S B/5 ~
{ ' G | G/r C/6
1 O qO") Q AQ
s
B 0 1 A G
2 B
| r 0 3 c
0 1 4 D
. 6 F

¥ M'2 is an output partially specified machine which realizes M2 and
has an rds of aaa.

DProblems (1) and (2) have been previously discussed for the
case of obtaining a repeated symbol distinguishing sequence. We will
devote most of the following discussion to problem (3).

Although the increase in number of states in the realizing

machine will in general increase the length of testing and possibly
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complicate the physical realization, it has one important advantage.
It says that the number of test points that need to be brought out in a
given network may be reduced by increasing the number of states.
This is a very desirable point in view of the trend in the manufac-
turing of large scale integrated logic circuit. Generally, a very
severe limitation is the number of input-output pins that can be
brought out while the increase in cost due to additional components
is small,

In the last example, we had observed how stateA splitting tech-
niques can be u‘sed to reduce the size of output sets in the realizing
machine. We shall develop a technique which allows such reductions
whenever possible. Firist we shall treat the case of state set con-
vergence andl show that by increasing the number of states in the
realizing machine, the required output set size or number of output
functions can be reduced. Tken we shall treat the acyclic testing

graph realization of single-input machines.

State Set Converg_qnce Problem

Let M= (I, 0,Q, 6,w) be a sequential machine and S C Q, and
for any q,r e S, 6(q,a) = &(r,a) and @(q,a0 = (r,a) = 01 for some
aeland 01 e O. We shall divide the treatment of state set con-

vergence into three cases:
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Case 1 6(q,a) € 8

Theorem 3. 14

If lS] =k, i.e. M has k states converge to a single state which
is also in the set S, then the convergence can be broken up by

a realizing output set of no more than L—lz{— J + 1 symbols and

with the number of additional states no more than k - (L—lz{— J + 1),

where L}Z{_ means the largest integer not greater than 5

Proof

For simplicity let Ma = ({a}, {01}, S, 6|sx{a}, wls x{a})
be the submachine of M. Without loss of generality assume Ma has

the following state table description

a
1 1/01 s = {1,2,3,...,k}
2 1/0,
3 1/0;
k 1/01

If k is even, let us construct a machine Ma' with k 4--12E - 1 states

which realizes Ma with the assignment (a, ¢, £) and state table des-

cription as follows:

o S 2 it N S

I

R

» .
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a .
1 q1/°1, 1 M! = ({a},0,8",6 '|s' % {a},
2 /0 4 w'|s' x {a})
3 45/0; 4 |
k
0" = {0, .li=1,2,...,% +1}
M' - 1,1 2
a
k ' o
5 -1 qk_l/o,l’1 S -{1,2,3,...,k,q1,.u.,qk_l}
2 2
K
) 170 4
K 1/0, x/241
dy 94/0; 4
dQ 1 99/9, 3
q Q, |
k_1 k_4/0
2 2 1,2
a(i) =i Vies- {1}
a(1)=1U{qi|i=1,2,--r-,.-21§'1}

t(a) = a

. k
C(Ol, 1) =_01? 1=1,2,.--,§+1

If k is odd, let us construct a machine M} with k + k-1 states which

realizes Ma with (o, ¢,9 and state table as follows:

2
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; A ' ' a
2 q2/01 1 M'a', = ({a}: 0",8", ”-IS" x {a}’
3 q3/01, 1 w"[s" x {a})
k"l ' | A B i= k-l '
5= : qk-l/ol,l 0" = {01,111—1,2,.--,—2‘—“}
2 |
k-1 T | -
—-2—-+1 1/01,1 S" = {1’2"'°’k’q1""’q§i}
2 ,
M" = :
a 0
k-1 1/0; k-1
k 1/0; k1 g
ql q1/01,2 | ?
e
| 99 q2/°1, 3

a(i) =1 Vvies-{1}

. a(l) = 1u {qil i=1,2,... ,%l}
ta) = a
- k-1
t(01, 1) 0y i=1, 2, cees—gm+ 1
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It can be immediately verified that Mé ‘and M; are reduced. This

completes the proof of Theorem 3. 14.

It is clear that if |S| = k, then it requires an output set of size
k to distinguish each state in S if only state behavior realization is
used. Thus, the reduction in the size of the output set can be sig-

nificant.

Example 3.7

Let M, be a single input submachine of some machine with

all states in M3 converging to a single state satisfying Theorem 3. 14.
Using the technique of the proof in Theorem 3.14,~we can construct
M'3 which realizes M3 with an output set of size 4. If no state split-

ting were used, it will take an output set of size 6 to obtain a reduced

realizing machine.

. a
| 1/0
2 1/0
My = 3 1/0
4 1/0
5 1/0
6 - 1/0

¢ Y]

T
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3" 1 7/00
i 2 8/00 a(i) =ivies - {1}
3 1/00 a(l) ={1,7, 8}
g M, = 4 1/01 t(a) = a

5 1/10 £(00) = 0
) 6 1/11 €(01) = 0
gu 7 7/01 £(10) = 0
3" : 8 8/10 g11) = 0

Case2  6(q,2)éS V qe S

and w(d(q,a),a) + w(d, a)

Theorem 3.15
Let M be a machine which has k states converging to a single

state which is not one of the converging states. Then the state set

convergence can be broken up by a realizing machine M' (with
L assignment (a, t,¢)) with the following conditions:

IC-I(w(q,a))l < L§J+1 VqgeS '

e | . k
. [t (w6la, @), 2) | <|g)+1
and the number of additional states needed does not exceed

gf k - ( (_;[ +1).
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Proof

Let Ma be the submachine of M satisfying the hypothesis, i.e.
M, = ({a}, {0},05}, Sv {6(a,a)lq e s}, 6l(sv {o(q,a)lq e s}h)x {a},
wl(S v {6(q,a)lq e S}) x {a}). Without loss of generality assume M,

has the following state table description

a
1 aq/ 01 | |
- )
2 f q/ 0 y
: 1
3 q/Ol _’
Ma = ;
k a/0,
A
. . k k-1 e
Then M,‘1 can be realized by Mé and M; with k + 5 and k + —5—+ 1
sfates respectively depending on whether k is even or odd. The

state tables and corresponding assignments are shown below:

T T R T TR T
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11 k = even 1 /Cil\() )
i -1
] 2 .%K (0,)
2 -1 AV, 2, T2 T
: j=1:2’0--"1£}
M' = l(_ q/O 2
{ a 2 1,1 S'=1{1,2,...,kqq.-., }
- _}'E 1 /0 '2"-1
‘ 2 VY, 2
K q/Ol,k+1
| r/0
@ q / 2,1
Y4 r/0y o
qz 1’/02 3
i
I
E_l ’9
2
j a(i) = i Vie$
| | . N
a(q) =q Vv {q1|1=1, 2, ,----,‘2“}
3 | t(a) = a
| kK
§(01, i) = 01’ 1=1,2, ...,"2‘_+1
E , . k
i §(02’ J) = 02’ i=1,2,.. <19
i
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- W

k = odd

LI SN g

o B N PR

R ik

e i i

k-1 .
M!! = ——+1 q/o1 1 S'-{l,Z,...k,q,ql,...,qk

K3
CE
s
z
i

)

k-1

2

a(i)=1 VieS

43 . k-1
E a(Q)=qU{qill=1,2,...,—§—}
i |
(@) =a

U0y =0

; 40, 3) = 0

i=1,2,.--,
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" It can be immediately verified that M, and M! are reduced.

The size of the output set and the number of additional states required

are

n

( 1—?5 + 1 when k is even

e (@ )l = 167801 = ¢

%l + 1 otherwise

.

. (' k
5 when k is even

|5%MN%®&W=MJWﬂH {

-15-2"-!- otherwise

.

( %— - 1 when k is even

Number of additional states required = J

k——l otherwise

N

Since if further knowledge of the structure of the original machine
were used, it may be possible to reduce the above bounds, these
are the upper bounds and thus justifies the inequality expressions.
This completes the proof of Theorem 3.15.

We mus"t observe here that the size of the realizing output set
does not decrease using the above construction technique. However,
if we use the coordinate augmentation type realization, the numbei‘
of additional output functions that are required to breakk up the state
set convergence may be le»ss thar;l that required for simply augmenting

output sets. We shall illustrate this point in the following example.

oy L
o
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Example 3.8

Let M 4 be a 6 states submachine of some machine with 5 of

its states converging to the sixth state in M, and satisfying Theorem

4
3.15. If we use binary realization for the output set, at least 3 new
additional output functions are needed for state behavior realization.

Yet by increasing 2 more states only 2 new output functions are

needed.
a

1 6/0
2 6/0

M, = 3 6/0
4 6/0
5 6/0
6 r/}
) e
1 7/0xx|  a(i) =i i=1,2,...,5
2 8/0xx a(6) = {6,17, 8}
3 6,/000 t(a) = a

My = | 4 6/001|°  ¢({000, 001, 010}) = O
5 ~6/010  ¢({100, 1_'01.,110});1
6 r/100
|7 r/101
8 r/110




"
SRV

-

g e
| SRS )

M [ AR |

g

%

L

[

[ SRy hj

337 RO 70-456

Case3  5(g.a) ¢ S

and w(5(d, a),a) = w(q, a) ¥qesS
Let r = 6(6(q,a),a) ¥ qe S. Then there are three cases we have
to consider. If r = 6(qg,a) ¥qeS fhen the treatment is identical
tocase 1. Ir#6(a,a) andr ¢ S V¥ q € S, then the analysis may
require the structure knowledge of the whole machine. This will
not be treated here since it may be exhaustive in nature. If r # &(q, a)
yetr € S ¥ q € S, then similar techniques to case 1 and case 2 can

be developed.

Theorem 3.16

Let M be é sequential machine which has all k states in set S
converging to a single state q under some input a where q ¢ S.
If 6(q,a) € S, then the convergence can be broken up by augmenting
no more than k - (L-l-;-_] + 1) states and by realizing an output set of

size no more than l_—zli_i + 1 symbols.

Proof

Assume Ma is the single-input submachine of M having state
set sv {q} and satisfying the hypothesis of the theorem. Without

loss of generality, let M, have the following state table.
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Using arguments similar to the proof of the previous two theorems,

wy S :
i we can construct two machines M, and M which realize M_ and X

r are reduced. State tables of Mé and M; are shown on the next

two pages.

R
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k even a
H 1 q;/0; 4
2 d5/0; 4
k
[ 271 U 70,1
{ k/2 ‘ ) q/ol, 1

k/2+1 ]  a/0; 5

=
I

=
R
<
S
=

o
fay
~

)

IS

170 x/2

¥} Emg
Ne)
w

ﬂﬂ:i'»VieS

a(q) = qu,{qil i=1,2,... ,%{}

t(a) =a

{

. ok
80,9 = 0, EL2,...,541

[
ia

AN
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k = odd

| Vgt

l - a()=i Vies

' ' .y - k-1
E* a(Q)qu {qil]-:l’za---;T}

| t(a) =a oL - P

Y SR i zk—l |
C(Ol i/ = 01 9 1=1,2,---"‘2"‘ +1 1
= , E
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The size of the augmented state set and the realizing output set
can be verified immediately. This completes the proof of Theorem

3.16.

We now formally present the method for breaking up a state
set convergence by augmenting both the state set and output set.
Let M be a machine which has k states § = {80895, S, con-
verging to a single state q under some input a.

1) If q € S, then augment to the original state table

I”%“i - 1 states, q;,0g,...,9
' rg-, -1
for i=1,2,..., [—1251 - 1. Choose

Set ﬁ(ql’ a) = qi

and w(qi’ 4 01 , 1+1

R={ri,ri,...,r }ESandri =q Replace
1 h

9 1k 1
[3]-1

| N .
5(?1j, a) by q; and w(rij,a) by 0,  for j=1,2,... "'E)Icl'
For the remaining Lézlf_[ +1 states inS - R =

{S' ,SO ,'..’SO
i,? " i
1 "2

}, replace w(s; ,a) by 0, ; for
5] +1 3

1,2, ., L] + 1.
2) If _q.é S and w(q, a) + w(r, a) V r e S then augment to the
original state table I_k'l - 1 states, q,,Qqyese>d . -
e 2 1’ % Ty g
2 !

Set G(qi, a) = 6(q, a), w(qi, a) = 02 for i=1,2,...,

M37-1andw(g,a) =0

, 141

. ChooseR={r, ,r. ,...,
2,1 iy k12

T } < 8. Replace 5(1“i ; a) by qu and w(r]. ,a)
r—zlg'l -1 } i

Cfo . . k | N .. .
by {01’ il i=1,2,... ’L‘z‘_-' +1}. For the remaining
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L%_l +1 states inS - R={s, ,s, ,...,s, }, replace
i, 7 i
1 "2 X

w(s;,a) by 0 ; for j=1,2,.. .,L3) +1. This modified
o ’ | ‘ |

state table represents an output partially specified
machine which realizes the original machine with the

state set convergence of S broken up.

Ifqé S, wig,a) =w(r,a)Vres and 6(g,a) € S, then aug-

ment to the original state table [’;

PRI

a k . Set ﬁ(qi’ a) = 6(q,a), wlg,a) = 01 1 and
- ’

w(gy, @) =0y ; . for i=1,2,. r %1 _1. Choose

R={r, ,r, ,...,1 }g_s such that 6(g, a) € R.

1 2 k
raT-1

Replace 5(r,. ,a) by q and w(r, ,a) by 0 R
J

I'k'[ - 1. For the remaining L—?FJ + 1 states

inS-R={s. ,s, ,...,s, }replacew(s.,a)'
L@'J"*‘l _ .
by 0. . for j=1,2,...,1 5] +1
1’3 L3 &y ly »
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Acyclic Testing Graph Realization

Let Ll, PIRRRY Lk be the set of cycles in the testing graph T a
of a single input submachine Ma of a machine M. Since I.Ji N Lj = ¢
for i # j, it is clear that removing one branch from each Li is both
néce ssary and sufficient for acyclic realization. A branch in Li is
removed if the corresponding state pair in the realizing machine has
distinguishable output symbois. Thus if M realizes M with an assign-
ment (EQ, E.p €), and w(g,a) = w(r,a) forq,r e Q, ae I, and {q, r}
is a node in L., then g l(w(q,a)) # Q'ﬁl(w(r, a)) in the realizing
machine will eliminate the branch emanating from the node {q,r} in
the correspondihg testing graph.

It appear”s to be very difficult to devise an algorithm which will
produce either the minimum number of realizing output symbols or
output terminals for acyclic testing graph realization. However, a
heuristic procedure has been designed which will find an output
assignment requiring near- rhinimum number of additional cutput
termiflals. This is presented below.

Two nodes in the testing graph are said to be disjoint if there is
no coﬁlmon state. For 0, ¢ O, let £, be the maximﬁm number of
cycles in Ta 3 each has a nbde with output la,bel’ing of 0 i and each pair
cf nodes is disjoint.

(1) Choose O]- € O 3 ﬂj = I'I};X L5 Assign 0].

1
. i=1 ?
to the outpu’ of each state pair. This should open

and 0,
is 2

. cycles.

exa'ctly' ¢ j




(2)

(3)
(4)

B = %
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e

(5)

T
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Remove all branches in T a which are implied by these
assignments. A branch is implied if the assignments
of (2) force the removal of this branch.

Repeat (1) and (2) on the remaining cycles.

If (1)} - (3) do not open all cycles ip Ta..’ then the re-
maining cycles must be partially specified, i.e. with
the output of one state of a node assigned and the other
one not yet assighed. Try to assign the not yet
asSighed state with the existing new output symbols.

If conflicts occur, a new output symbol will have to be
created and assig’nedA to the output ef this state.

Repeat (4) until all cycles are opeh. The justification
for employing steps (1) to (3) is to try to open all
cycles by assigning to each original output symbol, two
new realizing output symbols. If this cannot be done,
then steps (4) and (5) is employed which augments
additio‘nal output symbols as are necessary. Thus

thé neaf-minimum claim is sustained. If an exhaus-

tive search is used in Steps (4) and (5), then it is

conjectured that an absolute mixgimum on the additional

i'output terminals may be obtained.

iy
1.5
b
.
Iy
#
5
i
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For an arbitrary n-state single input machine, k < (121) . For
example, consider a single input identity machine with the same
output for every state, i.e. 6(q,a) = q and w(q,a) = w(r,a) Vq,r e Q.
The testing graph of this machine consists of (5) nodes, each with a
self loop. We will show in the following that it is possible to obtain
an acyclic testing graph realization by augmenting both the state set
and the output set in a way that reduces the size of the realizing output

set when compared with using state behavior realization.

Theorem 3.17

Let M = ({a}, 0_1}, Q, 6,w) be a single-input, single-output,
n-state identity machine, i.e. 6(q,a) = q and w(q,a) =
w(r,a) Vq,r € Q. Then it is possible to construct a

reduced single-input machine M' = ({a}, ¢, Q, 6', w)

3]

Q] < nf—"z—] 1

which realizes M with

0]

IA

Proof

The proof is very similar to that of Theorem 3.14. Without loss

of generality, consider M to have a state table description as follows:

S PN

R TI  IA T  T

T TR

A

L i

Rl

.
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a

1 170,
2 2/0,

'n 7 n/O1

I
:

nmad

Then M' shown below realizes M and satisfies conditions stated in

8 the theorem. - |
[ a
1 1'/0 1,1
]
2 2 /0 1,1
n n '
i 7|1 (’2‘]'1/01,1
| (n) | '.n']
2 | 21 /0
@ L 2‘ l 2 1,1
5 ' ™ —~
M = || n
+1 ]+ 1/0 1,2

o s

ottt (R 2
D
[

=
=
S
“l-‘
_
|=
+
ok

. 1,2
4 /04,5
,
e [l
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ofi) = {i} v {i'} V¥i=1,2,... Fz‘—] -1

ofi) =1 otherwise

b
{
¢
s

t(a) = a

[ QIR

. n
(04 ;) =0y V1=1,2,...L~27J +1

[ This completes the proof of Theorem 3. 17.

G

Example 3.9

M, is realized by M5' with their state tables shown below:

a
,, 1| 14
u 2 | 241
M = s | 31 ’
4 | 4/1
5 | 5/1
. | a
g | 1 | 17100
g | 2 2'/10 0 | ofi) = {i} u {i"? i=1,2
3 13100
oi) =i i=3,4,5
M= |4 | 4101 | |
| | 5 | 5101 ia) =2
. 1' | /101 | ¢({100,101,110}) = 1
L | | 2 | 2110 |
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If we use state behavior realization by augmenting only the
output set, the size of the realizing output set is 5 which requires 3
additional output terminals when binary realization is used. 3\/[,"5

requires an output set of size 3 which requires only 2 additional

output terminals using binary realization.

General Problem

We now turn to a more general problem of dé signing a diagnosable
machine without being restricted to repeated symbol distinguishing seq-
uence. Suppose M is a reduced n-state machine. Then from Mcore [18],
there exists a homing sequence x of length not greater than (g) . From
Theorem 3. 2 we know that if this sequence is not a distinguishing
sequence, then there exist some state pair convergences under x. To
design a diagndsable machine from M, it is only necessary to break up
these state pa'i.r convergences ﬁsing techniques described earlier. The
number of additional output symbols needed depends on the number of |
state pair convergences and their distribution. If there are k state pair
convergences, thén the number of additional output symbols needs not
exceed k. The order of diagnosability may have to be increased if the
size of the reali,.‘zing output set must be bounded by SOme number. In
general, the size of the realizing output set or the number of ',édditional
states required are less than that required by designing a rds diagnosable
machine. If M is redundant, then a reduced version of M must first be
found kefore applying the technique described above. Additional outpuj"cvr

symbols are'th‘en assigned to distinguish the equivalent states.

S U
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Some Diagnosable Properties of Sequence Generators and Linear
Machines

We have observed in many instances that the single-input sub-
machines of a sequential machine determine many important properties
of the complete machine. For example, a machine is diagnosable
with a repeated symbol distihguishing sequence if one of its single
input submachines is reduced. Independent studies of this class of
machines is therefore justified for the purpose of diagnosis. In fact,
this class of' méchine has been widely studied m the context of machine
decomposition and sequence generation. We begin by introducing the
following machine properties which can be used to characterize

diagnosable machines.

Definition 3.9

A k-diagnosable machine is said to be optimally diagnosable if

k = [logpn}
where

n=|Ql

p=|0]

Definition3. 10

Two states ¢, re @ in a sequential machine are k-equivalent

if whenever the length of input sequence x is less than or equal

tok, B q( X) = Br(x) . The partition on Q ihduced by k-equivalence

R ST ST b o R
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(denoted IT, ) is called the k-equivalence partition.

Recall that the lower bound of the length of a distinguishing
sequence in an n-state, p-output machine is [ logpni. Thus an optimally
diagnosable machine has a shortest possible d.s. The next lemma
relates the length of the shortest d.s. in a sequence generator to the

state equivalence partition,

Lemma 3. 2

If M is a reduced sequence generator, then M is k-diagnosable

iff k is the least integer such that Hk = Hk+1'

Proof

Suppose M is k-diagnosable, then for any x ¢ l’k of length k,

By®) = Bx) == q=r.

IIk =0 = I—Ik+1

But if fg(x) =k-1, xisnotad.s. of Mand dq, reQ > Bq(x) = ,gr(x)

yet q £ r.

k-1 #D = I,

Conversely, if k is the least integer such that I, = II then

k = Ykl
since M 1s‘redu'(_:ed' and sz 'Hlk+1’ nk = Ilk+1 = 0. Hk-l > I'Ik and
o4 # I, then 1q, re®@ 3 q and r are k-1 equivalent. Therefore,

the length of the distinguishing sequente is k and M is k-diagnosable,

EICR Ty MM EICTLEIN, SO N A TR ML et Wkt T W NPT
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With this lemma, the following characterization of a minimally

diagnosable sequence generator is obtained naturally.

Theorem 3. 18

[ ]
[ SR ]

Let M be a reduced p-nary sequence generator with n states,

o
| = |

where n = pm. Then M is optimally diagnosable iff

plm | =11 ;| Vk <m.

Fo————
[ N |

Proof

PR SOV (oY

Assume M has a d.s. of length m but 7k < m such that

|nk+1| ;éplnkl but lnml =lei|V i< k. Then clearly

k . |
|Hk| =p,ll'lk_ll =p. I |Hk| = 'Hk+1l’ then I = IL_,, since -
Hk+1 < Hk for all k. This means that the machine is not reduced,

.

contrary to our original assumption that M is reduced. So, let us

block to singleton sets is of length m-k, Therefore, the shortest d. s.

assume ]‘Hk +1|> |11k| Then g

: k+1 K "

g pm‘ >'!Hk+1|>p .
r 'pm'_k“" | m-k

Then atleast3 one block By jof T, @) £ | < 1B, 1< P

g« The shortest sequence of p-nary partitions that can partition this

is of length k+1+m-k = m+1, contrary to our assumtion that M has a

{ d.s. of length m.

Conversely, if lHk+1 | = pIIIle k < m. Then whenk = m-1

- B
T

Tt
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m-1 m

m I =pli_ ,|l=pp" " =p

m-1
which is the total number of states.

The machine has a d.s. of length m.

For the case where n is not a power of p, we have the following

theorem.

Theorem 3. 19

Let M be a reduced p-nary sequence generator with n states.

Let Bk be a largest k-equivalence class. Then M is optimally

m-k

diagnosable iff IBk] <p Yk g m where m = [logpn].

Proof

If there exist B in I such that lBkl > ph 'k, ‘then the shortest
possible d. s, that will partition Bk into singleton states is of length
> m-k. Consequently, the shortest d.s. for M would be > m-k+k
and M can not‘hzive a d.s. of length m, |

Converseiy, where k = m
B | <p” =1
and the sequence of length m is a d.s. This cdmplet.es the proof.

An important class of sequential machines is the so-called linear

machines [ 2 ]. It has been found that the linear machines have many
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interesting properties relating to diagnosis. We first formally introduce
the linear machine in the following definition.

Definition 3. 11 O S
= A sequential machine M = (1,0,Q, 6, ) is said to be linear over a
finite field F if there exist integers n, k, and £ such that

n

Q =V (F)
1 =v&F)
L/
0=V (F) e
and linear transformations
A:Q - Q
B: I - Q e R
c:Q~-0
D:1-0
such that I
6(d,a) = Aq + Ba
w(q,a) = Cq + Da —

In words, a sequential machine is said to be linear if its next
state vector and output vector can be represented as linear combinations
of the présent state and present input vectors. The iﬁput-output
behavior of a linear machine can be defined recursively in terms of

/ e

A==

i e Gt
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the linear transformations A, B, C, and D. This is introduced as the

next lemma [4 ].

Lemma 3.3

7
| BRSNS |

Let M be the linear machine defined in Definition 3 and x € In.

SUSUEPRUR VR S

Then V qeQ

Bq(X) =K a4 +QX

for some linear transformations Kn and Qn’ where

B . n

n n

1 Q:I -0

~ i

i i Proof

E Let

gk; 4§ — N

a9

i i X = . where a, el.
SO | . i
: .

1 L N

From Definition 3. 11

w(q,al) =Cq + Da1

6(q,a1) =Aq + Ba,

f
fezsammemzrmd

s i

v
;}, 3

o,
&
)

@Y

e
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— 24
w(q_’ [ az.} ) = w(d (qa al) ’ az)

= w(6 (6, a‘l) ’ az)

= Cﬁ(q,al) + Da,

= C(Aq + Bal) + Da2

= CAq + CBa, + Da

1 2

Aﬁ(q,al) + Ba,

| g(q,[af“

az_J‘) B

= A(Aq + Ba 1) + Ba.2

= Azq +ABa, + Ba

1 2

B@;x) =CA" lq+ cA"?Ba + cAM Bay .

+CABa .5+ CBa, ,+Da

-1

1

5 | n n-1_. n-2
6(q,x) =A q +A Ba1+A Ba2+-..+ABan_1+Ban

Thus R q(x) can be written as following:

[ o@,a) ] c
_ ay
wm{a]) CA
| | 2
B =] - [?1 = 2 q+
q w(q, a, ) CA
a3 '
L ®(q,x) B | ca™ 1]




i
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o

W
. wf
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D
CB

CAB

Then, Bq:(x) can be written as

356

O
D

CB

o

L cA™25 ca™3 ca

Bq(X) =K 4+ QX

where

O
i

Theorem 3. 20

CAB

| cAT B cA

RO 70-456

n-4

B °""CB D a 3
- n

D --- 0) O

CB --- o ©

n-3

B"""'CB D_J

If M is a reduced linear machine, then the following are equivalent:

i) M is definitely diagnosable of order i

ii) i is the least integer such that rank (Ki) =n

iii) i is the least integer such that II, = I,

1

g PO S U O

o g

e S S NN .

1

-
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Proof

i) ==>ii)
Suppose’M is definitely diagnosable of order i, then V x ¢ Il,

we have
B =B @ =>a=T, Va,reQ.

Recall that

Bq(x) = Klq + Qix

where Ki: Q -0

First Wef show that qu(x,) = gr(x)@Kiq = Kir. Suppose Bq(x) = Br(x),
then K.q + Qx =K;r + Qx V xe I'. Subtracting Qx from both sides,
we have ‘Kiq = Kir. Conversely, if Kiq = Kir, then Kiq + Qix =
Kir + .Qix and We have q(x) = Br(x). Since Vxe¢ Ii

ByX) = BK)==>q =1
we have%

 Ku=Kre—>q-r

- But this says that K, is a 1-1 linear transformation fi-om Q to Oi and

since dim Q = n, it follows then

rank (Ki) = n

(n
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By definition of the order of definite diagnosability i is the least such

integer. i
i1) == iii) | i
Suppose rank (Ki) =n !

then K. is a 1-1linear transformation

K@ =Kre=>q=1,VqreQ

But Kiq = Kir‘é@ Bq(x) = Br(x), Y Xe Ii

ot Bq(x)_—_ﬁr(x) == Qq=r, VXel |
But (%) = B,(x) V xel'é=q = r (IL,)
'.qsr(l'li)»-»“*;-)qzr
. ML =0
| N b
| R i
Since Hi!} Hi+.1’. it follows then IL, = I‘I,i+ 1 i
o b
! o 2
iii) = i)
Suppose 1i is the léast integer such that IIi = Hi+]’ then since M §
is reduced, I, =I[, ; =0. Then V pairq,reQ,q#r, Ixels By ) # B ()
which in turn implies K,q # K,r. Thus K, is a 1-1 linear transformation
and any X I'isad.s.. Therefore, M is d. d. of order i.
l . A
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~

Corollary 3.20.1

Every reduced linear sequential machine is definitely diagnosable
and the maximum order of the definite diagnosability is n, where

n =dim Q.

_I?r'oof

If M is a reduced linear machine, then 31i such that II; = IL ,=0.

+1
Now by iii) of Theorem 3. 20, M is definitely diagnosable of order i

if i is the least integer such that; IIi = Hi+ Then rank (Ki) =n, since

1
Ki is a 1-1linear transformation. Since the rank of A is < n and by

definition of K, it follows that i < n. Thus the maximum i3 Ran(K;) = n.

In other words, every input sequence of length n in a reduced
linear machine is a d.s. where n is the dimension of the state space.
Thus in the case of linear machines, we ha\'re a reduced upperbound
on the length of d s.. Note that in a linear machine the concept of
being i-diagnosable is equivalenf to that of being definitely diagnosable
of order i. Since the minirhum length of the d.s. in a linear mz.a)chfine
can be characterized by the least integer i such that rank (Ki) =n, we
can characterize the optimally diagnosable linear machine with the

following corollary of Theorem 3. 20.

Corollary 3.20, 2

Let M be a reduced linear machine with n = dim Q, ¢ = dim

ﬁ(w) = dim O and k = dim I. Then M is optimally diagnosable

iff rank (K
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Recall that a linear machine is reduced if and only if it is definitely
diagnosable. This result leads to the observation that the state set
is partitioned evenly by each input symbol. Since the state space can
be considered as an additive abelian group and the linear transformation
K, : Q——Oi [see Lemma 3.3 ]induces a congruence relation on Q, it

follows that the partition corresponding t@ this congruence relation is

_a coset partition. More precisely,

Lemma 3.4

i

If M is a linear machine, then every i-equivalence relation
partitions the state set into coseli: ‘vhen the state set is

considered as an additive abelian group.

The cardinality of these cosets can be shown to be a power of a
prime number. Thus, we can obtain a recursive relation on the
i-equivalence relation of a linear machine. Dencting the i-equivalence

partition on Q as T, We have

Theorem 3. 21

~ Let M be a linear machine over a finite field F of characferistic P
and |F| =p™,n =dimQand ¢£=dimO. Then¥;, Jk, 0 <k < m

k.
. 1

T
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Proof

From Lemma 3.4 we know that T, partitions @ into cosets.
Let Hi be the set of states whiéh are i-equivalent to 6 Then Hi is
a subgroup of Q. The order of Hi divides that of Q. Now the
cardinality of Q is a power of p, i.e. Q is a p-group, it follows

that H, is also a p-group or H, = {0 }. I H, ={0}orH, = H, 4

st ]’
then clearly k; = 0. Tt H, # {0}, then |H,| =p"

mn-~ji
AR AR

mn-j.

_ _ i+1

Therefore

353
e Yhe €3 |
|7Ti+1| =p ]Wil-

Since Hi+1 - Hi’ it can be shown that 0 < ji =i < fm. Let

ki =37 i and the theorem is proved.

Theorem 3.21 says that in a linear machine the i-equivalence
classes of the state set always ''grow' as a power of the field

characteristic p. By the coset structure, each i-equivalence class

‘has the same 'cardinality which is also a power cf p. In case the

dimension of the output space divides tll_at. of the state space, we can
charécterize an optimally diagnosable linear machine in the following

way.
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Theorem 3, 22

Let M be a reduced linear machine with q = pm, £ and n given

as in Theorem 3. 21 and ( | n. Then M is optimally diagnosable

—

) [ . . n
iff |ni+1l =q |7ril Vi 1<i< T

Proof Fr_q
' [ :
Assume M is optimally diagnosable, then Vxe¢ , X isad.s.
. n, _n . N <
of M. Since £|n, ['ﬁ—] = &> We claim that lwi+1| =q ]ﬂil ¥

1<i< —E— Suppose there exists some i such that ‘”i+1‘ £ qﬁlwil.
From Theorem 3. 2], we have |7ri+1| =p 1|7ri| , and our last assumption

says ki # fm, i.e, ki < fm, nBut this says in turn that |1ri{ < plﬁm
and [1rn | < pmn. Thus x¢l L

can not be a d. s., contrary to our

assumption that M is optimally diagnosable. Conversely, if
n ,
l”i+1{ = qﬂlﬁil, then VxeI £, xisad.s., i.e. M is optimally
diagnosable,
The result of Theorem 3.21 can be generalized to non-linear

sequential machines. We first introduce a concept of“generalized

I .
equivalence relation under some input sequence.

R I T S TR T T T T T - AR
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Definition 3. 12

Let M =(1,0,Q, 6,w) be a sequential machine and let xe 17

where x =y a (yeI*,aeI). Then qur if w(5(q,y),a) =w(6(r,y),a).

The partition induced by Rx is denoted L

In other wbrds, qu r if the last output symbol for input sequence

x is the same for initial states q and r.

g Theorem 3. 23
g If M = (I,0,Q,5,0) is a sequential machine, |Q| =p",

o] = p (p is an integer). Then M is optimally diagnosable iff
3x =a,a,...a_ such that wai-;-ll = plnxil V 1< i < n where

I Xo = a-- -;.a--
| i al 2 i

Proof

To proVe nécessity, suppose there is no X € 1" such that

lﬂx | =p| < | for 1 <i< . Theannf In, X can not be a d. s.
i+l S |
of M because lwx | £p" implies m, #0. Thus by definition, M is
n n
not optimally diagnosable. To show sufficiency, suppose M is not

optimally diagnosable. Then every sequence of length n can not
be ad.s. This saysthat 3q #rinQ> V X € In, Bq‘(x) = Br(x) i.e.
q=r. Thl"% means thgt VX e I, 3, 1 < i <n (depending on x ),

such that wa | £p Iﬂx. .
i+1 i

P
' L%
4 e

T

&
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Theorem 3.23 provides a useful means of finding an optimal
distinguishing sequence. Any input symbol which does not partition
the state set into p equivalence classes can be excluded as the
starting symbol of an optimal d. s On each i-equivalence class of
states any input symbol which does not partition it into p equivalence
sﬁbciasses is excluded from being the next symbol of an optimal d. s.
The proceéé is then iterated until an optimal d.s. of length n is found
or no optimval d.s. can be found. In the case of linear machines, the
same input symbol can be examined at each step since each input
symbol has an "equivalent' effect on the partitioning process.

Returning now to the question of designing an optimally diagnosable
machine. which realizes a given machine behavior. From Theorem 3. 23

we found that M, can be used to characterize an optimally diagnosable

- machine M when M satisfies the theorem's hypothesis. By Definition

3.12, T is determined by both the output function w and the state ‘

transition function 6. This observation Seems to indicate that with
proper chori}c‘e of 6, we may be able to come up with an optimally
diagnosable‘machine for any given diagnosable machine. This

conjecture can be easily disproved iy the following arguments. First

we recall that if a machine M is diagnosable, then M must be reduced.
Let M and M' be two reduced machines such that M = M'. Then it

can be shown that there exists a strong isomorphism between M and

M* [11]. TfllS says »that'the state behaviors of M and M' are isomorphic.

Thus no choice of § is possible. This conclusion should not discourage
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our interest in the study of diagnosable and optimally diagnosable

o~

machines. For éxarrifjle; in the case of a redundant machine which
Tealizes 93. given behavior, there are certain freedom which allow

the \designér to choose different § and w. Furthermére, the selection
of 6 and w can be incorporated into the design of fault‘—tolerant

switching network which realizes a given machine behavior. This is

the main theme of our investigation,
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Network Diagnosis

Network diagnoéi’s is 2 much more difficult pi'oblem ‘than the

S —
e S

type of machine diagnosis discussed in the last section. At the outset,
before anything can be said about synthesis and gszquential networks,
analysis tec;hniques must be developéd for combinational networks.

A combinational network refers to a physical realization of some
Boolean function; for the purpose of this discussion, in is an inter-
connection of gate-type primitive logic elements. ‘We first introduce
a directed graph representation of a combinational network convenient
for ~;:I,Nna,lyzing gate input-output stuch-at faults. The notion of "path
sensitizing' [1] and "node sensitizing' is then formaliied so that its
limitations z;.nd capabiiities can be better understood. Finally, the
problems of test point allocation and multiple faults detection are
discussed.

To derive a useful representation of a network convenient for stuck-
at fault analySis, we must first look at the effect of these faults at an
elementary level. Consider, for example, a three-input AND gate.
The effect of any single input stuck-at-0 is indistinguishable from the
effect of the gate output being stuck-at-0. However, the effect of any
single input béing stuck-at-1 is different from any of the gate output
stuck-at faults. If we represent each gate by a node,‘ then a gate output
stuck-at fault is just a constant node function. However, if a preceeding
gate which fee'ds one of the input has a non-unity fan out, the input

stuck-at faults may not be represented as a constant node function.

=
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To facilitate a uniform treatment of the stuck-at faults as constant
node functions, we give the following definition of a (node) network

graph.

" Definition 3. 13A

A (node) network graph of a combiﬁatiopal network is a directed

graph representation of that network co!nstructed according to the
following rules:
1) Each gate and each input tex;minal corresponds to a node
in the network.
2) A ’n‘o;d,e is added to (ézach branch of a fan-out node. This is
dohé to segregate tt?e state of the fan-out gate and that of
the succeeding lineé it feeds.

3) A directed branch is drawn from node i to node j when an

input of node ‘j comes from node i.

Similarly, a branch oriented network graph can also be constructed

where all stuck-at faults are represented by constant branch functions.

The folldwing is such a definition.

Definition 3. 13B

A (branch) network graph is a directed_‘graph representation of a
combinational network which is constructed acéording to the
following i'ules: |

1) Each gate, each network input terminal, and each network

output terminal corresponds to a node in the graph.

. PR, e g . ‘U.V-.“,
R A T T T T AR DA ST o e e e o ]
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2) A node is created at the place where fan out occurs except :
when the fan out occﬁrs at the network input. This is
done to segregate the state of the gate output line from
that of the succeeding input lines it feeds.
3) A directed branch is drawﬁ from node i to node j when an

i input of node j comes from node 1i.

- k‘ - Since a network graph of a combinational network is acyclic, it

is possible to label all nodes by integers SO that node i is adjacent

from nodes of labelings smaller than i. The nodes in the network

vi | graph can also bé divided into levels. Level 1 consists of all primary

: input nodes. Levei k consists of all nodes which are fed from nodes

j of level lower than k. Figure 3.8(a) and(b) show a combinational net-work
1 | and its (node) network graph. A path in a netwérk graph is defined in the

usual manner except that the path is always terminated at a primary

i;x;‘—‘-&";::;a}

output. ‘Thus a path can be uniquely represented by a sequence of nodes

with labellings 1in strictly increasing order.

R

Similar labeling technique can be applied to the branch network
i graph as shown in Figure 3.8(c). In the following discussion, we
will be dealing with node type network graph only unless otherwise

specified.
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Figure 3. 8(b) The (n'bde) ‘Network ’Graph' of (a)
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Figure 3.8(c) The (branch) Network Graph of (a)

Let fi denote the Boolean function realized at node 1 with respect
to the network inputs X and g denote the node function at node i. Also
let f be the overall Boolean function realized at the network output

(assuming a single output network for the purpose of this discussion).

In the following, ‘we will formally introduce the concept of ''sensitizing

in a network. In general, if f is a Boolean function, we will let f

denote the complement of £, i.e.,

T(x) = I®), for all x¢ 0,1},

Let fjlz X ~{0, 1} be the function realized at node j when g; is

replaced by §i.
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Definition 3. 14

Node j detects node i under x (x ¢ X) if 'f].l(x) # fj‘(x). This is

abbreviated as jdxi.

Note that every node dexects itself since by definition, fil(x) £ fl(x).

The notiqn of one node detecting some other node indicates
the potenfiality. of fault detection by the first node when a fault occurs
at the second node. Here, by a "fault” we mean a single fault in a
combinational switching network as fornrially defined in Section 2.
Briefly, a (single)fault at node i is the replacement of node function g
by some other node function gi' over the same domain, where gi;é gi'.

. oo
When the context is clear, we will simply denote the fault gi'. A

stuck-at 0 (stuck-at 1) fault at node i is denoted as s (s.)). We

formalize the concept of a node detecting a fault in the following

Definition 3. 15

Node j detects gi' under x (X € X) if

i) jd i
ii) gi"(xi) # gi(xi), where x, is the input to node i when x is

applied. This is abbreviatedas jd g, .

Given a network, from the analysis point of view we can only deal
with the class of faults which satisfy condition (ii) of Definition 3. 15
In the rest of this section we will only consider this class of faults

unless explicitly stated.

gt e
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Observe that it X (i,j) = {x|node j detects node i under x} and
Xe(gy,0) = {x Inode j detects fault g;' under x) then X(g/',j) C Xn(i,j).

If we call node i [fault gl'_]_ j-detectable if Jx ¢ X node j detects node i

[fault gi'] under x, then the above observation simply says that if

fault gi' is to be j-detectable, node i must be first j-detectable.

Definition 3. 16

Node i [fault g] is detectable if 3x such that an output node

detects node i [fault g ] under x.

Definition 3. 17

Node i is sensitized under x if an output node detects node i

under x. Node i is 0-sensitized [1-sensitized] under x if it is

sensitized under x and fi(x) =0 [ fi(x) =1].

Definition 3. 18

A path P = j‘l’i?’ ..., 1in a combinational network is

sensitized under x (x ¢ X) if every node in P detects each

preceding node in the path under x. P is 0-sensitized

[1-sensitized] under x if it is sensitized under x and

fil(x) -0 [fil(x) =1].

Example 3.10

Consider the following‘example of Roth [22].
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~ Figure 3.9 Roth's Network and its Network Graph
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Node 23 detects node 17 under x = (0,0,0,0). Node 23 detects

0
S under x=(0,0,0,0). Both node 17 and S, are detectable since

output node 24 detects node 17 and qu under x = (0,0,0,0). Node 17

is 1-sensitized under x = (0,0,0,0). The Path P = 2,9, 17, 23,24 is

0-sensitized under x = (0,0, 0, 0).

With these definitions, we can precisely state a well-known result

as the following theorem,

Theorem 3. 24

If a path P = il,iz, e ,ip is 0-sensitized under x ¢ X and

. 1
1-sensitized under y ¢ X, then all stuck-at faults Si0 , Si

] ]
(1< j < p) are detectable.

Proof

Since by definition of a path, i p corresponds to the output node
and by definition of ""path sensitizing" i p detects every node in P

under x and y. Let g (xi ) =0, then Sil # g (xi ) and by

I ) J J
Definition 3. 195, the output node detects Sil under x. Similarly,

J
the output node detect Sio under y. Thus all stuck-at faults

J
Si0 , Si1 (1 < j < p) are detectable by Definition 3.16 .
. ‘

i |
From Definiticns 3. 17 and 3, 18, it is easy to see that if a path
P is sensitized under some x e X, then every node in P is also

sensitized under x. However, the converse is not necessary true,

i.e., there may not be a '"'sensitized path'' passing through a

'"'sensitized node "'. One such example was eXplicitly pointed out by
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Schneider [24]. Referring to Figure 3.9 of Example 3. 10 Node 16
is 1-sensitized under x = (0, 0,0, 0) but no path passing through node
16 is sensitized under x = (0, 0,0, 0). In the following we will give a
condition in which the converse also holds. Before we state our.

results, the following two definitions are needed.

Definition 3. 19

A multipath from node i to node j of a directed graph G is a
subgraph of G in which there is at least one path from node i
to node j. In the case of anetwork graph, we always let j be

an output node.

Thus, a path is also a multipath. A multipath which is not a

path is a strict multipath.

Definition 3. 20

A multipath in a network graph is simply connected if there are

exactly two nodes in the multipath which have degrees greater

than 2.

An example of a simply connected multipath is shown below:
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Since we define a path in a network graph to end at a network

output, we call a path from node i to node j as a segment or subpath

from node i to node j if j is not an' output node. Thus a sensitized

segment or subpath can be defined similarly.

Definition 3. 21

A multipath P is sensitized under x (x ¢ X) if

i)  The initial segment before the first fan-out node and
the tail segment after the last reconverging node are
sensitized subpaths under x.

ii) Every successor node of the first fan-out node detects
every node in the initial segment under x.
iii) Each subpath from a fan-out node to the node in the
subpath immediately preceding a reconvérging node
- is a sensitized subpath under x.
iv) Each subpath starting from a reconverging node to the
node in the subpath immediately precéding another.

reconverging node is also a sensitized subpath under x.

Let us con_sider combinational networks which use the following
gate types: AND, OR, NAND, NOR, and XOR. Then the following

theorem gives the result we have expected.

AT S LT

Wm&»?“ ety
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Theorem 3. 25

If a node in a combinational network graph can be both 0-sensitized
and 1-sensitized and if each sensitized multipath is either a path
or simply connected, then there exists a sensitized path

5 passing through the node.

{ Proof

If the sensitized multipath P is a path then there is nothing to

gl g

prove, - So, let us assume that the P is strict and simply connected.

qu@j‘

HISRE |

i m
- L

& “‘\\_p‘n e -

| & First, we claim that if node j is an AND gate, then the

parity of inversions of subpaths Py>Pgs- .-, Py should be the same.

- Let p(pl) répr,esent parity of inversions of path Py then p(pl) =0
k if the number of inversions in Py is eveh and p(pl) = 1 otherwise.
% We claim then p(pl) = p(pz) =..., p(pn). Assume 3 P and p,

- k#ﬁ.lgkgn,lgﬂgn, andp(pk)zp(pﬂ). Then if g; is
replaced by Ei’ the kth input and ¥¢th input to node j changes in
opposite direction in the sensitized multipath under some x. This
means at least one input to node j is 0 and the output of node j

remains Q. Thus node j does not detect node i, contrary to our

| original assumption that P is a sensitized multipath, Thus
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p(pl) = p(pz) =.,.., = p(pn). Since node i can be both 0-sensitized and
l—sensitizéd, and p(p1)= R p(pn)‘, it follows then that IxeX = all
inputs to node j which are in P are 1's. éut this means node j detects
every node in each p; under x. Since node j detects node i under x,
there are n single sensitized paths passing throﬁgh node i, A similar
argument can be applied to cases when node j are other gate types
except XOR.

If node j is an XOR, then n must be odd. We first show that if
n is even, then node j can not detect node i. Let n be even and let
k be the number of 0 inputs to node j in P under some xe¢ X. Then
there are n-k 1 inputs to node j in P. If k is odd, then there are an
odd number of 1 inputs to node j in P. When g, is replaced by g
k inputs to node j change from G to 1 and ﬁ—k inputs change from
1 to 0. The parity of 1's to node j remains unchanged and node j does not
detect node i under x. It is clear that node j detects every node in
each subpath p; since the output of node i is sensitive to any single
input change. Since node j can also detect node i, it follows then that

there are n single paths sensitized passing through node i. This

completes the proof of the theorem.

As we indicated earlier, in networks containing redundancy, not
all faults can be detected by input/output tests. However, if some
internal test points are provided, it may be possible to detect some

faults which are not otherwise detectable. Our first question is what

type of fau‘lts‘ can be detected by inserting additional test points ?
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This question can be answered by the notion of 'sensitizing' defined

before. First, we need to introduce a new notion. Let T be a subset

v of the nodes in a combinational network N.

Definition 3. 22

Node i [fault g!] is T-detectable if 3je T, xeX > node j

"detects node i [fault g'l.

The set T is to stand for "test points'. Let us denote the s
output node 0. Suppose a fault gi' occurs at node i.’ gi' will be

detected if o detects gi' under some X € X. But by Definition ,

this says that there is some network input x such that i) node o ;
detects node i under x and ii) x produces X at node i such that
gi' (Xi) £ gi(xi) . If gi' can not be detected because condition ii)

[l fails, i.e., ¥ xeX> g'(x,) #g(x,), then g is called inherently .

undetectable If, on the other hand, gi' can not be detected because

node i can not be sensitized, then nevertheless there will exist a node
set T such that gi' is T-detectable for in the worst gi' is {i}-detectable.
Any T-detectable fault, gi', can become detectable if nodes in T

are ''observable'.

A node in a network is said to be constant if the function realized

F at that node is a constant function. The following theorem describes

a set of faults which are T-detectable. _ r ,

LU
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Theorem 3. 26

If a combinational network does not have any constant node,

then all single node stuck-at faults, Si0 and Sil, are T-detectable

for some set of nodes T in the network graph.,

Proof

First, we observe that every node i detects itself under some x
since .fi £ fi(x) by definition. Since there is no constant node,

V node i, 3%, yeX fi(x) =0 and f_i(Y) = 1. Then it is clear that
node i detects Sil under x and detects Si0 under y. Taking T to be
the set of nodes in the network, the theorem is proved.

Note that Theorem 3. 26 does not apply to node input stuck-at
faults since a node may be independent of some of its inpuis.
However, if every node can be made dependent on each of its input
branches then Theorem 3. 26 is applicable to all node input and mﬁ;‘;‘m.ﬁ
stuck-at faults.

The classiﬁcation of faults into inherently undetectable and
T-detectable classes is important for the problem of netwoi'k
diagnosis. A significant problem is to find a minimum set of nodes T
in a network so that a given set of faults is T-detectable. On the
other hand it .i"sAnot possible to detect inherently ﬁndetectable faults | ;
wi thout modification of the original network structure. Thus it is
expected that the study of the class of inherently undetectable faults
will provide. some answer to the problem of designing diagnosable

networks.

3
a g : T
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The notion of ''path sensitizing'' can be generalized to "'subgraph

. ——
s

sensitizing' where e'very path is a sensitized path. The sensitized
i subgraph is useful in dealing with the problem of multiple fault

detection later on.

Definition 3.23 |

A subgraph H of a network graph G is sensitized under x if,

i’*"' for all i, j, which are nodes in H, 3 path from i to j => j

[

detects i under x.

It can be Ashcfwn that dx is not in general a traﬁsiti:xre relation on
the nodes of the network graph. This observation can be easily seen to ,
be equivalent to the fact that thefe is not necessarily a sensitized path
passing through a sensitized node. However, if we restrict dX to the
nodes of a senSitized subgraph, then dX is a partial ordering. More } :

precisely, if H is a subgraph of G, let N(H) denote the set of ncdes

in H, then -

{k;:::.;‘;l\.j

Theorem 3. 27 A- 4

If H is a sensitized subgraph of a network graph G (under x), then

for all i,j,k e N(H),
; 1) jd]

g | - 2):jdxiandidx‘j==>i.»=j

3)" i dxi andk d_j =>k d_i.
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Proof

1) Already observed.

2) Recall that nodes in an acyclic directed graph can be labelled
by integers so that node i is adjacent from nodes of labellings smaller
than i. Using this convention, if j dxi then j > i. Similarly i dxj
implies i > j. Therefore i = j.

3) In the sensitized subgraph H, if j dxi, then by Definition 3. 23
there is a path from node 1 to node j in H. Similarly k dxj means
there is a path from node j to node k. But the reachability in a
directed graph is transitive. Thus|there is a path from node i to node k
and k dX i,

Thus, it has been shown that dx is a partial ordering on N(H) if H is
a sensitized sﬁbgraph. Similar results can be obtained for d'X although
the notion of partial ordering no lqnger‘ applies. This is stated as the

next theorem.

Theorem 3, 28

If H is a sensitized subgraph of G under x then, for all i,j, ke N(H),

RPN Y
1) ja, g;

. ? ’ 'b . ? ] . . .
2) jd g andid, g =>i=j

o ] | ) ' ) v '
3) i dX.;,,gi andk d g =>kd_ g}

Proof

1) By definition of d'x, g'j(xj) # g; (xj) and j d_ j, it follows

‘ R 1
then that j dx\ gk]..

{
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. ' ' . 3
[ ) TdE =i :
j S i
) : ldxgi =>1>]
I B jdie; =>gj6) £gylx) and i d i,
- . ] ! . 1 . . . op ¢ .
{; kd g; => gj(x].) andk d_j. Since d_is transitive on N(H), it

. . ¥ ! {
follows that k dx1. Now k d_1i and gi(xi) £ gi(xi) =>kd_g..

The problem of multiple fault detection has been considered by
many researchers [9, 151 and yet it remained basically unsolved. In the
following we will attempt to generalize the notions of single fault

detection and sensitized subgraph to study the effect of multiple fault

detection in combinational networks.

a;?z : Definition 3. 24

Let TC N(G), F, = {g; lie T} and je N(G). Node j multiply

detects,fatilt set Fryr under x if
) ' \ !
() idy 8 ¥geFr,
E I
2) g. (X, . (X)) VECF I
(@ g (x) g &) FEC Fyp | |

and

i« where xf‘ represents input to node j when the fault set E

and x is applied to the network.

This notion is sometimes abbreviated as j m d)'( FT.
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Consider the following network and its network graph.

a - r
1 N by

. —17

¢4

——t

|

N
D,}_

4
a, 1 .5 :
1 ;}\-\\))\\bl b1=g5(a1,a2)=a1a2
2y \\ﬁj ¢y | by =gg(ag) =ag

3. 6 . \“'\.\ 8 d ¢4 =8q(by,by) =by +by
43 o — b, \j_\;g 1 09 - dl——-g8(c1,a4)=cla4
a4 4 o-‘/-/‘

T = {5, 6, 8}
- By (a1; az) =24
?
gg (2g) =24

B
g3 (cl,a4) =a,

Consider the input assignment a(al, a

Figure 3. 10

' ' '

2,33,3.4) =(1,0,1,1) =x.
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(1) Node 8 detects F, = {gé,gé,gé} under x = (1,0,1,1)

! (2) x8 ='(c1,a4) = (0, 1) ' o |
{1 {ggt  {gg:86)
! 5 6 5’°6
] X =(1,1) =x =X
}‘ 8 ' 8 1 8 | '.
. {g5t {ggt {gs,861
[ , g;g(x8 ) = g8(x8 ) = g8(x8 )=1# g8(x8) =0
B ' t '
o Aegt , dggl |, {esegg)
g # gglXg) =0
i Thus node 8 multiply detects F, ={g',gg, 8} under x = (1,0,1,1).
Theorem 3. 29 -
IP-= 11, i2, e ,ip is a sensitized path under x in G, then the set »
k., ' i
of stuck-at faulis in P, F_ = {s/] lk; = 0or 1, 1< j< p} detected
X J -
under x is multiply detected by node ip under x. ¥
> Proof
D ’ k, k, k k_ |
" Suppose J E ::{si ],si e m,...,si + CF_ such that I
? j [ m n X : 5
| | g &) =8; ()
| P P PP |
Assumgng 1j< 1£< 1m< k<1n, thenV1, 1j< i< i,
. {s; '} ' ;
[ o) i
| g ) #Agx)
| k, 3
Now, since S; is detected by ip under X,
‘ k, 18; 9} |
s. =k,=g. (X, ] Y#e (x).
i, 2 ETARY) ETARY

g
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We claim that ¥ i, i£< i<i
m
k. k
k. Kk,
{s; %8 . !
g;(x, ) # g, (x,)
Suppose this is not true, then 31 such that
k. k
[
{Slj]? Siﬁ }
g% =gk ko ok
j g
{Sl ’ Si }
Choose the least such i, call it if. Then g, (X, ] £ Y=g, (x.)
i i
and yet
k., k
R
gi (xi ,J ‘ ) 7é gi (xi
f-1 “f-1 f-1 “£-1)
Then from i]. to if-l’ all node output values differ from their fault free
values yet if remains unchanged. This says that if does not detect
Kk, :

S ], contrary to the assumption that P is a sensitized path by Theorem

]
3. 28. This process can be iterated and a contradiction is obtained for
the assumption that g; (xiE) = g; (xi ). Taus ip multiplely detects FS

P Dp P P X
under Xx. '

The above theorem says that in a sensitized path, any simultaneous
occurrence of singly stuck-at faults is also multiply detected.
This is clearly in line with the common intuition that the last fault

in a sensitized path dominates all faults that occur before it.

Theorem 3, 29 can be g_eneralized to a sensitized subgraph when the

e
preeel

i/

Y PP R
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network graph is a tree. First let us consider a single gate whose

gate input is given. The gate output is said to be sensitive to the

— .

jth input under the given gate input if when the jth input is comple-
mented, the gate output will also be complemented. Stated more
precisely, if g; is the gate function and X, = (al, CPYRRRY ar) is

a given gate input, then gate i is sensitive to the jth input under X, if

gi(al,az, ... ,aj,ar) # gi(al’aZ’ e ,E].,.. .,ar) )

A gate function which is restricted to AND, OR, NAND or NOR types

function is called a restricted gate function. This class of functions

has the following interesting properties.

Lemma 3.5'

Let g, be a restricted gate function. If the output of gate i is
sensgitive to each of its inputs under some gate input X, then

it is sensitive to any combination of inputs under X,

Proof

Let x, =‘(a1,a2, e ,ar) . If gate i is an AND or NAND gate,
thena, =1¥1<1 < r and for any xi' such that xi' # X,, We have
gi(xi) # ;gi('xi") . Similarly if gate i is an OR or NOR gate, then

ai =0V¥1 S i S r and we obtain the same conclusion.

We can proceed now to consider the case where more than a single

path is invo'lved'. Let G be a combinational 'tree type network graph

W1

i
3]
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whose gate functions are restricted. The following theorem gives a

set of faults which is multiply detected by a node.

Theorem 3 30

Let G be a tree type combinational network graph and Hx be a

sensitized subgraph of G under x with a root io. Then iO multiply
detects the set of stuck-at faults F__ which is detected by i

HX

0 under Xx.

Proof

We divide the proof into two cases:

Case 1: By Theorem3.29 if ¥ EC FH , the faulty nodes in E belong
X

to the same path, then E is multiply detected by iO under Xx.

’

Case 2: If the faulty nodes in F belong to different branches in HX
then there exist ie N(Hx) with in-degree of i greater than landan E' CE
such that the faulty nodes in E' are predecessors of i. Choose the least

. 1
such i, im’ then by Lemma 3.5 8; (xi E ) # 2 (x;.l ). This argument
is then iterated on any such i with in-degree greater than 1 until E = E.

ThusVESFH R
X

multiply detected by iO under Xx.

E is multiply detected by io under x and FH is

L

!

Ty e

X
X
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