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phstract

The key to software reliability is to design,
develop and manage software with a formalized
methodology which can be used by computer scien-
tists and applications engineers to describe and
communicate interfaces between systems. These in-
terfaces include: software to software; software
to other systems; software to management; as well
as discipline to discipline within the complete
software development process. The formal meth~-
odology of Higher Order Software {HOS}, specific-
ally aimed toward large-scale multiprogrammed/
multiprocessor systems, is dedicated to systems
reTiabiiity. With six axioms as the basis, &
given system and all of its interfaces is defined
as if it were one complete and consistent comput-
able system. Some of the derived theorems pro-
vide for: structuring of real-time multiprogram-
med processes, communication between functions and
prevention of data and timing conflicts.

The first step in defining a system with a formal
methodology is to apply a formalized set of rules.
We have found that enforcing such rules, especial-
ly on & large project with many organizations, is
very difficult. In fact, it is almost impossible
without the aid of automated tools to describe the
desfgn process and its verification. The defini-
tion of a given system can be described with an
HOS meta-language which,by its very nature, enforces
the axioms with the use of each construct. A
system defined in HOS is analyzed automatically
for axfomatic consistency by the design analyzer,
without program execution, and by the structuring
executive analyzer on a real-time basis. The
result is that a software system can be developed
efficiently with reliable interfaces. This is
especially significant since interface testing in
a large system accounts for approximately 75% of
the verification effort.

I. Introduction

Higher Order Software (HOS} is a formal methodol-
ogy for reliable systems specification and develop-
mentl. In order to devise a methodology which is
totally system-oriented and not traditionally soft-
ware oriented, it became apparent that the defini-
tion of a software system must be hardware inde-
pendent, Tanguage implementation independent and
computer resident software independent. Thus, HOS
is concerned only with computable functions and
their relationships for any given system.

A hierarchical decomposition of a function is
possible if that function is computable. The
class of effectively computable functions coin-
cides exactly with the definition of the term,
~software. A numerical function is said to be ef-
fectively computable if there is a mechanical and
finite method of calculating the value of the
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function in all cases when its arguments are
given®. A system that is not computable can inter-
face with a software system if we define a set of
functional interfaces for that noncomputable
system. Then it is possible to interface software
with other systems, to model any system in the form
of software, to show a noncomputable system within
a total problem specification, or to integrate any
combination of the above.

For a typical avionics specification, we can define
a total system comprised of a set of functions and
functional interfaces. For example, to verify
APOLLO on-board flight software?, we interfaced
flight sgftware inf digital simulations with models
of other systems including the APOLLO Guidance
Computer (AGC), sensors, the astronaut and the
universe. We also interfaced flight software in
hybrid simutations with actual noncomputable
systems such as the astronaut and with models such
as the wniverse.

If a given system can be defined in such a way as
to be "spftware," then it follows that a reliable
methadology for defining general systems can be
applied to software and vice versa. Secondly, if

a given system is defined using software techniques,
that system can be functionally tested on a
computer. We have found that the use of HOS for
software system design clarifies the intent of the
designer and simplifies problems originally ap-
proached in a traditional manner; and, if we look
at systems, in general, as software, it may help to
either understand more thoroughly a complicated
system, or help make a seemingly complicated system
less complicated. :

1t is now possible within the framework of HOS to
develop automatic tools to aid verification as well
as design, For example, the interfaces of an HOS
system can be exhaustively tested by an automatic
analyzer without program execution. This is
especially significant since interface testing in

a large system is known to be a very costly
procedure™,

The HOS methodology can be used for the definition
of software for simplex, multiprogrammed, multi-
processor or multicomputer systems. For any of
these systems, the approach would be to use HOS to
design one implementation independent system
structure and then, for implementation, to partition
and distribute the software and hardware while
maintaining HOS control structures.

*73% of all problems found during the APDLLO inte-
gration effort were interface problems"; and ver-
ification accounts for 50% of the total software
development efforts:&:7,



1I. Methodology

Higher Order Software is software expressed in its
own meta-language and conforming to a formalized
set of laws. The basic components of HOS method-
ology are {Figure 1): (1) the apptication of the
formal set of laws to the design of a given
problem; (2) a meta-language adhering to these
Jaws; (3} the automatic analysis of design inter-
faces by the design analyzer and the structuring
executive analyzer; (4) the architectural virtual
layers produced from analyzer output in the form
of software, firmware or hardware™; and, (5) the
hardware that is transparent to the user*, In add-
ition, support tools based on axiomatic consis-
tency can enhance a given development process in
such areas as: performance analysfs, simulation,

_ design automation, definition of subsystem require-
ments, automatic documentation and automatic
management techniques. ' ’
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Figure 1: Higher Order Software Methodology

A. Formulation

In HOS, any given sofiware system can be repre-
sented by a single mathematical function. The
function representing the entire system is an
assumpt1on Those functions that are invoked to
perform™*the "system-function" describe subsystems,
each of which may be represented by a single mathe-
matical function of its own.

Any given software system, as well as each of its
subsystems, can be described by means of a tree
structure that defines all logical possibilities
of control. Each node (any point at which two

or more branches intersect) of the tree represents
a unique point of execution of a function.

Both the design for a particular software system
and the foundations for the HOS meta-language are
based on six axiems, These axioms explicitly de-
fine hierarchical software control, where control
is an undefined affect of one software object to
another software object. Each affect is described
by a mechanism {such as a language) which is
effected at the next and only the next most
immediately lower virtual layer.

¥

*Our work, to date, has concentrated on the first
three areas of HOS methodology.

**perform: provide one and only one element of
the output set for a particular elenent of the
input set.

The six axioms® are:
axiom 1: A given module controls the invoeation
of the set of valid functions on its
tmmediate, and only on its immediate,
lower level,

axiom 2: A given module ig responsible for
alemente of only its own output space.
axiom 3: A given module controls the access
rights to each set of variables whose
values define the elements of the output
space for each inmediate, cnd only each
{mmediate, lower level fumetion,

axiom 4: A given module controls the access
rights to each get of variables whose
valueg define the elements of the input
space for each immediate, and only eack
trmediate, -lower level function.

axiom 5: A given module can reject invalid
elements of its own, and only its own,
input set.

axiom &: 4 given module controls the ordering of
each tree for the immediate, and only
the immediate, lower level.

On the basis of these axioms, many theorems have
already been derived. Theorems exist which
minimize logical interfaces. For example, if a
function from a given control level is removed

and its controller module still maintains the same
mapping, the function is extraneous. Violation of:
this theorem, in common practice, manifests itself
in modules with many user options. With respect
to the entire system, the use of.extraneous func-
tions proliferates test cases and complicates
interfaces. Theorems exist for functions which
communicate with each other. Ffor example, the
output set of one function can be the input set of
another function only if said functions exist on
the same control level and are controlled by the
same immediate higher node. Theorems exist for
proper structuring of real-time multiprogrammed
processes. For example, each module controls the
priority relationships of its dependent processes.
Not only are these priority relationships rela-
tive rather than absolute, but each process at a
given level has a higher re1at1ve priority than
each process™™*tree (a process and its depend-
ents). From the axiom concerning the ordering

of functions, we can state with confidence that

if a particular process must precede another,

that order will be preserved. For we can prove
that if functions are defined with HOS, the
ordering between members of any given process

tree cannot be altered by an interrupt. This

Jevk
a function that can be scheduled (invoked by a
queuing mechanism)
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implies that, if process, A, is of higher priority
than process, B, process A always interrupts all

of B; i.e., the priorities of the dependent pro-
cesses of A are all higher than the priorities of
all dependent procésses of B. From the axioms con-
cerning data access, theorems exist whicheliminate
data conflicts between functions. In addition,
there are theorems which relate the maximum comple-
tion or delay time for a process to a given inter-
rupt structure,

By 1ts very nature, the interface correctness of
any given software system is proven if it adheres
to the axioms of HOS. An interface is a common
boundary between the specification at one node
and the specification at another node.

The specification of a node is the relationship
of the element of the input set to the one and

only element of the ouput set that corresponds

to said input element. For example, if we can

enumerate such a mapping, we could make a table
for the specification such as:

X
1
3

The question: "do we want y to be 6 if x is 3" is
not relevant here, since the table is the original
assumption, i.e., given y = 6 when x = 3.

If one and only one subfunction is required to
assign a particular element of the output set of

a controller, the interface between the elements
{or table value) at the contrpller level to the
elements at each subfunction level, can be
determined. That is, each element is accounted
for in a unigque way by the definition of the sub-
function of the controller. The correct inter-
face is validated by accounting for each element;
it does not validate the specification, i.e., the
table itself. The question: 'does the table do
the job" is what we will call performance testing.
Whenever a new “table"” is defined, the question of
valid assumption must be determined*. Thus, with
HOS, we can determine where each performance test
is required. In most cases, this question can
only be validated by demonstration. When the
assumption itself is an approximation, we validate
the "table" by simulation.

" Since an element is obtained from a value from

each of the variables that determined an input or
output set, the variables themselves bound the
elements and are, therefore, considered to be an
interface. The relationship between the variables
at one node and the variables at another node are
completely defined by HOS. The definition of that
relationship makes it possible to eliminate data
conflicts., The boundary between two nodes is
established by the unique nature of the node it-" -
self. It is from the unique ordering relation-

. ships between nodes that the relative timing

between any two nodes can be established.

* ) .
13% of all problems found during the APCLLO
integration effort were due to performance
specification errors®.

The rule of node uniqueness, and the theorems con-
cerning self-control, determine the common boundary
of function to function and variable to function.
We use the relative ordering per level, frequency
of operation of a function and the absolute time

of execution of a function to determine the abso-
lute timing boundary from one node to ancther. The
boundary here is the maximum delay time or comple-
tion time for a process. Operator to operator
boundaries are determined only by the software def-
inition of a given software system; while operator
to function boundaries are determined by the
variables used to define the elements. :

B. Meta-lLanguage Principles

An HOS Tanguage is not primarily concerned with
computer execution, but rather with reliable
systems decomposition. If a system specification
is computable, it can be represented within the
HOS meta-language. If a system specification can:
be described by the HOS language, it can be inter-
preted for computer execution. Whereas instruc-
tions written in lower level languages are static-
ally checked by an assembler, and statements
written in higher order languages(HOL) are static-
ally checked by a compiler;interface specification
written in an HOS language are statically checked
by an analyzer. : .

The process of converting an HOS language from a
specification level to the procedural™ level can
be performed by an automatic programmer. The
automatic programmer could be a part of the
analyzer process for a given computer. If an
intermediate language is desired for the implemen-
tation process, a translation from the automatic
programmer to an exfisting compiler language can be
developed.

Without an HOS language, the application of the
HOS axioms is manual and requires considerable
knowledge and experience for the system design
process. The intent is to remove the manual pro-
cess, and to incorporate into the axiom-dependent
Tanguage constructs a means for expressing a given
system. If each controiler is represented by a
construct, and each construct follows all the
rules; it will be possible to define reliable
interfaces of a given system by merely using pro-
per constructs. Since each construct is the node
of an HOS structure, semantics checking for a
system specification can be done by the language
design analyzer by verification of axiomatic
communjcation between nodes.

We can define a basic unit within an HOS structure,
the nodal family, as one which descrites a partic-
ular node and its immediate, and only its immedi-
ate, lower level nodes. Within the context of a
meta language, we describe the nodal family by
means of a nodal set. The nodal set is a set of
operations which collectively define all the
relationships between the members of a particular
nodal family. The nodal family, characterized by
the method of decomnosition of the "offspring”
nodes with respect to the parent node, is defined

i N .
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within categories of the nodal set referred to as
construct classes. A construct class represents

a function decomposition, the subfunctions of
which can only be regrouped recursively. Figure

2 #1Tustrates two possible regroupings of the same
function. Note that the regrouped subfunctions do
not change in any way.

(©)
© @
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Recursive Regrouping of Construct

Figure 2:
Class, C

A function is decomposed by dividing the ordered
pairs of that function into groups or not dividing
the ordered pairs into groups. If we divide
ordered pairs, we call that cecomposition the
partition class. If we do not divide, then we
must transform. Either we can devise an explicit
formula to transform the input set to an inter-
mediate set and then to the output set, or we can-
not. If we can devise such a formula, we cali
that decomposition class, composition. If we can-
not, we must iterate the implicit formula until
we find a solution to the intermediate set. If
we can find such a solution, it can be reprasented
by a combination of the partition and the
composition classes., I[f we cannot find such a
solution via a recursive formulation, we cannot
decompose the original functien.

The class, partition; is a construct class which
performs a selection . Within the partition class,
constructs indicate decomposition of the parent
function by division of the elements of the paren-
tal output set or elements of the parental input
set. Characteristics of a partition that divide
elements of the parental input set (Figure 3) are:
(1) each subfunction produces a value for every
variable of the output set; (2) a subfunction can-
not alter the value of a variable of the input set;
and (3) each input set of each subfunction is a
proper subset of the parental input set {cf.System
Design Section).

Figure 3 shows the control map representation of
such a partition. Meta-language constructs can
be provided to reference subsets of the elerments
of the parental input set. Some constructs of
this type, such as Zf A then B else C, exist to-
day in higher order languages. In fact, the
latter construct is also a basic construct of
structured programming. Unfortunately, the
enforced language construct found in existing
languages provides only the branching mechanism,
but does not require subfunctions B and C to pro-

*A selection divides the elements, a, where a€A, _
into a partition, B, of A such that b€8 and
A= ?I b; and for two sets bjﬁbi = &,

& .
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provide a partition. It is interesting to note
that a language construct such as i{f A then B is
invalid for HOS, since the partition is incomplete
and, therefore, the decomposition of the parental
node is incorrect. An HOS selection, however, in
the form of if then else would not only require a
partition, but that partition is restricted in
that neither subfunction set of input elements is
to be equal, else the controller module would have
no criteria for choosing a subfunction,

y=f(x)

y=f1(x{x]x$0}) y=f2(x{x|x=0}) y=f3(x{x!x<0})

y=f(x)

¥=Fol% x ) x201) y=f3 (X ey 1xe0))

r=f) Ky o0y ¥=folx i jx=0))

Partition Class: selecting members

Figure 3:
: of the parental input set

Automatic programming of a partition which selects
elements of the input set can optimize use of
computer resources by using the fact that for each
particular performance, only one subfunction will
be executed. Since subfuncticns of this type do
not communicate with each other, these subfunctions
could easily be dedicated, each to a separate
computer. For a multiprocesscr configuration, we
might make use of the fact that once a subfunction
is selected on a given level, other subfunctions
on that level are no longer required.

A partition decomposition of similar nature can be
used for error recovery (Figure 4), and error
detection (Fiqure 5). Error recovery implies that
a subfunction is provided as an alternate function-
al formulation for all values of the parental in-
put set not acceptable to a primary formulation.

In the event that no alternate formulation exists




(Figure 5}, the null set for x is detected and the
subfunction performance is rejected for that in-
put value. For HOS, recovery from a detected
error within a function is ailways provided for by
tts controller. The nodal set for each nodal
family provides for: (1) alternate formulation of
subfunctions in the event that a subfunction de-
tects invalid input values; (2) rejection of its
own input set in the event that no alternative
subfunction formulation exists; or (3) restart
mechanisms for a subfunction. Errors can be
found explicitly by HOS techniques. These in-
clude those caused by hardware failuras or human
operator errors. This is possible because a true
output variable is never assigned a value unless
the result is known to be valid. An error signal
is sent by a subfunction only in the event of an
_invalid input value. Detection of an invalid
value may be via a direct test on the value or an
indirect test by an inner local function. Thus a
subfunction, which can never alter its inputs nor
assign invalid outputs, is always restart”™ pro-
tected. In addition, we may simplify hardware/
software interface requirements in the case of a
hardware failure: for in this case, we could auto
matically via the hardware, define a single node
restart mechanism (i.e., HOS “single instruction”
restart}, This is possible since we can restart
any subfunction without destroying a software pro-
cess. With few exceptions®, most existing higher
order languages seem guite unstructured in their
approach to such constructs, e.g..error scope is
different than name scope, dynamic error scope
allocation often exists with uncentrolled branch-
on-error.

However, for H0OS, it is required that both a sub-
function and its alternate formulation be explicit
subfunctions of the nodal set of the controller.
Therefore, a Tanguage construct for error recovery
such as on error B else C would imply that
alternative function, B, is invoked for any error
signal detected from €. The nodal set of B or

C may also include error recavery ar detection
operations. In the event that an alternative
function is not available, an error detection
operator must account for assignment of the null
value to output variables. A nodal set for such

. a formulation might be on error reject else C.

As illustrated in Figure 5, error detection is
formulated by the function which returns to its
controller without providing a valid element of
the output set. The controller may itself
"REJECT" if no alternative for its subfunction is
available or it may provide an alternative
functional fermulation (Figure 4}. Error recovery
philosophy within HGS does aot include arbitrary
procedures for system errors to replace invalid
values on an interrupt-like basis to continue a
calculation. For HOS, a system error signifies
return to the controller only. Thus, an error
caused by a negative value submitted to a square
root function would proceed to "REJECTY to the
caller of the function. o

[ ]
- automatic selective snapshot/rollback
capability.
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Error Recovery via Partition®
Decomposition

y=f(x}
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Figure 5: Error Detection via Partition
Decomposition

Since an alternate to a function negates the
intent of said function, in the event that more
than one type of error can be detected within a
subfunction, a reconfiguration of that subfunc-
tion is required for every distinct error type.
This will be especially significant for multi-
progransmed structuring in that implicit errors
in timing relationships, made invalid by a
partial reconfiguration, are avoided.

In the event that more than one subset of the
input set can be rejected, the nodal set for
error recavery for such a subfunction {Figure 6)
might be constructed as: om error.py caserpy

else C.

y=f(x]

y:f(x{xlx=bi}) y=f(x{x]x=bj}) VLG TMeSY)

Figure 6
Multiple Error Recovery {(beB ,bi'r\ bj N {x|x=8}=4)

In the case of some failures, the software can

recover by restarting a process. A possible nodal
set far such a situation might be on error refresh
A where process A and all of its dependents would
be terminated on every hardware "error" and then i
reinitiated {Figure 7).Here,

y=f{x,ERROR)

y=A{x)

Figure 7: A Type of Restart Error Recovery

on event refresh A could be used to reinitiate J
any node of a system structure so that a human
operator could dynamically interact at any
specified level of a software system.
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A partition deccmposition of another type is one
in which the variables of the output set are
divided {at least one for each subfunction).
all variables of the input set are distributed
among the subfunctions. In this case, each sub~
function is performed for every element of the
input set of the controller, and yet no two
subfunctions assign the same output variable. Also,
there is no communication between subfunctions so
that subfunctions of such a decomposition can be
automatically sequenced for parallel processing.
If performed in one computer, the flow of execu-
tion could proceed from one subfunction to the
next, returning control to the controller when
every subfunction has been performed. Some
language constructs proposed for parallel pro-
cessing such as PARBEGIN* could be used by the
automatic programmer for procedural purposes if
the simultaneous execution of subfunctions were
analyzed as optimal for a particular nodal set of
this type.

Here,

The decomposition class used to express commun-
ication on one level between one subfunction and
one other is the composition class. Here,
variables of the input set are all input to ore
subfunction. That subfunction transforms those
variabies to an intermediate set of variables.

In turn, many local transformations are possible
until a value for all variables of the output set
are assigned at one particular subfunction. This
type of decomposition is best performed within
one computer, since each subfunction is performed
so that the flow of execution follows in linear

_ sequence.

Composition of functions is enforced among HOS
subfunctions by the reguirement that variables
of the input set are not equal to variables of
the output set. Also, since the controller only
specifies the subfunction relationships, the
order of execution of the subfunctions is
required to be independent from the sequence in
which the subfunctions are referenced. Many
existing block structured languages have in-
corporated sequencial branching mechanisms, such
as the CALL, to encourage use of composition
techniques. Some languages even prohibit the use
of uncontrolled branching, i.e., no GOTO0's to
encourage composition techniques!®. But, exist-
ing block structured languages encourage modules
at a given level to invoke other modules at that
same level, i.e., the architecture hierarchy of
a program is not equivalent to the control
hierarchy of a program.

It is important to note that certain traditional
"software" functions are not computable. These
noncomputable functions (Figure 8) are those for
which there are undetectable dynamic loeps. In
order to determine if a function is truly comput-
able, an exercise is made to determine if an iter-
ative mechanism can be transformed to a recursive
formulation either manually or automatically. Fig-
ure 8 represents a circular computation in that
operator, A, which directly invokes operator, A,
although seemingly recursive, is not, in that the
function, y=A(x§, is not computable.

* of. ALGOL-68

R
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y=A(x) y=A(x)

y=f(z)  z=A(x) y=f(z)} 2=Alw} w=f{x)
a:  identity b: composition
formulation formulation

Figure 8: A Dynamic Loop

It is interesting to note that the jterative
construct,the whila, a2 basic construct of
structured programming, is invalid for HOS. This
construct exists in many prograrming languages to-
day. The while is invalid because it can alter
elements of its own input set and can assign
intermediate values to variables of its own output
set. For HOS we are restricted so that local
initialization and consequent iteration is per-
formed via a recursive formulation (Figure 9).

y=A{N)}

90 K pineny)

y'ﬂ(wa"].yz) o7z D S I I LY LRI L RTINS

Figure 9: A Recursive Operator

Similariy, a real-time multiprogrammed iteration
can be used to specify mutually dependent
asynchronous processes. Here, the concept of
assigning only valid elements ¢f the output set
prevents the interface error of another process
interrupting the iterative process and using a
shared variable which is being used to store
intermediate vaTues. The structure imposed on a
system by the HOS axiems does not prevent function-
al decomposition. In fact, the unique node, the
elimination of self-control, and the elimination
of the dynamic Taop assured by axiomatic decom-
position makes it possible to decompose any
computable system.

C. HOS Analyzers

The main function of an analyzer is to guarantee
that a given HOS hierarchical system is consistent
with the axioms. Additional analyzer phases
complement the main function so as to efficiently
jmplemant a given system for a computer. Auto-

matic interface analysis is provided on a static

basis (without source code execution) by the
design analyzer and on a dynamic basis {(during
real time) by the structuring executive analyzer.

Design Analyzer. Conventional real-time

. software systems cannot be exhaustively tested.

With the design analyzer, any given software
system, defined according to the rules of HOS,
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can be exhaustively and statically verified for
interface correctness. Interface errors in
simplex, myltiprogramming or multiprocessor
systems are caused by data or timing conflicts.
Given the HOS control system, it is now possible
to not only design & system with a known and
small finite number of logical interfaces to
verify, but to prevent.both data and timing
conflicts. Thus, with the design analyzer, the
more expensive methods of simulation and/or
dynamic verification can be limited to unit per-
formance testing.

There are four phases to the design analyzer.
Phase 1 will check a prototype software system
design for violations of the axioms. In addition,
a software system control map, showing all func-
tional relationships of the prototype system, will
be automatically produced. Phase 2 will bath
determine where performance testing is necessary,
and show where it cannot be completed exhaustively.
Phase 3 will provide functional timing and

memory analysis for any given level of a system.
This will either determine if a particular
software system design is able to meet the con-
straints of "off-the-shelf" hardware or will
determine hardware capability that is necessary

to support & given software system. Phase 3 will
supply an automatic programmer to either convert
from the HOS language to an intermediate language
or directly to computer execution. The output
from this phase could include jnformation for

the efficient use of hardware and output for the
next most immediate lower architectural virtual
layer.

If HOS methodology is maintained throughout a
development process, a comparison of functions

and their relationships can be made with analyzer
results throughout the software phases of require-
ments, specifications, and implementation.

Structuring Executive Analyzer. The structur
fng executive analyzer is a lower virtual layer
module with respect to a given hierarchical HOS
system in its dynamic state. The structuring
executive implements in real time, multiprogram-
ming control constructs. The operating system
requirements of the structuring executive nandle
aspects such as man/machine interface, hardware/
software interface, error detection and recovery,
real-time reconfiguration, dynamic allocation,
self-analysis for timing and memory limitations,
and an axiomatic analysis of the system for each
new reconfiguration.

The real-time implementation of control constructs
assumes: {1} an invocation mechanism, the
SCHEDULE, to be used to invoke a mpdule dependent
on time, priority, event or ¢yclically derandent
on time or event., In addition, the SCHEIZULE
assumes a relative priority indicating total

order for each nodal family; (2) restart
mechanism, the REFRZ3H, to cancel an active node
and all of its dependents and then to reinitiate
that node with or without a new option.

Figure 10 shows a hierarchical HOS system example
in which processes are invoked via a SCHITULE.
Selected nodes can be reinitiated when an event e;
vhere i€ and e;€E, occurs outer to process f.

Event e, may occur dependent on a man/machine
interface selection or a system error. If node A2
is reselected, A2 and all of its dependents are

terminated and then reinstated, possibly, with a
new option. In this case A3 would be reinitiated

but A; would not be reconfigured. The man/machine
1nter§ace aspects of the structuring executive
allow for the human to interact with a given
system at any node. If seguences selected are not
compatible, the structuring executive analyzer
would detect an axiomatic error and automatically
recover the system via a REFRESH mechanism,

y=f(E,x)

Yo 0n e, REFRESH A,

SCHEDULE SI.CI
y-Al({Eel}-U

On e, REFRESH A,wy
yeBy{{E-e )Xy [xex 1)

SCHEDULE Bz.cz!
rRliEre eyl iy a3}

Cn ey REFRESH A,
yB ({E-e,-e,).x }
2\ (E-€y¢y Hxﬂx; )

The Refresh Mechanism and Its
Relationship to Man/Machine
Interface

Figure 10:

In addition, the human can select any reconfigura-
tion of nodes in real time. Thus, the man/machine
interfaces with each HOS system are multileveled,
multistacked and can be mylticonfigured, With such
a system, an avionics pilot would not need to
memorize a complicated crew selection list, since
the software would provide automatic error
detection and recovery.

Self-analysis can be provided at required nodes

by the executive, since the capability exists to
provide timing and memory }imit requirements for
selected nodal families in advance. For example, if
the thruput of a function is larger than a given
limit within a specific length of time, 3 Z2EFRESH

" could be used to restart or selectively restart

a function with an option to include oniy the
higher priority functions.

The structuring executive can provide reconfiqura-
tion in real time by a reordering of priorities
based on instantaneous human or hardware inputs

-7-
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to a system, In the restructuring process, the
structuring executive always maintains the
relative timing relationships for each nodal
family, and thus for a complete system, based on
the fixed relative ordering relationships defined
for each nodal set.”

Both the Design Analyzer and the Structuring
Executive Analyzer perform equivalent functions:
21 they both check for a violation of the axioms:
2) whereas the Design Analyzer determines where
performance testing is necessary, the Structuring
Executive Analyzer determines where human inter-
vention is necessary; (3) they both provide for
functional timing and memory analysis; and

{4) whereas the Design Analyzer provides an auto-
mati¢ programmer, the Structuring Executive
allows a reconfiguration of nodal families in
real time.

IIT. System Design

Use of HOS methodology and its accompanying meta-
language implies that the designer no longer need
be concerned with problems of interface correct-

ness. Instead, more attention can be focused on

the problem of correct specification.

Once a problem has been praperly decomposed and
automatically analyzed for interface correctness,
system structure can automatically be optimized
for various cost criteria where specification
constraints can be minimized or determined. For
example, we could minimize verification paths for
performance analysis, minimize storage require-
ments, maximize the number of tasks performed

per unit time, or determine cost-effective hard-
ware requirements.

Although some specific constraints have been
eliminated by use of existing language con-
structs!®!, the application of HOS assures that
a restructuring of an entire system can be done
automatically.

Examples of automatic structuring requirements
collectively provided for by HOS for system
design are: (1) controlied branching {(no un-
detected loops); (2) redefinition of variadble
domain; (3) order independent language state-
ments; (4) controlled error recovery environment;
and, (5) enforcement of local initialization. Tra-
ditional software structures often prevent or
discourage modification of that system for fear
of misinterpreting hidden implicit specifications.
For example, it is important not oniy that pro-
grams be written in a sequential manner!?, but
that the order of execution of the lanquage
statements can be determined regardless of that
sequence.

Example 1:
a: x=y (1)
if z>10, x = y2 (2)

Here, the value of x is sequence dependent, yet
the program can be written without branching
(i.e., no GOTO's). This formulation would be re-
jected by the meta-language analyzer. Potential
modification to the above specification must
consider the value of x to always be dependent

on ?hi value of z even though z does not appear
in {1},

L 2}
% = f(2 , 2
Hére, 1t is readily determined that (2) must be
exécuted before {1}. Thus, for the HOS specifica-
tion, the formulation is correct even if (2)
appears before (1).

Example 2: ‘
a; gchedule B (1)
schedule A on not B (2)

Here, the intent as to the order of execution of
A and B is ambiguous: therefore, the initializa-
tion of process A and B are sequence dependent,
If statement (2) was executed before (1), process
A would be initiated before process B. If process
A was initiated before the completion of B, state-
ment {2) is violated in real time. The analyzer
would reject this formulation. Potential modifi- -
cation to the above formuiation must consider the
potential timing interface problem.

b: sgechedule B
schedule A after B

The interpretation here is order independent. B
will complete executicn and then A will be
initiated. Thus, this formulation is a valid
HOS specification.

An interesting observation of the effects of
explicit requirements for HOS is illustrated

by use of the partition class for problem
specification. Suppose we wish to 1imit the
values of a variable and specify a formulation
to assign that limited subset of values to a
given output variable. We shall show that it is
not possible to camouflage this specification
within HOS and how a traditional interpretation
of a simple problem causes interface specifica-
tion errors. Suppose we represent the specifica-
tion by a simple partition of input elements:

if x>10 then y = h(x) else y = g(x)

The control structure for this partition implies
that the controller is controlling its own
function because the entire function is of the
form y=f{x} (Figure 11).

y=f{x}

y=h{x)} y=a(x)

Figure 11: Immediate Self-Control

From Axiom 1, a module cannot invoke a function
that performs the same function as the function
at the node of said module. Two functions, each
defined by the same sets of variables and
producing the same mapping are equal functions.




theonem: Two functions cannot exigt such that
each is defined by the same sets of variables
and one of said fimctions 15 a subfunction
of the other. For if this were the case, we
can show that the controller function is con=
trolling ite own flmetion.

e

proof of immediate self-control: If the sets
of the input variables of two functions are
equal and the sets of the output variables of
the same two funetions are equal, the mazpings
are eilther the same or diffevent. If he
mappings are different, then the specification
must be incorrect for the controlled Fumction
mugt produce the result for its controller,

If the mappings are equal, the two functions
are equal.

Note that the partition of input elements

{Figure 11} is not clearly specified since it
appears as though each subfunction may use all
elements of x. In fact, subsequent decormposition
of y=g{x}) or y=h{x} could lead to extraneous
logic since not all values of x are valid; or
more seriously, functions h and g could he
inadvertently switched by an engineer unfamiliar
with the origina) problem because the interfaces
appear identical. In addition, more performance
analysis than necessary would probably be
attempted for verification of that subfunction,
since it is entirely conceivable that an un-
knowing engineer may attempt to verify even those
cases for x that are nonexistant to the subfunc-
tion. If input variables are not properly
partitioned, it would be impossible to automatic-
ally restructure a system because it would be
uncliear as to which nodes could be interchanged.
We try to reformulate the specification by
assigning x to variable z as follows:

Z=x
£f 2210 then y = h(x) else y = qfx)

Here, the control structure (Figure 12} shows,
likewise, that this formulation of the entire
function, y = f(x), controls itself.

\‘}i

y=f(x)

z=f(x) y=f('z,x)

y=h(x) y=g{x)
Figure 12: Indirect Self-Control

theonem: If a funetion {a defined, a node de-
fined within the tree of said funetion sarmot
be defined so that the sets of input variebles
are equal and the sets of output varicbles are
equal. Again, we can show that if this condi-
tion were to exist, the controller fuiction is

controlling ite own funetion,
proof of indirect self-control:
y=f(x)

y=9{x)

Figure 13: Proof of Indirect
: Self-Control

The lower level function rmst perform for its
controller since y is not loeal. Each sub-
sequent higher node rust likewise perform for

- 1t8 controller since y is not loeal to any
node below the highest node in which 1t is a
member of the set of output varichles (cf. theo-
rem 3,4.4, ref. 1), The lower level must be
able to perform for each value of its input set.
But the set of input wvariables is equal to the
highest, set of input variabies. Tharefore, the
mapping must be the same or there would exist at
least one value for y which would be incorrect.
Thus, fimetion [ rust be identieal to fumetion g.
If we assign a value of y for each element of =z,
then we have performed the tstel funetion for
the immediate controller.

Any other subfination at that lower level is
extraneous (cf. theorem 1.2, ref. 1), because
every value of y oan be chtained via that one
subfinction. Thus, the mo3t immediate controller
and its subfunction are equal. We can either
eliminate the lcwest subfoietiom as redundemt or
recognize that a formulation of this type has
not decomposed the controller end redesign. If
we eliminate the lovest sibfimction, we again
eontinue to apply the samve argurert wntil e

' peach the highest rode at vhich the equal fime-
tion exists. At this point there is no recourse
other than to admit the fimetion is contrelling
an equal function.

In each case, when the subset of values is rep-
resented by all of x, we fail to follow the axioms.
Thus, it is required to rename the subset of x to
properly specify the problem. ¥e avoid later
ambiguities as to the proper values to be used
within the subfunction:

of x>10 then y=fx( 1, 10)) else 9=f(x{x|xs10})

Further decomposition of y=f(x } would

{x] x>10}
never refer to all of x.

The above discussion illustrates the types of pro-
blems that one can enccunter by the use of a
simple if then else statement common to many exist-
ing higher order languages. Imagine the potential
difficulties that one can encounter with more
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complicated statements if there is no formalized
structure within which to work.

I11. Software Managément

A, Background

In the past, we used two major methods to deter-
mine those tools necessary for future software
development. Statistical analysis of software
efforts was performed®, and checklists for manual
software disciplines?® were determined from both
APOLLO and SKYLAB on-board flight software efforts.
We attempted to provide an ongoing statistical
analysis of the Shuttle on-board guidance, naviga-
tion and vehicle control seftware requirements in-
tegration effort!™*“, We discovered that in

order for such an effort to be successful, the
process of collecting anamoly and other statis-
tics histories should be automated as much as
possible. In addition, software management of

all people and organizations involved must Le con-
vinced that such an exercise is a necessary one.

The APOLLO study was of great valus for determin-
ing the direction we were to follow for future
software efforts. For example, the fact that

44% of all the anomolies in the software were
found by ‘eyeballing'*, prompted us to draw a few
subjective conclusions based on background and
experience. Of course, the problems of analyzing
statistics are well known. For example, if there
vwere a system designed such that the only debug-
ging aid was 'eyeballing', there would obviously
be a huge percent of discovered problems found by
‘eyeballing'- to be exact ... 003! And, the
number of problems found will always be less than
the total number of existing problems in a given
system. But, when we analyzed APQOLLO on-board
software data, we considered several significant
factors: (1) the software management structure
forced 'eyeballing' to be a key part of the
verification process®; (2) the most sophisticated
dynamic verification debugging process known at
the time of APOLLO was used to verify software?;
{3) there were no pure software problems found in
the on-board flight software for all APGLLO
flights!%, 1In addition, we found that flexible
software systems with fixed reliability modes

are a key to managing software developments. A
case in point is the APOLLO on-board asynchronous
systems software. If the AGC systems software
had not been asynchronous, the develcpment pro-
cess would have been much more expensive, much
Tonger and at least one of the APOLLO flights
would have been a disaster?i®.

The systems software of the on-board flight soft-
ware for APOLLO consisted of a powerful set of
asynchronous modules: the scheduler!?, the dis-
play interface!® and the restart modules!?. Al-
though the development of these modules began in
the early sixties,the first time they were exer-

cised together on an actual flight was for APDLLOZ -

The scheduler was able to schedule modules based con
priority or time. The display interface module was
not only asynchronous but was also multileveled and
multistacked. That 7s, the astronaut was able to
interface interactively with the on-board software
at the top level of a mission phase as weil as at
the Towest level of a mission module in a hier-

archical layout of a mission sequence. In add-
ition, the program was able to override a current
display with one of higher priority. The restart
module was able to store information about a
multiprogramming environment at any given instant
in real time for any level in the hierarchical
system for information consisting of many modules
at one time. If an error occurred, all modules
could be recovered or selectively recovered de-
pending on job or time prigrity.

In addition, an AGC interpreter?® was used to pro-
gram applications algorithms with higher order
operations such as matrix-vector arithmetic.

A1l of these system software modules had common
attributes: even though all users could imple-
ment control via these modules, each system module
was self-contained and its inner contents were
hidden from the user®™”?; each module was designed
and frozen early®®; no changes to the reguirements
of these modules were incorporated after they were
frozen. That is, each of these systems software
modules was truly on a lower virtual layer? than
the applications modules.

When we analyzed the anomolies found during the in-
tegration effort, there were ng problems dis-
covered in, or communicating with, any of these
systems modules, That is, all the interface
problems found during the integration efforts

were a result of one applications module inter-
facing with another applications module.

Once the initial statistical analysis was per-
formed, we further analyzed and cateqorized the
anomolies and then determined rules which would
have preventad each class of anomaly. We also
refined the checklists for all disciplines of
software, including the design, iwmplementation,
verification, documentaticn and management phases
of software??® . ¥Ye found out to our surprise
that the refined manual checklists ware identical
for each discipline. We categorized these check-
list items in order to decide those manual pro-
¢cesses which could be automatad for the software
development process. As a result, we found that.
many of the manual processes, as well as the more
conventional tools needed to assist these manual
processes, could becoms obsglete. For example,
riow that Togical testing can be provided statically
and automatically by the analyzer!, there is no
longer a need for a manual logical verification
checklist®?. In addition, there will no longer
be a need to dynamically verify software for
interface problems. From these efforts evolved
the formalized system, HOS, as it exists today.
With a formalized system, it is possible to
formally manage software systems as weil as to
automate many of the tasks of system management.

B. Modularity as Defined by HOS

HOS requires all controlled functicns of a given
controller to be on the next and only the next
most immediate lower level, The controller
establishes the communication network among its

*73% of all problems found during the APOLLQ in-
tegration effort were interface problems®.
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subfunctions. This means that functions on the
same leve) cannot control the communication™ with
each other, but they can communicate with each
other. In fact, all functions that cormunicate
with each other must’éxist on the same level.
Thus, it is possible for management to determine
immediately, as well as automatically, from &
management control map (which is equivalent to
the software control map}, those functions which
are dependent an each other.

The invocation {axiom 1), access {axioms Z and 4),
element (qxioms 2 and §) and ordering (zxic= ¢
control relationships can be determined for any
given function by knowing only the relationships
among members of its own nodal family. From the
control relationships of a module with resgect

to its nodal family, hardware memory requirerents,
absolute and relative timing requirements, thru-
put and transput can be predicted and, later,
actually determined for every node at any level

of a given system. If, for example, partition-
ing studies are necessary for multiprocessor
configurations, a determination can be mace on

a level by level basis where it is feasible

to partition for different processors, where it

is feasible to perform parailel processing or
where timing constraints require functions to be
dedicated to the same processor,

To understand a management scheme for HOS, it is
necessary to clearly distinguish finctions,
modules, operators and variables and to show the
retationship of each of these units to a general
1ibrary concept. A function is defined by the
variables of the input set, the variable of the
output set, and the set of operations of the
nodal set. When the variables are not specified,
that is, when the nodal set exists as a mermber
of a library, that nodal set is considered to be
a module.

In this respect, we consider the library module
to be equivalent to an operator: to function,
we require the operands, i.e., variables of the
input set and variables of the output set. As an
operator, the module can reside only once in the
computer and vet appear in many places on the
system control map. As an operator, the module
35 self-contained in that it can effect a rmap-
ping and yet never affect the system: it can
neyer control access to outer system data, can
never effect the invocation of outer system
modules, and can never effect the ordering of
outer system functions.

Once a nodal family is verified as a module, the
module, as an operator, is placed into a general
1ibrary. These "frozen" operators can be
collected by various controllers to form a new
system®¥. When an operator is controlled,
variables of the input set and variables of the
output set are specified and that newly formed
function becomes a unique node of a system.

Proof of Uniquengsd: Suppose the function
y=f (X} existed within a system at two different
nodes. The two nodes could exist at the same

*
Communication: the transfer of elements
between functions.

level (Figure 14a). In this case, one of the
nodes could be removed and, since the funotions
are equal, the controller ecould still perform its
same mapping. Thus, all but one of the equal
funetiong on the same level are extraneous and
invglid via Theorem 1.2%, a

If y=f(x) appeared as a node i{rmer to its oum

tree (Figure 14b) the module wouid be controlling
ite own function and <8 tawalid via the proof of
immediate self-control [cf. System Design Section).
Likewise, any node that can be irzzed w> the tree
or down the tree from y=f{x} =ust be of the form
yf(x) (Figqure 14c) via the zrocf sf indirect self-
control (cf. System Design Section).

Comgider y=f{x) at ome node. Varfabie y must com-
municate on 1ts own level or periorm an output
element for its controtler (Theorem 3,4.2'). If
¥ were ¢ local variable (Figure 13d}, y could not
commumnicate to any higher levsl becquse the con-
troller of y=F(x} could not psrcr an ouiput
element for y. Thus, y=f(x} oculd not exist outer
to the level at which Y were a icozl variable.
Suppose, on the other hand, that y=f(x) was invoked
" by ite controller to perform cm outrut element for
the controller. If y=f(x) appecrad as @ node
inner to any tree on the same level in which it is
local (Figure lde), 7t would qieo b2 invalid
because ¥ could only commmicaze as an input
variable, in this case, by Theorem 3,4.2%.

Suppose Yy does not commmicate cn its owm level.
The controller of y=f(x) must Bz z selector in
which case ¥ could be assigned Ly znoiner node at
the level of y=f(x) or y is not ‘mowvn io another
node at the level of y=f(x) . In the oase vhere
¥ is not knowm to a node whick exists at the same
level as y=f{x), y=f({x) could never exist inner to
that node (Theorem 3.11).

In order for y=f(X) to be comsifered as a node
ivmer to any tree om that same level at which
wmother y=f(x} node is knoum is zxiss, the node at
the same level as y=f(x) ean z2 57 the form
y=F(x,2) or y=f(2z). If that “motion vere of the
form y=f(x,z¥ (Figure 14f), #hex the controller of
y=Ff(x,2) and y=f(x) i{s an invaiid Foetion because
it ig possible that for a given elememt of X, more
them one value of ¥ can exist. ITrhis will be the
case if we assume a selection mechamism (i.e., we
have an invalid partition) er i7 ve try to perform
both functions (i.e., concurrent assignment or in-
valid composition). If that Feiation were of the
form y=f(z) (Figure 14g), the Faetion y=f(x)
eould not exist at any node irner to the node,
y=f{z), because the variable is not knoun inner to
y=f{2). Thus, iF y=f(x} exiszs, owtrer node of
thig form, y=f{x), camot exist at the same level
or at an inner node to any other node at said
level.

If y performs a direct output value for its con-
troller, the form of the controller must be
y=f(x,2) (Figure 14h) or y=f(z) (Figure 14i).

If the controlier is of the form y=f{z}, x is in-
ternal to y=f(z} and can never exist outer to
y=f€z} {Theorem 3,4.4'). Thus, in this case
y=f{x) could not exist outer to y=f{z).

-11-
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If the controller e of the form y=f(x,z}, it 1s
not possible to have a node of the form y=f(x)
at the same level as y=f(x,z), for the same

. reasons presented above (i.e., invalid function
formulation of the controller). In order for

N y=F(x) to exist at any higher level, we rmuat
perform a value for y by atterpting a higher
gontroller of the form y=f{x,z). Each time, the
higher controller becomes an invalid fimetion.
Thus, we have shoum that y=f(x) must be a wnique
node of a eyatem.

a b:
o T ‘ /\“‘\
y=f(x}  {y=f{x) 2 y=f(x)
yf(x)
¢ < y=f(x)
--‘-\-
Y y=f(x!_)
y=f{x) ™
gy

_ TG0
" }i& ” N
y=f(x) z=f(y) y=f(x} z=f(y)

:f‘¥=f(§):)

f: /////\\\\\\{ g:
y=flx)  Cy=flx,2)  y=f(x) y=f(2)
Ly Oty

h: :/,//’\\\\x\ i:
C_yff()f):‘: (:!=f(x,{)‘_)(:‘y=f(x‘)‘_‘f (:_y=f(;):“)
/*\\ c\\\

y=f(x) : “y=f(x)
N Figure 14: Proof of Uniqueness

But y=f(x)} as a unique node does not imply that
variable y, variable x, or operator f cannot
appear individually at other nodes of the control
system. For example, variable y must appear on
the next most immediate lower level if y=f(x) is
decomposed at all.

Since a module controls the creation of its own
mapping, an operator can appear at more than one
node of a control system. For example, the
process of recursive formulation of a function
y=A(H) (cf. Figure 9) for HOS is essentially

a partition in which the function, reoresenting
one subset of input elements, invokes the operator
of the original module; the function represent-
ing the other subset of input elements is invoked
after the last recursive step. Thus, operators
can indirectly invoke themselves as in the case
of operator, A. Also, operators can be invoked
from more than one path in a system as in the
case of operator, B.

Since each node is unique when it is controlled
and each nodal set is a self-contained module
when it is not controlled, we could form a
library of nodal sets each describing a nodal
family. The operators of each nodal set would
appear as other library modules. The hier-
archical relationships for a system where the
nodal sets all appear in the same library could
be determined automatically. Thus, with a
Tibrary of this type, we could provide a mechan-
ism to automatically restructure any KOS system,
This means we can collect any set of nodal
families to form a new system.

With this approach, many systems can be collected
for different missions or different mission
configurations. The same library can be used by
all engineers in a group or by several ‘organiza-
tions on 2 project., Throughout the development
of a project, the functional modules remain

fixed. At the specification and procedural level,
the functions and interfaces are still maintained.
With an automatic programmer or a translator,

this process can be provided for automatically.

At the requirements or functional level, the
moedules are machine and implementation indepen-
dent. At this stage, commonality and transfer-
ability among users can be maintained. Modules
can be used over and over again. Changes can be
wade to the system on a module by module basis.
The affect of the changes can be tracked auto-
matically by means of the formalized definition
of all the interface paths. With such knowledge,
cost of changes as well as the life-cycle cost of
a given system can be predicted. The complete
knowledge of a module and its interfaces can also
be used to measure programmer performance as well
as predict the size of future efforts more
accurately.

C. Frozen Module Management

fach software module goes through three phases of
development®?®: (1) The requirements phase defines
the functions and their interfaces: (2) The
specifications phase defines the architectural
characteristics of the system (hardware dependent,
implementation lanquage dependent and resident
software dependent?. This phase maintains the
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functional relationships of the requirements
phase; (3} The final phase defines the actual
execution code for the implementation of the
specification phase.

Each frozen module is accompanied by automatic
documentation. If a revision is made to a
modute, the documentation is also automatically
updated. The categories of recommended documen-
tation are: (1) Automatic structured flowcharts
which show an ordered sequence of program flow.
For the Space Shuttle requirements integration
effort, the automatic'structured flowcharter
(designed®* and develaped?® at The Charles Stark
Draper Laboratory, has rep!aced the manual pro-
duction of flowcharts®; (2) Automatic control
maps which show the functfons and tneir relation-
ships (this includes both the cdata flow and the
aperators for each function); (3) Automatic
narratives which are first introduced at the
requirements phase in which variables and key
words are updated with program changes.

Each module evolves from the requirements phase
to the specifications phase to the code phase.
The documentation for each module is also an
evolvement from one development phase to the
next. In this way, there is never a new develop
ment effort for a new phase, but always a con-
tinuation of the previous phase. The documenta-
tion is never obsolete, but is always automatic-

-ally produced for each new revision of the

module,

Someday, the only phase that should be required
for software development will be Phase 1. Phase
2 will not be necessary, sinc2 hardware will be
flexible enough to accomodate software require-
ments. There will not be a need for an inter-
mediate HOL and we will no longer have to live
with resident software which requires us to
alter the requirements, Finally, Phase 3 wilil
no longer be necessary because code will be pro-
duced automatically from Phase 1 requirements.

D. Assembly Control Supervisor

The organization of personnel involved in a soft-
ware development process can correspond on a one
to one basis with a given HOS control structure.
For example, (Figure 15) the top level software
system, S, corresponds to the Assembly Control
Supervisor, ACS. The ACS manages the official
assembly of software module, S, by monitoring the
work of managers ACS1 and ACSZ. The Tower level

software modules, S1 and 52, must be givenofficial

approval before being allowed 1nto the official
assembly controlled by the ACS®

*Twenty out of 100 people were totally dedicated o

to the manual production of flewcharts in the
Program Development and Verification Group of
The Charles Stark Draper Laboratory during
APOLLO, \

Top-down/Bottom-up official building process
(cf Reference 24),

“and physicall

Likewise, AC51 manages the official assembly by

monltoring the activities of managers ACS11 and

ACSzI. " This management assignment process can be
nested as deeply as desired. .

It is very important to note that the software
control structure is equivalent to the management
control structure: Managers at the same level do
not determine interfaces with each other but they
do communicate via channels set up by the most
immediate higher level manager.

This method can, in addition, complement other
forms of software personnel management2¢*27»28
For example, if the chief programmer concept were
to be used for perscnnel management; the ACS,
ACSl, ACSZ, ACSII, and AC521 would be the same

person. However, the assembly control management
system allows for additicnal managerial flexi-
bility: (1) the ACS approach can be used for a
small system or a very Targe system; {(2) a pro-
ject is never forced to be dependent on one
individual; (3) modules can be developed off-line
at any level and can be called into any official
library providing an HOS structure is maintained;
(4) a manager is always able to track modules
developed under her/his supervision: (5) a
manager can control all decisions related to in-
ternal module development without affecting other
managers or modules; (6) changes can be made
reliably and efficientiy, since improper inter-
faces can be detected by the design aralyzer;

(7) system modification {personnel or software)
can be tracked automatically during the entire
development effort since every node in the system
has a unique identification; ({8) the management
structure shows the relationship betwaen groups
and organizations within the system structure
even though an grganization acts as an "operator”
resides in apnother geographical
location; {9) modules can be developed in

parallel,

Software

a:  Management b:
Structure

Structure
Figure 15

The Management Structure and Its One to One
Correspondance to the Software Structure




There is almost general agreement that structured
techniques are better than nonstructured ones.

It is also generally agreed that a formalized
method of structuring systems 4s necessary since
every programmer or organization not only has
different ideas of what a structured system is,
but also has a need to measure the correctness

of a given system structure.

Since structured programming concepts were first
introduced!?, questions concerning timing and
memory efficiency have been raised. The same
questions are brought up again for HOS, since
HOS does not violate structured concepts®, Con-
trary to what we expected from initial studies,
the process of structuring an algorithm with

HOS would often be more efficient than with con-
ventional methods. This was no doubt true
because complete attention was given to the pro-
cess of structuring.

It is also true, however, that one can look at a
system manually in which the structuring is
correct and more easily change the design to be
more efficient. OF course, the reliability may
be compromised if this process is necessary.

The recomended procedure is to always structure
at the requirements/specifications level using
the axioms. The system should be designed as if
it were to communicate with an asynchronous
executive, especially if the system is intended
-for real-time application. This procedure allows
for functions to be described in a matural state,
whereas with a synchronous approach, the functions
are divided into unnatural time slots that are
implementation-dependent and, of necessity,
become interrelated to other system functions.

The major results determined during the require-
ments level design process®?® are: (1) the true
functions and their interfaces; and, (2} the
timing and memory requirements for future
implementation. During the requirements design
process it is possible, therefore, to either
define hardware requirements for computation or
to determine if the system can be built with
available "off-the-shelf" hardware.

If the existing hardware is not adequate, it is
much easier and more reliable to delete capability
and tune-up for efficiency within a formalized
structure than it is with a conventional system
with no formalized structure. It is hoped that
someday solutions to efficiency problems will be
more powerful hardware, rather than a compromise
of software reliability.

V. Results

Certain design aid tools in support of the basic
HOS methodology are currently operational, For
example, our automatic structured flowchart and
data intersection analysis tools are now being
used by several organizations involved in the

*
General structured programming concepts can,
however, violate HOS rules.
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Shuttle project?Os31s32,33 Specification
language ground rules, structuring executive
operating system design, and various other ver-
ification and documentation aids are in the
preliminary design stage. Ipd

We are presently involved in buildiag a prototype
HOS Analyzer®™.” As a temporary step, we are
translating HAL lanquage®* source code to an HOS
contrel description., The control description is
the lanquage independent input to the analyzer
(Figure 16?. From this research effort, we found
that a specification tanquage in which HOS
functions could be formulated directly would have
simplified the analyzer task. With an HOS
specification language, we could have formalized

a given problem and then translated that specifi-
cation to HAL regardless of the number of HAL
statements required to implement such a function.
Without such an aid, we have defined a particular
grouping of statements to represent an HOS func-
tion, Each grouping is blocked so that the con-
trol descriptor can recognize the pattern. These
groupings are also limited to basic functional
forms because our intent here is not to define

the meta-language, but to build an analyzer. Each
control description provides subfunctioninterfaces
which include: function tyne, priority relation-

ships, and input and output variables. A pre-
1iminary HOS control map can now be generated
for the invocation of closed blocks®®. A complete

control map which details functional relationships
to the statement level is now in development.
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Figure 16; Analyzer Prototype

¥I. Summary

The key to software design, development and
management is reliability. The most important
aspect of developing reliable software is that,

of course, it WORKS., The second most important
aspect of a reliable software system is that

its development and maintenance is far less expen-
sive than that of a conventional system. The
costs of developing reliable software will be
drastically cut, since by its very nature reliable
software is fiexible and it is #fruiy modular.
Modules for both applications systems and support

**1nternal Draper Laboratory Independent Research
and Development project "Software Control
Analyzer."




o

tool systems can be used over again and collected
for different configurations or for different
applications. Modules can be developed indepen-
dently of the hardware and,.in fact, can be used

" with different and changing hardware systems.

Applications modules can be separated from lower
virtual ("systems software"} modules. Modularity
can be capitalized on to single out parts of
systems which are secure from those which are
available to common users. Modules provide a
means far defining software units and milestones
which can be measured. Thus, it is possible

to more accurately monitor subsystem usage and
predict Tife-cycle costs. Modularity allows for
a system to be changed automatically during
development or in real time where that change
and its effect can be automatically monitored
and recorded.

The key to software reliability is to design,
develop and manage software with a formalized
methodology. The formal methodology of Higher
Order Sofiware is dedicated to systems reliabil-
ity. We have found that the enforcement of
formalized rules on a large project with many
organizations fs almost impossible without the
aid of automated tools®. A given system,
described with an HOS meta-language, enforces
the axioms with the use of each construct. A
system defined in HOS is analyzed automatically
for axjomatic consistency by the design analyzer
on a static basis and by the structuring execu-
tive analyzer on a real-time basis. The ultimate
aim is for the meta-language to incorporate all
features of the design amalyzer into the static
analysis of the language constructs and all
features of the structuring executive analyzer
into a real-time, dynamic analysis provided by
the language.

The support tools of software systems can now be
defined with H0OS as well as communicate with
formalized KOS systems, Since HOS is used
throughout all phases of development and for all
disciplines of development including management,
design, implementation, verification and
documentation, the same software support tools
can be applied for all phases and all disciplines
of systems development.

The statistical analysis and creation of manual
checklists of previous large software efforts
provided us with reliable methods to be incor-
porated into future developments. It §s clear
that such efforts should be encouraged as on-
going projects for any large software effort.

A formal methodology is now available as another
method for understanding more about software
jtself as well as about future requirements for
software development. With the axiomatic
approach of Higher Order Software now available,

*

When the automatic structured flowcharter was
first introduced, many prograrmmers were con-
verted to structured programmers over night;
since this tool not only helped to enferce
structured programming, but it also saved the
programmer the work of manually producing

a flowchart.
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we have been able to already determine, from
theoretical considerations, manv more tools and
techniques which can be developed based solely

on the fact that there is now a way to design

and develop them. And the reason for this is

that we are able to more clearly understand soft-
ware systems since there is a formal means to
describe them. With a formal means to describe
systems, there is an automatic way to communicate
with them. With an automatic means to communicate
with systems, there is now a means to exhaustively
verify the interfaces of a given system auto-
matically and statically. With a means to build
reliable software systems, we are reminded that
those same means can be applied to developing
other systems for software, itself, is after all

a system. And, those "other” computable systems
are, after all, software.
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