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Abstract 

1'he key to software reliability is to design, 
develop and manage software with a formalized 
methodology which can be used by computer scien­
tists and applications engineers to describe and_ 
conrnunicate interfaces between systems. These in­
terfaces include: software to software; software 
to other systems; software to management; as well 
as discipline to discipline within the complete 
software development process. The formal meth­
odology of Higher Order Software (HOS), specific­
ally aimed toward large-scale multiproqrammed/ 
multiprocessor systems, is dedicated to systems 
reliability. With six axioms as the basis, a 
given system and all of its interfaces is defined 
as if it were one complete and consistent comput­
able system. Some of the derived theorems pro­
vide for: structuring of real-time multiproqram­
med processes, communication between- functions and 
prevention of data and timfng conflicts. 

The first step in defining a system with a formal 
methodology is to apply a formalized set of rules. 
We have found that enforcing such rules, especial­
ly on a 1arge project with many organizations, is 
very difficult. In fact, it is almost impossible 
without the aid of automated tools to describe the 
design process and its verification. The defini­
tion of a given system can be described with an 
HOS meta-language which,by its very nature,enforces 
the axioms with the use of each construct. A 
system defined in HOS is analyzed automatically 
for axfomatfc consistency by the design analyzer, 
without program execution, and by the structuring 
executive analyzer on a real-time basis. The 
result fs that a software system can be developed 
efficiently with reliable interfaces. This is 
especially significant since interface testing in 
a large system accounts for approximately 75% of 
the verification effort. 

I. Introduction 

Higher Order Software (HOS) is a formal meth9do1-
ogy for reliable systems specification and develop­
ment1 . In order to devise a methodology which is 
totally system-oriented and not traditionally soft• 
ware oriented, it became apparent that the defini­
tion of _a software system must be hardware inde­
pendent, language implementation independent and 
computer resident software independent. Thus, HOS 
is concerned only with computable functions and 
their relationships for any given system. 

A hierarchical decomposition of a function is 
possible if that function 1s computable. The 
class of effectively computable functions coin­
cides exactly with the definition of the term, 

'i.-oftware. A numerica1 function is said to be ef­
fectively computable if there is a mechanical and 
finite method of calcu1ating the value of the 

Copyright i· American Institute of Aeron~ulics and 
Astronautics, Inc., 1q15, All·rights rcs,ern:d, 1-

function in all cases when its arguments are 
given2 • A system that is not computable can inter­
face with a software system if we define a set of 
functional interfaces for that noncomputab7e 
system. Then it is possible to interface software 
with other systems, to model any system in the form 
of software, to show a noncomputable system within 
a total problem specification, or to integrate any 
combination of the above. 

For a typical avionics specification, we can define 
a total system comprised of a set of functions and 
functional interfaces. For example, to verify 
APOLLO on-board fljght software 3 , we interfaced 
f1 ight software inf digital s imu1 ations with models 
of other systems including the APOLLO Guidance 
Computer (AGC), sensors, the astronaut and the 
universe. ~e also interfaced flight software in 
hybrid simulations with actual noncomputable 
systems such as the astronaut and with models such 
as the universe. 

If a given system can be defined in such a way as 
to be "so'ftware," then it follows that a reliable 
methodology for defining general systems can be 
applied to software and vice versa. Secondly, if 
a given system is defined using software techniques, 
that system can be functionally tested on a 
computer. we have found that the use of HOS for 
software system design clarifies the intent of the 
designer and simplifies problems originally ap­
proached in a traditional manner; and, ff we look 
at systems, in general, as software, it may help to 
either understand more thoroughly a complicated 
system. or help make a seemingly complicated system 
less comJ)licated. 

tt is now possible within the framework of HOS to 
develop automatic tools to aid verification as well 
.as design. For example, the interfaces of an HOS 
system can be exhaustively tested by an automatic 
analyzer without program execution. This is 
especially significant since interface testing in 
a large system is known to be a very costly 
procedure*. 

The.HOS methodology can be used for the definition 
of software for simplex, multiprogrammed, multi­
processor or multicomputer systems. For any of 
these systems, the approach would be to use HOS to 
design one implementation independent system 
structure and then,for implementation, to partition 
and distribute the software and hardware while 
maintaining HOS control structures. 

*73% of all problems found during the APOLLO in"te­
gratfon effort ~•ere interface problems~; and ver­
ification accounts for 50% of the total software 
development effort5 '. 6 ' 7, 



II. Methodology 

Higher Order Software is software expressed in its 
own meta-language and conforming to a formalized 
set of laws. The basic components of HOS method­
ology are {Figure l): {1) the application of the 
fonnal set of laws to the design of a given 
problem; {2) a meta-language adhering to these 
laws; (3} the automatic analysis of design inter­
faces by the design analyzer and the structuring 
executive analyzer; (4) the architectural virtual 
layers produced from analyzer output in the form 
of software, finTMare or hardware*; and, (5) the 
hardware that is transparent to the user*. In add­
ition, support tools based on axiomatic consis­
tency can enhance a given development process in 
such areas as: performance analysis, simulation, 
design automation, definition of subsystem require­
ments, automatic documentation and automatic 
management techniques. 

1~l~l'-.\q ! 

Figure 1: Higher Order Software Methodology 

A. Fonnul a ti on 

In HOS, any given software system can be repre­
sented by a single mathematical function. The 
function representing the entire system is an 
assumption. Those functions that are invoked to 
perform**the "system-function" describe subsystems, 
each of which may be represented by a single mathe­
matical function of its own. 

Any given software system, as well as each of its 
subsystems, can be described by means of a tree 
structure that defines all logical possibilities 
of control. Each node (any point at which two 
or more branches intersect) of the tree represents 
a unique point of execution of a function. 

Both the design for a particular software system 
and the foundations for the HOS meta-language are 
based on six axioms. These axioms explicitly de­
fine hierarchical software control, v1here control 
is an undefined affect of one software object to 
another software object. Each affect is described 
by a mechanism (such as a language) which is 
effected at the next and only the next most 
immediately lower virtual layer. 

* Our work, to date, has concentrated on the first 
three areas of HOS methodology: 

--.-1:,t 
'--" perform: provide one and only one element of 

the output set for a particular ele1;1ent of the 
input set. 

The six axioms 1 are: 

au.om 1: A given moduZe controZs the invocation 
of the set of valid functions on its 
inmediate, and only on its inunediate, 
kn,Jer Zeve 7,,, 

axiom Z: A given moduZe is Pesponsible fol" 
elements of only its own output space. 

axiom 3: A given module contl"ols the access 
Pights to each set of Val"iables whose 
values define the elements of the output 
space for each irrmediate, and only each 
ir'mediate, lower level function. 

axiom 4: A given module contPols the access 
rights to each set of variables whose 
values define the elements of the input 
space f Ol" each irrmediate, and only each 
immediate, -Zower level function. 

axiom 5: A given modtile can reject inualid 
eZe,r;ents of its own, and only its own, 
input set. 

a.u'.om 6: A c,iven module controls the ordering of 
ea;h tl"ee for the immediate, and only 
the imnediate, lower ZeueZ. 

On the basis of these axioms; many theorems have 
already been derived. Theorems exist which 
minimize logical interfaces. For example, if a 
function from a given control level is removed 
and its controller module still maintains the same 
mapping, the function is extraneous. Violation of· 
this theorem, in common practice, manifests itself 
in modules with many user options. With respect 
to the entire system, the use of.extraneous func­
tions proliferates test cases and complicates 
interfaces. Theorems exist for functions which 
corrrnunicate with each other. For example, the 
output set of one function can be the input set of 
another function only if said functions exist on 
the same control level and are controlled by the 
same i1TJ11ediate higher node. Theorems exist for 
proper structuring of real-time multiprogrammed 
processes. For example, each module controls the 
priority relationships of its dependent processes. 
Mot only are these priority relationships rel a­
tive rather than absolute, but each process at a 
given level has a higher relative priority than 
each process***tree (a process and its depend­
ents). from the axiom concerning the ordering 
of functions, we can state with confidence that 
if a particular process must precede another, 
that order wi 11 be preserved. For we can prove 
that if functions are defined with HOS, the 
ordering between members of any given process 
tree_ cannot be altered by an interrupt. This 

*** a function that can be scheduled (invoked by a 
queuing mechanism} 



implies that, if process, A. is of higher priority 
than process, B, process A always interrupts all 
of B; i.e., the priorities of the dependent pro­
cesses of A are all higher than the priorities of 
all dependent processes of B. From the axioms con­
cerning data access, theorems exist which eliminate 
data conflicts between functions. rn addition, 
there are theorems which relate the maximum comple­
tion or delay time for a process to a given inter­
rupt structure. 

By its very nature, the interface correctness of 
any given software system is proven if it adheres 
to the axioms of HOS. An interface is a common 
boundary between the specification at one node 
and the specification at another node. 

The specification of i node is the relationship 
of the element of the input set to the one and 
only element of the ouput set that corresponds 
to said input element. For example, if we can 
enumerate such a mapping, we could make a table 
for the specification such as: 

m 6 . . 
The question: "do we want y to be 6 if x is 3" is 
not relevant here, since the table is the original 
assumption, i.e., given y ~ 6 when x; 3. 

If one and only one subfunction is required to 
assign a particular element of the output set of 
a controller, the interface bet1"1een the elements 
(or tabJe vaiue) at the controller 1eve1 to the 
elements at each subfunction level, can be 
determined. That is, each element is accounte1 
for in a unique way by the definition of the sub­
function of the controller. The correct inter­
face is validated by accounting for each element; 
it does not validate the specification, i.e., the 
table itself. The question: "does the table do 
the job" is what we will call performance testing. 
Whenever a ne11 "table" is defined, the question of 
val id assumption must be detennined*. Thus, 1~ith 
HOS we can determine where each performance test 
is ~equired. In most cases, this question can 
only be validated by demonstration. When the 
assumption itself is an approximation, we validate 
the "table" by simulation. 

Since an elen~nt i~ obtained from a value from 
each of the variables that determined an input or 
output set, the variables themselves bound the 
elements and are, therefore, considered to be an 
interface. The relationship between the variables 
at one node and the variables at another node are 
completely defined by HOS. The definition of that 
relationship makes it possible to eliminate data 
conflicts. The boundary between two nodes is 
established by the unique nature of the node it-· 
self. It is from the unique ordering relation­
ships between nodes that the relative timing 
between any two nodes can be established. 

* 13% of all problems found during the APOLLO 
integration ~ffort were due to performance 
specification errors~. 

The rule of node uniqueness, and the theorems con­
cerning self-control, determine the corrmon boundary 
of function to function and variable to function. 
We use the relative ordering per level, frequency 
of ·operation of a function and the absolute tirre 
of execution of a function to determine the abso­
lute timfng boundary from one node to another. The 
boundary here is the maximum delay tirre or comple­
tion time for a process. Operator to operator 
boundaries are determined only by the software def­
inition of a given software system; while operator 
to function boundaries are determined by the 
variables used to define the elements. 

8. Meta-Language Principles 

An HOS language is not primarily concerned with 
computer execution, but rather with reli~b~e . 
systems decomposition. If a system sp~ci'.icat1on 
is computable, it can be represented ~11 thin the 
HOS meta-language. If a system specification can 
be described by the HOS language, it can be inter­
preted for computer execution. Whereas instruc: 
tions written in lower level languages are static-
ally checked by an assembler, and statements . 
written in higher order languages(HOL) are static­
ally checked by a compiler;interfac~ specification 
written in an HOS language are statically checked 
by an analyzer . 

The process of converting an HOS language from a 
specification level to the procedural** level can 
be perforrred by an automatic programmer. The 
automatic programmer could be a part of the 
analyzer process for a gben computer. If an 
intem~diate language is desired for the imple~n­
tation process, a translation from the automatic 
prograr.mer to an existing compiler language can be 
developed. 

Without an HOS language, the application of the 
HOS axioms is manual and requires considerable 
knowledge and experience for the system design 
process. The intent is to remove th~ manual pro­
cess. and to incorporate into the axiom:depend~nt 
language constructs a means for expressing a qiven 
sys tern. If each contra 11 er is re presented by a 
construct, and each construct fo 1101~s a 11 the 
rules; it will be possible to define reliable 
interfaces of a given system by merely using pro­
per constructs. Since each construct is the node 
of an HOS structur~, semantics checking for a 
systern specification can be done by t~e la~guage 
design analyzer by verification of axiomatic 
corrrnun..i ca ti on betw~en nodes. 

we· can define a ba$ic unit within an HOS structure, 
the nodal family, es one which describes a partic­
ular node and its 1mmediate, and only its ilTrlledi­
ate lower level nodes. Within the context of a 
met~ language, we describe the nodal family by 
means of a nodal set. The nodal set is a set of 
operations which collectively define all th~ 
relationships between the members of a particular 
nodal family. The nodal family, characterized by 
the method of decornoosi tion of the "offspring" 
nodes with respect to the parent node, is defined 

** . . sequencing requ1tements 
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within categories of the nodal set referred to as 
construct classes. A construct class represents 
a function decomposition, the subfunctions of 
which can only be regrouped recursively. Figure 
2 illustrates two possible regroupings of the same 
function. Note that the regrouped subfunctions do 
not change in any way. 

Figure 2: Recursive Regrouping of Construct 
Class, C 

A function is decomposed by dividing the ordered 
pairs of that function into groups or not dividing 
the ordered pairs into groups. If we divide 
ordered pairs, we call that decomposition the 
partition class. If we do not divide, then we 
must transform. Either we can devise an explicit 
formula to transform the input set to an inter­
mediate set and tnen to the output set, or we can­
not. If we can devise such a formula, we call 
that decomposition class, composition. If we can­
not, we must iterate the implicit formula until 
we find a solution to the intermediate set. If 
we can find such a solution, it can be represented 
by a combination of the partition and the 
composition classes. If we cannot find such a 
solution via a recursive formulation, we cannot 
decompose the original function. 

The class, partition* is a construct class which 
performs a selection . Within the partition class, 
constructs indicate decomoosition of the parent 
function by division of the elements of t~e paren­
tal output set or elements of the parental input 
set. Characteristics of a partition that divide 
elements of the parental input set {Figure 3) are: 
(1) each subfunction produces a value for every 
variable of the output set; (2) a subfunction can­
not alter the value of a variable of the input set; 
and (3) each input set of each subfunction is a 
proper subset of the parental input set (cf.System 
Design Section). 

Figure 3 shows the control map representation of 
such a partition. Meta-language constructs can 
be provided to reference subsets of the ele!lents 
of the parental input set. Some constructs of 
this type. such as if A then B eZse C, exist to­
day in higher order languages. In fact, the 
latter construct is also a basic construct of 
structured programming. Unfortunate1y, the 
enforced language construct found in existing 
languages provides only the branching mechanis~. 
but does not require subfunctions Band C to oro-

* A se1ection divides the elements, a, where aeA. 
into a partition, 8, of A such that bE B and 
A= v b. and for two .sets b.nb 1. = ¢. 

1,1"1 l . J 

provide a partition. It is interesting to note 
that a language construct such as if A then Bis 
invalid for HOS, since the partition is incomplete 
and, therefore, the decomposition of the parental 
node is incorrect. An HOS selection, however, in 
the form of if then eZse would not only retjui re a 
partition, ·but that partition is restricted in 
that neither subfunction set of input elements is 
to be equal, else the controller module would have 
no criteria for choosing a subfunction. 

y=f(x) 

b: 

y=:f(x) 

Figure 3: Partition Class: ·selecting members 
of the parental input set 

Automatic programming of a partition which selects 
elements of the input set can optimize use of 
computer resources by using the fact that for each 
particular performance, only one subfunction will 
be executed. Since subfunctions of this type do 
not communicate with each other, these subfunctions 
could easily be dedicated, each to a separate 
computer. For a multiprocessor configuration, we 
might make use of the fact that once a subfunction 
is selected on a given level, other subfunctions 
on that level are no longer required. 

-4-

A partition decomposition of similar nature can be 
used for error recovery (Figure 4), and error 
detection (Figure 5). Error recovery implies that 
a subfunction is provided as an alternate function­
al formulation for all values of the parer.ta] in­
put set not acceptable to a primary formulation. 
In the event that no alternate formulation exists 



(Figure 5), the null set for xis detected and the 
subfunction performance is rejected for that in­
put value. For HOS, recovery from a detected 
error within a function is always provided for by 
its controller. The nodal set.for each noda1 
family provides for:· ( 1) a1 ternate formu1ation of 
subfunctions in the event that a subfunction de­
tects invalid input values; (2) rejection of its 
own input set in the event that no al temative 
subfunction formulation exists; or (3) restart 
mechanisms for a subfunction. Errors can be 
found explicitly by HOS techniques. fhese in­
clude those caused by hard·,,are fai1ures or human 
operator errors. This is possib1e because a true 
output variabJe is never assigned a value unless 
the result is known to be valid. An error signal 
is sent by a subfunction on1y in the event of an 

. invalid input value. Detection of an invalid 
value may be via a direct test on the va1ue or an 
indirect test by an inner local function. Thus a 
subfunction, which can never a1ter its inputs nor 
assign invalid outputs, is aJways restart* pro• 
tected. ;n addition, we may s i rcpl i fy hardware/ 
software interface require~ents in the case of a 
hardware failure: for in this case, we could auto 
matica1ly via the hardware, define a single node 
restart mechanism (i.e., HOS "single instruction" 
restart}. This is possible since we can restart 
any subfunction without destroying a software pro­
cess. With few exceptions¥, ~ost existing higher 
order languages seem quite unstructured in their 
approach to such constructs, e.g.,error scope is 
different than name scope,_dynamic error scope 
allocation often exists with uncontrolled branch• 
on-error-. 

However, for HOS, it is required that both a sub­
function and its alternate fomulation be explicit 
subfunctions of the nodal set of the controller. 
Therefore, a language construct for error recovery 
such as on error B else C wou1d imply that 
alternative function, B, is invoked for any error 
signal detected from C. The nodal set of B or 
C may also include error recovery or detection 
operations. In the event that an a1 ternative 
function is not available, an error detection 
operator must account for assignment cf the null 
value to output variables. A nodal set for such 
a formulation might be on err::ir reject else C. 

As illustrated in Figure 5, error detection is 
formulated by the function which returns to its 
controller without providing a valid element of 
the output set. The controller may itself 
"REJECT" if no alternative for its sub function is 
available or it may provide an alternative 
functional formulation (Figure 4). Error recovery 
phf1osophy within HOS does not include arbitrary 
procedures for system errors to replace invalid 
values on an interrupt-like basis to continue a 
calculation. For HOS, a syste~ error signifies 
return to the controller only. Thus. an error 
caused by a negative value submitted to a square 
root function would proceed to "REJE'::T" to the 
caller of the function. 

• automatic '~elective snapshot/rollback 
capabi1 ity. 
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Figure 4: Error Recovery via Partition: 
Decomposition 

Figure 5: Error Detection via Partition 
Oecomposi tion 

Since an a1 ternate to a function negates the 
intent of said function, in the event that more 
than one type of error can be detected within a 
subfunction, a reconfiguration of that subfunc~ 
tior. is required for every distinct error type. 
This will be especially significant for multi­
progrann:ed structuring in that implicit errors 
in timing relationships, made invalid by a 
partial reconfiguration, are avoided. 

In the event that more than one subset of the 
input set can be rejected, the noda1 set for 
error recovery for such a subfunct1on (Figure 6} 
might be constructed as: on el'Y'OP,8, oase{B} 

' t J 
eZse C. 

Y""f(x) 

Figure 6 
Multiple Error Recovery (bE B ,b.n b. n {x(x1"8}=~} 

l J 

In the case of some failures, the software can 
recover by restarting a process. A possible nodal 
set for su~h a situation might be on el'l'oP refresh 
A where process A and a1J of its dependents would 
be terminated on every hardware "er:,,oy," and then 
reinitiated (Figure 7). Here, 

y=f(x,ERROR) 

I 
y:A(x) 

Figure 7: A Type of Restart Error Recovery 

on event r-efy,esh A could be used to reinitiate 
any node of a system structure so that a human 
operator could dynamically interact at any 
specified level of a software systen1. 



A partition deccmposition of another type is one 
in which the variables of the output set are 
divided (at least one for each subfunction). Here 
all variables of the input set are distributed ' 
among the subfunctions. In this case, each sub~ 
function is performed for every element of the 
input set of the controller, and yet no two 
subfunctions assign the ~ame output variable. Also, 
there is no communication between subfunctions so 
that subfunctions of such a decomposition can be 
automatically sequenced for parallel processing. 
If performed in one computer, the flow of execu­
tion could proceed from one subfunction to the 
next, returning control to the contra 11 er when 
every subfunction has been performed. Some 
language constructs proposed for parallel pro­
cessing such as PARBEGJN* could be used by the 
automatic prograITTner for procedural purposes if 
the simultaneous execution of subfunctions were 
analyzed as optimal for a particular nodal set of 
this type. 

The decomposition class used to express comun­
ication on one level between one subfunction and 
one other is the composition class. Here, 
variables of the input set are all input to one 
subfunction. That subfunction transforms those 
variables to an intermediate set of variab1es. 
In turn, many local transformations are possible 
until a value for all variables of the output set 
are assigned at one particular subfunction. This 
type of decomposition is best performed within 
one computer, since each subfunction is performed 
so that the flow of execution follows in linear 
sequence. 

Composition of functions is enforced among HOS 
subfunctions by the requirement that varia~les 
of the input set are not equal to variables of 
the output set. Also, since the controller only 
specifies the subfunction relationships, the 
order of execution of the subfunctions is 
required to be independent from the sequence in 
which the subfunctions are referenced. /-'.any 
existing block structured languages have in­
corporated sequencial branching mechanis~s, such 
as the CALL, to encourage use of composition 
techniques. Some languages even prohibit the use 
of uncontrolled branching, i.e., no GOTO's to 
encourage composition techniques 10 • But, exist­
ing block structured languages encourag·e rodules 
at a given level to invoke other modules at that 
same level, i.e., the architecture hierarchy of 
a program is not equivalent to the control 
hierarchy of a program. 

It is important to note that certain tradition·a1 
"software" functions are not computable. These 
no~computable functions (Figure 8) are those for 
which there are undetectable dynamic loops. Jn 
order to deter~ine_if a function is truly co~put­
able, an exercise 1s made to determine if an iter­
ative mechanism can be transformed to ·a recursive 
formulation either manually or automatically. Fig­
ure 8 represents a circular computation in ~~at 
operator, A, which directly invokes operator, A, 
although seemin~ly recursive, is not, in that the 
function, y~A(x}, is not computable. 

* cf. ALGOL - 68 

·, ......... . 
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A 
y=f(z) z=A(x) 

a: identity 
formulation 

A 
y=f(z) z=A(w} w=f(x) 

b: composition 
formula ti on 

Figure 8: A Dynamic Loop 

It is interesting to note that the iterative 
construct,the LJhile, a basic construct of 
structured programning, is invelid for HOS. This 
construct exists in many programing languages to­
day. The while is invalid because it can a1ter 
elements of its own input set and can assign 
intermediate values to variables of its Ol'ln output 
set. For HOS we are restricted so that local 
initialization and consequent iteration is per­
formed via a recursive formulation (Figure 9}. 

Figure 9: A Recursive Operator 

Similarly, a real-time mu1tiprogral11lled iteration 
can be used to specify mutually dependent 
asynchronous processes. Here, the concept of 
assigning on1y va1id elements of the output set 
prevents the interface error of another process 
interrupting the iterative process and using a 
shared variable which is being used to store 
intermediate values. The structure imposed on a 
system by the HOS axioms does not prevent function­
al decomposition. In fact, the unique node, the 
elimination of self-control, and the elimination 
of the dynamic loop assured by axiomatic decom­
position makes it possible to decompose any 
~omputable system. 

C. HOS Analyzers 

The main function of an analyzer is to guarantee 
that a given HOS hierarchical system is consistent 
with the axioms. Additional analyzer phases 
complement the main function so as to efficiently 
implement a given system for a computer. Auto­
_matic interface analysis is provided on a static 
basis (without source code execution) by the 
design analyzer and on a dynamic basis (during 
real time) by the structuring executive analyzer. 

Design Analyzer. Conventional real-time 
software systems cannot be exhaustively tested. 
With the design analyzer, any given software 
system, defined according to the rules of HOS, 
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can be exhaustively and statically verified for 
interface correctness. Interface errors in 
simplex, multiprograrrrning or multiprocessor 
systems are cnused by data or timing conflicts. 
Given the HOS control system, it is now possible 
to not only design a system with a known and 
small finite number of'logical interfaces to 
verify, but to prevent,both data and timing 
conflicts. Thus, with the design analyzer, the 
more expensive methods of simulation and/or 
dynamic verification can be Jimited to unit per• 
fonnance testing. 

There are four phases to the design analyzer. 
Phase 1 will check a prototype software system 
design for violations of the axioms. In addition, 
a software system control map, showing all func­
tional relationships of the prototype syste~, will 
be automatically produced. Phase 2 will both 
determine where performance testing is necessary, 
and show where it cannot be completed exhaustively. 
Phase 3 will provide functional timing and 
memory analysis for any given level of a system. 
This will either detennine if a particular 
software system design is able to meet the con• 
straints of "off-the-shelf" hard11are or wi11 
determine hardware capability that is necessary 
to support a given software system. Phase~ will 
supply an automatic programmer to either convert 
from the HOS language to an intermediate language 
or directly to computer execution. The output 
from this phase could include information for 
the efficient use of hardware and output for the 
next most immediate lm·1er architectural virtual 
layer. 

If HOS methodology is maintained throughout a 
development process, a comparison of functions 
and their relationships can be made with analyzer 
results throughout the software phases of require• 
ments, specifications, and implementation. 

Structuring Executive Analyzer. The structur-­
ing executive analyzer is a lower vfrtua1 layer 
module with respect to a given hierarchical HOS 
system in its dynamic state. The structuring 
executive implements in real time, multiprogram-­
ming control constructs. The operating system 
requirements of the structuring executive handle 
aspects such as man/machine interface, hard·,,.are/ 
software interface, error de tee ti on and recovery, 
real•time reconfiguration, dynamic allocation, 
self·analysis for timing and memory limitations. 
and an axiomatic analysis of the system for each 
new reconfiguration. 

The real~time implementation of control constructs 
assumes: {1) an invocation mechanism, the 
SCHEDULE, to be used to invoke a module dependent 
on time, priority, event or cyclically de~endent 
on time or event. In addition, the SCF.::-:::7.z 
assumes a relative priority indicatinq total 
order for each nodal family; (2) restart 
mechanism, the REFR::3H, to cancel an active node 
and all of its dependents and then to reinitTate 
that node with or without a new option. 

Figure 10 shows a hierarchical HOS system example 
in which processes are invoked via a sc;r::-::~·i:::. 
Selected nodes can be reinitiated when an event ei 
where i e I and e;E E. occurs outer to process f. 

Event e1 may occur dependent on a man/machine 
interface selection or a system error. If node A2 
is reselected, A2 and all of its dependents are 
tenninated and then reinstated, possibly, with a 
new option. In this case A3 would be reiniti~;ed 
but A1 wou1 d not be reconfigured. The man/machine 
interface aspects of the structuring executive 
al low for the hwian to interact with a given 
system at any node. If sequences selected are not 
compatible, the structuring executive analyzer 
would detect an axiomatic error and automatically 
recover the system via a REFRESH mechanism. 

ywf(E,x) 
1lio O,i e1 RHRESfl 1\1 

SCHflXJlE 81 ,c1 ~ 
y•Al ({E-e 1 l ,x) 

Figure 10: The Refresh Mechanism and Its 
Relationship to Man/Machine 
Interface 

In addition, the human can select any reconfigura­
tion of nodes in real time. Thus, the man/machine 
interfaces with each HOS system are multileveled, 
multistacked and can be multiconfigured, With such 
a system, an avionics pilot wou1d not need to 
memorize a complicated crew selection list, since 
the software would provide automatic error 
detection and recovery. 

Self-analysis can be provided at required nodes 
by the executive, since the capabi1ity exists to 
pro vi de timing and memory 1 i mit requirements for 
selected nodal families in advance. For example, if 
the thruput of a function is larger than a given 
limit within a specific length of time, a REFRESH 
could be used to restart or selectively restart 
a function with an option to include only the 
higher priority functions. 

The structuring executive can provide reconfigura­
tion in real time by a reordering of priorities 
based on instantaneous human or hardware inputs 



to a system. In the restructuring process, the 
structuring executive always maintains the 
relative timing relationships for each nodal 
family, and thus for a complete system, based on 
the fixed relative,9.rdering relationships defined 
for each nodal set. • 

Both the Design Analyzer and the Structuring 
Executive Analyzer perform equivalent functions: 
(1) they both check for a violation of the axioms; 
(2) whereas the Design Analyzer determines where 
performance testing is necessary, the Structuring 
Executive Analyzer determines where hu~an inter­
vention is necessary; (3) they both provide for 
functional timing and memory analysis; and 
{4} whereas the Design Analyzer provides ~n auto­
matic programmer, the Structuring Executive 
allows a reconfiguration of nodal families in 
real time. 

III. System Design 

Use of HOS methodology and its accompanying r.-eta­
language implies that the designer no longer need 
be concerned with problems of interface correct­
ness. Instead, more attention can be focused on 
the problem of correct specification. 

Once a problem has been properly decomposed and 
automatically analyzed for interface correctness, 
system structure can automatically be opti~ized 
for various cost criteria where specification 
constraints can be minimized or determined. For 
example. we could minimize verification paths for 
performance analysis, minimize storage require­
ments, maximize the number of tasks perforrc:ed 
per unit time, or deten11ine cost-effective hard­
ware requirements. 

Although some specific constraints have been 
eliminated by use of existing language con­
structs 10,11 , the application of HOS assures that 
a restructuring of an entire system can be done 
automa ti ca lly. 

Examples of automatic structuring requirer€nts 
collectively provided for by HOS for system 
design are: (1) controlled branching (no un­
detected loops); (2) redefinition of variable 
domain; (3) order independent language state­
ments; (4) controlled error recovery environ~nt; 
and, (5) enforcement of local initialization. Tra­
ditional software structures often prevent or 
discourage modification of that system for fear 
of misinterpreting hidden implicit specifications. 
For example, it is important not only that pro­
grams be written in a sequential manner 1", but 
that the order of execution of the language 
statements can be determined regardless of that 
sequence. 

Example 1: 
a: X = y 

i f Z > 10 • X = y2 
(1) 
(2) 

~ere, the value of xis sequence dependent, yet 
the program can be written without branching 
(i.e., no GOTO's). This formulation would be re­
jected by the meta-language analy'zer. Potential 
modification to the above specification must 
consider the value of x to always be dependent 
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on the value of z even though z does not appear 
in (1). 

b: y " f(x) 
X " f(z) 

Hire, ft is readily detennined that (2) n1u~t be 
exe"cuted before (1). Thus, for the HOS specifica­
tion, the formulation is correct even if (2) 
appears before (1). 

Example 2: 

a: scheduie B (1) 
schedule A on not 8 {2} 

Here, the intent as to the order of execution of 
A and Bis ambiguous: therefore, the initializa­
tion of process A and B are sequence dependent. 
If statement (2) was executed before (1), process 
A would be initiated before process B. If process 
A was initiated before the completion of B, state­
ment (2) is violated in real time. The analyzer 
would reject this formulation. Potential modifi­
cation to the above formulation must consider the 
potential timing interface problem. 

b: schedule B 
schedule A after B 

The interpretation here is order independent. B 
will complete execution and then A will be 
initiated. Thus, this formulation is a valid 
HOS specification. 

An interesting observation of the effects of 
explicit requirements for HOS is illustrated 
by use of the partition class for problem 
specification. Suppose we wish to limit the 
values of a variable and specify a formulation 
to assign that limited subset of values to a 
given output variable. We shall show that it is 
not possible to camouflage this specification 
within HOS and how a traditional interpretation 
of a simple problem causes interface specifica­
tion errors. Suppose we represent the specifica­
tion by a simple partition of input elements: 

if x > 10 then y = h(x) etse y = g(x) 
The control structure for this partition implies 
that the controller is controllino its own 
function because the entire function is of the 
form y=f(x) (Figure 11). 

y=f(x) 

A 
y=h{x) y=g(x} 

Figure 11: Imnediate Self-Control 

From Axiom 1, a module cannot invoke a function 
that performs the same function as the function 
at the node of said module. Two functions, each 
defined by the same sets of variables and 
producing the same mapping are equal functions. 



theo11.em: Two functions cannot ex-is t such that 
eaoh ia defined by the same sets of var.ables 
and one of said fwwtiona is a subfunction 
of the other-. For, if thia were the case, a:e 
can shaw that the,controller function is con­
trolling its otJn function. 

'(t'· 

p!i.006 06 immed-la..te ,~el6•con.tJwt: If the sets 
of the input variabZes of two functions aroe 
equal and the sets of the output variabZes of 
the same wo functions are equal, the ."'.a:::>ings 
ru-e either the same or diffe:rent. If ;r;/ 
mappings ,are different, then the specifixtion 
must be ~ncorrect for the controlled functiO>J 
nrust pr,oduce the ;•esult for its controller. 
If the mappings aPe equal~ the two fwwtion,s 
are equal. 

Note that the partition of input elements 
(Figure 11) is not clearly specified since it 
appears as though each subfunction may use a1l 
elements of x. In fact, subsequent deco:--:posftion 
of y=g(x) or y=h(x} could lead to extraneous 
logic since not all values of x are valid; or 
mo~e seriously, functions hand g cou1d be 
inadvertently switched by an engineer unfamiliar 
with the original problem because the interfaces 
appear identical. In addition, more perfomance 
analysis than necessary would probably be 
attempted for verification of that subfunction, 
since it is entirely conceivable that an un­
knowing engineer may attempt to verify even those 
cases for x that are nonexistant to the subfunc­
tion. If input variables are not properly 
partitioned, it wou1d be impossib7e to automatic­
ally restructure a system because it would be 
unclear as to which nodes could be interchanged. 
We try to reformulate the specification by 
assigning x to variable z as fo11011s: 

Z = X 
if z >10 then y = h(x) else y = g(x) 

Here, the control structure (Figure 12) shews, 
likewise, that this formulation of the entire 
function, y = f(x), controls 1tself. 

~ 

y=f(x) 

A 
z=f(x) y~f(z,x) 

/\ 
y=h(x) 

Figure 12: Indirect Self-Control 

theo~em: If a funation is defined, a nace de­
fined within, the tree of said fi.mction ca,:n::,t 
be defined so that the sets of fop;;.t :Jsll"it.:h!es 
Qre equal and the sets of output variables are 
equal. Again, we can show that if this c,mdi­
tion were to exlst, the controller fwictior. is 

cx>n tro it ing its OtJn f unc ti.on . 

p1t.006 06 -lmu'.1tec.t &el6-corLtJtol: 

y:,f(x) 

/l\ 
• 

/l\ • 

/1> 
Figure 13: Proof of Indirect 

Se lf-Contro 1 

The fol.,)@r level func:tion rm.st perforo1 for its 
controiteP since y is not local. Each sub­
sequent higher node ,-.,..lSt Zi~e-.Jise :;erform for 
its controller since y is not Z.Ocai to any 
node beZol,) the hfahest node in :Jhieh it is a 
member of the set~ o! ou,;put ~ar-iahles (cf. theo­
rem 3,4.4, ref. 1). 7~e lc,~er level must be 
ah'le to perfoT'l71 for ecah va!ue of its input set. 
But the set of input :x:.l"":::wzes is equal to the 
highest.set of input ~cU'iables. Therefore, the 
mapping must be the s=e or there would exist at 
least one value for y which -..::au.kl be incorrect. 
Thus, function f must be identical. 'to funation g. 
If we assign a value of' y for each element of x, 
then we have perfoT'l"':ed the -:::rtd function for 
the immediate controller. 

A.ny other> subfunation at that k"'r.Jer level is 
extroneous (cf. theorem 1.2, ref, 1), because 
every value of "J can be obtained 1,-ia that one 
GUbfunction. Th~, t1:e rr,;,st vmiediate cont:rotler 
and its subfunctior. a:r>e eq:.at. ',le ca:n either 
eliminate the lcwest subf:u:otion as redundant or 
recognize that a for.'~lati::m of this type has 
not decomposed the controller, and redesign. If 
we eliminate the Zo'..Jest s:dJf:cnction, r...1e again 
con-timie to appZy the s!Z"ne argu:-er.t untiZ we 
:reach the highest r.ode at 1.Jhich the equal. func­
tion exists. At this point thePe is no reooUl'ee 
otheP than to admit the function is controlling 
an equaZ function. 

In each case, when the subset of values is rep. 
resented by all of x, we fail to follow the axioms. 
Thus, it is required to rename the subset of x to 
properly specify the problem. We avoid later 
ani>iguities as to the proper values to be used 
within the subfunction: 
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if X >10 then y=f(x{xlx>lO}) else y=f(x{xlx~lO}) 

Further decomposition of y=f(x{xjx>lO}) would 
never refer to all of x. 

The above discussion illustrates the types of pro­
blems that one can enccunter by the use of a 
simple-if then else statement conmon to many exist­
ing higher order languages. Imagine the potential 
difficulties that one can encounter with more 
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complicated statements if there is no formalized 
structure within which to work. 

Ill. Software Management 

A. Bac~9round 
In the past, we used two major methods to deter­
mine those tools necessary for future softNare 
development. Statistical analysis of softdare 
efforts was performed 4 , and checklists for ~anual 
software disciplines 3 were detennined from both 
APOLLO and SKYLAB on-board flight software efforts. 
We attempted to provide an ongoing statistical 
analysis of !he Shuttle on~board guidance, naviga­
tion and vehlcle control software require:::ents in­
tegration effort 13•1~. We discovered that in 
order for such an ~ffort to be successful, the 
process of collecting anamoly and other statis­
tics histories should be automated as much as 
possible. In addition, software management of 
all people and organizations involved must be con­
vinced that such an exercise is a necessary one. 

The APOLLO study was of great value for detemin­
ing the direction we were to follow for future 
software efforts. For example, the fact t~at 
44% of all th.e anomalies in the software were 
found by 'eyeba 11 ing' 4 , prompted us to dra-"' a few 
subjective conclusions based on background and 
expe:ie~ce. Of course, the problems of analyzing 
stat1st1cs are wen known. For example, if there 
were a system designed such that the only debug­
ging aid was 'eyeballing', there would obviously 
be a huge percent of discovered problems found by 
'eyeballing'- to be exact ... 100%! And, t'le 
number of problems found will always be less than 
the tota1 number of existing problems in a gtven 
system. But, when 1~e analyzed APOLLO on-board 
software data, we considered several significant 
factors: (1) the software management structure 
forced 'eyeballing' to be a key part of the 
verification process 3 ; (2) the most sophisticated 
dynamic verification debugging process known at 
the time of APOLLO was used to verify software 3 ; 

(3) there were no pure software problerrs found in 
the on-board flight software for alt APOLLO 
flights 15 • In addition, we found that flexible 
software systems with fixed reliability rsodes 
are a key to managing software develop::ients. A 
case in point is the APOLLO on-board asynchronous 
systems software. If the AGC systems soft;1are 
had not been asynchronous, the development pro­
cess would have been much more expensive, r:iuch 
longer and at least one of the APOLLO flights 
would have been a disaster 16 • . 

The systems software of the on-board flight soft­
ware for APOLLO consisted of a powerful' set of 
asynchronous modules: the schedu1er 17 , the dis-
play interface 18 and the restart modules 13 • Al­
though the development of these modules began in 
the early sixties,the first time they 1,ere exer­
cised together on an actual flight was for APOLLO 7. • 

The scheduler was able to schedule modules based on 
priority or time. The display interface r:iorlule 1'/aS 
not ?nly asynchronous but was also multileveled and 
mult1stacked. That is, the astronaut was able to 
interface in teracti vel y with the on-board software 
at the top level of a mission phase as well as at 
the lowest level of a mission module in a hier-

archical _ layout of a mission sequence. In add­
ition, tlie program was able to override a current 
dfsplay with one of higher priorHy. The restart 
module was able to store infonnation about a 
multiprogramming environment at any given instant 
in real time for any level in the hierarchical 
system for information consisting of many modules 
at one time. If an error occurred, all moc!ules 
cou1d be recovered or selectively recovered de­
pending on job or time prior1ty. 

!n addition. an AGC interpreter20 was used to pro­
gram applications a1gorithms with higher order 
operations such as matrix-vector arithmetic. 

All of these system software modules had comoon 
attributes: even though all users could imple­
ment control via these modules, each system module 
was se1f~contained and its inner contents were 
hidden from the user2 ?,i 2 ; each 1r-0dule was designed 
and frozen early 23 ; no changes to the requirements 
of these modules were incorporated after they were 
frozen. That is, each of these systems soft...1are 
modules was truly on a lower virtual 1aver 12 than 
the applications modules. • 

When we analyzed the anomalies found during the in­
tegration effort, there were no problems dis­
covered in, or col!1'1unicatin'] with, any of these 
systems modules. That is, all the interface 
problems found during the integration efforts* 
were a result cf one applications module inter­
facing with another applications module. 

Once the initial statistical analysis was per­
fonned, we further analyzed and categorized the 
anomolies and then determined rules which would 
have prevented each class of anomaly. W~ also 
refined the checklists for all disciolines of 
software, including the desian, hwlementation 
verification, documentation and management pha~es 
of software 23 • !-le found out to our surortse 
that the refined manual checklists were ·identical 
for each disciplfne. \{e cateoorized these check­
list items in order to decide-those manual pro­
cesses which could be automated for the software 
development process. As a r~su1t, we found that: 
many of the manual processes, as well as the more 
conventional too?s needed to assist these manual 
processes, cou1d beco~ obsolete. For examp1e, 
now that logical testing can he provided statically 
and automatically by the analyzer1 , there is no 
longer a need for a manual logical verification 
checklist23 • rn addition, there will no longer 
be a need to dynami ca 1 ly verify soft,~a re for 
interface probler.1S. From these efforts evolved 
the formalized system, HOS, as it exists today. 
With a formalized system, it is possible to 
fon11ally manage software systems as well as to 
automate many of the tasks of system management. 

B. Modu1arity as Defined by HOS 

HOS requires all controlled functions of a given 
control1er to be on the next and only the next 
most iirrnediate lower level. The controller 
establishes the COlllTiunication network among its 

* 73% of all problems found during the APOLLO in-
tegration effort were interface problems~. 
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subfunctions. This means that functions on the 
.same level cannot oontroZ the communication* with 
each other, but they can communicate with each 
other. In fact, all functions that corrmunicate 
wfth each other must'~"x'ist on the same level. 
Thus, it is possible for management to determine. 
immediately, as well as automatically, from a 
management control map (which is equivalent to 
the software control map}, those functions which 
are dependent on each other. 

The invocation (a:ciom 1), access (a:cio~s $ and 4), 
elernent(axioms 2 ands) and ordering(~.:;-;:~~?) 
control relationships can be determined for any 
given function by knowing only the relationships 
among members of its own nodal family. Frorn the 
control relationships of a module with respect 
to its nodal family, hardware memory require:ients. 
absolute and relative timing requirements, thru­
put and transput can be predicted and. later, 
actually determined for every node at any level 
of a g1ven system. If, for example, partition-
ing studies are necessary for multiprocessor 
configurations, a detennination can be made on 
a level by level basis where it is feasible 
to partition for different processors, where it 
is feasib1e to perfonn parallel processing or 
where timing constraints require functions to be 
dedicated to the same processor, 

To understand a management scheme for HOS, it is 
necessary to clearly distinguish functions, 
modules. operators and variables and to ShO'~ the 
relationship of each of these units to a general 
library concept. A function is defined by the 
variables of the input set, the variable of the 
output set. and the set of operations of the 
nodal set. When the varfables are not specified, 
that fs·, when the nodal set exists as a r.ier..t>er 
of a library, that nodal set is considered to be 
a module, 

In this respect, we cons1der the library ,:x,dule 
to be equivalent to an operator: to function, 
we require the operands, i.e., variables of the 
input set and variables of the output set. As an 
operator, the module can reside only once in the 
computer and yet appear in many places on the 
system control map. As an operator. the rodule 
~s self-contained in that it can effect a r-.ap­
ping and yet never affect the system: it can 
never control access to outer system data, can 
never effect the invocation of outer system 
modules, and can never effect the ordering of 
outer system functions. 

Once a nodal family is verified as a module, the 
module, as an operato.r, is placed into a general 
library. These "frozen" operators can be 
collected by various controllers to form a new 
system2~. When an operator is controlled, 
variables of the input set and variables of the 
output set are specified and that newly formed 
function becomes a unique node of a syste~. 

1'11..0o o Un..l uene.u: Suppose the funct:io1'1 
y=f(x e:cisted within a system at t?Jo different 
nodes. Tha two nodes could e:cist ·at the sirs 

* Communication: the transfer of elements 
between functions. 

level (Figure 14a). In this case~ one of the 
nodes could be tVJmt)IJed and~ sir1ce the functions 
are equal, the controller oould still perform its 
same mafping, Thus, alt but one of the equal . 
functibns on the same level at'e e.:tranecus and 
invat~~ via Theorem 1.21 • 

If Y"f( x) appeared as a node ir.ne?" to its oz.m 
tree (Figure 14b) the module wu:d be controlling 
I.ts own function artd is inva.li:i uia the proof of 
i.nrnediate self-control (cf. System Design Section). 
Likewise~ any node that can be ;r~ced :c;> the tree 
or do!JWi'the t:ree from y=f(x) >-r..s; be of the form 
y•f(x) (Figure 14c) via the p~-::f cf irdil'ect self­
control (cf. System Design Section}. 

Consider y=f{x) at one nods. Vart"....abZe y must com-
17/W'ticate on its oi.rn level. or per;"oM an output 
element for its control.ler (Theorem 3,4.2 1 ). If 
y wel'e a Z.ocal.variable (Figure 14d), y could not 
co,m,unicate to any higher level beaause the con­
trozier of y=f(x) could r.ot p.;1'_-::i•--: a,: output 
el.ement for y. Th~, y=f(x) e::,:d r.oe e:ist outel" 
to the Z.evel. at which y were a i~e~i 9ca-iabZ.e. 
Suppose,. on the other r.and, tr.at yo:f(x) oos inooked 

• by its controller to per-form a,i o:.ttput eZ.ement for 
the controller. If y=f( x) appeaNc:. as a node 
inne?" to any tree on the S(lf.'le Ze-::eZ in :.,hich it is 
Z.ooaZ. (Figure 14e), it tJOuld aZs~ be invalid 
bee,ause y could onZy aommuniaa~ ~ ar. input 
va'l'iabl.e, in this case, by Theorem 3,4.2 1 • 

Suppose y tfoes not communicate cm its own Z.eveZ.. 
'.l?ie controlle:r> of y=f(x) .~ust :;,a a se!ector in 
"Which case y couZ.d be assigned ~1 =r.o-:;ite:o node at 
the Z.eveZ. of y=f( x) or y is P'.Ot ~c-.,-n to c:nothe:r> 
node at the level of y=f(x) . Ir. ti-.s oase ?,,•here 
y is not knor.m to a node r.,hfor. e::,11ts az: the same 
level as y:af{x), y=f(x) could r.e-::er e::ist iP'.ne:r> to 
that node (Theorem 3.1 1 ), 

In o'l'de'l' fol' y:1:f(x) to be consic.ared as a node 
inner to any tree on that sar..a Ze'/Jel at 1,ihich 
anothel' y=f(x) node is k1'.o!Jn t-::; e~s-:. the ,..ode at 
the same Z.evel as y=f(x) can be o.-· the form 
y=f(x,z) or rf(z). If that ;:.r~tum 1.1ere of the 
fom y=f(x,z) (Figure 14f), t~e~ ;he oontroller of 
y=f(x,z) and y=f(x) is an invaZid function beoa~se 
it is possibZe that fott a given eZ.e.~t of x, more 
than one value of y can e:eist. :'his :.n:n be the 
ease if we assume a selection near.anism (i.e.• we 
have an invalid partition) or i; ~e t::r1 to perfom 
both functions (i.e., concurrent assignment or in­
valfd composition). If that f=~tior. ~el"e of the 
fol'ffl y=f{z) (Figure 14g), the t:.:-:ctio,i y=f(x) 
could not exist at any node ir.nei> to the l'IOde, 
y=f{:z). because the variable is t:.ot kr.o:.m inner to 
y=f(z). Thus, if y=f(x) e.ris;.a-, Z>!!'ther r.ode of 
this fom, y=f{x), cannot e:ist ,:t "t;}te same ZeveZ 
or at an inner node to any other r.cd.e at said 
Z.evet. 

If y pe'l'forms a diroect output value for its con­
trol.1.er-t the fol'l"I of "the contro!!er ~t be 
y=f(x,z1 (figure 14h) or y=f(z) (Figure 14i). 

If the contn,Uer is of the farn y~f(z}. x is in­
te.rnat to .v=f( z) and can never e::ist outer to 
y=f(z) (Theorem 3,4,4 1 ). Th~, in this case 
y=f(x) could not e:r:ist outer to y=f(z). 
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If the oontrolZer is of the form y=f(x,z}, it is 
not possible to have a node of the fo'i'm y=f(x) 
at the same level as y=f(x,z}, for t1ie sane 
reasons presented above (i.e., invalid function 
fonnulation of the controller). In order for 
y=f(x) to exist at any higher level, we must 
perform a value for y by attel"'iDting a higher 
aontroller of the form y=f(x,z). Each time, the 
higher controller becomes an invalid function. 
Thus, we have shown that y=f(x) must be a unique 
node of a system. 

a: 

f: 

Figure 14: Proof of Uniqueness 

But y=f(x) as a unique node does not imply that 
variable y, variable x, or operator f cannot 
appear individually at other nodes of the control 
system. For example, variable y must appear on 
the next most irrmediate lower level if y=f(x) is 
decomposed at all. 

Since a module controls the creation of its own 
mapping, an operator can appear at more than one 
node of a control system. For example, the 
process of recursive formulation of a function 
y=A(H) (cf. Figure 9) for HOS is essentially 
a partition in which the function, representing 
one subset of input elements, invokes the operator 
of the original module; the function represent­
ing the other subset of input elements is invoked 
after the last recursive step. Thus, operators 
can indirectly invoke themselves as in the case 
of operator, A. Also, operators can be invoked 
from more than one path in a system as in the 
case of operator, B. 

Since each node is unique when it is controlled 
and each nodal set is a self-contained module 
when it is not controlled, we could form a 
library of nodal sets each describing a nodal 
family. The operators of each nodal set ~,ould 
appear as other library modules. The hier­
archical relationships for a system where the 
nodal sets all appear in the same library could 
be determined automatically. Thus, ,·1ith a 
library of this type, we could provide a mechan­
ism to automatically restructure any HOS system. 
This means we can collect any set of nodal 
families to form a new system. 

With this approach, many systems can be collected 
for different missions or different mission 
configurations. The same library can be used by 
all engineers in a group or by several ·organiza­
tions on a project. Throughout the development 
of a project, the functional modules remain 
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fixed. At the specification and procedural level, 
the functions and interfaces are still maintained. 
With an automatic programmer or a translator, 
this process can be provided for automatically. 

At the requirements or functional level, the 
modules are machine and implementation indepen­
dent. At this stage, commonality and transfer­
ability among users can be maintained. Modules 
can be used over and over again. Changes can be 
made to the system on a module by module basis. 
The affect of the changes can be tracked auto­
matically by·means of the formalized definition 
of all the interface paths. With such knowledge, 
cost of changes as well as the life-cycle cost of 
a given system can be predicted. The complete 
knowledge of a module and its interfaces can also 
be ·used to measure programmer performance as well 
as predict the size of future efforts more 
accurate 1 y. 

C. Frozen Module Management 

Each software module goes through three phases of 
developmenti 3 : (1) The requirements phase defines 
the functions and their interfaces; (2) The 
specifications phase defines the architectural 
characteristics of the system (hardware dependent, 
implew£ntation language dependent and resident 
software dependent). This phase maintains the 



functional relationships of the requirements 
phase; (3) The final phase defines the actual 
execution code for the implementation of the 
specification phase. :. 

Each frozen module is accompanied by automatic 
documentation. If a revision is made to a 
module, the documentatfon is also automatically 
updated. The categories of recorrir~nded documen­
tation are: (1) Automatic structured flowcharts 
which show an ordered sequence of program f1ow. 
For the Space Shuttle requi rer.',ents integration 
effort, the automatic structured flowcharter 
(designed 2 ' and deve7oped 2 s at The Char7es Stark 
Draper Laboratory, has replaced the manual pro­
duction of flo1·1charts"'; (2) Automatic control 
maps which show the functions and their relation­
ships (this includes both the cata flow and the 
operators for each function); (3) Automatic 
narratives which are first introduced at the 
requirements phase in which variables and key 
words are updated with program changes. 

Each module evolves from the requirements phase 
to the specifications phase to the code phase. 
The documentation for each !'lOdule is also an 
evolvement from one developr:>ent phase to the 
next. In this way, there is never a new develop 
ment effort for a new phase, but always a con­
tinuation of the previous phase. The documenta­
tion is never obsolete, but is always automatic-

" ally produced for each new r~vision of the 
module. 

Someday, the only phase that should be required 
for soft1~are deve 1 opment will be Phase 1. Phase 
2 will not be necessary, since hard1•1are 1·1ill be 
flexible enough to accomodate software require­
ments. There will not be a need for an inter­
mediate HOL and we will no longer have to live 
with resident software v.'hich requires us to 
alter the requirements. Finally, Phase 3 will 
no longer be necessary because code vlill be pro­
duced automatically from Phase 1 requirements. 

0. Assembly Control Supervisor 

The organization of personnel involved in a soft­
ware development process can correspond on a one 
to one basis v1ith a given HOS control structure. 
For example, (Figure 15) the top level software 
system, S, corresponds to the Assembly Control 
Supervisor, ACS. The ACS manages the official 
assembly of soft1~are module, S, by monitoring the 
work of managers ACS 1 and ACS2. The 101~er level 
software modules,s 1 and s2, must be given official 
approval before being allowed into the official 
assembly controlled by the ACS~. 

* Twenty out of 100 people were totally dedicated 
to the manual production of flowcharts in the 
Program Development and Verification Group of 
The Charles Stark Draper Laboratory during 
APOLLO. • ' -Top-down/Bottom-up official building process 
(cf Reference 24). 
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likewise, ACS 1 manages the official assembly by 

monitoring the activities of managers Acs 11 and 

ACs21: This management assignment process :~~n be 
nested .. as deeply as desired. • 

It is very important to note that the software 
control structure is equivalent to the management 
control structure: Managers at the same level do 
not detemine interfaces with each other but they 
do corrr.tunicate via channels set up by the most 
irrrnediate higher level manager. 

This method can, in addition, complement other 
forms of sofb-lare personnel management 26 • 27 ' 28 

For example, if the chief programmer concept were 
to be used for personnel management; the ACS, 
ACS 1, ACS2, ACS 11 , and ACS 21 would be the same 
person. However, the assembly contro1 management 
system allows for additional managerial flexi­
bility: (1) the ACS approach can be used for a 
small system or a very large system; (2) a pro­
ject is never forced to be dependent on one 
individual; (3) modules can be developed off-line 
at any level and can be called into any official 
library providing an HOS structure is maintained; 
(4) a manager is always able to track modules 
developed under her/his supervision; (5) a 
manager can control a11 decisions related to in­
ternal module development without affecting other 
managers or modules; (6) changes can be made 
reliably and efficiently, since improper inter­
faces can be detected by the design analyzer; 
(7) system modification (personnel or softrlare) 
can be tracked automatically during the entire 
development effort since every node in the system 
has a unique identification; (8) the management 
structure shows the relationship between groups 
and organizations within the system structure 
even though an organization acts as an "operator" 

·and physically resides in another geographical 
location; (9) modules can be developed in 
para11e1. 

d: Management b: Software 
Structure Structure 

Figure 15 
The Management Structure and Its One to One 

Correspondance to the Soft1~are Structure 
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There is almost general agreement that structured 
techniques are better than nonstructured ones. 
It is also generally agreed that a formalized 
method of structuring systems •is necessary since 
e·very programmer or organization not only has 
different ideas of what a structured system is, 
but also has a need to measure the correctness 
of a given system structure. 

Since structured programming concepts were first 
1ntroduced 12 , questions concerning timing and 
memory efficiency have been raised. The same 
questions are brought up again for HOS, since 
HOS does not violate structured concepts*. Con­
trary to what we expected from initial studies, 
the process of structuring an algorithm with 
HOS would often be more efficient than with con­
ventional methods. This ,1as no doubt true 
because complete attention was given to the pro­
cess of structuring. 

It is also true, however, that one can look at a 
system manually in which the structuring is 
correct and more easily change the design to be 
more efficient. Of course, the reliability may 
be compromised if this process is necessary. 

The reconmended procedure is to always structure 
at the requirements/specifications level using 
the axioms. The system shoulj be designed as if 
it were to communicate with an asynchronous 
executive, especially if the system is intended 
for real-time application. ·This procedure allows 
for functions to be described in a natural state, 
whereas with a synchronous approach, the functions 
are divided into unnatural time slots that are 
implementation-dependent and, of necessity, 
become interrelated to other system functions. 

The major results determined during the require­
ments level design process 29 are: (1) the true 
functions and their interfaces; and, (2) the 
timing and memory requirements for future 
implementation. During the requirements design 
process it is possible, therefore, to either 
define hardware requirements for· computation or 
to determine if the system can be built with 
avail ab le "off-the-shelf" hardware. 

If the existing hardware is not adequate, it is 
much easier and more reliable to delete capability 
and tune-up for efficiency within a formalized 
structure than it is with a conventional system 
with no formalized structure. It is hoped that 
someday solutions to efficiency problems l'd11 be 
more powerful hardware, rather than a compromise 
of software reliability. 

V. Results 

Certain design aid tools in support of the basic 
HOS methodology are currently operational. For 
example, our automatic structured flowchart and 
data intersection analysis tools are now being 
used by several organizations involved in the 

* . General structured prograrmnng concepts can, 
however, violate HOS rules. 
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Shuttle project10 • 31 • 32 ' 13 • Specification 
language ground rules, structuring executive 
operating system design, and various other ver­
ification and documentation aids are in the 
preliminary design stage. ,~-,, 

~e are presently involved in building a prototype 
HOS Analyzer**. As a temporary step, we are 
translating HAL languagei• source code to an HOS 
control description. The control description is 
the language independent input to the analyzer 
(Figure 16). From this research effort, we found 
that a specification language in which HOS 
functions could be formulated directly would have 
simplified the analyzer task. With an HOS 
specification language, we could have formalized 
a given problem and then translated that specifi­
cation to HAL regardless of the number of HAL 
statements required to implement such a function. 
Without such an aid, we have defined a particular 
grouping of statements to represent an HOS func­
tion. Each grouping is blocked so that the con­
trol descriptor can recognize the pattern. These 
groupings are also limited to basic functional 
forms because our intent here is not to define 
the meta-language, but to build an analyzer. Each 
control description provides subfunction interfaces 
which include: function tyoe, priority relation­
ships, and input and output variables. A pre-
1 iminary HOS control map can n01·1 be ~enerated 
for the invocation of closed b1ocks 3 • A complete 
control map which details functional relationships 
to the statement level is no11 in development. 

7....-t:,:;~,}{, . ., 
t:~.....-: ~~!tH· ; . . ~\:~•::= 

C'?O,~~~~~~---

~.Y ... r'.'. ~) 
~ .,_.~-.,.· 

~~ .... , 

Figure 16: Analyzer Prototype 

VI. Summary 

The key to software design, development and 
managel1'.ent is rel iabi 1 i ty. The most important 
aspect of developing reliable software is that, 
of course, it WORKS. The second most important 
aspect of a reliable software system is that 
its development and maintenance is far less expen­
sive than that of a conventional system. The 
costs of developing reliable software 1•1111 be 
drastically cut, since by its very nature reliable 
software is flexible and it is trul.r1 modular. 
Modules for both applications systems and support 

•• Internal Draper L~boratory Independent Research 
and Development project "Soft1~are Control 
Analyzer." 



too1 systems can be used over again and collected 
for d1fferent configurations or for different 
applications. Modules can be developed indepen­
dently of the hardware and,.in fact, can be used 
with different and changing hardware systems. 
Applications modules can be separated from lower 
virtual ("systems software'') modules. Modularity 
can be capitalized on to single out parts of 
systems which are secure from those which are 
available to corrmon users. Modules provide a 
means for defining software untts and milestones 
which can be measured. Thus, it is possible 
to more accurateJy monitor subsystem usage and 
predict life-cycle costs. Modularity allows for 
a system to be changed automatically during 
development or in real time where that change 
and its effect can Ile automa ti ca J7y monitored 
and recorded . 

The key to software reliability is to design, 
develop and manage software ,Ii th a formalized 
methodology. The formal methodology of Higher 
Order Software is dedicated to syste~s reliabil­
ity. We have found that the enforcement of 
forma 1i zed rules on a 1 arge project 1·1i th many 
Ol'ganizations is almost impossible ~lithout the 
aid of automated tools*. A given system, 
described with an HOS meta-language, enforces 
the axioms with the use of each construct. A 
system defined in HOS is analyzed automatically 
for axiomatic consistency by the design analyzer 
on a static basis and by the structuring execu­
tive analyzer on a rea1-tfr.e basis. The ultimate 
aim is for the meta-language to incorporate all 
features of the design analyzer into the static 
analysis of the language constructs and all 
features of the structuring executive analyzer 
into a real-time, dynamic analysis provided by 
the 1 anguage. 

The support tools of software systems can now be 
defined with HOS as wel1 as corrrnunicate with 
formalized HOS sys terns. Si nee HOS is used 
throughout all phases of development and for all 
disciplines of development including management, 
design, implementation, verification and 
documentation, the same softv1are support tools 
can be applied for all phases and all disciplines 
of systems deve7opment. 

The statistical analysis and creation of manual 
checklists of previous large software efforts 
provided us with relia~le methods to be incor­
porated into future developments. [tis clear 
that such efforts should be encouraced as on­
going projects for any 1ar·ge soft1•1are effort. 
A formal methodology is nov; available as another 
method for understanding more about software 
itself as well as about future requirements for 
software development. With the axiomatic 
approach of Higher Order Software now available, 

* When the automatic structured flowcharter was 
first introduced, many programmers were con• 
verted to structured programmers over night; 
since this tool not only helped to enforce 
structured programming, but it also saved the 
programmer the work of manually producing 
a flowchart. 

we have been able to a1ready detennine, from 
theoretical considerations, many more tools and 
techniques which can be developed based solely 
on the fact that there is now a way to design 
and develop them. And the reason for this is 
that we are able to more clear1y understand soft­
ware systems since there is a fonnal means to 
describe them. With a fonna1 means to describe 
systems, there is an automatic way to communicate 
with them. \.lith an automatic means to communicate 
with systems, there is now a means to exhaustively 
verify the interfaces of a given system auto­
matically and statically. With a means to bui1d 
reliable software systems, we are reminded that 
those same means can be applied to developing 
other sys terns for software, itself, is after a 11 
a system. And, those "other" computable systems 
are. after all, software. 
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