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RUCLEAR SURVIVABILITY CONCEPTS FOR AIRBURNE COMPUTERS

7-1378

roprocessor contalning RAM memories. [f is
pﬂﬂﬂmmmmmmnmn
aan be seriously affectsd by radiation levels which are
lower then that required to inospacitats the crew or
destroy vebicle strusture . from thermal or blast sifects.
mmnuulllhpﬂmdﬂmmm

pulse [ZMP) that can demage or de=
mwmm oe logic upsst. Mathods
of cireumyvention desoribed In this paper have been imple-
manted by laboratory .

L Introduction

Survivebility of military sireraft from nuclear
woapons affects has become & prime consideration in
the integration of avionlc hardware, Hadiation ievels,
for example, neutron fuence, gamma doss rate and total
dose are determined by establishing the maccimum ailow-
able dose prior to ‘ncapacitation of the crew that would
wot produce structural damege to the alreraft from
thermal and blast effacts. With neutron type tactical
wnqrm.. however, thermal and blast eovironments be=

come secondary to incapacitation from the radistion.
Many types of L5l semiconductors and microoompubers
are seriously affected at radistion levels which do not
incapacitats the orew or destroy alroraflt structures. To
complicate this, RF energy, known as electromagnetic
Fasiagesichure, sperture, cooki, o, o s

well in digital olrcuits. Th:ruhlt
L D T

pﬂ.utlu redasigning avionics to meat radi-
mmlhnurhnllulhn it for

genaral DOD This & prohfbitive

cost has been 8o high that the radistion survivability
requirement has boen sliminated, even though it was
nesded. Figure 1 shows that the direction that LSl tech-
nology 18 moving would cause concert for their use in
military applications.

In the past, radiation specifications lad to the need for
a custom oircult employing custom technology such as
thin film resistors, dieleciric Isclation, and photocurrent
compensating elaments. For aircraft (and many satellite
applications) this method is & costly overkill. A review
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Fig 1 Cheonologhesl Liw of Jemiaadurson in Avionk Bysmem |stegretion

of radiation bardening concepts may reveal that In many
cases survivability requirements can be met with existing
technologies and bardware,

II. Basie Bamiconductor Effects
Gamma radistion wii

lateh-p.
Neatren fluence isteracts within bipolar semiconductors
and results in decreased hyg (beta), increased reverse
ourrent mmmw
changes in 1 wmmmmgpumn.*
The hpg of the device is the alectrical
changos the greatest and in the signal dm
which is most oritical to circult fumcdon. In goneral,
samiconductor devices with large junction areas {e.g.,
power transistors) are the most vulnerable to neutron
radistion. Conversely, high-frequency devices with
relatively amall junction areas are less vulnerahle,

Both gamma and neutron radistion contribute to the
total jonizing dose effects. The total dose affecta certain
types of devices such as metal oxide silicon feld-effect
transistors (MOSFETs) ;!f‘ mdum-mm? “i“ﬁw
large-scals integration ces (MEL/ eanbis.
MOSFETs. The primary affect is the of charges
in the gate oxide layers resulting in changes in the thresh—
old levels of switching voltages.

Tha EMP fields associated with a nuclsar weapon
i ulnrl;tt c:lthcmhmhrn-'
spertures, » BiC,

short-duration

dﬂm The generated surface charge or
currests do pot cause damage to the airframe itself, but
the of voltages and fielda insto interconnecting
wiring and circuits can result in induced aignals that
dulmwm tal upaet to sensitive semiconductor
devicas. mmmmmm
&uml.ﬂﬂﬁmhlﬂ,mmlﬁ!ﬂw
frequencies of the EMP fiakds.

mmmmdﬂummmnaﬂlm;mhrmMIﬂl ) degradation,
* Although rg

other alfects are minimal for aireraft radiation
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and transient tolerance to aireraflt radiation levels may
be sufficient to be considered for low cost micrecomputer
application. It is not recommended for satellite appli-
cations without significant shielding.

Emitter Cougpled Logic (ECL) has not been incleded
sinte its power, chip density and cost for microcomputer
application are excegsive. Novertheless, [0 I ECL*
which iz now being produced may change this characber-
istic as its power disgipation per gate and geometry have
been substantially reduced,

V. Gemsralized Viewpoinis on Compuler
Fadiation Effects and Wardenlng

Ap with all electronic hardware, radiation sffects are
defined in terms of permanent and transient responses.
Basically, permanent effects from neutron fluencs,
total done or pulse power failure (EMP) are eliminated
by technology selection. In the transient dose effect,
however, there are a mumber of mechariams in com-
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Tabie 7 Totsl Doss Teleranss Levals® of Imbegrated Chrowits

TOTAL DosE
I1m-uum MADE (Bl AEMARKS
L‘l. sTL e 4a 207 COMMERCIAL UNHARDENED
5% 1 10 A RO AT COMME RICIAL
SSUMFACE DAMAGE & MINOR THREAT;
HIGHLY CUMRNENMT DEFENIENT]
#ﬁ 107 e 108 COMMERCIAL USHARDESED ‘
IBUAFACE DAMAGE A MINGR THREAT| |
L 10 e 16" COMMERGIAL, 31 mib/GATE
® a9 COMMERCIAL, 01 s /GATE
% o 10 COMMEBCIAL. . mVOATE
#0® o 107 PROJECTED, HARDENGD VEREION
w'em® | commEnciaL
w LABGRATONY DEMONSTRATED
PRACH 05 1 e Enin? LABORATORY DEMONETRATED
lesosmuLK st s #0° COMMERCIAL UNMARDENED
1w’ 00| FIED COMMERCIAL
Lmuuu il .
L 107 a1 COMMERCIAL UNHARDENED
1 sedu0® LABORATORY DEROMETRATIC
| E-OATE
10% 5s 10" LABGRATORY DEMORETRATED
A1 DATE
EMEUTHON PLUENCE TOLERANCE OF IC5 IS ABSESRED TO BE RELATIVELY
HIGH, |8 GENERAL THIS SADIATION DOES NOT PRESENT SIGHIFICANT
FROBLESS FOR MOET AIRCALFT OR BATELLITE AFFLICA
THIE DATA REFLECTE TOLEAANCE OF 55 b MS CLASE OF ATED
CIMCUIT DEVICES. Al OEVICES AFFROACH LB LEVELS, AS iN MIERD-:
FROCISECIRS, BOTH DOE RATE & TOTAL DOSE TOLEAANCE CAN BE
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puter or microcomputer operations which significantly
differ from performance of other electronic equipment
exposed to radiation envirenment. Theae are:

& Transient dose-ratea can introduce a type of
permanent (ailure to 8 computer by erasing a
stored progrim in the memory.

& Even |f the stored program ia pot erased,
dose-rates effects change the content of
mecumulators, counters, instruction
regigters and 1/0 buffers fogic fallures)
crusing er ronsous o onal dats.

o Additicnal responses are alteration of timing
oyecles becauwse of clock effects and disruption
of the power supply for miorosscond durations.

Ag indicated, tranaient dose-rate effects opuse &
tomplex combinption of hardware interactions eventuslly
nullifying the integrity of the computational proceases.
Corrective mmsures then include elther eimination of
the foregoing affects or schemea which provide for
return of computations without introducing gross system
errors. Figure 3 characterizes the posaible fus
mides aeeocisted with computer proceasing.

Based on the foregoing analysis, malfunction can be
claasified according to:

Memory Malfunction
Ragister Contant Upset
Timing Cycle Perturbations
Fower Supply D§sraption



The theoretical aspects of nuclear weapon physics
and the equations representing interactions with seml-
copductors will not be disousaed since they are well
documented in many excellent reports and publications.
For this paper, the basic soncepta of low cost sircraft
survivability will be reviewed.

II. Technology Consideration

Survivability to radiation has been based upon the
selection of semiconductors that mest a specified environ-
ment. This means that a class of semiconductor devices
(bipolar or Insulated gate MOS) are sslected that provide
optimum tolerance to permanent effects and transiont
radiation upset of digital hardware. Common practice
has been to select the semisonductor exhibiting
highest tolerance to radiation, for example T4L, or
devices previously specified for missile lwllml:lm-
even though penalties are paid In overdesign, power dis-
sipation and possible interface Incompatibilities. In
general, the selection of semiconductors best suited for
a given system 18 becoming more diffieult as the number
and the performance capability of availuble semi-
conductor technologies inorease, For the desigoner of
radistion=hardensd sleotronica the cholos is further
complicated by the operating environment. Tradeoffs
between performance n adverse environments and cost
and availabllity of components sdd to the complexdty of
the decision.

I;Mmhnahﬁelm currently wsed in deaign
w-vuﬁ’ s Bl s Euu:rhiwllrﬂ' L,
Behottky TL, ECL, I*L) anrd four MOS (bulk MNOS, bullk
CMOS, CMOS/808 and NMOS/S0S). mmcmﬂm

mmrmuln-denlapd,mmmky.
mnhimﬂutﬂunhwlnﬁudﬁpmlﬂﬂbmm
payoll for radiation-hardensd electronics. CMOS is the

B and se I i con=
structicn reduces the rents generated by a
transient radiation and inereases ciroult spesd and
pecking denaity. The total dose vulnerability of CMOS/
BOS, initially a serious mmg ummporhdm
be on the order of 1 ads (Si).

l’t.l-mmumpom candidate for LSI in the
15808 because its packing density and speed-power prod-
uct are superior to those of the other bipolar technologies.
This cirouit technigue usea no resistors and can be fab-
rlnhdunnu-lnmmmm;chuhmuu
ability to maintaln  in & radiation environ=
mont. A general dmﬂdu.mﬂiﬂdﬂﬂm#
density 18 shown in Figure 2. As indicated, Schottky TL
will always provide the fastest device, with CMOS/508
optimized toward power dissipation. Emitter soupled
logie (ECL) will not be discussed as the power penaltivs
are excessive, thus limiting its applications,

quﬁ.mmmm Yot eertalinly 1s
becoming & contender based on its density/power tradeofl
Tablea 1 and 2 summarize the generic cadiation toler-
ances of IC"s currently used in 8. n: phase of micro—
computer development. 4 Based cn existing semicon=
ductor development, the technologies assessed as
prominent in asrospace oomputer/minrocomputer
applications are as follows:

Low Power Schottky Transistor-Transistor Logic
(LST L)

This technology will be the mainstream of high speed
processaing. The primary drawbacks are power and
density. Radigtion tolerance for both aircraft and
satallite emvironments is estimated to be fair to good.
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IC Techogiogpe

Standard T2L will provide increased dose rate radiation
tolerance (about a factor of 5) compared to L. In
many [natances, no special hirdening techniques miy be
r-mdh 'rw mireraft systems that completely wtilize this
techno. .

Integrated Injection Logic a’l.:
Baoth low power and chip density are the driving fores

&rgllh&uﬂoﬂ It is estimated that L will replace
L in the commercial market. Radiation tolerance

twmlheh.ﬂqy is fair, basically BOMmE
forry of hardening {circumvention) to overcoma the
translent . As this technology maturesd,

ispast
further improvement in radiation tolerance can be
anticipated.

Low power dissipation combined with good spesd
characteristion are the primary features of this technol-
thas l‘*ﬁli. ::umt:'ﬂ:mmmm ﬁ'l:::.
than chip
technology offers excellent radistion tolerance sffects.
However, it i8 limited in total dose capabilities com—
pared to its bipolar counterparta. Therefors, in
aatellite applications, shielding may be required for loag
duration missions within the Van Allen Belta.

N=Chanmel MOS [NMOS)
Thia will remain a8 the primary low cost

IC technology. and tolerance to botal dose radiation
become its primary drawback. However, neutron fueute
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Hardening bechnlgues usually oin provide for eliminating
memory and power & failurea. However, spocial=-
technigues must be developsed
based upon machine architectors o minimize errors
Introduced by logic upeat or reginter contant changes.

In general, as the complexity of the computar Locreasan,
(multproceising, spacialized 1/0 features and high
spesd operation), photocurrent transients produce more
parious malfunction, Additional corrective mensures
both in saftware and bardware require greater sophia=
tication and complexities,

Basic Computer Hardening Concepts

Two bardening approaches should be considered -
Imtrinsic Hardealng and Extrinsle Hardealng. Thess
approaches are defined an followe:

Intrinsic Hardening - This method wiilizes devices
which are iound to be tolerant to the specific radiation
environment and lgnorea special hardening techndques .

It directly dopends on the rediation levels conakdering
only alreraft and, to & lesser extent, satellite suelen:
environmenta. Selection of the semiconductor techn:logy
(MBI or LET) wsually will invelve mil spee devices,
sereenpd military gride and special developed hardened
devices., For isirinsic application the computer will not
be isterrupied, but will operate throughout the radiation
burst. Thie protsedure normally cansot be used in missils
and severe satellite ragdiation environmental applcations,
i y the standard TL, CMO8/S05 and some |nstanoes
L technologiea may be utilized for thin category.
Also, mpeciil radistion hardened computer LEI chipa
under development by variows DOD programs may ba
used for e category.

Extringlo Hardendng - This techaigue involves
development of speclalized softwars or firmware cir-
Ilsl.mnuim aschemes (roll-back, redundent store, re-

cading, ete, ) and for hardwars (NDRO magnetic mm-
ories, ROM"s, radistion detectors, and hardened timers)
to achieve radigtion tolerance. This approach I8 utilized

fhlrnﬂ::::; ﬂ.nﬂmhﬂ:lﬁm ﬂlufn.t;:luu
TEEDILEE =1 ng upBet pamd -
coaductor devices (photoourrant “turn-oa"),

For most olf-the-shell mierocomputer applications
some degree of exirinsic hardening can be wHlized,
Early considerstion usually will avoid costly architect-

ural, herdware and/or seftware modifications to mest &
thrent soenarls. An eptimized approach for
this catagory would consist of:

» Computer sthte pal-awey (o reumvention)

o Dedicated priority intarrupt flags for
radiation detectors

# Shutdown/Startup procedures

# Microprogrammed optimization

Permanent radiation toleranee of memoriea, CPT,
/O and power supplics s directly related to the specific
semisomluctor technologies utilized, Generally, the
technologies previously deseribed will meet the sautron
fMuente requirements for nearly all ssrcspace roegul re—
ments. Total dose, on the other hand, must be more
critically assessed since & number of NMOS (and PMOS)
devices may be margical for aireraft lications. For
the most part, upast lagle tolerance e diffi cult to
achieve unless the radistion environments are significantly
low. For memory applieations, NDRO or non-valatility
characteristica offer the firet level of hardening to
tranplent digturbances alnme & dose-rate Indaced power=-
down will not loan of memory contents. Magnetics
(plated wirea, thin flima), or ROM and MNOS semicon-
ductors are sultable memory elements in & translent
radiation environment. Howewver, additicnal
such as "radiation-clampa" may be roeguired magretio
memory applicaticns In high level radiation envlronrement
ginge driver "turn—on" and consequent erronsss writing
AR oEGUr.

The Clroumvention Approach

Clreumvention may be . eompliahed by check palats in
the maln program to storc . = state of the compater at
pelected points In the primar, ogram. I & radistion
doas rate which axceeds logle malfunction levels [ = 108
rads (81)/sec) I8 encountered, the miln memory {8 frat
cheaked for program correctness; thon the
is rolled back to the last checkpolnt which containg a
previous state of the compaler. The castral procoasor
unit (CPU) is then reloaded with the previpus information
aed reprocesaing beging from that point. The sumber of
chockpoints (s established on the baslis of allowable errors
and speed characteristice of the compater. Some con-
siderations neceasary for & mia
erstem for clrcumvention are shown In Table 3.

Tabla 3 Microopmgartar Hirdening Contalermion
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The basie prisciple in microprogrammed or machine
Isnguage circumvention {s to provide & set of micro-
instroctions (mécres assoclated with the micropomputer),
and et up checkpoint (CHEPT) and restart (RESRT)
routines. These mecros correct for computalional errors
that might arise from L since the atate” of the
gram by the CHKPT natruction. The program is reaslied
gram program le reca
following & tranaient disturbance by the RSRT instruction.
CHEPT and RSRT instructicns are sither microprograma
which reaide in the cootrol store of & computer or soft=
ware subroutines which are iscleded as part of the main
program. The programmer inftiates circumvention
n?‘uwmmmummnmmmm
in normal
increase wtility of the agproach, ep
registera can be added to & microcomputer having o
multibus organization. Figures 4 and 5§ [lustrate the
circumvestion method and resuits that would be ohtmined
in eorrecting the computational error.

Flg. 4 Cleessvesntion Lhing Follback Techninues

COMPUTATION
INITIHOLT
RADEATICN ALLOWAILE
I ERBGA
E AT ANCE
COMPLT ATION WITH
; CMKPT & REAT
ComPUTATIIN
WITHOUT
! CHECRPOINT
E
8 RADHATION DOSE RATE
ENCOUNTER
firg Lima R

Fig 5 The Reselt of Lhing Clroupsestition

V. Tmplementation Procedurs

The modern irend has been to use microcomputers
with semiconductor memoriss as for

microprogramming to minimire dose rate induced com-
putaional errors and optimice the sompuier for anr-
vivability. Two catagories of microcompater mst be
eeparately stodied: those that use resd only memories
(ROM) as thedr main siorage oomponent and those that
use conventlosal, semiconducior random acoess mem-
ories (RAM) as their main memory. Beparate

are required for these devices because of their signifi-
cantly different response to radiation. An ROM mem~
ary, for example, has loherenl radiation hkardness for
stored programs, since i is seither affected by transiend

upsst nor disruption. The use of an RAM, on the
other hand, 18 ltkely o rosult in loss of the stared

Program
mﬂnnﬂn
miloroprooe

B8ar

Microcomputers that utilize ROM's &8 thelr main
storage component can be radlation hardened simply by

atartsd st & desired point within the program. Micro—
computers that utiliee coavertional RAMa as the storage
slemant must ba equipped with an sdernal spdbary
metal-pitride-oxide semiconductor + which is

plying the main program with individoal

memory pages, or entire memory bloeks 8o thal
rocessing can be contioued after the exposure to radia-
Reloading the stored program lost in the valatile

provedure. In this procedure, both microprogrammed
ard noo-microprogrammed microcompater can be psed.
Howaver, the use of & microprogrammed deaign i
more versitile as it reduces maln memory storTige
requirements. It is also faster and allows for restarting
at & specified location in the memory. Figure & illus=
trates & hardened ter erganiestion. As
ghown, reloading of the giin be Eacom=
pishad & ﬁ-dT the mi 'r'
A bonts rogram [nitiates arop =
mﬂh hﬂdlnlﬂﬁﬁlﬁ%]lﬂ

processing MomInences.

F
tlaa.

VL. Conchwiona

Acoomplishing computer or microcomputer surviva-
bality is feasible from cost-effective a standpoint. Basic
factors that must be utilized in hardening spproaches &re:

Consideration of radistion environments] scenarios
Selpction of semicondustor technologies

’i‘
|
%
%



Complexity of the circumvention approach will depeand
on mission constraints and required computational ac=
curaclies. Other features such a8 radiation detectors,
hardensd counters, mubtipls store and special stacks
may be nacessary.
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