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AND

This paper discusses current approaches to soft-
ware werification in the context of an idealized
development life cycle, and surveys curpent re—
search towards new apgroaches. Although proof
of correctness aporoaches are included, the focus
is on testing technology. Management aspects are
coversd, as are automated tools to aid the testing
process. The real-time emphasis adds a concemn
interaction as well as functional correctness.
An underlying theme is the relation between system
requirements and the testing, integratiom, and
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The first phase stats with a concertual ized
nesnd or idsa, and consists of the emunciastion of
reguivaments. The result of this phase iz a re-
quiraments dooument which lays out the functions
that should be perfersed by the scftware. The
process of ewnciating is, by definition, a heur-
istic process. One very difficult aspect of thia
phase is trying to specify regqu nEs completse
ly and thoooughly, without overly constraining
the later phases of the life eycla’r?,

The neat phase ia the prelisdneary design
phase, the output from which is a docoment from
which a more detailed deaign can be derived. Pre-
liminary deaign is an atbempt to derive an owerall
framework for At present, this
is primarily a beuristic process, although pre—
liminary design is a candidate for automakion.

Preliminary design leads to the next phase,
the detailed desion phase. During this phase,
documents are developed which will permit the
aoding of software. If this hase, snd the pro-
ceding two phases, have besn performed without
error, then the detailed design documents will
reflect a amplets, »urate implementation of
the original, conceptunl idea with which the life
cycle was begin, The detsiled desion phase is

imarily a meuristic process, bet alss is 8 can—
te for astomation.

The nestt phase ia the ooding, owmstroction,
checkout and in icn phase, In this phase,

ra;:jziﬁ‘l, the
acoomt for 40-T0 percent of total sofbware
ODSts

The final phase is the ooerations and uee
phase. In this phase the software is used.
It is here that software errors have their impact
by causing incorrect operation or system failure.
It is during the operations and use phase that
such errors are found and oorrectsd, and that
the software is made to more closely conform to
the user's original, or updated, needs,

2.2 Testing Characteristics

A2 later sections will espound, sucoessful
WWMpmi design of

mimﬁﬂuﬂmﬂmlum.m
oentered on verifying that the produced software
oode performs in accordance with the detailed
desion documents and such testing forme the foous
o " e o e e
t the that
i ok S irommtatuncias in repirevmt
> design does not preclude implem-
enting all of the required functions, ste, Indeed,

5 chack

img an ¢ EFronecus o inconplete
limdnary & Imdaqmmh;ﬂmtlg:
that are i of performing the ¥

nary design. Errors made in the detailed design
mn;:mwmmmpﬂmm

7 they first appear in the detalled
deaim&:al};!rts,

Tiwe label "ooding errors” is taken o en-
compass a broad category of errors, incleding
errors made in generating code, tramslating code
fram one lanquage to snother and integrating
various pieces of software. In short, an error
during the ooding/construction/checkout/inbegra=
tion phase ie amy error which caoses the ooded
software to not behave exactly as the detailed
design decuments indicate.

Also, during ore of these phases, the final
"user's manual® will be produced, An error in
tﬂfmm&;gem-ﬂmm,ammw ng instnac-

o USer — gan causs sericous opersticnal
difficulties,

2.4 A pefinition of Testing

m,mﬁmmm‘,wm
testing as "any activity — B Vi
assurance or belief that 2 program pecforms 'as
it shonld.'™ The goal of testing is to make sure
that the produced softwsre code performs, during
the cperations phase, as desired in the




natural Iy want to cbtain a 100% lewel of confi- The test planning process must start during
dence that there were no errors in a given piece ﬂn‘reqﬁmumiatmﬂmﬂmrmm-
of software, the cost of this would be prohibitive, ments are Stated in testable form), but canno: be
This forms another characteristic of testing, that completed until the preliminary design phase, when
it is finite in nature, and that the incremental details of a test plan can be camitted to paper.
cost of further testing must be weighed against These details are known as test procedures, and
the incremental benefits, lay out the sequence of mamua) fautomated actions

1.1 Good Qwrrent Practice helpful. “Operational software™ is the desired
of the development effort; an example

This section is based on a consensus in the of this would be navigation software found sboard
literature concerning good practioce in the realm an aircraft, “"Support/utility software” is gen-
of software testing, as well as discussions with erally taken to include a broad range of general
experienced test sngineers. purpose software, such as compilers, assemblers,

Figure 2 shows the testing process during the operating systems, R‘hﬂt‘ﬂ-tnbnae"iu
sofpware life cyeles and depicts the nilestones ly defined tesmm; it means an agoregate of data

Figqure 2. The Testing Process to the results of tests performed through that
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Other issues mxist, One of these is the issue

'ﬂmia.:lmﬂiimm:ufhnﬂmmataqiﬂq
The "top~dowm® school of claims that soft-
ware

what

an
meimhﬂutufduimfw
testahility. If conmideration of a test plan is
until the detailed design phase, it may be
boo late to develop a straightforward, effective
test plan - testability may wind up "designed out.™
The nead here is for explicit, well-structured
requirements specification. This allows sarly
athu:timtﬂth:ﬂmwﬂtofmim

The design or selection of programming lan-

Another isportas, aspect of testing is related
o demenstration and documentation of results,
Recording facilities, such as an ability to print
ogt test results, are a must. BRepsatability of
tests is crucial to baing able to demonstrate the

t-nhmtnpufmaq:.mmst; for each such test,
the actual resalts should be documented,

1.2 Probles Areas

different test
to be run with any given test procefture, Also,
there is no way of generating test

over coding
mmmmmummtyuunm

Currently, mdﬂuﬁiwtutplmnmimu

This section will review briefly samwe of the
ressarch Oerently underway to the
ufmmmmimm?hd?msm
into the fi five areas: (1} static code
analysis, (2) dynamic oode analysis, (3) test
case generation, (4) program correctness proofs,
and (5) statistical quality estimation, High-
lights of current work in sach of these areas are
mwﬂthumammfm
Eamalmﬂumdﬂlhyﬁhldd..at.ﬂ..arﬂ

uﬂm‘luﬂﬂnmdmhhy
Feifer and Trattner®). A final section presents
some opinions with to how well curent
research is addressing the problems identified
in the previeuns discession.

4.1 Staric Code hnalysis

mmm-hmhm-mvmmmuu
ey categories: nl{"un
analyzers. The distinction that dynamic
[eeecution) nlym:qa.i.nmmmimmﬁthe
e, whereas static smalyzers do not, Static

nommal compiler or assembler diagnostic functions,
but without the generation of cbject code, In
this category are included standards checkers,
data usage analyzers, cross reference table gen—
Ertmitﬁru,wth:ulm,ma of other
in sutematic test case generaticn,
separataly in 4.3 below.

Table 1 lists & mmber of static analyzer
uu:plu the inpet lanqusce on which they oper-
the functions performed, literature references,
and the corporation or university at which the
tool was developed, Some of these tools, like
DAVE or FACES, prowvides finctions in addition to



TOOL INPUT FINCTIONS rEF BOURCE
DaVE FORTRAN Structural analysis; data flow and 7 U. of Colo,
usage checks; rror-prone constnesks)|
Miﬂ?.l‘ -
FACS FORTHAN Software quality checks; error-pronel 5,8 1. of calif.,
structure, standards; u :
§ouaser
str ' . TeuEEts
FACE FORTRAN Some static analysis; mainly dynamic{ 9,10 )
analyais. Y ™
PRORT FORTHRAN Checka for adherence to a portable 11 Bell Labs
Verifisr subset of BET FORTRRN
e FORTHEAM Software quality checks and stroc— 12,13 GRS
tural analysis; static statement-
type usage statistics; also dynamic
Sneak Circuit |Assembly hnalyzes for ervor-prone constracts | 14 Boeing Reroepace
Analyzer Language using an approach developed for
electrical sircuit analysis,
verification aids, such as information retrieval
or doomentation., Some, like PAY and BROVP, have i
both static and dynemic analysis capsbilities. Pl H A SOURCE PROGEAN
Same are experimental, others are prototypes or FATRUME T ATk
« Most of thess tools howe boan EaTa
for ANSI PORTRAM in the interests of
portabilitiy; some, in fact, check for deviations
from the standsed or the use of other machine s

dependent lancuage festures.

Table 1 provides a sapling of some current
analyzers; many others exist or are under come
structicn, For exsmple, & static analyzer is bedng
omstrected at the Draper Laboratory to examine
asgarbly language real=-time flight code for the
proper insesrtion of roll=kack points and the check-
ing of pointer variables. The static analysis of
malti~process real-time opde ig & fruitful area
for future imeestigation.

4.2 Dmamic Code Analysis

Dynamic analyzers provide information on the
characteristics of a progras under esxecution.

importent functions iz evaluation of the effective—
reas of a set of test cases by determining how
mich af the program has been exercised.

Tehle 2 lists a fow of the dynamic analyzers
which have besn developed, Whil: a few of these
analyzers (notably, PPE) cperate on cbject code
and hence are lanqusce independent, most function
by instrumenting the source code with data-
sollection probes which build an execution stat-
istiocs data base for posb-run analysis (See
Figure 3}, The source for most of these
aralysers is PORTRAN, though a few have been
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Teble 2. [NFRAMIC AMRLYZFR EXAMPLES

FINCTIONS

PAE FUORTRAR
(FLOW, TDEM)

Instrumentation of code, 9,10 TR
| mm-time statistics; evaluation
| of tescing effectivwness.

Instrumentation of souroe oode, 4,15 MORC
run—-time statistlcs; oode ytiliza-
tion; locarion of dead oode,
impossible branches; listing of
values assigned to variables and
indices

—

0. of Maryland

FPE Dbdect Oode

Boole & Babbage

aff-:}:im.

tion; listing of values assigned to
variables; evaluation of testimg

Instrentation of object oode, 17
mn~time statistics and snalysis,

U. of Calif,,

Simdlar te above

4,6

dmmlﬂpﬂfmuﬂulmr;ugaumcludimmﬂ,

QUB0L, ard JOVIAL. The PLIM analyzer listed in
Table 2 is different in that it is compiler-basedt
aﬂhcmmstati.ni:cumanpm-;M»
using the facility,

Cneo!tl-nrnerrmiaubeimtadcladm
Mmmumm ey
gammm*_ This

promise as a method for relating program
specifications the £ of assertions o test

Vum-ait&hmmmtum
selection (see Table 3}, The first criterion —
Fogramer judgment — is most frequently selected

by default, ﬁtlmmitﬁrim—bmtallhgal
paths —— usually implies an impossibly large,
often infinite, collection of tests, The thind
crimrim—mmmm—hmﬂmm
second except for unreachable code and is the
one which has received most attenticn from bhe
mﬁntn!vimnfwmmgmmm.

Table 3, TESTING CRITERIA

1. Programmer judgement,
i, Execution of all program statements,
3. Bxecution of all program branches.,
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and SEILECT, for example) have additional -
ties: they can be used to symbo umly-mlmw
intermediste or final resulte along a path based
on a range of values, These results can

Programer-supplied
. promising, the technicques
are still rather limited in tems of the program
size and complexity with which they can deal,

A rore fundamental preblem is the reliability
ard validity of the testing criteria (Table 3)
themaelves, How trustworthy are these criteria in
havicr? Goodencugh and Gerhart?® have provided
the beginnins of an answer to this question by

In still other cases, the ty first introducing same helpful smantics (see
constraints are too complicated to be solved — Table 5), PReference 26 should be consulted for a
they are often nonlinear —— and the prograpmear more précise stat@ment of “heir result, Their
must be called in for assistance. The technigques definitions of reliability and validity and the re-
based on smymbolic execution (DISSECT, EFFIGY, lated theorem have inspired a deeper understanding

Table 4. AUTOMATIC TEST CASE GEMERATOR FXAMPLES

Bayer, et. al./ LISF pobset Usas gymbolic execution to generate | 18 ERI
SELECT input need to execute a selected

path; acoepts assertions.
Clarke PORTRAN Defimes prasible pathsy sywbolic 19 . of Mass.
(builds on DAVE reecukion is used to create in= Rmherat

eqoality constraints on imput

wvariables which are then solved.
Moffman, eb. al,/ | FORTHAY Constructs paths which exercise 20 TRA
AOTG  (budlds each branch at least onoe; besed on
an PACE/TUEM) a directed graph, connectivity

matrix.
Howdien, Stuckd, FORTHRAN Generstes clasess of paths and 4 i
et. al. selects cne case from each class;

then uses inequality sclution

mmﬂqmm. e
Howden:, Stucki, PORTHAN User selects a 4 MDAC
et. al. secution is used to ewmluate

the outputs; includes some asser-

tion checking capabilities
King/EFFIGY FL/l dialect | Interactive symbolic executer; 21 TEM

user-gelectsd input path is

symbolically executed; checks
Miller, et. al. | FoORTRAN exscution paths which | 22 e
(builds on FOOVF) exercise each predicate; constructs

test cases geing a backtracking

technique., 7 7
Rammamoorthy FORTRAN Generates test data using symbolic | 23 U. of Calif.
at,al.(bu;lda execution. Berkeley
an FACES)
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Table 5. THE SEMANTICS OF TEST DATA SELECTION
(FEF. 26)

{1l‘{'l-mtmnf;lu;nt test capes 15 SaCCess-

ful if the correct cobput

Tor each of the cases in the test case aet.

(2} A tust criterion is reliable when it produces
a set of test cases such that the outcome is
oonaistently secoessful or unsuccessful for

& given program.,

{3) A test criterion is valid for a glven class
of errors when it produces at least one set
of test cases capable of revealing the error.

Theorem, The suoceasful exscution of a complete
sot of test cases selected according to a criter-
ien hat is both reliable and valid for a given
clags of errors is sufficient to prove the ab-
serve of that class of errors from a program.

and a search for better
More work along these

of the testing
testing criteria’ ",
lines is hadly needed,

4.4 Program Correctness Froofs

The literature on prowving programs correct is
immemse and the subject complicated. The reader
is referred to the reviews of Elspas, et, al®*® and
Londn®®, Following Elspas, the approaches can be
broadly cateqorized as informal versus formal. In
the informal approsches, the proorammer annotates
his code at various points with assertions regard-—
ing the expected or intended state of program
varisbles., Altermatively, the assertions can be
formulated first, following which the code is
demloped in a top-down manner, Infonml logic
is used manually to verify that the sssertions do
indeed hold for a given ingut assertion and set of
program statements, The fomal approaches differ
in that the process of verifying assertions is
transformed into the proof of a theorem in some
maten of mathematical logic, uswally the first—
order predicate caleulus, The goal of ressarchers
in this area has been the development of autcmatic
theorem—provers based on formal logic to assist
the programres in carrying oot proofs of correct-
ness. This goal is still largely unrealized for
realistic programs either becanse the formalism
for expressing assertions is difficult to use,
and/for the proof technigue requires too much com-
puter time and memory, Evamples of contemporary
Laeractive program proving systems together with
an assessment of the state—of-the-art can be found
in the papers by Good, London, and Bledsoe'', and
Hantler and King'®,

Most proof-of-correctness sgproaches have
been concerned with the non~real-time aspects of
4 program ender development: namely, that it
terminates and produces a correct result given
amy allowable impot, New work in this fisld is
beginning to address timing and synchronization
properties of a program system. It is not yet
clear whether proof techniques can be develonad
mw—mmmmum-
ate the burden associated with assuring
correct real-time behavicor. This also appears to
be an area of high potential for future research,

Ervor modeling can be used to prewide an
estimate of the mmber of errors remaining in a
wnit of sofiware on the basis of an error-removal
history maintained during the

Existing data from a wide variety of scftware
develoment projects appears to support the basic
asmrptions of this sgproach, though a variety of
error models are currently advocated.

The error insertion technique is based on a
similar mypotheais, but has a strong advantage
in that the parameters of the error detection
process are directly measured, A good descrip-
tion of this tec™igue is in Gilk's recent bock®®,
In this approach, the software under test is seeded
with a known mmber of "representative® errors,
in time, the fraction of real errors found is
asmmed to be aqual ko the fraction of seeded
errors found, so thak an estimate can be made of

is needed before the practicality of these statis-
tical techniques can be judged.

4.6 Aammtofmrrmtm

TahlaﬁmwimwﬁHof]nm;m-

e the lack of test criteria and ~ffective—
NESE MeamIres,

e the difficulty of acceptance testing,

& the persistence of requirements and
design errors,

& quality assessment,

@ the isolation of change impact,

®ithe high cost of testing and similation,



H. Feal=tims

Thees areas are proposed in Table 6. These are:

a) Theory of requirements - attempt to bodld
a more direct relaticnship between soft-

b} Hisrarchical testing approaches - improve

o) Feal=time assertions/proofs - reduce the



This paper has described aspects of current
practice and current ressarch related to software
verification, particularly the verification of
roal-time computer systems. The software life
cycle has been described, and various categories
of goftware arrors identified, A
[taﬂtiqviwaftknmmwlsﬂut

adequately addressed by current
research efforts. Some additional categories of
needed research have been sugoested to supplement
the existing activity.

Fesearch in the area of software testing
should aim to provide a better thecretical/empdri=
cal base for the testing process. This includes
efforte to establish a theory of software i

Finally, let it be emphasized that the best
way to rid a saftware syvstem of errors is still
to prevent  their introduction in the first place.
A better job in the requiremants and design phases
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