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deSfNd, aJHt/ol' eotre-ct rre1aitfor1 betieen ~alwes 
of pr,ogra v,1Tt 1b,l e-$. lilw$e assertn ons. l!ilY be 
specified lo lbt 1of lo-e1il or. 911abl1 1H1lhl1ty. 
The dyt1-' C t-estJ ngi 5,y5,teffl U'eitH il!ltd rpl iJICt!> 
111011,1,ton ,H necH51'Y to detena1 ne •ti.tr tlle 
P"'GVM 1 s beh■vf ng fo aoconfana wi t'h nserted 
11nunt H l:ICKilt~OQ proceeds, 

lhe prew1 au:s pa;r,agr,a,plts, shcM, ld Nte ·it 
c.llu.1" that dy"mlc test1rng s:,stems lhilve strong 
ff'fOI" de:Uct1on tnd e,:11loratton e1p1btlities . 
TMy e;;ce11 It det.ctt l'.lg 1rron dln'1ft1 th& oec~• 
t ton oil" • Pff!ilTMt a.nd a 150 r1t tr•c1ing tl\e$e• 
i'l'l"OH to tlhl1 T" '51GUl'ICH • These 115,·1tt115 1"'8 
u'pa'b,lc: of na•tntng ,anb ,1 ·s.iR!iJle e_111ec1:1rt10t1 of 
1i l)Ngr-1111. hl:MINv, .and thl multi obt:1,,nec11 ,ire 
l'Milt appl tcable to ilT\Y other eice.c:ut1on cf thf:. 
1progr1111. Hlncet ·~ - "Ol'l""occa,,,.•a of ff\'ll'Ol'"S i1n 
11 gt ven uecutton does not g111rantee: tlleirr 
absenc•e tn the IPN!llr,.- t tsel f . 'Tl'II.!$, it b seen 
thlt d,yn1atc testing 51~5t.s, have no 1,nhel'ent 
up1b111 ttes 'for dacm1tnt1 l'9 i"e 1btence of 
errors . 

It 1h111uld ,111151) be dnf' frcai, the pr,er,tO«.Si 
lllNg,"'IPftl 1 '-1'-lllt tllte U$1tl" ol a ,tynllili1 c. W$.t1n,i 
system '1H 10015$ tb r1 ~ .l tli Of very •t111ec1 
1 nf o1"!1'11Uon about the ,P.l"O'!Jr'N lie 1 s .e,xa111t "11,-gi. 
a b tMs \'ery p,ec;j s,e tnfor111rt1 on, thll It ·Is 
TeSpo"51 bl e 1·0r -,c:r. of ·tine ~ 0if fht s ,1pprNch. 
lt :5hou1d be ,01,~e~ed. lhoi.ie,Vf!!f., tlllt ·tMs hfor­
.tton 1is. obtl11!ed onl) H Ii rKU,l lt of ·" lll:ff;Uw 
t,1on ~ng ·111 r.s.,ponlt! to utUI:~ ,i,rogr.• 
input d&u~ nie ge1le'f'tt1on of tMrs, t11rput d1tl 
is th.e ttSpar,dMltty ,of t'hl: tHtel", ,trw:I ·111'1 •ru, 
,cases. tnvo1 ve1 qutte II st9ntfi ctlflrt lfflOU!'lt. ,of' 
effo.-t 1.ncl tM t91tt • t,nto tfll Pfl'll9TIII!. It ~is 
ttnpOrtmt to ree&11 tn th1 s. ~te:ict, 11Greo-v@r, 
t/hit a s.tgnif1~ 1110unt of tuna_n 1n110hewie11t 
i s 1lt 0 ·requt'l"ed tn order to e#fee'ttvely use tl'le 
CIPlb,111 ttes. of ·t.'lle sys-t:• to detect i!!lf'ld expl iilr,I! 
execu,t1on ~ff'Ol's. .• 

111 S.llnlllf'JI' , d.Yn■-1 c: tntilng ·5,ys.teas ~• de 
itro~ error rreco;nUton 1nd li!X~lor,i!ithm ~.a,alrili • 
ti B. l:liat ue iun1bh: to d'eter11t ne t 'l:le ablMC111 of 
U1"0M. fhth· l'IH\lll'U .,.. nat~ly ~pplk.a.'bler .. 
~ing Hltd ,01111 fo.- r1 s,ingl,e p_,rogr• executtori. 
Then ,·ut1lt!i ,ire qutu @o)lt,ens.hi!! 1ndl ci.taned. 
l!Gl!iiltVtr., provhU ng sulftc tef'l't, il!!ltt!M 1.11 fi0r- ,dft:p 
1m:tg1rt 111tG the progr,pi. ™Se, S}l1U!IK ,tllO!iril 
e,c.tens11n h~n 1ntei-actton, 1nd tlleiii" ~r i!il 
mo:51,t fullly rea1tzed when • ~t.1Ul!d hli'nl.f.l tuter 
ts ustn.9 U.. initendively. iThey ,-equire H 
~11put I aJIIIPl ltte set of •et1111.l pN9Nffl1 1 l'IPl:lt 
t11t11~ T1hei :niteto5$ of , dynamic tHtfog rtin n i! 
t1ehtcl • fOf' dhQ>'Vfftng ,Ind eiJlflCM"tnig ,erron h 
larg1ly dl:,endenit upof'I tl'le se1fiitt.1on ,of re\letl­
tng ilM IIH''O~rlti ve t npllit dlU.. TMs. l;l5Yr111l' 
pJ1e5,·,-es. the ·1,nvo,\'!imi!!ilt of & hln." t15-U<1"' ...tim 
t~ knwledQ.dbl e about th@ proi,r~m being tgted. 

S • S)!lbo Ji,e IExeguUoil 

I i, $,,YT!iboHc: eMA!cgti,on., !i.!lfflbolic rl!~.re:Stntl• 
tion!i (.in tl:te form of fal"llllilH) a;re kept foll" tli~ 
rvoh11'191 vstl~ of Yail"111blu iins.tead of nllflff1c 
q1,1a111ti1tie!i., For t g1ven path tlt1"V~II ~e pro• 
gnlr!., tl'II!! 'lilll ue1 of all] 'the: Ylri ilbU!s efielOII"• 
teredl tr.e 11111intai'n~ as f(MW.llils. f~ onb 
unJcnOW1s t n tlles.e f;onru1 as are ti"!@ 1 npm: va. lun 

to ~Ile •Pl'I09I"• ( then au N a.irgQllllent,s,. tin the 
C.1-Se ftll Ii p~ur,e t 5 bttng ~~ted. Of' i'elld,. 
11n v.1l11es.h aH •l!ltlier HhiH Of nf'ir1blles. 1.~ 
f'Unetto:n5 of ca,;stants •!:Id tl!He tnpu,t nlue.s 
and,, t'ltfft,fore. ca.n be reM'lltd 1by s~Ututioo. 
The fol"'ffllllH Clli'I be! ,e~htd ~ ai hmln Ult.ff' 
to :see •tt11r tne1 ~ U!e- tntent of the 
prvgnm~ If 10. Uien the mur lias deten.• Md 
that ttie Pl"Ogl'llffl !iii'l 1 yield the dlH,1 l'led -l'lfl'111 ts 
f4lr ~u exeeuttoni_ llilti1ch ronow tl'le· gt rren progrlili 
path. A n1.11Nr of yiidlaltc e-,:tmt1on sys.._, 
·11,ff llffrl, 11rod11C:N nz., u~ u. 1s1. 

Cl,irill
1
5, syst• [l.Z] ils J)e1"M.PS tile IIQS:t 

htie,est1ng s,-bol " • ...... .:u,tian i1rt.i 1111 die 
COl\ltext i,f thts PIPM'. iin that it tndte1t1!!s. 
lbet;t;e.- th:L11 the othln tile, N..11iQC" (Jf ffrw' 
detection and! \leri f1 clt1 Ofi C,\Plb11 ttie5 JPM'S,tble, 
'6111U tM! S;ywibolh,: nec.ut:foni a_pp,,;,kb. Jn Cl.! ll"k.e1 s 
1y;&tem1, tille e-,,:ecut1 an, P1:tli which ts spee:1 Otdl H 
i I\Piit 1'& usedi to di chtre tile Nq.-,if',ed ~ of 
tn COi"Mt1ti~1 t-es;U i1lt1ng 'tM path. Renc,e,, 
·tlle path dtctnH ,i Ht ,of C01t1tr1ii n,t-.s wliiichi 
nus.t bt utbf 1 ed t" cl'lde.- for execut~ on, to 
l)f'Oet'ed along th! 9tv," Ptt~~ Thils11 con,tnints 
IN: -tin tmM ,of a..rr,eiit va 1 iaes of p,oagr• 'tlf'11-
bl•51, but tllroi,gh t!N! ruse of' s,-oo,1 fc 1Hcu,t(011. 
tlit'Y 4;,in ll'ON! proft t.libly lbt! ~xpressed 1s reh1-
t1ons tn te-ll'a5 ,of oul'Ntlt vahes of progri• 
¥art lb lt-S •· TIie ~- of Hht14)M Qbti111!1ed 1 r, 
tilth IN)" is tOen to lbe ~ ·m of s1-..lbMG~$ 
l'.ioo,m tnt.~ ~ .anr;I ts euni,,-dl b:, e• 1ne • r. l)lsta 
for c.ons inenc,. A s.oluttcm to • consistent M!t 
o.f CIIIMt'fdnts is & 5.et of v1l1,1e51 wtlrhll., WIii" 
tliken, as iriput to tilie JP"'Oi!JP'fll~, ~t 11 fore. Hteutt011. 
of the giivtt1 L)ltb+ ] f t,M CGl'I-IW-11 l'ltS IN' 
1 neons. u •. tent~ tt-ien tllte path is 11M"JCec1;1ub,l e, ~­
ttrat h,,.. tttei'I! eds-ts no dart.I wtrtdl wt 11 ,eff'ect 
tlie, elll!Cllt, on of tlhe given 'l)'ltll . 

Cl1.·r;1c.e,1 s system ii lso cnates ilddi t101111 • 
t~n~y canstr&tnts. for ~hi!, purpose ,of ,enor 
df!tecttM and vert·f tcation~ For ~l,e. wtien­
ew-er a dltv1 s1on QPfflittan 11 e~!'rtued 1 n ~hi: 
pr,oa<H of Sl}':iboH Cllb' e,~~1,., t Plltlh II new. 
tltllpO'l"lf'J CCll'tS.tr1·tnt 1:s CTNted.. CO!'IStni1n1 r,'1!1 
tl'II· dih"hl01"' to be MTO~ The (ijrrent 5~ ,af 
icon,t,r11:nu, ,1ocunul11ted to tJl!h1 po,1 i.t, t !> 
111.lglllllrU~ b,.J ti.t 5 rnre.1 R1'0 di wt $()1" ec>!'l&t:Niint. 
rf tMs ~nt~ ·s,y~tem or llfin~tn1 nts 1 s 
i nc;f;lfl/$1:Ueri,t. tt.en II d1vt~ 1ori ~Y i.ero error ts. 
illp(J,S~ib'~ie ■lor,g tihe gtrven ,att'l to tll1s IPG1flt. 
Otherwise .. Cl.ane~s. :s.yst.81 '111111 1ittapt t<i solwe 
u,e $1!iteni irif• car,s.tNi lnts to pr-odllc.· progr.a. 
1nput di.tar 1ffl1ch ~ thi tflvt'l"$·tl ,of tPMI 
g1w~ in4)Ut. ?Ith, follO!liltd !by I rtl"(l~hide 
eri'11.- at ttie ,gtvffl point.. Jn ai 'Sf■11arT ·f.a~Mon. 
tonsm1nu 1rie a"Ulttd .tl1dl ~i fmr t~! 
poss1M' it,)' of ,IITU' bound!ii YiolatiC111S. &ftd I!)() 
st1ttment loop eentrol va:tiable lf!l'l'fl:iH '[,e,,g. 
l'IOFl• PM It hie "" 1 LJeS, ·tor t ~e rn'll"f 1bl•s ~ • 

f""'1 the 1previous 1par1Vtphs.. iit e.u, be 
seel/'I tbt s,wbolic tr.Kecutton syst.111$ ire 1c1palille 
both of eirror de'lzettoo &.ndi o,f ,1 11111 ted type of 
veri fi tilitiion. Et'i"Ot detll!!!Ctton for progrm 
Cll!Y"UUl!)IIS ,en be 6btl tMd 1:1}' uitllri r,i 119 the 
fo1'W1111, gener,ited ~ tlle ·syst111. Ca11P1.1taUlli'ls. 
ii,wo1ving t he use of m1m1Ui1111ud ·v.aridles. 
,i?IIN!!., B)N!IJY.l!!i", ll"NCUly dettct,ed illl~1U11i' 
when thl! s.ystfin aittetr11,t.$ to .:~1te II s,-bolte 



1111 Utt for the ll"e5UJ1 t of the cClff(IIUUt ~Ofl1 ind 
di~covtn thi! t ti,ere 1s 110 s,)'.lllloltc. va~ufl Uir 
one of tM va.ria_t>1u w ed by tlie 1cQ11P1J1tatfon. 
Ex.u1 nathn of tile· ~s:tem fff &onst.1"1.1111U 
1111"1$111\!!l f rtMII tile s,)11lbo Uc execurt ton ;rfe1 ds other 
powitrl'-11 tlTOI!" deter;t 11ori np1b'tl tt f1K ldli,cli l'llll't'lt 
~ vel"'i f i1(.atiic;,n cl'IATiicti!!r"i st 11c-,. If ,1 1.Y:U:n 
,of ct1nstn tnts. l1eadi n,g up to ,1 dtvh ton ·1, 
•t'Oll151st.ent, yet tM Sy-stM IUgtllefitff b)I II! :tl!!ro­
divisor coosttaint ts tncons 1st.ent; UMI~ thGre 
is. no MIiiy the t a d I 1t1 s ton by ,zero e4'.i occur ait 
tlNt division, pn'loti d'.~ tl"H!! d1v1isfan 1, retched 
b7 tile· given SM.th, ""1Ch tllh Pl"QCffl/Jr.e h 
,oa,pibl '~ of ~straiting the 1b$11nce of dhbillm 
b1 nro lfl r"r"O'r5 along t~ Pilth. We sQ H refer 
to ·t111 s H p.ethw1 $e ve-r-1 fi Ciit'tiion + Cl early path­
whe ve-'!'1ftuUon h. I\Q,l tot.Hy sat,sf au;wry 
btc.1u1e 1n enor $Yeh u dht1sion by zero ~ 
s.t f ~ i ·QeCI/JT -tn tlle J>l"09ran si■p! y by reaching ,a 
diYi s hm •11~ suae p,.th other thl11 tile one 
giYell • '5 tnput to t hte :5)'1lboHc;: e,i.ecution s.ys.tmi. 

The pn!'Vh;i.is di<se_us.Uo11 al so ~hows tlhait the 
irnft1'111111t 1ion gltf1ered al!Out ii pro~J"I- lly ~ 5,jffl-
bo 1 i c e·xecut 1 ot1 sys.~ h. 1 @$S d'euH ed, but hais. 
l'flM'i' qener-11 iff.H c1JHH t;o tl'l11n tilt h1forma1tto-n 
,ob,t-11 ned from • d.)'111111 C t H ting S)'1 tMI. l/1 r • 
t:uan y no 1rifontittioo ibout specif ic valHs, of 
pmg:rrJm Wi!l~i abl ~:s i s otitai rii!ibl,e fr-ca s:;,nboUe 
~eci;it1 cm s~tems . I nstea.d ~ 1111hn is obta 1l!IJNI 1 s 
•111fa,..t1011 allout tA!e relations 0,f poH t b·le 
a 1 UH to el Ch otl'ltr ~ anil ,about the m nr,er t in 
Mefi'l the YlhlH ill!"& der hri!d. This re1aUon and 
:r"'ilwatlon 1nfo :- t 1on U. ,1~pl'ic1bh to the 

:.lass of a11 e:a;ecuUons wnt,c:h fiollow tile igi,ven 
inp111t pat h, It $hl)Yil d be- ,nottd t'11t tht s s itw,­
t ion is i n ■ar~ed contl'lilst ~ t he sit1111th111 fw 
~niftl c testi n; s_vst~, I III d.)'l"lilJIDi c ~5: t 111g 
tw1ghl_y '2i!!U11M. spec~ :ic. i 1nf'on1i11t io111 h 01bt.li1Md , 
lilfl1 eh 1 s , ne'ti!!rtfte. 1 e:5.5,, very 1 i m1 t,ed if' f ts 
IPP 1 ieati11 ft)'. 

The hU!ll!lin tl!'ster plays an i111porta.nt ro'J e 11!) 
exploi t ing ttle ~tn:ir deuc~ion ~apa bil i ties of 
'S_)ffli)o l ic;. ell.e1:11tt1111 $}'SUlfl'rS. , ll.U.1to1.19 h thi 'i ro,l e 
'Sel!ffl~ to be ~r,e ·striliig'.1'tro:rwa·n1 tlia.n i t_, h in 
l!J;nllmi c tes.t1ng. The ihQlliin ~t eomf 11e the 
f ,cfflUlll~ prod!ICedl 1>1 die· sys tent to d~te --i ne 
wt.letiller they repl"eSent tlle de-111ret:1 aiqiutatfo11s. 
TM s eJtamination p:r,Geirss Clo ti@ aut:omated to 
$Offle- t'",det'lrt by i,11corponti Jr19 all 11.SHrtion wri ­
t i ng c.apab111i ~ into tile s.)'Jll)ol ic: te'.11fl(ution 
system H 1 s ckifie 1 n Eff rnr [ 14] . Ken! t'1e 
te-$ler ilSser-ts wllat tile des ired fOff!Uhs arire to 
bt b@fore s)'d>o,11e e'.llec11Uon begins (~eh ,U M 
m1 gl'lt create- -=in 1 wr:s fol" a dynami1i::; test t~ 
$Jr$tm) and has tr-e, sySQ!ffl weri fy t~U the 
fOnilllas pr,oduced ~re tM- exp:ec:ted Olll@IS. Tlhis 
capaib1l1ty sl!!r we5, to ill~f' title nat1,1r,e of humll -
i~~era.ett on r,eqtJi red fr.om po~t-exeoutton tt-dfflh1&.­
t 1011 to ~r-e-.elleootion hypothts1s.. Jt does not~ 
howe:1rer; d tlllt iU s. t he iffl)01'Ui1Cll!! of t!he huaaJl 
i nte:ractilon~ TIie pat hwise \1-e-r-tfk.a.tion Ci11Jab11l 11-
t.)' , iin contrast, ·requil"es 110 huma II interaet1 on. 
Fiint1 ly~ a llll<S 't be noted here that 'Ule liltman 
t~llei" is ( a:11, ~ u~n t o s.1,1pply I pr-ogrlllll test 
!)Ith t o tile ~~•He execution :syste111. j 11s.t as 
fie 1 s 11eq1.11 t ed to wpply pr,ogtaa , 111put de u. tc a 
dyli;a1 e t ~1_ysh m ten,. Mor,eowe..-•. the suu,e5·5, 
of t ht: &jllllJ01i~ ellll!Cution T~n il"I uncov~ring 
er~or~ ~pends •C~!IC-1a11y upon tbe $<Clectfofl of 

an appropti alt· 1path- -.a.1M11 o;gous ly to tile s. 1tl!a­
Uon f-mr dynllllit. te-s.ttng-. 

l1n S.LiMlll"y , t t l\a,s bffn 1hoim tlllit syidlel 1 i:: 
e~er;:uti on s,)'stems provide stnmg e-rror- dettcUor. 
capab1 l 1 t tes lndl •5-0ffle p,1ttiwii'!.e, vtti f i cat 10ll 
capabili t i es. 11m1oh fa l l sllo'l't of the potMet' ,of 
fu11 w.er1 fkllltion. S:,YlllbOliie exeooUon s1ne11s. 
provi de di agnMtic 1nfo:rult1o~ ~ i ch t s appli­
c,!111,e t'o cUS!ie1. of eicec11ti1Dn1S nttaer tllin 11 
~1ng"1e ~llieCuthm. Thi'!i is acMeved b:, suw lying 
s)ttOOltc rl!!l.at.tonsh1 ps. _lletween Ptctl"ain1 lfl.l'ues i1n 
p1,&'tfl of ?1'11!!c1 se !IUller"ic data. These s.yr;te-s. 
ll"l!!qut l'le I'll.din. i1n~rtielft1itn ,11d eval attan 1 n 
order to carry out ,eirtGr deti!c.tion , al ~9h tl'le 
pathwh• Viii 11 da tion ca:p1b1111 t:'1 K ~h•ti 110 
111.aan ,11,u.bt1n1c-e. Sy,nbc),1 tc ei:ecutton syst e11s. 
nqut r,e t hat ill ~s.t i,a UI tJ1r•tufh tbl!! prognt1 be 
suppl ied. f t fs fmportant th1t tM pa-th given 
be r,eva.lltng Hd 1~•th1e,. thus requtr, ng the-
1k11l s of a tnoid~!bl e tllftlfl t.M,ter . 

C, Stade l l"!a1:ysh 

In 5,tatic a.N lysh1 syst • ~ tM 'teJi.t of ,It 
$01.!r•~ 1progr~ 1 ii eH111 ried 1 n an itt.8\pt t •o 
detel"!'l'lin 'lllt,ether ·t~• pro9r• 1s afe<.t 1ve ,di,e, 
t o 1,oe,a.11 ~ 1 fo~t i o-m: 1 111J1fOP!lf" c.ombtrnn ·h,1u, of 
p.-ogr,am etient:: t or i lffl)Toper $111(1~1 of prc,giram 
ert>l!rrt..s . ]n order to !Jillie t"1h deUm1r11tfoii, 
each sl4i:ement of the p~ogran h re'PN'5tl!lt~li ~ 
a smai 11 , c-eirefu111 y se-1 ec~ed $et of chlruter-
1 st 1~. Ttae stat ic:; a11alysi$ s.,,teni ct~ the~ 
e1t1min• e•ch characteris.tic s.et on I sUtl!l!lflt­
t,y e S. t..1 ~ii t bH i 1: for iii lf,oma t ilo11 $ • and 
'Villrt ou,s Cfllijb1nat i on;s 111d s:equemi;es of :stneinenu 
,i,11 11 cnu·acterHt 1 c-b)'-thlaract erist i c bash for 
fiH1Hy 11:rogram1 s.truct11~e or ,e;oord,nat ic111 . llfo 
i1U1effll t. h made l 't. 'l'l!pH eating the ent1 rt l)eh;l­
vf o.- or fliiietton 1 ng oif tlN!i i,r-ogl'Mll. lt!itl'ler , 
$lt.,at i C Jl'h11Y'5 t S 11J:teapt5, to ~Alll1 ne the bef,nri er 
of ttie entt re progra only with t.;@Spect to 
certa i n sel ect d fe~tu~e~ . 

The syntai chec~i"'!II of tl\dtvidua1 $tbU!­
ments cf a progra'D proyid,e5 a good exlllQl e ~f 
s-ut1c 111naiy:S1l~. Here ea~ stl~~nt h rea,re­
serit l!!d omly by its ~ource uxt., or t he de!rived 
tfi\e11 $t r1119 . l his. repre- tatton is fat fr0iil ·• 
c.iOmpl ete chilriaicteri Htton of lM s.tlt ~nt I 'ii U, 
$effant1cs ate, tota. 11:, IIJ\1"tUll'H•n'be:d, for exiilili-
JJ l e,). but H hi, s.uff 1 eieri,t for tJIH!1 ,det!l'fflt11at fon 
Of 't'1e s. tateileftt • s, 5,ynuc t k corr,ectness . 1110re 
hr1teHsti 111g and 11a11.1e.ble llt1"TOT' detection f s 
obt~i~d by @xamtnirtg tJie d!tr11ctertst ict of 
corbi n1tton~ o-f statenenu, For eMmpl~ , n l ,e• 
ga1 CDl!lb111lathms of types can N deteettilll 1>1 
exilllh11f19 dec:hr ,11.t'lioin :sh tefleflt.'S ind ,tihtfl ex.am• 
i nfog the exec-,ub ] ,e statNllitl'I~ • kh re,fer to 
the va:r111 blt!:S muned t in the dec1 a.r-U1or1si. Si mU&r -
1,v. mf'!jiJI\U;Cl\el beit.wee11 argUEnt li:s,U illd Pll'l"l~f" 
l t stl i$10tiatedl with i~e in¥0cat10!lll of procedl!Ns 
r;!)r subrov,tt ,-es t.ui al 'SO be aa:de by ,uti c: •1tMly1h; 
systems. In such• u:se·, , the i nvoudon, aP'td 
procedur-e Rf1 n'I U o~ s tat.enents ~re Mtli .-.pn­
sented lily iueh 1 nf,otmt'i,on as the 11urt,er ,of 
a'l"gllllli!!nts o:r Plr"IIIE:tersi the type of each, 1111 
d f■ensiQl'li!i 11 ty 1 nfo tfon ,a-S·Ssoeiat ed wi t'h each~ 
111d lnp~t/o~tput chilraeiterttattons for- ea-c,h. 
The sbUc: t11a1.lysts oon:sist s. of eanpai~i ng tl'ie 
ctiaracttr1 st1 t s of t he col'\l"t'sporutt ng 1rglinel'iU 



and HJr,!W\ete,1"$. Mi $aillt-Cl!ed 1 eng~h,: ~ types. Ind 
funct1on1l Wii.9H 1c111 be detected 1n U11h. 11111y. 
S.O.· ,of tM t)lpe-s. of stttic ana1.)'s.h d~ s<;;1,1$.S~ 
abawa ar,1 ,wait1.a:bh1: w•th mast. CCIIIP1hn. 10~ 
typo,; 5ucn u .ar'9W11111,t/par-.ater 11 st '-9i'l~t 
are f tr hH ioo.on 1 n CGfflP1 hn ~ but lll"t! f®Bl'I 
t n s11cll st,a!..:1-,111lone suittc 1na1yih !i,St.eas ,aSi 
r~tES ,[U] and RXYP [17]. 

Tlle· ute of 5tattc 4~1ly:5is tedmtqu1s to 
it:ihlffliM seq1.11ncu of 1progr,1m ev~u i'MblH t~ 
d&tect11on of st11l other ~s :.f prop• error,. 
ln OA'V1E [ 18,] 11ch s tahffl!nt of ~ p,rogr-1111 b 
f"e1)NSffi1ft by tllllD 11~t5 -- 1 ttst ~fall varil• 
b1H used to :11:1pplly 'Y,llUH n U'(Plllit.1- to thl 
comput.lttoo,. andl ~ lht d aU Vlr'1a.ble5 U.5ed to 
C611"ry ,a,.,y H1Ufi [Prod111c:1d H Olltl",lt by tile· 
comput,arttoo. 'flht ·static: ana.l)'s,h thei, ex1nrh1es 
sequer,ces, of sutement u:1c:t.1tio1u wh1 ch IN' 
poss1b,le 9tvli'II I progr;na's. control flGI' s.tn1.c~ 
ture. ,1Ad 4etffmtnes such thtngs. H W!ttMr- ·1t 
ts posst bl~ to r-efierenc• an un1ntt11111~1ed or 
othti"ii!fbe u.ndeft1r.ed Vil_.,111b'1,et 1nr;I '!litletlle-T it f$ 
pos.s1bh to oomput•• a v11ue for iJ! nr11ble a.Ml 
then riner refer to tile- CGIT{;!Uttd 1111 I ue. I" 1uch 
eHet t the- ihtk 1n1·1 Ylff det1r111 nH iii'",.d ,oi,t­
puts: ·the st1~11111nt seq~ for vM ch the ,a,rwoa 
N 1 CMlcS pit tern ,ofl re're:rences .nd •def tniU1ons. 
OC:CW"-51, S1mrU1rl1 it u. W01.1ld be pas$·1 Mi!! to S-<Can 
pro,g1NIII$ for ~ ~tier 1 IIIJ)ropel' seqael(lc~ of eiuiRU 
nch ts oper1rlngs~ Wll"ittngs, and do.:stn,s. of 
f1lles; a11d enabl 1 iii~ and ,dh 11b1111!11 of i flttrrupt<j;, 
PU;b, a.long 'Ml'l1 ell tt.-se lel\llfl!CI-S cou11d OCCIJr 
wouht then aho be detenntr!iedl. [t shoul d be 
effqJhas i ted here tlla t tl!l1 l!Mt NCent :.·t.at1 c 
a_na 1,, is s.ystl!l'H wni,ch e:w:M11ll\t e'\lent ~uer1ces 
fol' i inptoJJr"~et.1,et employ seu·-ch l!!e1Ti11tq~e$ wfiric:h 
efl8ibl,~ t.fft!! t ·:t•mi~Uon of an !i1eq11.ei,ces. r>f 
s.tatl!IW!lnt e:x.Kut 1 ons liilhi1 ch i,:re p(J(Ss. t b l e~ gr1 ven 
t ie fl Qll! of control 1tr~ctu~ of t11e p~ograJ1. 
lleH s,e111r,c~ tedin11:11.1e5,, flrs.t st-Udied in tmi • 
nect1 on wl th 1PrQ!Jraa opt.imU:aitton [ H ,. 20, :Z'l . 
22] irt! al so quite efficient. Ul\'f'ortun1~1Y~ 
the 1lf0s.t effic. ie11t of them 'Nil 1 n'iere 1y detect 
tke exi stence of ~utb invn:,per seq11ericei. 
~i!lt 1,es.s efficient a 1 goM thJIS. AN ~ hi 
ord~r ta detenafoe tile a cull 1 SieguencH. 

It c::~n be ·S:eeD frrom ttie preced i11'14J1 paira­
gr-1[1)'11$ tht static:: ua lys is :systeas of·fer ai 
1 h!1 ted 1111:11,mt of erll"OT r:letet:t 11011 > but are 
nNMe o,f pel"'famf nt 0erta 11n \rtf1 f ten:i,on 
funcU011 s. Jh,iis 1s dol!le by d1'5c.tnlh,g ,ilJ greiJlt 
.tea 1 of d~ta 1 l eel inf o1'1!1 ti rm .e.bcM!t the pNgr•, 
rretaiiniingi only cOi'nplete hiforma.t ion ,ilJbout 'SDE 

speeifk upect Of thel pro!Jrlffl. TM !i-tn1c 
,analyzer tihen detetm~nas the pos.s1ble eHe<:.ts cf 
exec11U'llg an pr"ogt• l)ltl'l!i- ,c,ons. 1 deri ng c;mly 
those aspect1 of the eiec~tioR foT wt11ch infer­
mation !las been gathered. Hence, stat1c .ana1:y1h, 
on 1,)' eHmill'le-S a. ~ i'liU"T'0"41 i15~ets o,f a 1:n-ogr1mi I 
execution, but t:IIC res.u l t:. of this ana1yu-s IN­
dlaflreMMiWi a.Mt brotd11y applir:;:a.ble· to. ,till 
possible ,@iUl'Qutt ons of 't1lle progra_~. HiN,. 6S 1~ 
thi!!! UH ,of -S..!lfflbo 11 c. exeevti on "' t t. t:s seen t'-a,t 
tl'le veri fl1 r:-aiUori ci!lpabiil it1 es are obu11ncd 
'W'1 tho\!t tlie 111eed for huna;n 1 nteraic: l iol'~ "- hl,lllil;n 
t@'!iter ~~ r.eq~ired. bo'NeveT, in ordeT to 1111terpre-t 
the• Fe'!iiuUs ,of the ma.lys.t s and pinpoint err ors . 
lt it 1lll(!artant to note that $l~tic &11.alnis. 
raf'eh d~tects eff"Ql"5 at a 1' 1 , tut r.atller detects 
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i)'IIJl•tOilrS af' erntt":S , letvtng the 1ctU1l >i!!lrror 
dt!tletthn to 11t11Nfi analn,'U. Ftnalb , f t i's. 
tml)Ortant to o'bH1r---ve tl!n st1t1c 11111l,rst1, 
ireQiJ1r,es no 1n'"1,lt fniil ill h1.9an ti!!st-er. As. 
Ntp~t. it prod1c,s i!!1tllff patht: alo"!J1 •tdil 
•noma lo1c1s PJ'(l!gn!!I bef\111¥1 o,- h lf)(!Hib le. or 
vai 1 idaitioR n-:svl U . i mH ntt ng ttiait II\IO anflllli l y 
bttrtng p~ths e~t,t. 

D, Fomai ~ Vei,jti,s-at1on 

In fo'!'IIM1 verUieat1,oR, the code c:Cliii()t'i s irng 
J Pf'Q9Nm 1 s cmnp.a,red to tMi tota. l tnterit ,of the 
prtHJram .• H uptulred a,-d ~sed iln the· f ,on. 
O,f i!!$$el'l 1oH. Aue .. tioH ._,.. UHdl t.o descrl bf! 
the prog.r• oi..~ expecti'd iii tesP(IIISle ta, 
~pec.1 !'iNI progrlftl illll)Vt~.. Tiie 9(>11 cf thie 
f:0nal verlfl1,eat1on is t.o pro\lt • tlieore. sta~ 
t 1 ng tlltt tbt ~-;,am ~ode •ct"81 ly ao"i,eves 
this asserted t"l,lvt/o~~t b-t~Jfanilliltion. The 
proof of t his. thtt'l"ell'I 1,s. reduc:edl to t~ procrf of 
.a QOrllrd 1 nated set of 'I tlllllll . TIiie UltelM!iitS of 
tlH!se 1 eaais. il!l'e' d"1 YM f irm il! set of 1nlbor­
modi ate Ji!.S,f!rtilon:5 fP0$1i'UOi'IIMI 1111 Sipecift~ loc:1-
t t1:111s througl:i(IUJt ti!• progll'-M ctl!d'e•. T1'e-s.e ,1.ss,er­
t. t on:s. dHCi'11be pn:c.hel:y Ult ,des'i red Sita tu$ of 
iprogr-11 c011puut h1ns u . Ute 1,ocat1ons. of i!he 
ii, s.511rti OH, ID~ff f!rel'IC:eS in n1tu5, b1brMen 
•~tert1on H'ts. 1ep1r1ted tn po51tto~ ~ • lbioc:lly 
of ,eorkl Mbodt thie vtn:!ifoniatton ~tel, that 
t:ode s:egnent 1$ ii nte11ded to ~r-fol"li. ~ing 
til\it the Ql)de seg11ent 1chie¥e5, ·tbe tt-,n~fo1!'1111! ­
ttori ,es.tabHilhes the· lana tbi!lt tl:le 5~t h 
cotrei:t. The iintel'ffl!!d; ab~ as.51el'tions ~t be 
[l!OiUtt o11ed 'SO tl'lit tliey pattition ei,dl IIOS>ilble, 
p-r,ogrHll Pl~ into. ii Ht of Siq;le 1(i.e~ lloop-· 
·riree: l 5e!)llents. If thh 1 s drme·~ tlile1i provi11i,gi 
~n re5uH:ing l'ei,a,as HtlbUs~ ~ ~ 
tihtt illl 11 CDlll.1)11Ut1 On 5,,eqiuerio s. p•r '<n'Tl'I H ~c::1-
f ied. A. ttJt.a 1 fofllll 'I ver-1 fie t.1 OR 1 s i ditii!'\le-d 
if the program i s a ,So pnv,en t,o, a 1•"¥5 termirl-
a tce. 

Tt ts. qt.r1tie 5,t,g11Hteil1tnt t.o, ob:$:ffVe . ~hat 
5,yirto I ile eJCecut iion i ~ tl'le tedtnique used ~o 
de"termilf'e the trans.fonnatioTI ~ffetted by a ,1~,m 
code ~t.. Hemr;:e, the s.ymbo,1 ic. execurt iori 
tedmique is central ~ fol'llll Ytrtf1c:it1o~. 
Forma 11 vern, cat'i on tllln,. l ~ fa.ct. be "i1e• n a 
fol"l!la.1 t zed franelltlrk f,or carrying out a rte 
q.Q'rously C01111flete ,!ind CO<Jfd11nateil s t of ~ym~ 
bQ l ic execut ioos Ind: OClffC),llri tDfl<S to in~1 

lbel:iavfor • 

the gr~~t $'t,T'fllgth of f onlill Yet ifieatton 
B. u,h rlgor utd conplete11ess. The ffld resul t 
,jJf a SIUCUH flil fOf'ITl,!11 ve-r1ffoait1on Is. Ii proof 
th111t-ttle program c:.ompletely and correctly i mpl ~~ 
lfl{!l'IU 'tU i ritel't. as ciliptund b.)' t1!e ts.~,ertions. 
Thh resu1lt B. t l ea.r,:Y s.trongcr anti. ml't! eil'IQOiti­
p;ns, ng that a,ny ttli1t. eari be . t chiie,ved thl"O!Jgt, 
st1tic t~ly~i s or dyNmiC lte-$ting. ~s o~Ned, 
it 1 s tt)e. ~st irilhith earl!! be ac;:hi eved w1 tr. s.)W-
bo l i c execut1on. 

lhe ...-:1tness,e5 of formal ~erif~c;Jiti(lfl ire 
Hs f:mprtc:t1ca1ity i!IOO unrM-sooaible unllerltinD 
i!lssonpt1on1. i he 11S1Practicalit.Y 1$ Utri,bu1h.bl& 
to, ~ formiidtbl•e DO!l!'lt of worl: 1ni,ol~ed fo 
fGll"mll 1 verilftc.,ti on. The HHl"tion 5e,t1 n • 
qµire-d f~tly a~ nlll'l'l!rous and tfhel'r" .\9.tTegilJ.te 



$he 1s often larger than the code they descrtbf. 
This gives rise to very large n!.Mtrs of ,_,.s 
and proofs. The proofs of the 1...,.s a.re !>ften 
quite stra.19htfo~rd. but not infrequently they 
Int tric.ky tnd tnt.-1ca.te. As • result the 
entire ver1ftcat1on 1s invtr1ably far li1rger 
than the or1g1nal code, a..lld ts shot tlu·ou,g,h w1ttl 
rMtheMl.tlcal 1ntrie1cy. Thus fo,..1 vtf'ifiel• 
t ion requires • sizable U10unt of -ork by a 
person with • good dal of lllthemat1ca1 fa.ct11ty. 
This occasions great c.ost. 

The she and 1ntrfcac_y of the proof also 
invites suspicion about the possibility of 
error. It ts unreasonable to usuae that I l ong 
and soaettmes tricky .athefflatiul proof ts more 
tCCU't'a.te, ttia.n a shorter bOdy of code. In a.ckH • 
t ton, the expected she of the proof often 
ca.uses the prover to shorten the proof by OM1t· 
t i ng details. Thts omission of deta.tls further 
tnvftes errors. 

Most of these worries about tt,,e reliability 
of fonnal proofs can be rMl'Jved by eff'91oytr,g an 
aut0111ttd vertftcatton systea such as GYPSY (23]. 
Such syueas rely upon hi.IN!\' prfraar11y for 
guidance 1n producing thoroug!'lly detailed, 
toUlly Justified First 0.-der Predicate Calculus 
,_, tn SUPPort Of the fo,_1 vertftc.atton . 
Despite t,he she and il'ltricacy of such proofs, a. 
high degree of confidence in their correctness 
1, Ju,ttl ted. 

Other unireasonable asSUlll)tions uMerlying 
fonnal veri fication relllin, hor,,ever. The l'IO$l 
basic is tile as~tton that the assertion sets 
correctly c•pturt the 1nttf'\ded beh1vior of the 
program. fonN.1 "erlflc•tlon can only show t hat 
th,e,re 1$ tg-reeatflt between asserted intent and 
• ctual code. If the 1· 1'!'1t ts inco'l"l"ectly 
captur"td by usertion!. t he proof cannot esUb• 
lisl'I total COTT~tness of the progra11 1n an 
absolute sense. 

More tec.hnic• l proof d1 fficu 1 t 1 es c•us♦ the 
Imposi tion of other 1mreasonabl t ass\ll!Ot1ons 
upon the fonnal vtrif1c•tlon procus. lt fs 
known. for eu~l t. that ,sttt•Pted proof of an 
i ncorrect l emna Ila.)' l\tVer reduce to an obvious 
absurdtty. Htnct. a proof of the tncorrectnus 
of •n incorrect progr111 cunot neces~r11y be 
expected. Thts is particularly d111a.ging to 
a.tteflllts to use aut01W1tic veri f1cat1on systems . 

A 1110rt serious problem is that foral 
'Werlf1ca.tlon ,iust rely upon 1n ust.aed mathe~ 
l'Ntfc.al MOdel of a progra•'s behavior. The 
purpose of s)eboltca.lly execut in9 a sequence of 
cocSe 1$ to dtten1lne wtiether tt perfoms tlle 
tra,uf'onnation speci fied by tts t>ound1n9 a.ssertton 
sets . TN as1trtt0n sets •re SPtC1f1ed In 
precise 111athelllti ca.1 noutton. K&nce the eff tct 
of exec.uttng code 11111st be dest-r1bed Ntl'len',ltfcatly. 
Mlny con.onl y used progra.ll'fflfng constructs. such 
u GO TO st.telle'lts ud Manipulations on floating 
point rMabers and pointer variables. cannot be 
rNd11y IIIOditled Mlth9ati ully. Thus the range 
of eppl1ca.b11tt,y of the fof'Wll.1 verfftcatioo 
teelwl 1 que I s reduced . 

In s ...... ry. fo,_l vertffution is the most 
rigorous. thot-ougt\ and powerful of the tour 

t.Khntques pres.ented he.re, There aN sluble 
probleMS tn carrying i t out. l'loWnr. The stn 
and tntrlci,cy of the .r>rk inake ft costly. The 
need for utct Nthtffiatieal aodels of the destrtO 
and actu•l bel'lavtor of a progro fn'Wltt en-ors 
and Mtakenlng inaccurate ass~ttoos. It ts 
generally 1gretd, tit,wever. that tJie dllc:tp11ne 
and deep perceptton needed to undertake fOMlll l 
vertftcatton art useful tn themselves. Antfcl • 
patfoo of fon1111 vertftc1tion SfflllS to fost.fr 
good progr• orgutza.tton and design. Attempts 
at foral "ertftcnlon trwa.rtably lead to 
i~proved tnstght into both the 90als and 111'11)le• 
mentttton of • progf'•. 

III . An ln;\!frated Testt!!f, 
Analysis An trHtca.tlon pt• 

In tl'l1s sect ion tt shall be sbollrl that Uie 
strel'lgtJI.S and weaknesses of the four techniques 
j ust dtscussed a,.. fortuitously conplefll!nUry. 
It st1111 bt seen that it 1s reasonable to Con• 
sider the constructton of a si n9l e COIIPNlllfnstve 
system eapab1t of verffytng a. prog1"WII or tff. 
tctently dettcttng the eidsteflce of errors Ind 
anoma11H, nd then employing i ncreulngly 
powerful too1s for ptnpotnttng •M txamtn1ng 
thiese errors and anoaaltes. Thts tncrea, tng 
e.11.ptoratton -,111 be sf'lowl to e,c.plott and encour• 
•~ increasi ng afflOllnts of hulna.n tnwactton. 

Recentl y. Heh of the four tedln1ques has. 
received constdtrabl e •ttentton and invest t-
94tion. SUnd•llone systems, frnplementtng each 
ha'We been constructed, ind e~perfeM:e has been 
1J4intd tn ustng e.acn. Partly as a result of 
this •~rftnce, there is a gl'Ollling concensus 
tl'lat no single teehnfque adequately 11tets ell 
pros,r• usttng ~rlfiea.tton and anal r.ts needs, 
but tl'la.t each contri~tes soae "•luab e c&pa. 
btllties. It thus becomes clear the-n that the 
four techniques sl10uld not be vlewd u c011pettng 
approaches. but rather that ea.ch offt:rs useful 
but different capabilities. Attenttoo then 
na.tuH11y turns to the exa,ntnatlon of how the 
various capabfl tties can be aerged tnto • useful 
total inethodology and systea. 

Such a methodolOi)' ts described belOlif. 
Probh!IIS rtllt in9 to the taplen'ltnUtton of the 
methodology as an Integrated THttn9, Analysis 
and Verffic•tfon Systea (ITAVS) Ire discussed 
1ater. The methodology Nit.es prov ts ton for the 
progressive detection and e.11.ploretton of errors 
as wel l as provlsioo for selecti ve vertftut1on 
of di fferent aspects of progra,n behavior. 

Both types of actfv1t1ts a.re begun with 
stati c analysts Of tile source progr• utinsi a 
pathwtse a.namely det.tct1n,g analyzer. ln the 
next Pha.H of the mtUl0601ogy. S)Wbol ic execu• 
tto~ i s used to further the results of static 
an1lysls. Tl'le s)'Wlbolfc execution focuses on 
ana.aly t,ea.rfng paths detected by the statfc 
ana.lyze.r to further the error detectloo and 
veri fication power of the methodology. The 
• tllodGlogy next calh for the appltcftton of 
eftller dynMifc testing or fo,_1 nrlffcatfon. 
l)ytlaafc ttstfng 1s used \.O obtain the most 
prtcise but restricted exa.mtnitfon of the naturt 
and sources of errors and af'IOlll11es whose ex• 
istence has been determi ned during the first bio 



pl'IHH. S)l'lbO 111:: !l!dC1.1Uon 1iS usedl to ,g~er i!lite 
test d•ta ·for the ~tc;; test of 1nd1v1dua1 
Cill'.Sill:Si. Fic:ir• 1 wen f ietti(MI i l5 ~ed to fllht1li n 
the •st def1n1t1w~ d\ll!llm5,tnt1on of ~he 1btt~ 
,c,f ernrs, Edr~ f"tgor 1_nd thon,ugllnes.s can 
be· appl tl!d ,1t high eo5,t tn shl!ni!'il'l!QI the ,tb5ence 
of e~rs. 

]t 1 s anti c1 pated tllat i1n1 ITAYS shU c 
1n.lly,zer 'fiH begin by egintn1ng swr,ce progr.;,i115 
for 1. l!tlde Hr1ety of erro-r and ~ 1.'t' tion­
cUtiom, Stae of theH wmUt1oos 1111} not be 
nsocitted wt th lllY 111arUcular p,dh, but rather 
•1th 11 '5,1ngle II-Off or ellg, of the progr . .- flw 
9"'«Ph+ In $UCh c•'Se5t Pfth ~T4tton CIP1bili 9 

t.te:1 l'IICh H dHut lbed 1n [24] ~ ll be UHd ti:, 
~-r,,te the ais:s;oe1at-ed paitl'is.. MQ.s.t ,o,f ' tJ,e IIIDfle 
jntel'e.5,ti 11.g c:Oll4it tor,s. hO'Never, t.l"e Hsoct1ted 
w1t11 t~ilf1c: pe,th5. E:ichttng sr5tss, such iJl !5i 
l'l!AVE [l8] ,, de11Dmtr~te ii l'!llftbell" of s1,n:'1 i otu­
att"g C{llld]11thm Pd tile Pil!ths. along ·lilftii,ch the:, 
o,e,eur rc.n be geneTated, l f'Onna] fr~1"11( far 
des~tlbtn91 tJi1s type of' stattc a:nalysis i s 
Pl'•nel'ltedi 1,n Reference· i!!5 il!nd offet!i ho~ tfl•t 
ot1'er s.tgn11f 1 ct"t t•H ie5 ,of error5 1ndi tJl(lfMl ~ 
tes, •nd 4$$(1(.1 ated ~atM ;an be s,e,anl'lecl for , fl 
s,1nfhr ~y-s. For ~:11:lfllllh, s.tlitk u111ysh nn 
be ~sed ·to ·scan f~r l"t'ftrences to unapentdl 111es 
and f'mr d1vts 1 on b.)' d 1 v1 Hr$i not thl!!itt!di fol' 
ziel'IO. T1he $.tltic: ana1yult" v1ll etther, cnUfy 
t'11t such c-ofidit1ons d.o no,t e1eht wttMn u. 
progra, o, wi 1, l i rdeint 1 fy paths. on ""'11 chi thly do 
occur·. 

The llAYS 5:,mbolic executor can next aetept 
Piths proll110ed lby the st.tie a1111aly2:er and ~ 
the Hture: or errors OT' illl(lllalies •re c&re~ 
fu,Hy. 1111 tl!te course o,f S,)'llbolleally ex(!!Gtltint 
• pt'tliit the ~etuJ 1 ex.ecurtibi 1 i ey ,cf the rp&tll 
'f'IH be studi ed. lf t.1te patfl 1s foundl to be 
urie•;xecuublie, t hen the Jll;enmen0n octurrl'hig 
111 o~ the p,th ,can no looter be cons 1ideritd to be 
o,f ·i nterest,, a.rid the patfi -..U l be N!IIOVed f n111 
fwthe,f' c:1:msident 1 iin. Othei"' patM to tMI 
phen,;wnenan 11ay ha~e to 'be generated tndl eon­
sid'er!N,. If the path is. ft111nd t o be exe.c:11t1blea; 
then die resul ts of tlle ~ymb011c ~~eu1tton 
5~ld shed alldU U>n&l lifht on the, nartu.re allld 
qrt91111 of t he phenomenon !,yo IXPH'1 IIIQI 't!he der1v .. -
t ion, of a11 pm9r1~ variablii 11s0e1at~d 'llflth 
it. 

Tt. s)\'l'lll)Olic: e-ieecutor e.1111 11150 be used to 
pntv1rdi!! 1ckl 1t tMI l Hsuranc~ ,tout the ilbsencl!! 
of errors.· TM symbo11 e txecutoT 'iii 11 sean,ti 
for such e:OG'IC!tttcms. 11 P0il1~1e divisions by 
zer10 ,antd al"IUy bounds vlo11t t11m~1 'ilh1cb appear 
difficult t--0 ~tect 'h1h111 bly by U!5i 1 ng st.tH: 
ainill 1).'Sh ted\l\1QIM5. A p1th ge:ner,llfit1 on Wbsys­
t m htt ffflr eu..mple [26 aml Z7]) cillr'I bt, used to 
aiu9Mnt tt. Pl~h ~et ptaducl!d by tli'te sutk 
11H1YHr in Oll"der till bnng to bear th, t-xpanded 
error ii!~ t Mlffll b' dete(:t i an pOJ1J11. " of s_y,rboil ire 
executio11 upon a -=ire cnnfJrl!l'iflitS. n su. of 
progrtn 11ttl\$, 

For ,eaoll path symooltca11) execlllted ~~ 
found to be ar;tuaHy e.ic.ecuit1b1t .. i set of t-es.t 
d11t1 Ml111 bt ,ge,ie.-arted, wlrllcll wU 1 bf. s,ufft,e1ent 
to,. eff ect the e:ice-.JJt iori Of tr11 ·1 nput 11M,tll, ''fille 
[f~!~S d¥rl•11c tHting 1p!ll.cse w1U be iil,vail~l!ile to 
CiilifT.Y out~ ,,;ar~~ully monttof-ed n.ecutton of an, 
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patih lies. i 'P.'ffl b:)' tt,e l'iian t~ter. lt 11s o­
pected !l:!111!,t th1 1nforaUori obt1tMd fn;l!I 1t. 
statte ane1ys1 s ar,d S.)'lllbo1 1c e,i;~f:1)111 vii 11·1 
Si11fft~ to t-h,ctdatt! 111!!11)' errors ud ,~UH 
Smiffietentl y $0 tllit dyn!:lll!tc. 1:Ht 1 i'lg] wi 11 not ti@ 
requh-edl _ to Jumi s!h fortil:ler error 1xpl ooti 011 
capih!UtilH. In lt.111!!$1! ease'.h the hta!in tHter 
wlH ~ke no 11i1H of t>l'H!! tes.t input data 9e11~r11-
U d. In lbthe-r ~.nes, 11!1 acbli!il 4)rllafc: tMt .,. 
Hfii u!ief111 , OM of t!hl ~rfMry 11dw1H1tages mf 
ptrf o11'Wth\g a ~tc t:@s.t i'.!i that tl'!e '""t roo­
Nllt 1ifli lllf.-1 ell the s.Ubject Pf'!Otl'M i 5 run 1 s 
gui te, d ose to tJie 1,ctu11 exMuU~m e,iwt l"Ofil!ent. 
Thus., possible aecuttan 8i'l'OK cannot be Md~ 
by 1·ncons·1 stienc:tes ~ tttt an1111Pth111s. of 
the sffbo,11,c ex~l" r1rld tlle actM l 1 tte5 ,of tt. 
C011J1Her~ Gl)e!l"lti'"-11 ·s,Y$,tM* Hd hll'rltwirire "'-'1ell 
r:0111cu••1,st th@ exe(:11t1on envirolWIM!t. '" s.hor,t, 
t t MW dlngenlll~ w Cl)ft5,ider I tnttng n:gtaen 
to ti@, Ht'U;fa.ctory untn rlJld uni~ HI itJI!! ·subject 
11ro9ra has. a.ctmHy been ex«uted fo 1t,g -ttne­
tton t nwt roMIMlt. For thh rerl$Olll I lllfi'Y Pl"tftS, 
to which l'ID l'l"Nll'S w •IIGll!l11a hlVt: lbNn. li!',Sot1•­
t:ed . wt 11 bi necut!d by the ~•tc tnU11g1 
s.ys.t.. TihtH paths .n 1 be ... "'" 'fT'oll the Ult 
of 111th5, gen1nttd b.)t· the Ptt1ii ge~l"rl.'ttian sutnvs .. 
ten H tn-p11t to the s~11c @<JIK11Uon $.)1'$tlfll, 

ll'II liLNn tll:!ste.- vt 11 6'5-SUIII 1 1"'01:e, of 
,rut 1111P(i'P't111te· 1d1;1ri 1'19 tt,1 I ~M,, N'.C 1 ilHillg 
lflflicll t !\PIil data Hts i!il'te• to bfi!, giftft to thlr 
di'yni!mk W:S'll ng $,)'SIM • .and I\ISit ng tile f ac:Hlit1 H 
or the 5,1s.ta ta ,111:pedi th\J1;1s. lly detetnl111e the 
s~ of obs1rtttd @rrors ,or lhl!N.1 'tiM. The 
h.\llwln 1111tH tho be rt1pc,n1111:i1e fol" cOMtrutth,g 
a~~ertton -sets to be ~~•1c:tH.Y "ff1f1ed. 
These a,s.serU ons will be st111i111r to those use,; 
tn • more forwa 1 veri fi,cetion of cmrrectn,:.ss .:,s 
dkcrtlbed bel,w . Jt i'S le55, eos:tlyt lw::Jwe¥~~ to 
\lt'l'"1ify tM 1ss.etttons ~11111iC111ly for a llmk"II 
Ht of u-1t •~cut toM tihan ta ·liel'i fy tl'l!ii imth­
etMt tee 11 h. :,11cll a test reg1181:!n,, •n•iectft!l"'" is 
usi&ful tn dMOns.tir&ttiwg tl\ait tllie ass1111111ti on :. of' 
ttle ;-111:tMfflltical modl!!!l 11:s.N H tM NS'!l:I, fiol"' 
forma11 vt'r1f1catton corrtitpa11d . to t ile 11r:t1M11 
run- ttme t11Yi110l'Wlltlllt. lt sJ,oijld be r~hllsbed 
that svdl dyl'.l11111tc: vertfieaiUan of 1' ncU vidua 1 
t e•n , eases cinr.ot deftintttvely es.tablhlil the 
propr1idy of aill IIIOdeHng r115Siaipt h:ins ,gr the 
t.mta.l eon-ect ness of t,'he pnigr,m+ Rather. the 
pt11rpose -s t ill i deiit i fy gtoss ~H ng ,en'Crs. tl'ld 
provilde- , M ghb eo5t eflect1we means ta par-­
U111Hy verH,1 ild~ll'eftCe to htti!!ftl. 

Ftrlil.H,)',, IlA'!(S will tnc.orpo'll"dt ii f'orNl 
verffi c.tt1ion sys.ttni to f,Kilihw the f11r.ul-
at 1 an of ll'llthlfflltkfl 1 1 0•1111rehe115 i ,;e demnstH­
t 1 OM of ttlt ,llibltnet: ,of «AY' erTO!l"S • ,I\$ a 1 ret(bi 
noted, this teeh11tque ts ea,l)lbl e of ,gh1ng tile 
llll'JSt Ti~s ifflld tmtoi,gn H$LrraJICH ,of the 
1bsenee of erl'IQ-r i.t tire 'llip,t CMt. Tt 15 the 
1 mgric,eill cul111'11nfrtion of tM! IPfOC;t'S.$ o,f ¥en f.)11,ng 
adherence, of ,11 1prog-rr,an, to ,uted 1,ndhiltuil 
e,xpres·s iOfl'!i of 1111-wnt . lhh proce,ss ~11,e:Si upon 
the ability to 1~fonn ~lie elll!cut1on. ~nd 
COll!!P&l'e tM rHult.s. t,o &$,~rUons. He1101, tile· 
ne·lllod'o11~ 11,ciJ!l .J'P,Pro~ wggested llt~ h tmit 
u ,e s.ym1:io·1 ·1,c eeoi,tton ·pnase h! used t o obtil!·~ n 
fra!(llllenU'r:Y u~11r1.nofls ot die ~bse11ce mf @fN>II" 
liY i~min·~ ng ,1greeinent witll SNJ 111 Hsert:! 0111 
Hts. •n 0011fJffilel'l5 tv,e ~ ftc:aU on. i !5l ol>­
tahw1b'lle 11w' t l'tei ll~n user ~Y ~l!!il'tflicttiron of 



mo~ cl!IIIPlete .a5:5,eriia11 s,ets.. In tile eirtN!IM 
case~ this 1Jee011&s de ta:c~o eonu11 e•te foll'Nll 
verl f1 u t iion~ TM s. p~e:!.s h: fa,c 11 i ta tied iil'ld 
f<Jrnaltzecl bi tbt fol"fflil1 we~if1eatioo capabi11t.Y 
o( nAvs. 

A sc.h~t ic dil a.9iJralli of t~ proposed ITA\IS 
1~ s ,ovn, ·111 figure l. 

It Clllll be 5,eefl frc.1 tht! precedi ng p,1111"6• 
~ra~hs tfil1t. the ITAVS ~tfl'lltegy o-rg~niies ·tliie 
fo~r technique~ 1,rto a pl'IOg~a1s10l'I cf capabili­
t le~ ,,11'1,eh 1s riat1,111'1l in III ll'l~T of 'i11port11nt 
'l!a.fl. l "-C ITII.WS t:1e91 n~ wt th • bnJ~d scln'HU lil!J 
procedtlre and, pro!Jre:!!is to detpel!' il1d del!'fjer 
prob1 ngi of er,i-crs .iJ'id 1rtoaa1 y phellofll!mi!I. liil'l'S, 
11111 t1 lll l1y rt"fl'Ui n!S. •no 111~1!'1 11nter.ict·1011 or 
i~llllt. H. 1u-ogTes.$@; b) involve more· si,gnif1 -
ca,nt iii.nan i 11le tacUon i$ l!Qnan insight beCi'.IM-$ 
n«ire 1.1s.eful i rn traein,g e'l"ll"Ors to tlieir ~ounet$ 
al'd cor:1struct1 fi!J fl' ti~l ica: 1 demo11s tr"f-ti ans o~ 
correctness . HA\IS pr-o\11 des. the po S'S iiM l i ty of 
$Qllle pri:mi ti 'I'll! 11!'TH1eat 1 on wi thout 'hllMll'l inter­
-venticm I and tlru!:il- ill 1 lows error deteeti01'1 ba-s~ 
11p0n tflt riegat1 wt res.yl ts of the _ verHica-t io-1" 
scin. The flmw of data t~l"(l~~h IT~~S t ~ al10 
rro$t fortuH-011s.. The f i rs.t Pl'1Hie $t -iilit.t<: a~lys.i<;; 
N:ql.!1 res. 11111 input. It produce$ a$ output,, 
~.qweve-r~ patJit. thl'tltign tl'ie r;irlllgr ~11 whk:n a~ 
diell!IE!d to be ,1 gni t1e1nt ir:1 error and arwmal y 
eKplaration. 111@ seea~d phase of rT~YS, ~bol ic 
exe<:ut ion , niqu 1 rres ~ $et of paths as 1 Bf)ut . 
TBt$? ~er~ 1$ l)J'ec is.ely the nat.ire of the 
ou,tl)fll t Cif tillte t i 1-S. t phas.e. Fina 11 y ~ tM d}'111Mti1 e 
t;f:sti"9 p'.ha5,e- ~uires act11al Jnno,gtci. 111put 
data. It itlS been observed~ ~.rt., trliJJt 
$jmbolic ex,eciutiOl'I system ~n be 11.JStid' to produce 
da.ta s,e1t s whiCH art s-uff1 c1 e.nt t-o 'f'OT"C.e tti 
eM.ecut i on of their 1nput p,11t,~-sT Heric.ea~ the 
second [fiM.s.e ecin b us.'l!'d to l,)'r'OY14e ·the i np-,t 
reQii'irl!!d by the dyl"lilll!ie testing pha.se-. 

ih~re al so appears to be a ma.tL'l"'al oro-
gr,es s 1 on of ,o~ t$ for ~e process. i l'9 of tile our 
phase$ of liA~~. ~1thoi,gh e~ac t co>t detennilRll-
1::iD~> are diffic:11H to ma k,e, d11e to tlle S.t.ftrci ~ 
of proooction static ar:iallyzers and s.ymbio1 ic 
e:i;:ecutfon system>. Staitic ana1y:!!i'iS 11.pflillars to 
be tlile 1e11st •!!Kpm'$ i Ye. most s,tni fhtfotwaTd 
DJJl:!!n-U on,. It ij 11vohe> a s. i ngl e sca111 °"er th I!' 
pro; ru flow.gnp!),. usi119 i nfiormati,on ~ i -$-. 
boi t wee tors. and a 1 gor i tins 'Mtli ell exeeutll t , 
ord r l'l 10g l'I t i ile; 1ilft re n is. Uie riidber uf 
f1 ov graph 'l,!t:rt 1 Oii'S. T~ $}'11001 1 c :-:eout ion 
pllase appears far rr..or-e oostl)' ■ lt entaiih 
perfcmi ng eons 1 ~ell'"ab1 e S.)'l'ltlc!l 1 man l pu hit i 01" and 
,r;o,is trrah11t. sohing f or each of the pres.umably 
maey p!th'!i generated b~ bath the static anal yzer 
.i11d lilath ig-enentar, D'y11a111 e te-~ t 111g 1 s. 11 fi;evi iC 
relati~ely cost l )' .i11d, perh~ps, llli!lre involyed 
tli~ll'I tile otil1iliil" b10, It entaHs 'JIE!:l"foming a 
~ r of c ]OS.I! 1 y 1T0111 i to red execut: 1 oms of the 
J)rogr,arn. ~cti exe"'t ion ay take as nuc h as 
se~erat t imes as lortg ti ~n gll'llflOllitored execu­
Uon [2EJ and wfH ,ge-,er~~e "" la·rge datll! tHiSO of 
dlU19nost·ic i11f□nsatio11i -..hi ell lt4Y nne to be 
!)I-robed eittens i ve1y lly tu.,ina,i i 11U1"act I on. 
Foma1 e·r1if1cmt fon ape1ears ta be tlie· l!OS.t 
CO-it1y of the' four ·tecM1 i;iueis. lt requiires. 
1t1;ttnsii·,e amoc.mu of lfflitheaait.ife4ll 11tior. l t hi 
Uius Tea:!/iOfllillbly pl,ced ~I h1g~-cost o~ti crn ~t 
th end of t he nerlhl>ciology. 

Jt i~ ,al:1,0 in~er-esti n9 t0 o~lerve th1t the 
use of aSSterti 0"5 p:rotides I un,tfy11ftg infl LteN:e 
irn ln~rBting u,e, four- techniqUH . A11 tl!!Ch• 
niq'll!f1 except sutic 1na1ys1s. use •xp11e1t 
iltsse-rt.110~ to defT!Onstrate e1 tllff' the prll!IS:1!111;e or 
alrseriee f'lf ,1rl"lon. Static 1n1lr111is usu 1m• 
p liicirt i1S'S11JT1pti °'15 of proper Hh.lv1 O'l" H l!ii• 
bodied i n l ,1111tgu1ge- s 11t1n, &>.iit coold .also 
belie-fit f'rlGffl ,exp11c1t 1s.1~rtto~1. Seeti i n tri1s 
l ight ., the four ted1r11 f!IIH blih:111y d 1 ffer hi 
tihe- 1111nnel' 1,IMJ u.tent to 'liflt eh tnu petf oni 
assertion verif1cat1o~ . . th~s. Its~ reasana­
ble to, require tflat I progr111n ,Hd h1Ual ~et of 
a:!!i:!!ier--i, ons lbe s.ul:ali tttd to nA"S . Thi!! ,a,-dhe:r'f!i'lce 
of pr-ogril!II to ,HHr1:t on5 IJl!Otlld be e:xttl'lted at - • 
every $tiil!lg of nAVS. The! s.ugl!!:!. w1JU test tke-
1d~er-enoe i~ different WIY,. l)Mg~e:1,siv~ly 
e:stabili sh·i 119 f t naer HSNTI.Rre5, of ,111dlMNflce or 
focusing .;,:re ~bjrply iQjl1 dev11atton1 . 

IV. Prq,lrll,ems, Alldl IFU,t\lN ~es,eairch 

The for,l!'go,i ng section h,u ptts.ented .a _ 
ra'lthe'r :!!ii!lnguhle 1,11N cf the capal:J,11 ities of an 
foteg rated ~e, ting :systl!ITt oanbh 1 ng U 11!! be!!i•t 
fe.atu~.s of static ana11us. s)'ii!b01 k e~!:iut1on, 
dyinami!c tM t i 1'1g , and forma1 i,er 1 fScu.1 on. 
AU,11\ougti. softw--a1te S}';Stll!"ls. 1"p1 eaiiit ~ng ea.eh of 
t~ 1e UchntQues have· bfien prod«edt tile ta~t ol 
oo:M t~t i lilg a uulb,1 e [TltWS 15 $'l 1 l l fair .--r-e 
fomfdab1~ t~~n ~i...,.ly bu11d1ng ,oftw.l~e lnteT• 
t11~s be'bil!al"I 0.11 in 1 ng $y5ote,ns. s:i ~rntn ea11t 
resear:1ch must be- CClllfl~et->ed befon, a use.f!Jl IT~YS, 
can 11:ie ~ t1 t, a hi the ptirpo!ie ot t.h 1 s. iKt, on 
to di Sc~~ a nl,Hl'lberr- of tl-ie$t re-seardli •~H$ •m1 
1 n -sictne C~!;.es to P'!"WO-Se avenues of .a1>1Jf1Qi11Qh to 
tl-.eir so 1 utfon . 

f he oyerri ding ,goal □f till s bmdy of re­
s.ea"N.h sho111l d be to, d.eterai ne tiow -ver"ilfi catio11 
ar. d error liletecUon CQl)abi 1 Hies can best be 
dis tribut-ed M1<mg tile four t~chni ques. The 
cap,albil i ties of ~ch techriiq111e have· beer'! fad1cued 
llri ef'l y h 1 prev i,ous 'Sl!1ii;ti eris,. andi i nve,sti !J~brs 
i r,1 e'3chi I tea hhe jh_(J!ll'fl thil!lt 1l:hese1 ba.s i c ca.1)1 • 
1111i tie<S can ofteJi be e~pi!l11d!!!d. The foCu& of 
tl'ih re1etrch,. however. sh.oul d be not on wba1t 
nA be done b}' each 111df YI du.d tefflni(jr1J@"' blll 
rn~r on 'llfflllt ihiHI 1 d lie dome by e100 in the 
co-n~xt of tM ovefa.11 S.)'!it1311. I n order tD 
det-ermt~ thh,. il .:Seeff!I •~ oil'U.nit.--Mt Or'lli to,. 
COl"ltinlie' tile C>llf)!lO'r&th1t1 ()f th!! bH i c, Ul,)ill· 

.; ~111 t i 1!'1 to the de1 t red <Ove:r-·ai'l 1 cllf)a!bi 1 i ti es, Of 
111 tlA'/S. Hd to e.xp1on tlie s.1gnff1c-Jmt probllf!fn$ 
1n~ol~ed in i ,iterfact~g t~e tect~t~~s to !&ch 
ot ller . 

Many of t ~ ~st 1apar-tant 1_nd ,c:IJIIU@ng-i ng 
res ear eh qtiest101'$ ,-1tTTOu11d th tn tiegtaU on or 
s:,inboltc ,e)tecut ion into i!III I Tlt\!S. l & r sell~ 
a 1 ready dome i nt-0 tlhe 'Streri9th:s a11dl WN 11eue--s 
of symbo 1 i it e:xeout i cm [29 J $hOll 1 di fom a b,H 1 <;; 
f,iu• some of tlr:ls work . Fo'.I'" e:ical'!IJ)le-, 1t 11 
r~cogniz@d th~t ?rnbl iens □fte11 arise in ~tt~le 
if\ig to 5ymbolicaWly· execute a pl"(Jl!lr.im path ~hi ch 
~f~ren.ce s. arrays. It is ikrtolllffl t IIIO'll"e,cwer "' t~t 
i ~ :some, CM.es t he symbolic e,:ecui i on ,.z1nn0t 
H ,,. 1 y pr-ooe!d beya11d :!!iuch r l!f eret1ce-s , 'lllhi l e 
there ts a ra;nge- of otller C:HH fo:r whi'i:1'1 tlhe 
>yn'OOlic eiceouti 011 is pos.s:iUe~ bvrt at t~e cost 
of i11c,..-ea-s.tngly cti'tf1cult ~nab-sh. 1't u 
il'l'IJ)ortint t,o det~ 11e· hQ'III' 5,-ewerel y Ute w,ai H d i t y 



of s,PlboHc l!!:KK·Uit:ion1 l!i$ ia testil'l-9 tool i s re­
stricted t>y ttl!i!! pt'ob1 m$ IP(l5ied by array ref9 
ennce,s. 

Anotlle-r d'l111 eti'i!i ng a1"CI 111portmt 'll'(!!wHr~II 
~u:e.- 1 s tile stiud!y of the- e11:te11t to which t:t.e 
s.)'flbolk e-:it«iutton $)'s.te11 ca_n be 1"1!11ed upon to 
ass ht t n dit.1!!m1 n1 ng t he euet tf!st patM 1Mh1<:h 
$ho-uJdl be, e-.1tec11tedl to obt:J ii111 t~ opt iaal di 19-
nast ic v,ahe* S.tatic an11Jysh S!;:Stl!!ffl$ cin bit 
1.1seod to FOrV'lidl!! t e,st Jia,tlls ~ but tile IJlth:s. wMdl 
tl'!w $U1)ply MM s~gn1Heant fifl 1ngs. F1r5t, 
$tatic a111lyz:ers curr.ent\y 11111h no lllttl!lipt n 
dete:r-M ntng Whether ~~ path:5 lilbi cl'! tl"tey !,ener­
ate art- uMvtab l e ar not. S_,.1 t ,c e:xecvtii0111 
~su. can often mke t'hi s deterat n1t1 on. but-
1 t liTJuld be ~tt@r i f at least SOl!I non•1Ntk111t1• 
M ,e pattn WN 5Cr~Md out ~ the s.htie 1.i'lill j• 
ur. Some adv~Cit!s hi t.lhii s d free t i on h.tve, been 
~e, i!lncl -111 be 1H stus setiJ l u er . .1'.Mthel" 
approach to thh: pto.b1 em •wtJl!Jl di be to lla1t& tlie 
stati e anaibter supp 1I:y ll(lt an ent1 re path 1 but 
ra.ther a II pee iifl caUoo of' a path. Thh. spec I fl• 
c.tl10'1 would inc1 11cte 'Sl!lrff1 ci ent ·irRfOl'ffllt110111 
(e.g. 1 tequ1M1Ce of noel~~ 111nd/or edges ot the 
f low gr1ph) to des.c.1"1be a f ,• 111 of ~th5 t10M 
'which ,illJn(.IMl OU<5 or l'TTOiltoLH, bthtv101!" Wlll d 
n.e,;euarilly UkP 1>ll1cet but n~ldl l eave -the 
exact s.pee1ft c:•t10111 01r tlle p111th to t1w! s.y.nbo11c. 
e.xec11:th:Jn ~ysteai. The- $}'Ibo I '~ c t!IU!C:Ut hm $.)'s.­
tm. becalf.i!.e H h-a.s a<:ee-s!> tlo 1 l'lf 01"11'18 l'li011 about 
the rl!!l.aUons. betweec, wahte$ ,of ~N!J,r"am vH1,a­
bles, hi 11n a good poUUo.n t,o eomtn1ct exli!c11-
1ttle ipr-og:r-111 paths w~ thl n tlile OOl\$t'll'a1 fl't$ 

i'l!ll05'ed tiy the stat 1 c flnril lYter. revf!n as the 
S.Yffbol1~ •IC@cut 1on proceeds. Clearl y. the eil,l,Ct 
r.tect'l11inh11s f ,or· conveying the path eDnstl"ilintlii 
.i,st be studi ed, 85" us.t UW!! procedun!s to be 
li!Hcl by t:ne SiiJbo11c e;ri;ecattfon system in co111-
str1,11;t l~g afl (!ICWI 1 Pitl'I. 

A ~0'11d s.i gnH•Cilint fa,i1lin9 □f the p!llt!"'s 
s.uppl ted ~ static a~alyS1$ !ySU!li5 i s that they 
coritai11 ~ infonnalh•n !)J~l hGtw _ mi 'lines 
1 oops st,,1)'.11 d be i United. It ts <!HY. to see, 
liloweve:r I U1.i t cert.a i n er~,._s oe-cur- Olllb iJJt'lt-r ll 
certa 'In runber of loop 1 te'T"U 101\$. Static: 
a11i 1 ys·h :sys.teas d(I l'lo·t ~ve s.1.1ffi e1 ent lll'fOl"ffll­
t1 on aboirt tlte v~l ues. of v~rtabl es to dut,e-rmf .,_, 
the n1111ber of l oop iter-il!tions, neeenary to force 
el"fors. Syrnbol ic: axec.1•tion ,:;S,teM seem to 
(:Ol'lta in tile i,eee5,s•ry in rQnria, t hrn , Ttic tK.a tt 
mei:.t.a11 l 1m l!ffledl to 1,11s.e ti'ha": 1·pfon.~ti 011 to 
s.,_ynthes t ~ loop c°""'ts mtJSt ~ stwdi eel. T~ 
is oope I however, thait 5,ome of t.tle eurr-ent •rk 
111 the area of us.i"g s.:,,nbo1ic ,executi on to 
~ttes1ie loop inv~riants [30] will be· us.ef~1 
here, lieric:e, techr1i q11e5, for 5,ynthes i z1 ng l()(lp 
1n.,,ar1ants s,ho11ld be s.tudied a.oo chnhms for 
~s Ing thet'l1 to aompt.itei lo~ count& 111h1 ch fo rce 

rrors aTid ~nomal1e$ sbould, be ex•ined. 

TPiete ll re a 1 so many C'1'11Cia 1 re:s.ean:h Ql!lltS • 
t11111,s Sur'1f-,C,vnd11191 th!!- 1 nteg'l"r!lt'ion ,of ai st.at. ic 
anail),-ze,r" 1nto the JTAVS. ls al~ad_y no·ted; Ulie 
~trsit1c analyzer is , :,1;p,e-ctel!I ·to suppl)' to tfhe. 
rtl!s.t of Pie ITAUS ai s.-et of PT"O!ftalll teit patl\-5 
al 1'.11119 Nbteh '-lftCllll 1 OU$, 01' ,tfll"'(l~US 5-1 tuattoM 
wi l l arise. ] t has ~ls.o bfeti observed tflttt the 
le!it lhtt!M produced by CIJFferit ,ut, C lillilli l 'yS i ~ 
s.ys.tem [ 16-. H, and 18] ,ar-e oot sait i !.factory Hi 
the context of an nAVS. The path~ u e 1n.a.d'.ectuat~ 
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lbecause static. analyzen do not cutHnU1 sc.ar 
·far a. !'1 Clh ell(MJ!!Jh v1riet,)' of i'rl"'Qr- ind anmia ly 
100-nd 1tunt1 ,. Midi b et use tlM!se sn t~s. •Ile no 
effort at 'S!l,IJIP1"'e5 s. 1r.g runexecutabl ,e i,atM. 1t is. 
c:nic111 tl!a:t ihese Pr"Ob1!!lfls be .attackl1d~ becaruse 
t~ Uait'lc anal ,yzer h tl't& fll"ont e!'HI for- tile 
I T~YS~ an.d it 111111Uld he a~tl"eflE!1y di f ficul t for 
S,WIS~IJll\l sy-stems. to C(Jllpie;\_Hte for i 't;$ i1'1ldA!­
QIIIC i ts h i sarmii "91 for p.llit11nAa to be i nves . 
t tgned more cl O!iiely, or- 1n -screenfog out t n­
ihel"errt1)' 1111Unu rest.1ing phenoneraiiJi. 

Thus,. tt 1 s el'ICOUFil9ifi~1 to obs.erH tl\8.t 
5IQIE iddi t tooa1 ~rttlf' arnl a11mia ly ,COJ!ld1 t ions. can 
be de-tected bY CUll'NHlrt SUit ic; daU flow al~ liys.1 s 
tettini~1,11es. f o'°' @kHIJ]ll 'e, co11s.ider tih problN 
of llle·tecting ·tile IPl)Uib1l1ity ,of dhis.t,ori by 
~ero. In ol"ter to pf'Ot@el a di vi sio111 opera ti1on 
frOIII the f)os.s i bi 1 tty (1f clt1!11 non by zero, it is 
often ad~isable to pT"eCede Ule diwi~ion witll a 
t}!"5t o-r me d1•,dsqr fOl" ecw,aHty to zero. An 
'II Hft dhisioo iis. one llDl 1preoecled, llll-OM S()Jk!J 

pUh t b,' 1uch an e11ent $equerir;e . It HCIIIS ,t1 !ii" 
tl'.lt a sutic data fl~ a.n-a.lys.is. j lgodttm aiuldl 
bt 111:sed to i:let.ec.t both ufe i1nd 1.mw.fe di vi 5, 1 ons. 
by s~~nmi ng ~ flO'N gr,8flfl stm11ar to that ~sed im 
DAVE c1eJ . 

Otli1!'11" ertOr andl a•ll(IN 1Iy cmn1:H t ~on~ !i.hou1 d 
likewise lbe detec.titble to ~ - ,e.:tent by s.uit.lc 
anal~ 1 S ·s b11 lln· to lblH.t 11s.ed in l:)JljM'L l'l'rra.y 
1,1,11)$U1 pt lbrllll'idi~ wto laiti Ol'if$., for e;,;l\mJI 1 e •. s.llNll d 
tbe detect.Ible by s!IOh a proctd!llre. lrnotMr 
1possiib1Uty h tt-e ~t:t(ticm of i:,os.s.ttile ¢ha,Me 
1 n the data cyipe lly whi ch a ghen wal"'II abl e h, 
r1fe.renc;ed. lhe llest irpflli~tfon of tMs. type 
ofl theclring 'llll)'ldd probiiti-'ly be t,o $1):11~ , &l'l!Ji,iilrq,e 
suctli ll~ SNDBDL4 [31 ] . I n t~is langllige~ there 
is ll wide variety of da.ta t.)!lpe$ and. due in p,9rt 
to ·tho l!lrghb interpr-.eU~ lllttire of t fi@ hm­
gu1:1ge, rr.a.ny da.t.ar type ,C11J1"1er-5: 1 ons ire done 
~11tom1 l 1 e.a llY by t~e hterpi'tl'terr-. lie1'"e the 
rlil1tect10~ of i mproper ,dl.lrrig~s 11"1 'llle daU type 
of a given v~ri able i~ f~r h1:1nler f mr a static 
af!a lyze'r". Sucli1 cllecki,-g c-011ld prabably be done •. 
liOMeV>e1"1 'Nit:h s.btie i:ili!rta floi, analysi:. al­
goriitlwns l il:e t hmse j us,t !les.c'l"i bed. 

The Ph!cl!ding iMJk,es H e 1Hf' 'lhii!ll H :!iotlOi!i1d 
be boiU1 ~IIP(Jrtllill'lt and ftu1 tful to ~~e re-. 
snr-ch i rito tM i'"H!Jfl aiMI d1 'lel'"S 1 ty ot error a11d 
anllfflaly coild lt1ons wtio,e deteetion can 1be eff­
ect d by dau flow al'lalys is. 

WHih the i--si 1' i zi!ltfon. ll!Ol"eOYet, tllllt so 
much w;Jil~able stati c anaily~i ~ Ciln be- carriN ollt. 
by al!lai:itlt ions of I fe1r11 litl~ i c 1Sait111 naw ,ilfb31Iy-s. • s 
~l'g□,.1tl'm!i I CIM'l':es a11 ,llpt)NJC,1ait1on 10f tile rpi1vota.l 
1f1110,.ti!ince of these- a_1 gori U!lli . He1tee, t!he 
f'urtller S'bidly o,f 1J1e-u- a 1gO'!"i thms. m111s. t be, 1'1!(;• 

O!Jll i ~ed ,es 4 c 1 &S e:1 y ra 1 lied rres.,eari:;h ar@~ Of 
il!l'O'rtar'ICC-. 

As !l 11 ddi to ea:r1 i er, 1nother 1Norta r.it 
re,searrti't area ;·~ tlle s.tudy of ~Olil' ·tt:i-e $taitic 
11r. 1 ys 1 $ S)'!>tem can 'reco9nh.i une:;:eeutabrl e pa.tt'Js. 
,and SijJIJJres.s. thei r trairtsnhs i 011 to the ~ bol i c; 
e~ut1on s.:,s.tem. ]t is th~reticaHy 1wpo~s.tble 
to ii lWiJ'$ <leteet 1iihether o-r nO'l ,Ui ~rtrt t_ral')' 
p&th tlnvugh an arbi ttar')' pr09ra is. eJCeC!.itable. 
n: has al ready been obs~'1"'-'Cd1 1111'.lre<ive<r. ti'IU . 
s)ffl'bo11e 1e~ec11tio11 ~)Stefl$ hav~ othe~ diff1cutt,e~ 



111 111111k1 ng ii,; s detem1tHU011. Heru:.~, l t apptlll"~ 
tNt l'lel"e-t ii15 i n tll'n!! •tut'dtm of eo-r.d,1t"i otll 
s.icb It!$ t,111siilfe driYbi Ofl~ ·~t iis ne.ede(l h I 
~n·i SIii r..Uhiin UI!!! ·s.Ut1 (: iillll 1,yz:er. for f1i 1-
tel-1119 out A'S, ma.iy Ul'exe<:ut•ble pat.11\s H pH$~ 
i b 1 e. rr&Utt'f tillfll nt~U~ ,a. ditf'trnt·t 1 \le re-so~ u­
t ion of ·tJ~ e-illhaJUbi 1 ilty q11est ion., iHe'l"e too, 
t!here i ·$. rons,1d!'rtlti1,e hope of c.ons,trLtC:t1ng sc,icih 
a f i1 te·r, ,a_l-1 tM meellants111, fortu1 tousl y, 
aip.pNirs to t,e tt.e same type of data fl(lllil ,nalys.1s. 
111l90tii t1nm, a.s. t"°se us.ed iin errol" and IM1ff111'1Jt 
d tec;Uon. It ~ noted 611.r"l'ier tt:n,t ,a p,atll h , 
u¥~~1ble lily virtue of t!R f&ct that tine 
co1u tr11•nt5, 1,11pon i'ts i 11llJllt dllt&i posl!d by tu 
trarn!if'er oontditions ar,e ullSalt 'i s.fhbl,e by •mr 
1 nput dartar . Hence, the, ex.e:cut111bt11 ty o, 1 p,111~h 
,;an be s. tlldi ed by ex.tnh)91 its. trillrt$f~r c-011--
di tions . There aT-e $ 1'.ffle stmpl~ c1ses i~ Which 
this. ,edlli nillt'ii Oli'l eafl be ~ qui te rea.drii 1 y + !For 
e;w;iUTple, S.UPPOH I lll'i"'O!Jl"~l!I eont~i ns. t'IIIO led­
Cllly 1dent1c•~ 1F statet!lents. ~nd thart along al l 
pat'1s f rOiii one to tJhe ,ot:llelr', tile wa 1 ues of a 1 T 
i tlt~ent ,;1111··1 atilu ~re left u111ehai11ged. ·1111e11, 
c1 etrb, t~e outoome ,of t"e ser;;(lnd n tes.t mu;st 
al'l!l'tJ$ be the s.ame as tM! olltio!la! ,oft~ first 
IF test for ainy execwti on. A pai r of tr,a.nsf~rs 
representing opposile iliLJtG(lffleS. frCli two S!ud'I 
te~t $ is. cal led ~A 1tq;10, si bl~ p1tr (~ee [32] }~ 
C 1 etrb' tFI.)' progr~ P41t" •C:Ol'tai1 ni ng tiotlh tr1rn5 -
f er$ of' il!l'l 1mpos$1b11' J!!iJiil" mu5,t be tJne)[e(l1JUbl1e. 
Tl1111s. tn-cnrl edge of tihe, t mpos.s i bl ,e pairs. of a 
p'Fogra11 cam be uSied to f t 1 t.er out une)l;-ec_cutabl e 
p-at'1s . It aippears. tllat da,ta fhn, ana ly~ i s 
I, gori t~!So such u 'th OHi ptol;IOS.t!d lllboY.t for 
1ricl us·lon 1n the sut1e ar.1il!,1S.I$ system of an 
ITili'tS ,e.an 111h o be used to d!"tett 1mpossible· 
pairs. 1111i thin ~ prograa.. 1'hh ,io1.111d @Mible- Ult· 
stat ic a111al yzer to perform 5ome f il tering o t 
of unex,ecutarb 1 e p;ittis . 

Tl\te 11ecl'lilini Sm ~ whkb data fla111 ,affill 1 ys is 
cal'! be uttll to J!!n,e,nte i111po$sible parirs i s 
di s.r:1.1ssie4 1 n R@f•~r"ellc;e 33 .. Thart ,a,pproach shou 1 d 
r es.L11U: in tlile pl'Qiduct1o:n of suf ft.e1ent 111fm'il'MM 
t 1 an to i nhi bi t the gelltr" t ion of ~ ur1execu It&• 
bl e parths by the sutiie a~lyur. TM'l"O ifll1t be 
i ddi t iooa 1 a tt,ent i oo devoted, ~wer, to tlle 
qYes.t1o:n of lnJW tihis i111rfonnati<rn .,.111 he ut11 -
1 Ud 111 fo'h • bitirlg these ,~ ths. . It ha.s a 1 n:tdy 
1iee111 ot:Ji,er-,;,l!!d that 1apos·s ib 1 e ~ i rs. ea.11 be U$ed 
as. flil t:ers. tlo reject pa.tbs alln,,a;dy gene~t.ed. 
Thhi ~ i!:r, U " l es~ sati'S.factory approach 
than 11,1t i l t z:i 111g tM ,same- 111,fo'nnati on to sooehCM 
1void the generat ioJ! of ·tM une,.i,.'eouta b'l e· paths 
H tt,e p a1tlh g,elleNti 01\1 PtoCtU t S, 1proceed i IIQ. 
Bec;nuse tile pi!ith geJ1erath1n, l)f'OC~U i s necessarily 
ii!! wtg:rowth of the ,da,ta f1ow IPlllysh Minich -~s 
perrfol'ftii!d u . p,a:rt. of rt!he en"QT' 1'!1d li'fi«laly 
de~ec:t ion llfe1,ctibed ,earlier·., tt h l,o,,ped that 
tile e.nw/.aniomal y sca.11 might be 9')ildedl iirWI}' fr'Or!I 
Ulie'Jle.r&UilaMe J)a_ tlM by I s bru lt.m-eoois lly cngoi ng 
dflt-.1 fl OM! $U!l fOf 'h®OSs 1 bl e p;11tfls , i hh P-lttl 
s.~si on hte-1 t M11l,d be e;w;p l ored, ltnother 
l)0:5:11iMe use of the ir"'10H 1bh! Jh!l11"'S info~tion 
i s to $UPP1 y iit ta Nie :5:)'llbo Uc e·xecut-,0111 s.yst,eni 
ai]oog lrit111 lfll f11CC1nplete 111tl:I s:pec~fh;tt'io11 1 as 
de!icr1bed ur-11er, mdl ar11o,i, the s;)'tff,Oltic exec-'U­
t. t o11 s.y5,t• t& u'S'i!! th71 s. 1 r.femaU on, ta i 1n s<rne 
lfil>'' 51yi de 'Ult creation of e<l!!IPl,f!!te exl!oota'ble 
JJiii!ttl:J f.,_ the Sr1eo111pll!te SJp,ect fic-111thiH,. 

All of the above •Q11estion~ ~rie aetv-all y 
di Uer«tt ·fai;~U. of tl'li more o~rrtdfog1 ~t.1o-n 
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,of 1iD.i ll!IICh dfc;irt sllou1 d be, deYOted I)) 'tM 
st~tlc ana1yzer to the s~~press1on of uneJtc:u­
Uble patM~ ud how l!!!Jth ~bollld rc,tl!l!in wltaltn 
the· s:,allo,11 c: l!'_dc:ut1 on sy5,t.,, No 1111ttff mt 
dee;: i sto11 ls rea-ehecl t Mil!lliffT., 1 t ~,.t be ex• 
pected that ·Utt! stall C: lllll'llbHI" vn l $1;Snt-time5, 
pass to tM s;t1bol m c exec:utton $,Y$,te!II puM 
Nh'idl !lli'e. :slibs,eq111ently foulld ~o be une-xec1.1ta.'ble. 
Thh poses &'11 1i1J!01'1Ht pi'IObl i!M, '""1ch ITRiSt I; ho 
be amshiered i:;areful ly. l!let11111H U.e D1tlli WH 
gt:.'!)er",iltedl by the• stati c 1n1lyu,·. U: ll'Q5it be 
ais.5i,oed that tti @'.altSon wolllld hive e,used an 
,erro-r OT anomal)'', In ·f11'11Ung tltii!t ti-e- 1>1U h, 
1,1111e1Cecutab le. ~ ~ 1 t • s not s;iroven tl!tt tl'te 
error Ol' ,tncmly ca.Mot ocew,.. 1t h 11nb· llrQ!ff:111 
t~at the ert'Or Ot' a.1IOlll1,)I' CIMOt oce11r .a long the 
;i wen path. Hw!flc-e, ~ 11'8111 tM the QIJl'51tion 
of we.t,het an exeoutabli& path mi !!}'ht AOt bl 
oonsttut;ttble foT whtch the ,--•rror or ,nQllilll y 
wuld occ;ur. [·t &pi,t41"5i tlltt tihe ~Hl'ell hlr 
S,iJlth a M!N exec:viUble Nth -.1q111:. tie !Jllii;ledi to 
s011e @JI.tent b'!I' ·the tnforn11tto-ll g11tl-ier,e.~ 1by the 
s~l 1 c: ,1x,ecut ilon 11,y5,tem i ~ ~ ri::ir,oee5,5, ot· ,de­
tecting the ~n..-xee-utlb11 tey of the ,origiNl 
p1tti. Tl'le UJ!Ul'QUtlbil 1 ty f11nding 1ris.e5, fl'lt:111 
the di 5,00...ery t'hJt I set of C01t!itr11ri nts. t-s. 
1"co"~1$tent. More sp1eetfieallt , it 111,~t be 
~...:peeted tl'ln ~her,e ts. <1 Tel~tively :.&1111 $11Met 
o,f the eon$trtints. (pro~ly o:nlly h!O] whiC::11 1s. 
i 11c~ns,i s-tl!nt. Hence, Mime inf~fflllt1 on ,abolllt the 
so-,me of the util!lH!CLJta:bi Hty Cll_illl be llldl! 1Yt1 h ­
bl e• and u1ed to giu11dl!! S.ub!!lfl(f\Jeflt path t@~UOl'I 
eff(lrts. . TIie, ex;ac::t m@c'han1sm for p~f1tfl'.b1)' 
ut11 tz:1 ng tMs tnfomathm s-hGiild be tl'te ot,.Ject 
f1f f~rther rNl!'.1rsc:h. 1 !'Kl, d~t ng upon die· 
CM1tccae j , the 9t"nertt1on of ~'\lb sequent Ptth-s 
m1 glit b@ cattiell ,out wi ti1'tn tllt! s._)111)01 k @j(KII• 
t1o~ ~,st• its~lf ~ or ~t thtn thie 5,tatir: .Pilyzer. 

FinaHy, tJllere i!lil'e a. nunber at· prolll enrs 
lriflich 5houht be .a:ddress.,ed in ill'ltegrJting tfle, 
d)"llan~c testing systl!III, into am JTAVS. Fi 11"5t and 
m0st ob¥iously, the t!s.t dllta produced by -the 
!'i)'llt>O H c exec:uti on sys.tern lflllst be fomatted 1 n 
'Such a wa, th~t it ,can be read correctly as 
fnp11t by tl'le ins.triaentedl l,li"Ogil'lm i n order to 
Ull'i'l'1 out. the· dynllilk tiest. T11:ttrie sMuld ihD 
be • 00llli.lri~c.111ttons. protocol bebli!!l!i'I the two 
S)".5tert5, so that d1.11pH cathm of test1ng h , n0rid11d. 
Fo~ exa;ao,let uMr suppl ied ~s.sert1ons wliid1 hj~• 
ltff11 werH'ied dur1ng s.!,'fflbol ic e.itacut10111 s.ho11h1 
N)t be retnted U'11!111iC-ll ly, wt,t l~ ttios.@ wn 1 cl'I 
c,, ·. ld not he v, rifted !by 5,)'lllbolic ueeuttoo 
( tb.it ~ pre,$~ b 1Y [lo to tintr.aett b l ie 1rll"'l:t rs~f tr-­
ences an di/or s.ys.te115, of C:Ol\str,at l'ts) ,. sho111 d lie 
tested d,)'llami ,~ 11.r . Anotber r-.eie1rch ,u-,~1 li!ti 1 ch 
should he PWSi111ed ·h t'hlli tnv,es.ti91tion of dttl 
ba.se accessfng s.y:5:te,ns ,H tools. for· bu1ldh 19 ind 
eomini119 the elliecuOon 1\115,tory genetaited 1t:uc 
dyrlani c ust ing. 'M'ueh of tM e0-n of Pl!'lr f on1i ng 
d}'ll,dl C b!:Siting might lbe aYQided H' the ,evol vi Pl!I 
:t.fl(l'li'!ology ft>r IIHmdUng larye daita bas-es. M!n! 
app,li!d di rectly ta tlle rnma,gement of the 
execut1mn '1isto~y. 

V • FM5: l II s. iio.!U, 

Tlrtere IT"e mnerou.~ obsuel es to the 0ni11Uon 
o,f I i::ir,,ct1 cd I'liAVS, A rllil'DeT Of the 1111;15.t 
pren 1,-g ~f tiles~ ~t:Js·ta.cl~ ha.ve been pr,esi!r.1ted 
here. T1,,e.■• ll»!'f'lirs to bet good rieas.'llln. l'IOlirn!wer, 
to expect t'11t thl s.olul1ons to 1nany Of ttia ~re 
'Wittlin r1ead1 toda,y. Cle-tr1y a ~t •-1 of 



NSHl"Ch h 1ndtu.ted. The pr1Nry goil of this 
re:surch snould at least '°" the netr ttrw., be 
the dete ratnatton of lfflteh testfng functions 
should bt perfolWd by "'1fctl testing subsystems, 
and how these s.ubsy$tems e,n be 11trgtd into a.n 
optiffllll)' cc:aprehentfve yet etftcient system. 

The outl 1nes of smie ot the 1ongie1"' ran~ 
ou~s. of this H ne ot NSetreh can be ot,. 
served alrftdy. 1t appears , tor ex11119le, that 
th1s rettar"(h will show thlt mony of the testfng 
oper1tions current ly perf onntd by dyn1• tc testing: 
systeMs a lone, can bt performed 110.-e tffectivel,Y 
by SOiie c0Mb1"6tfon with stattc analysts , s:,wa. 
bolfc execution and fol"flll ver1ftcat1on. Th1s 
would lt1stt'I the rt11tnee ot t estfr19 ~ chance 
tl\d h\llflln tntt-ractfon. It also 1ppe1rs that 
this research w111 show that the acttvftfes of 
Pl"'09'1'tfl!I t.tsttng and fonne.l ver1ftca t1on ire mort 
cloiely Nlltl?d than previously get1erally tho1151l'lt. 
SOiie of tht static 1n1lys1s techniques Pf'090Sed 
htre can rffSonably be tho119ht of as t.e(t,ntques 
for producing proofs of tht eornct.ness of 
certatn restricted aspects of I given program. 
l'lor~ver, c.trtain l)rOl)Ostd applfcatfOl\s Of 
t)'llbolic e..-.ecutfon art tantainount to nser tlon 
,,.rfftcatton o'ltr I ltal ttd rei,ge. ft is ex­
pected t hat thf , research ,nay provi de some In­
sight I nto soae ways In lffl1ch tes tfog 1.nd pro­
ving activities can be utilized as cCl'll)lementary 
activities. The proposed research should confim 
these and other 1111'.lOrt.tnt conjectures. 
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