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Abstract

An overview of the development and applica-
tion of a systems analysis technique will be
presented in this paper. The technigue is based
on an aerospace discovery that topological
criterfa exist which can be used to r nize un=
planned operational modes of a system, ftware
Sneak Analysis is based on successful electrical
Sneak Circuit Analysis technigues which have been
applied to over 70 commercial, military, nuclear,
and space systems. The similarities of electrical
current and software logic flow implied the
possibility of an analogous technigue for software
analysis. The technigue ‘rvolves encoding soft-
ware data for computer processing. [he computer
processing produces simplified, topelogical net-
work trees which represent the software system,
The network trees are analyzed by the application
of sneak clues to identify and report all sneak
conditions, There have been seven succassful
appl ications of Software Sneak Amalysis to
computer systems, imvalving over twelve different
computer languages. The results cbtained from a
variety of CMP?H electrical and software
systems analyses will also be presented as
positive collaboration for this analysis
technigque.

Sneak Clrcuit Analysis
Background

A sneak circuft is a latent path or condi-
tion in an electrical/electronic system which:
inhibits a desired comdition or initiates am un-
intepded or urwanted action, A sneak circuit is
not caused by component failures, but is a comdi-
tion that has been inadvertently designed into an
electrical felectronic system. Sneak circuits
often exist because many subsysiem designers lack
the cverall system visibility required to elec-
trically interface 211 subsystems pmp-r'l::. Some
sneak circuits are evidenced as "glitches" or
spurijous operation modes and can otcur in mature,
thoroughly tested systems after long use. Some-
times sneaks are the réal couse of problems blamed
3&. electromagnetic interference or grounding

gs"®.

The unpredictable nature of sneak circuit
conditions prompted the National Aeropautirs and
Space Administration (NASA} to fund an investi=-
gation to determine a method of identifying sneak
circuit comditions before their occurrence could
pose any possible threat to the safety of Apollo,
Skylab or Apollo-Soyuz Test Project crew members,

In November of 1967, the Boeing Aerospace
Company began development of a technigue of
circuitry analysis to detect sneak circuits
based on two significant aspects of historical
sneak circuits: (1) Sneak Circuits are universal
in c:-rllm electrical systems and their analogs
and (2] Topological criter la exist which emable
recognition of all plarned or unplanned opera-
tional modes w'thin a system. The technigue
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involved: (1) The simplification and reduction of
electrical system detai] schematics to topological
network trees, (2) The recognition of the basic
to aphical patterns inherent in all circuitry,
amm?;] The application of the appropriate clues
which have been found to characterize sneak
circuit conditions.

Sneak Circuit Methodoiogy

Network Tree Production

The first major consideration that must be
satisfied to identify smeak circuit conditions is
to insure that the data being used for the analysis
represents the actual "as-built" circuitry of the
system. Functional schematics, integrated sche-
matics, and system level schematics not always
represent the actual comstructed hardware, Detafl
maryfacturing and installation schematics must be
used because these drawings specify exactly what
was built, contingent on guality control checks,
tests, and inspections. However, manufacturing
and installation schematics rarely shiw complete
circuits, The schematics are lafd out to facili-
tate hookup by technicians without regard to
circuit or segment function. As a result, analysis
from detail schematfics s extremely difficult. S0
many detalls and unapparent continuities exist in
these drawings that an analyst becomes entangled
and lost in the maze. Yet, these schematics are
the data that must be used if analytical results
are to be based on true electrical continuity. The
first task of the sneak amalyst is, therefore, to
convert this detafled, accurate information fnte
& form useable for analytical work. The magnitude
of date manipulation required for this comversion
necessitates the use of computer automation in
most cases.

Automation has been used in sneak circuit
analysis since 1970 as the basic method of tree
production from marmfacturing-detail data. Com-
puter programs have been developed to 41low
encoding of simple continuities in discrete "from-
to" segments extracted from detzi]l schematics and
wire 11sts. The encoding can be accompl ished
without knowledge of circuft function. The com-
puter connects associated points imto paths amd
collects the paths into node sets. The node sets
represent interconnected nodes that make up each
circuit, Plotter cutput of node sets amd other
reports are generated by the computer to enable
the analyst to easily sketch accurate topological
trees, The computer reports also provide complete
indexing of every component and data point to its
associated tree, This feature is especially use-
ful in cross=indexing functionally related or
fnterdependent trees, in incorporating changes,
and in troubleshooting during operational support.

Topological Pattern Identification

fnce th- network trees have been produced, the
next task of the amalyst i3 to fdentify the basic
topological patterns that appear in each tree,
Five basic patterns exist: (1) The single Tine
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{no-node) topbgraph, (2) The ground dome, (3)
The power dome, (4) The combination dome, and

(5) The "H' pattern. These patterns are 11lus-
trated in Figure 1. One of these patterns or
several in combination will characterize the
circuitry shown in any given network tree. Al-
though at first glance a given circuit may appear
more complex than these basic patterms, closer
inspection reveals that the circuft is actually
composed of these basic patterns in combination,
fs the sneak circuit ar»lyst examines each node in
the network tree, he mu . fdentify the topographi-
cal pattern or patterns that the node is part of
and apply the basic clues that have been found to
typify sneak circuits inmwolving that particular
pattern,
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Figure 1. Basic Topographs

Clue Application

Associated with each pattern is a 1ist of
clues to help the amalyst identify smeak condi-
tions. These clues are guestions that the analyst
must &sk about the circuitry in guestiom. As an
example, the single 1ine topograph (Figure 1),
woiu'ld have clues such as:

(1) Can switch 51 be open when locad L1 is
des jred?

(2) Can switch 51 be closed when load L1 is
not desired?

(3) Does the label of 51 reflect the true
function of L17

{4) £+ cetera.

Obwiously sneak circuits are rarely encoun-
tered in this topograph because of its simplicity.

0f course, this is an elementary example and s
given primarily as the default case which covers
circuitry not included by the other topographs,

With each successive topograph, the clue 1ist
becomes longer and more complicated. The clue
1ist for the 'H' pattern includes over 60 clues.
This pattern, because of its complexity, 15 asso-
ciated with more sneak circuits than any of the
prévious patterns. Almost half of the critical
sneak circuits identified to date can be attrib-
uted to the 'H' patterns, Such a design configu-
ration should be avoided whenever possible, The
possibility of curremt reversal through the 'H'
crossbar is the most commonly used clue associated
with 'H' pattern sneak circuits and will be
f1lustrated in the example below, (Figure 2).
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Figure 2. Reluctant Redstone Simplified Schematic

The Reluctant Redstone

The circuitry presented in Figure 2 repre-
sents part of the ignition contrel circuitry for
4 Redstone booster used during the Mercury Program
in the early 1960°s. This schematic would not be
encoded for sneak circuit amalysis because it is
not considered to be a "mamufacturing level™
schematic, It does serve to 1l1Tustrate, however,
the difficulty inmvolved in separating a given
circuit from 1ts surrounding circuitry and
simplifying it to the extent necessary for an
effective amalysis. The network tree for the
circuitry outlined with dotted 1ines {s presented
in Figure 3. As can be seen in this tree, the
computer suppresses all connectors, terminal
blocks, unnecessary nodes, splices, and any other
extraneous circuit elements that do not affect
the actual electrical continuities involved. Only
active circult elements remain on the completed
network tree, When the metwork tree has been
pbtained, a sneak circuic analyst examines each
node in sequence, determining which of the basic
topographs the node s a part of and applying
the clues that pertain to those topographs. After
211 such clues have been applied, a1l sneak
circuits present fn that network tree will have
been fdentified, In the Redstone booster case,
the pertinent clue is the 'H' pattern clue re-
lating to reverse currents as previously discussed,
This clue would be stated as:

—rmmEmy

"Is it possible for current to flow in
both directions through the "H' cross
bar?"



Figure 3. Redstone Network Tree

If the answer to this oquestion 15 yes, a
sneak circuit is not automatically indicated as
this may have been the design intent. The analyst
must determine whether or not this 1s a desired
condition within all foreseeable circumstances,

Im the case of the Redstone circuit, the condition
definitely was mot desired, The design intent was
that the gj_g_f_fhl:c nd relay contacts or the
switc 'iﬁﬁ energize the Engine Cu
o h ST the Asort ndtcator conl. Wi Th oot
%% contacts in this tree close, they
shou rn on the Launch indicator 1ights only,
The possfble reverse cutrent can only exist when
the ground below the indicator 1ights is lest.
This would occur if the Tail Plug umbilical opened
before the Contre] wmbilTcal separated. If this
happened, current would flow as indicated by the
arrows through the Launch relay contacts,
the Ll%l'lth indicator 11ghts, h the suppres-

sfon of the icator coil and finally

through the Engir co ground. By this

means, the Launc can activate the g»!m

c::?ff coil i !, umbilical separates
ﬁ*l cal,

ore the Control

Unlikely as this event may appear, it did
sccur on november 21, 1960, After more than 50
sequentially successful Redstone booster laumches,
a Redstone booster with a Mercury capsule on 1t
was to be Taunched. When the 1gnit1¢n command
was given, the bocster fired. After 11fting
several inches from the pad, the engine inexpli-
cably cut off. The booster settled back on the
pad, The Mercury capsule separated and deployed
its parachutes. Damage was s|ight, but a highly
explosive rocket with no means of control sat on
the pad for 28 hours, MNo one dared to approach
the Redstone booster until its batteries drained
down and the 1iguid oxyzen evaporated. Extensive
fnvestigation revealed that the Tail P1
umbilical had separated 29 milliseconds prior to
Control umbilical disconnect. This was encugh
time for the smeak circuit shown in Figure 3 to
occur and abort the mission,

Sneak Circuit Amalysis Results

Since 1967, Sneak Circuit analyses have been
performed on more than 70 complex Silct systems,
nuclear power systems, military systems, and
commercial systems., MWithout exception, critical
sneak circuit conditions have been identified in
every system investigated, even those that have
been thoroughly analyzed by other means, compre-
hensively tested, simulated, breadboarded, and
operated for a mumber of years. Sneak Circuit
Analysis has proved applicable to almost any
complex electrical system involving either analog
or digital circuitry or both,

The success of electrical Smeak Circuit
Analysis encouraged attempts to apply topological
pattern recognition techniques to other complex
s{ttus. In particular, the similarities of
electrical current and software logic flow implied
the possibility of an analogous technique for
software analysis. With the increasingly complex
software systems being generated and the f
interaction of comples snftware and hardyars sic-
tems, it became necessary to develop such a
technique. '

Software Sneak Analysis
History

In 1570, after 3 years of successful appli-
cation of the Snesk Circuit Analysis technique,
the Boeing Aerospace Company began seriously
studying methods of analyzing software systems
with analogous technigues. For several rs,

eneral approaches to Software Sneak Analysis

SSA) were investigated and case histories of
software problems were studied. Im 1975, a
feasibility study was performed which resulted
in the develogment of a formal technique involving
the use of mathematical graph theary, electrical
sneak theory, and computerized search algorithms
which are applied to & software package 1o
identify software sneaks, A software sneak is
defined as a Togic comtrol path which causes an
unwanted operation to occur or which bypasses

a desired operation without regard to faflures
of the hardware system to respond as programmed,

During the feasibility study, the Software
Sneak Analysis technigues were applied to several
test subroutines in three different assembler
languages. The subroutines contained a mumber
of known problem areas which were successfully
jdentified by the SSA techniques. In addition,
45 saftn:tzoblm not gm'lws‘ljg fdentified
By other ds were uncovered. The feasibility
study concluded that:

(1) SSA is a viable reans of identifying
certain classes of software problems.

(2) 5SA wurks equally well on different
software languages.

{3) 55A does not require execution of
the software to detect problems.

SSA was successfully applied only to individual
subroutines during the feasibility study. Since
multiple subroutine software systems are 1ikely



to iovosve 4 Tiwiunh vategorigs of piouiews from
a single subroutine, it was felt that 55A should
neat be zpplied to & total operating software
system. In August of 1976, an analysis of the
Terminal Configured Vehicle (TCY) software system
was performed for NASA Langley Research Center.
During this amalysis, the 35A techniques were
modified and expanded to include subrouting=to-
subroutine interactions to enable an anﬂzsit of
a tota] software system package, The technique
was modified to provide sufficient cross referenc-
ing to allow tracing of both logic flow and data
flow through the software network trees. In

this manner, the effect of a given piece of data
can be traced through the network trees to
evaluate its impact/effect on the total software
system,

At Boeing the Software Sneak Amalysis tech-
nique has evolved nluﬂ? Tines very similar to
glectrical Sneak Circult Analysis. Topological
network trees are used with electrical s{lMTm
representing the software commands to allow easy
cross andiysis belween hardwars and softwars troes
and to allow the use of a single standardized
analysis procedure,

Software Sneaks Methodology

Since topological pattern recognition is the
weystone of both Smeak Circuit Analysis and
Software Sneak Analysis, the overall methodologies
are quite similar. The software package to be
analyzed must: (1) be codified and reduced to
& standardized topographical format, (2) the
basic topologica) patterns identified and () the
appropriate problem clues applied to each pattern,

Network Tree Production

Unlike electrical system elements, software
elements occur in a wide variety of formats. High
levet] Tanguages such &s Fortran, Cobol, PL1 and
the lower level languages Such a3 the many assembly
languages must 411 be represented by Some Sommon
symbology to allow an efficient analysis. For-
tunately, regardless of the language used, thera
aré énly & Timited number of discrete operations
that any given command can invoke, Arithmetic
operations, branches, conditional branches, data
manipulation statements, etc. form the building
blocks of all other commands, Since a simgle
symbo]logy was to be chosen more or less arbitrarily
to répreseént these basic elements, electrical
circuit symbols were chosen to facilitate total
system analysis by having all the system's network
trees appearing in & $ingle format. Table 1
illustrates the basic symbols used. Unusual soft-
ware instructions cam have other electrical
symbols assigned for a given analysis. Coding
technigues, computer processing, and network tree
production is performed in much the same manner
as in electrical systems using this symbology.
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Takle 1.

Software/Electrical Analogies

A software network tree appears the same as
its electrical counterpart. Figure 4 below
illustrates a software sneak which cccurred in
the nperating software of a military aircraft.
The neiwork tree of the actual software code
makes the sneak readily apparent, This historical
problem was uncovered during the software system
inteorated testing when bad output from a
particular subroutine was detected. Obviously,
it would be preferable to identify as many
potential software problems as possible before
the software 15 run.
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Figure 4. Example Software Sneak



In fdentifying the basic topological patterns
in software nodal sets, the inmapplicabilily of
the 'H' pattern (See Figure 1) to software be-
comes apparent, The primary characteristic of
the 'H' pattern 15 that current can flow in both
directions in the cross bar. Since the node-to-
node branches in software always have a directed
flow of logic, there is nothing analogous to a
reverse current fiow. In software, therefore,
the 'H' pattern breaks up into the other basic
topographs. In all other respects, however,
topographical patters recognition is the same
45 in electrical Sneak Circuit Amalysis.

Clue Application

Once the basic topographs have been identi-
fied, the clue Tists compiled during the
historical case studies are applied, amd soft-
ware sneaks are identified. The basic clues are
generally the same as in Sneak Circuit Analysis
but the sneaks identified are quite different.
Table 2 below identifies some of the categories
of lems found in software as compared with
aralog circuitry. Selected results from several
analyses are tabulated in Table 3.
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Table 2. Typical Problem Categories
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Table 3. Sample Sneak Circuit and
Software Sneaks Results

Integration of Hardware/Software Analysis

After a Sneak Circuft Analysis and a Software
Sneak Analysis have beem performed on a system,
the interactions of the hardware with the system
software can readily be determined. The amalyst
has at his disposal diagramatic representations
of these two elements of the system in a single
standardized format, The effect of a control
operation that is inftiated by some hardware
element can be traced through the hardware trees

witll 1L SEEcis he aysion sullmare. Tie Tugic
Flow can then be traced through the software
trees to determine its ultimate impact on the
system. Similarly, the logic seguence of a
software-initiated action can be followed thry
the software and electrical network trees until
its eventual total system impact can be assessed,

The joint amalysis of a system's software
and electrical circuitry described above is
termed simply Sneak Analysis. This system safety
tool helps provide visibility of the interactions
of a system's hardware and software and hence
will help reduce the difficulties involved in
the proper integration of two such diverse,
complex system designs. As harduar: and software
systems increaze in complexity, the use of
interface bridging analysis tools such as Sneak
Analysis becomes imperative to help provide
assurance of safety of the total system,
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