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SECTION 1 ~ REQUIREMENTS FOR SOFTWARE RELIABILITY

Digital filght controls are assuming an Increasingly Important role In the
operation of passenger alrcraft., At present they are essentlal for only some
tflight phases, such as automatic landing., But greater dependence on automatic
stabillzation can provide Increased fuel economy and speed, and thus there Is a
need to provide freedom from fallures (Including software fallures) throughout
the flight regime. Thess developments are already quite visible In milltary
aircraft where automatic stabllization Is essentlal for safety of flight In
major portions of the flight regime.

Alrcraft components essential to safety of flight are subject to FAA
regulations, and compllance with these must be established in order to obtaln a
Certificate of Fllghtworthiness, As automatic fllight controls become essentlal,
they must comply with these requirements, the most Important one of which Is
that any failure condition that would be catastrophic (to the alrcraft) Is
extremely Improbable [FAA70]. An advisory clircular equates 'extremely
Improbable' with an expected fallure frequency of 1E~9 per flight or flight hour

(according to some Interpretations this may require a fallure frequency of less
than 1E=10 per hour).

Since compllance must be demonstrated during a period when at most several
thousand hours of flight time can be accumulated, demonstration of adequacy on
the basls of observed fallure frequency Is completely Impossible, For the
hardware components, established methods of quantitative rellabiility analysis
and fault tolerance are used to satisfy the requirements. The basls for such
procedures In the software area Is much more problematic, and a purpose of this
report Is to direct attentlon to Improvements In analysls and software systems
synthesis that may overcome the exlsting deficliencles., Present software for the
limited extent of essentlal applications Is usually certified by demcnstrating
that only a very restricted set of potentially catastrophic malfunctions may
occur, and that there are checks or clircumvention programs provided to guard
against these. This practice Is not belleved to be appiicable to future broader
appllcations of dlgital fllight controls.
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SECTION 2 = SCOPE AND DATA SOURCES

It Is Intended to describe the state of software reliabl|ity for digital flight
controls In the recent past and at present In quantitative and qualitative
terms, to identify trends, and to point to approaches that promise further
Improvements and that may lead to a comprehensive certlfication methodology.
Because very few reports on the rellabllity of flight control software have been
published, data from a broader field of software applications Is examined, and
the few avallable datapoints from the flight controls field are dlscussed In the
context of the general findings and trends. The present study Is dlvided into
two parts: a numerical evaluation of reliablllty and reliability trends, and an
Investigation of causes of software fallures that has both quantitative and
qualitative aspects.

The emphasis Is on presenting findings that may lead to Improvements In:

Software development methodology

Test methodology

Application of software fault tolerance
Quantlflicatlion of software rellabillity
Data collection and analysls

The data sources utlllzed and some of ihelr characteristics are summarlzed in
Table 1. The first three entrles In the table provide data for the nuinerical
rellablility assessment, and the last two entries together with the flrst one
provide data for the evaluation of causes of software fallures. The total
database represented by these comprised 47 programs. Data for 28 programs in
that set were sufficiently complete to permit the detalled analysis presented In
this report. Signlflcant characteristics of these programs are summarized In
the Appendix (Table A).

TABLE 1 = DATA SOURCES

Source No. of. Program Fault Fault
Programs Slze Density* Types
Ames (Set 1) 15 391k 0.64% Yes
Ames/(Set 2) 2 89k 0.52% No
Goddard=SEL 11 812k 0.10% No
Langley/MIPS 1 90k N/A Yes
RADC/ TRW 3 > 1,000k N/A Yes

¥ Faults per equlvalent executable assembly statement

The first entry comprises data from software development for the B-1 bomber and
the air launched cruise missile (ALCM), The data were collected for NASA Ames
and Include some flight control and zlosely related programs (alr data computer
and navigation) [PRES81]. The Set 2 aata were also collected for NASA Ames In a
speclal effort to assist In the identification of fallure modes In digital
flight controls [ROCK81]. The two programs relate to automatic flight controls
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and alrcraft navigation, respectively, The NASA Goddard Software Englneering
Laboratory (SEL) data were acquired partly from the agency Itself and partly
from the Data and Analysis Center for Software (DACS) at the Rome Alr
Development Center (RADC). These programs deal primarily with satelllte
telemetry and ground control of satellites [BAS177, CARD82, TURNS1]. The fourth
entry comprises data collected under a NASA Langley contract during the
development of the software for the Metric Integrated Processing System (MIPS)
and Vandenburg Alr Force Base. The speciflic program generates sensor
callbration and other Initiallzation parameters for a missile launch monltoring
application [HECH77]. The last dataset comes from a report prepared by TRW for
RADC. The programs deal with satellite and missile applications [THAY76].

Throughout this report program size Is expressed In equivalent executable
assembly statements. For programs written In most high order languages (HOLs)
the number of executable statements Is muitiplled by five to arrive at the
assembly equlvalent., Thls represents a conservative assumption for the
hypothesls that the fault density In HOL programs Is lower than In assemb!y
programs that will be presented below., Analyses of the expansion on a CDC 7600
FORTRAN compiler Indicate an expansion factor of elght [LAWS76]. For programs
written in AED a converslion factor of three Is used which is derived from a
specific analysis of the programs involved here. Practically ali data come from

formal test programs, I. e., from the time between unlt or module test and
operational use of a program.

By comblining data from several sources some blases are probably Introduced into
this study due to differences In fallure reporting, thoroughness of testing, and
maturlty of programs when data collection terminated. Some auxillary analyses
are therefore carried out within a glven sample to determine whether the overall
tindings hold. However, the ensemble of the programs provides a good basis for
studying broad trends which are our primary objective,

In order to address the FAA requlirements It Is desirable to express software
rellabliity In terms of fallure rate (fallures per unlt execution time) which
then can be compared with t+he numerlcal criterion In the advisory circular,
This measure was not avallable for the programs of primary concern In this
study. The readlly obtainable numerical Index for reilabllity was the fault
density (faults per equivalent executable assembly statement). This Is the
quantity used as the rellabliity measure In thls report, usually expressed as a
percentage. By means ot an 'uncovery factor! (the number of executions requlired
to detect a fault) the fau!t density can In theory be converted to a fallure

rate but there_are at present no generally accepted values for the uncovery
factor [MUSA79].

Standard definitions of rellablillty terms are used In this report [IEEE82].
Specifically:

el5
Eallyre - The Inabllity of a system or component to perform a required functlion
within specifled Iimits, A fallure may be produced when a fault Is encountered.

Fault - An accldental condition that causes a functional unit to fall to perform
Its required function,
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Error - A discrepancy between a computed, observed, or measured value or
condition and the true, specified, or theoretically correct value or condition.

Thus, a fault causes a fallure which Is usually observed because of the error
that results. In the Investigation of causes of fallures we wil| discuss fault

Qrles although the looser term 'error category' Is also recognized In
CIEEEB2]. The relationship between these terms Is Indicated In Figure 1. An
example of the appllication of these concepts to digltal fiight control software
may be represented by the following: an attitude calculation routine lacks
protection agalnst division by zero (this Is the fault); a zero divisor Is
encountered (this Is the trigger); and thls results In an Incorrect attitude
output (the error). The colncidence of the fault and the trigger for that fauilt
causes the fallure., Rellablilty studies are concerned with the recording and
avoidance of fallures, and, as mentloned above, the preferred Index of
reltabllity Is the fallure rats. Since I+ was not possible to compute this for
most of the programs In the data base, the analyslis presented in the following

section makes use of the fault density which represents a rough relatlive Index
of rellabiiity.
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SECTION 3 = ANALYSIS OF FAULT DENSITIES

The trend of fault denslty with year of program start for all software from the
tirst three sources In Table 1, Is shown In Figure 2. The fault density for
each start year represents the total number of faults divided by the total
number of statements In the corresponding programs. It Is thus a welghted
average rather than the mean of the fault densitles of Individual programs. The
welghted average Is used In all| comparisons that Involve groups of programs
throughout thls report. The trend curve Is also fltted by welghting each data
point with the assoclated number of statements The faults that are consldered
here are those that resulted In errors or Improper program executlon. |n some
studies the number of software problem reports (SPRs) Is used as an Index of
software quallity. Since a problem report may be generated to require &
documentation change, or to add a feature now desired by a user but not part of

the uriglinal requirements, the total number of SPRs Is not a good metric for
rellablllty studles.,

Because of the wlide scatter of the polnts, no statistical measures of
significance are appropriate. However, for programs started In 1977 the fault
density Is seen to be conslderably reduced. The perlod between 1975 and 1977
saw much Increased emphasis on software engineering (a discliplined approach to
software development) and on the use of software tools (software programs that
assist In the development or test of other programs). Also, HOLs came |nto much

wlder use auring that period, and the effect of this Is discussed separately
below.

The contrast between pre~1977 software and more recent programs |s further
examined In Table 2. Although there Is a considerable overlap in the range of
fault densitles observed for the to starting perlods, there Is an obvlious trend
‘) reduced fault density for the recent starts. The fault density of the flight
control programs Is below that of the whole group for pre-1972 starts but
sppreclably above the group average for the recent starts. Reasons for thls
latter deviation are dlscussed !n connectlion with |anguage use below. In elther

period the fllight control programs are well within the range of the other
programs.,

TABLE 2 = EFFECT OF STARTING PERIOD ON FALULT DENSITY

Program Pre=1977 Recent

Attribute

No. of programs 7 21

HOL usage 14% 71%

Program slze* 67k 1,224k

Fault density 1.59% 0.22%
Filght controls 1.19% 0.72%

Range of f. d. 0.63% - 11.66% 0.01% ~ 5.21%

% 7.ylvalent executable assembly statements
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The great Increase In the use of HOLs during the recent period could be the
signlficant cause for the Improvement In relliabillity. Therefore a separate
analysls of the effect of starting period on assembly programs |s presented In
Table 3. Although the reduction In fault density for recent starts is not as
pronounced as for the total sample In Table 2, It Is sti|| present and can be
seen In both the average and the range. Thus, the effects of disciplinrad
software practices seem to have carried over even Intc assembly |anguage
programming. A similar comparison for HOL programs could not be constructed
because only a single HOL program had been started prior to 1977.

TABLE 3 = EFFECT OF STARTING PERIOD ON FAULT DENSITY OF ASSEMBLY PROGRAMS

7\@?7?3?3 Pre-1977 Recent
No. of programs 6 6
Program slze* 34k 100k
Fault density 2.20% 1.03%
Range of f. d. 0.63% - 11,66% 0.15% - 5.21%

*Executable assembly Instructicns

It Is also of Interest to examine the effect of language within a glven time
period. For this purpose the 21 programs that were started In 1977 and later
are analyzed In Table 4. It Is seen that HOL usage does Indeed account for a
very major reduction In fault density. The standard deviation of fault denslty
among the HOL programs Is 0.21, The dlfference between assembly and HOL
programs Is therefore In excess of four standard deviations (p < 0.005). The
Inequal Ity presented In parentheses |s an abbreviated notation to denote that
the probabllity that such a large difference Is due to chance events Is less
than 0.005. This notation Is used repeatedly In this report to Indicate the
statistical confidence In selected findings.

The flight control programs have a higher than average fault density In each
language classiflcation, and particularly for the HOL group where thelr average
Is almost 2 standard devlations above that for the group as a whole. The two
HOL fllight control programs Involved here are written In AED and were started In
1977 and 1978. Both the early starting date and the use of a language for which
few program and test support faclllities exlst may account for the deviation,

R
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TABLE 4 ~ EFFECT OF LANGUAGE ON RECENT PROGRAMS

Program Assemb |y HOL

Attribute

No. of programs 6 15

Program slze* 100k 1,124k

Fault denslity 1.03% 0.15%
Fiight controls 1.58% 0.52%

Range of f. d. 0.15% - 5,21% 0.01% - 0.86%

* Equivalent executable assembly stetements

As mentioned earller, there Is concern that the concluslons drawn from these
comparisons might be blased due to the combination of data from several sources.
The Goddard/SEL programs are al! written in HOL and e2re In the recent group.
These programs are also at the low end of the fault density range. Within the
programs from this source there Is no significant trend with respect to starting
date or HOL use (some programs Include assembly sections but these are typlically
less than 10§ of the total code). To remove possible bjas due to the
comblination of sources, the Ames (Set 1) data are analyzed separately In Table
5. Although this Is a smaller sample, the same effecis are apparent, and thus
these do not appear to be artifacts Introduced by combining data from severai
sources. (The figures In parentheses under each entry In the table represent the
number of programs and the total size).

TABLE 5 = FAULT DENSITY FOR AMES (SET 1) PROGRAMS

Starting FAULT DENSITY IN PERCENT

Per |od Language: Assembly HOL Both

Pre=1977 2,20 0.96 1.59
(6, 34k) (1, 33k) (7, 67k)

Recent 1.04 0.175 0.44

(6, 100k) (2, 224k) (8, 324k)

Both 1.33 0.276 0.638
(12, 134k) (3, 257k) (15, 391k)

It Is seen that the reduction In fault density for recent starting dates and use
of HOL carrles over not only for thls sample as & whole but also for each
subgroup within it (HOL effects for each starting category, starting date
effects for each HOL category), thus lending further credence to the concluslons
stated eariler. From the analysls of the fault density data It appears that use
of high order languages has a very pronounced benefliclal effect on software
rellabliity, and this finding can be transiated directly Into the selection of
the programming environment for fllight control software and for simllar critical
applications., The effect of starting dates can be Interpreted as reflecting
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disclplined software development (structured programming, hlerarchical
structure, smal!| module sizes, etc,) and better test technology, but It may also
be due to some other factors, Further studles of this effect are warranted, In
the meantime, we can be satisfled that whatever we may have been dolng durlng

the past five years In our approach to software development hus proved to be
beneficial,

For a number of programs the data sources also provided Information on the
professional labor hours expended during development. The following analysls Is
restricted to 13 programs writften predominantly In a HOL, and most of these come
from the Goddard/SEL source., Four of these programs present pre-1977 starts,
and the remalning nine were started more recently., A plot of fault density vs.
programming hours per statement Is shown in Figure 3. The heavy l|Ine represents
the weighted (by program slze) |Inear regression for the entire population. The
I1ghter Ilne Is the |inear regression for the recent programs only. Although
the scatter |s wide and other factors obvliously have a strong effect on fault
density, there Is a pronounced negative trend (l. e., high programmer effort
reduces the fault denslty), For both populations there |Is extremely high
contldence that the slope Is negative (p < 0.001). It would be Interesting to
test whether thls relationship still holds for effort above some threshold (e.
g., above 2 hours/statement) but the amount of data avallable was not sufficlent
for a meaningful analysls.,

4., FAULT CLALYLIF ILATION

In spite of the encouraging results reported In the previous section, It must
elso be admitted that the overal| results of the fault density analysis leave us
far short of the rellability goals for essential flight controls. In order to
apply remedial efforts effectively, the causes of faults In some of the software
Identifled in Table 1 wiil now be examlned.

A classification of causes of software faults was generated In a 1976 RADC
sponsored study that examined several very large software programs [THAY76].
Because of the conslderable effort that went into that study, and because fault
distributions that were published In It presented a unlique bas!s for comparison,
this classification (or adaptations of It+) have been carrlied over Into most of
the succeeding |iterature that examined software faults. Unfortunately, these
classifications are not very satisfactory for describing software malfunctions
In the context of FAA certification requirements where a classlification by
effect (error as defined above) would be more significant. Also, to judge the
potential for catastrophic outcomes, It Is desirable to jnow the purpose of the
routine that the fault Is located In (e.g., & fault In agcheduler has greater
Ilkellhood of serlous consequences than a fault !n anlinternal recordkeeping
module). None of this Information Is avallable In elther the data specifically
exam!ned here nor In any other data source that has come to the attention of the
authors. It Is also noted that the Identlfication and separate anzlysls of
flight control software data represents a unique aspect of the present report.

In spite of these shortcomings, the existing clessificatlion scheme provides
Insights Into the deficlenclies In the programming environment that lead to
faults, and by Inference therefore polnts to avenues for eliminating causes of
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faults., The data collected speciflically for thls study provided ten major
categorles and additional subcategories which were utillzed only to a limited
extent, The orlginal categories are shown In the left side of Table 6. To
permit comparison with other data collections, some categories were comblned as
shown In the right column of the table. All of the following discussion will be
In terms of the revised classlfication,

TABLE 6 = FAULT CLASSIFICATION

Original Classification Revised Classification

A. Computational errors a. Computational errors (A)

B. Loglc errors b. Loglc errors (B)

C. Data input errors

D. Data handling errors c. Data 1/0 errors (C+D+E)

E. Data output errors

F. Interface errors d. Interface & execution errors (F+J)
G. Data definition errors

H. Data base errors e. Data base/global varlables (G+H)
J. Other errors

K. Unknown

Over 3600 faults from 22 programs were classifled In thls manner. Some, but not
all, of these programs were those for which fault density distributions were
discussed above. Three of the programs were related to digital filght controls.
The results of thls classlfication are shown In the first three numerlical
columns of Table 7. The remalning columns of this table contaln equivalent data
from other projects. The MIPS program comprises about 25k FORTRAN statements,
dealing with launzh data preparation and callbration for a misslle tracking
system. The program was developed between 1975 and 1977 but Includes some
portions from earlier programs. The TRW data come from the previously
referenced RADC report, TRW 2 comprises 97k of JOVIAL J4 code dveloped in the
early 1970s and Is Intended for batch processing. TRW 3 consists of over 115k
JOVIAL J4 statements, |lkewlse intended for batch processing, and developed
siightly later than TRW 2. A significant fact about TRW 3 Is that about
one-quarter of the code was supplied by other contractors. TRW 4 Is a general
Informatlion processing system that can operate either on-line or In batch mode.
I+ Is written In a macro-languge, PWS, and the exact size Is not stated. it Is
a large program, consisting of 190 different routines.

The f1ight control software data are presented in three columns In Table 7. The
flrst of these Is labeled 'raw' and contains data as reported. The second
column (Adj. 1) contalns an adjustment which transfers data scallng faults from
the Data |/0 category to Computational. In the third column a further
adjustment 1s made to move faults related to flags from the Data 1/0 to the

Loglc classification, The reason for thsse adjustments Is explalined In the
discusslon of the table.
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TABLE 7 = RESULTS OF FAULT CLASSIFICATION
PERCENT OF ALL CLASSIFIED FAULTS

Class Ames (Set 1) Langley/ TRW 2  TRW3  TRW4
Total Fiight Controls MIPS
Raw AdJ., 1 AdJ.2
a. Computation 7.4 10.0 17.3 17,3 4,2 17.2 11.5 2.4
b. Loglc 47 .1 26.7 26,7 35.6 66.3 27.2 30.5 47.5
c. Data 1/0 15.8 32.3 25,0 16.0 10.7 16.6 23 .4 12,2
d. Interf. etc. 16.2 14.5 14.5 14,5 15.6 20.1 20.2 25,8
e. Data base 13,5 16.5 16.5 16,5 3.3 18.8 14.4 12,2

Comparisons among the elements of a row show slizeable differences (e, g., the
percentage of computational errors ranging from 2.4% to 17.3%) but the projects
as a whole show surprisingly good agreement In the distribution of faults among
the classifications. With the exception of the 'Raw! flight controls programs

from the present sample, loglc faults are the largest class, Data 1/0 errors
are mostly In the second or third largest category.

In the 'raw! classiflcation of faults for the Ames Filght Control programs,
scaling errors were assigned to the Data 1/0 category. In most of the other
data sources such errors are consldered under computation ('Units Converslon
Error! In [THAY76J). In the column headed 'Flight Controls, Adj. 1' these
faults (Incorrect scaling) were transferred from the Data |/0 to the Computat!on
clessificatlion, Even after thls adjustment, Data 1/0 faults constitute an
unusual ly high percentage, and logic faults an unusually low percentage, of all
faults, A major contributor to this Is a large fraction of flag setting faults
(flags not reset, not properly set, etc.). There Is precedent In [THAY76] for
classifylng these as Data |/0 faults but It must be recognized that In terms of
tools and methodology that can be utillzed to uncover these they are closely
related to logic faults, Usually Incorrect handling of flags does not
constitute a very large fractlon of the faults, and thls possibly Inconsistent
classification does not present a problem. When flag related faults are
classifled as Loglc (In the AdJ. 2 column), the pattern becomes much more
consistent with that observed in the other data collections, Further
Investigation of the high percentage of flag related faults In this data set

appears warranted. Interface and execution errors show considerable unlformity
among all the data sources.

The total sample complied as part of this study (first numerical column) shows a
distribution among the fault classiflcations that Is well within the range of
those of the previously reported efforts (all of which had pre~1977 start dates,
with most representing 1970 - 75 starts)., There appears to be no baslis for

attributing changes In the distribution of faults among the categories to
changes In the programming environment,

The total sample contalned five programs that were written In a HOL, four that
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were mixed (between 25§ and 75% sssembly), and 12 that were primarily written In
assembly language. The fault classification for these three |anguage groups Is
shown In Table 8, The percentage of computational faults Is greater In the HOL
programs which might be expected because these frequently deal wlth more complex
algorithms. The percentage of loglc faults Is greater In mixed and assembly
programs but the Increase Is not of a magnitude that would Indicate a definlte
trend. The selection of language does not seem to have a major effect on the
distribution of faults among the major classlfications.

TABLE 8 = FAULT CLASSIFICATION BY LANGUAGE
PERCENT OF ALL CLASSIFIED FAULTS

Class HOL Mixed Assemb |y
a. Computation 11.6 6.9 5.9
b. Loglc 43,7 47.9 47.4

c. Data 1/0 17.3 17.0 15.0
d. Interf. etc, 15.9 14.4 17.4
e, Data base 11.4 13.9 14.2

The timitations of this classiflcation must be acknowledged. It Is widely
recognized that mistakes made In the very early phases of the development
process are the most costly ones to remedy and frequently have the most severe
consequences [BOEH76]. Hence, Ident!fication of the development phase durlng
which the fault orlglnated should be an Integral part of a fault classiflcation
scheme and use of such Informatlion In subsequent analysls should be extremely
useful. Because of the judgement that Is Involved In thls assessment most
Investigators have not pursued thls subject. |t was attempted to supply this
information during the collection of some of the data analyzed here but thls
took place four to five years after the fault had been detected and did not
produce consistent results. Data on the origin of faults (by development phase)

are therefore not presented here although the Importance of such data Is fully
acknowledged.

5. UTILIZATION OF FINDINGS

One of the problems of utillizing fault density as an Index of software
rellabllity Is that it measures past events. One could even argue that a high
number of faults detected during tests Indicates that few remain as the program
enters the operatlonal phase, However, most practitioners know that there Is a
continulty to the fault detection process, and that a high rate of problems In
one phase Is usually associated with an above average rate In succeeding phases.
An Iimportant Improvement In the Interpretation of the fault density data Is to
segregate and emphasize faults that occur In the flnal test phase because these
constitute a better Index of what might be expected In operation. Even with all
these deficlencies, the data reviewed here make It unllkely that an average
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flight control program Is free of faults when |t enters the operational phase.
The data also show a wide variation In fault densities, with filight control
programs belng frequently In the upper part of that range (cf. Table 4). Thls
Indlcates that much Improvement Is possible by intensive use of existing
methodology.,

The use of high order langua%e seems 1o be an easlly attalnable means of
Improving the rellabliiity of flight control programs or others that are involved
in critical eapplications., Beyond this, the avalilable Information does not
ldentlfy speclfic processes Lut It does Indicate In a general way that the
edoption of disciplined development methodology that took place In the 1975 -
1977 tIme frame redu:es the fault content of programs (see Tables 3 and 5).
That further Improvements through Intensive use of this methodology are possible
seems to be borne out by the significantly lower fault density of the
Goddard-SEL programs (see Table 1). That environment has encouraged full use of
advances In software engineering, and several programs from this group were at
the low |Imit of fault denslity encountered here (0.01%). Further studies to

Isolate the benefits of Individual tools or methodologles are obviously
Indicated.

That software tools can play an Important part In the reduction of program
faults before they reach test |s strongly Indicated by the high percentage of
loglc, data base, and data 1/0 faults (Table 7). In the Ames (Set 1) sample,
these three categorles accounted for over 75% of ali fauits. Many of these can
be avolded by the use of static analyzers, set/use |Istings, data dictionarles,
and similar readily avallable tools, The high percentage of data 1/0 faults In

filght contro! programs suggests emphaslis on tools for mechanizling the review of
data Interchange with a program.

6. RECOMMENDAT IONS

Collection of fallure rate data, particularly tied to execution time, Is
essentfal In order to obtaln a software rellabllity measure that can be directly
compared with the FAA certification requirements, Many examples for the
collection of such data are available [HECH77, MUSA79].

The data should be segregated by test phases or time In operatlional s+¥f05 so
that Improvements In reliablility with time can be determined. To permit the
Identification of beneficial methodologles and tools, these data should be

supplemented by a full description of the development, test, and operatlonal
environments,

The classiflcatlion of faults and errors needs to be considerably modifled In
order to address fllight control concerns, It must provide a basis for
assoclating error types (by type of manlfestation and severity) with fault types
(loglc, etc., as used above) so that emphasis can be placed on ellminating those
faults that have the greatest potential for causing catastrophic fallures. The
recording of the function (e.g., computational routine, 1/0 routine, scheduler)
that is affected by each fallure Is also of Importance. The full benefits of
fallure reports are seldom achieved 1f a thorough analysls Is not performed at
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the time the fallure occurs and the correction Is made, At that time, the
Information Is fresh and Individuals Involved In the detection and correctlion
process are avallable, Much more effort Is needed In both developing and
Implementing Improved methods of fallure reporting. A more meaningful

identification of the development phase during which the fault arose may also be
achleved by those efforts.

Attention has recently been called to the effect of workload (the fraction of
computer processing capabllity utillized) on fallure frequency of computers
[CAST32, 1YER82]. This suggests that (a) workioad be considered as a fallure
inducing element In any rellability analysis to demonstrate compliance with the
FAA requirements, and (b) that the prevalling workload be recorded In fallure
reports to permit further study of this phenomenon,

It Is recognized that most flight control software fallures will not have
catastrophic ef fects on the safety of the alrcraft. Yet, the relatlonshlp
between frequency and severlity of fallures Is largely unexplored. An
investigation of fallures In the Bell No. 4 Electronlic Switching System (ESS)
suggests that there Is an Inverse relation between frequency and severity (1.
e., fallures that caused the longest service Interruption occurred least
frequently) [DAVIB1]. Whether this holds -irue for flight control software
fallures needs to be established. I|f such a relation exists In a general sense,
then certification could be based on the frequency of occurrence of mild
fallures, a much more readlly observable quantity.

To meet the needs of reliable software for critical applications in the
immadlate future, the application of fault tolerance technliques appears
essentlal, not as an alternatlive to efforts at Improving the quality of
individual programs but rather as a supplement to such efforts., Several methods
for Implementing software fault ftolerance have been described In the |!terature
CRAND75, CHEN78, HECH79]. All requlire multiple, Independent versions of a
program but there are differences In the manner in which the Independence Is
achieved and In the error detectlon mechanism. Even with allowance for less
than perfect operation of the fault tolerance provisions, these approaches can
reduce the software fallure rate by several orders of magnltude. Thus, It may
be possible to demonstrate compliance with the FAA requirements by showing that
an Individual program has a catastrophic fallure rate of less than 1E~6, and
that fault tolerance provisions reduce the system catastrophlic fallurre rate to
less than 1E-9 per flight hour.
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APPENDIX — DATA SUMMARY

A summary of the data utlllzed in the analysls of fault densities (Section 3) Is
shown In Table A. The 28 projects |Isted In the table were selected from about
50 projects which were originally Included In the study. The deleted projects
had Incomplete data In one or more of the following categories which were
essential for the princlpal analyses carrled out In this report:

Year of start

Number of executable statements

Number of faults

Primary programming |anguage
As Is apparent In the table, the selected programs werc frequently deflicient In
other data, and this caused some secondary analyses In the report to be based on
a smal ier population.
The followlng explanations apply to Table A:
PROJ NAME = Project deslignation, not necessarlly descriptive, !ntended only to
show the general origin of the softwaie. The numbers appended to the NASA
Goddard data correspond to the Project Number In the SEL data base.

ORG - Origin of the data: 1 = NASA Ames dataset 1, 2 = NASA Ames dataset 2,
N = NASA Goddard Software Englineering Laboratory

START YR - Year of start of the prgram development
END YR = Year program deveiopment was completed

PGMR HRS - Programmer hours devoted to development, an entry of 0 Indi.ates
missing data

MGMT, OTH HRS - Management and other classiflcation hours devoted to
development, an entry of 0 Indicates missing data

EXEC STMTS - Equis2lent executable assembly statements as explalined on p. 3
FAULTS = Number of faults reported for thls project

PRIM LANG = Primary programming language. The following abbreviations are used:
ASM - assembly language, COB - COBOL, FORT IV = FCRTRAN iY, SFOR = S-FORTRAN

§ - Percent of executable stat.ments In primary language, an en:.y of 0.00
Indicates missing data, an entry of 99.99 Indicates that all statements were In
the primary language

SEC LANG - Secondary Language. Abbrevliations as under PRIM LANG; UNK Indlicates
that It Is not known whether a secondary language was used
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% - As under PRIM LANG
FAULT DiiNS - Fault density as explained on p. 3

TARLE A -- DATA SUMMARY

PROY NAME OKE START END FPGMR HRS MGMT,  EXEC FAULTS PRIN LANG X SEC LANE % FAULT
YR YR OTH HRS  &TMTS DENS,
FROV Y ABCU 1877 1981 780G 0 19482 309  ASe 99.99 NONE 0,00 0,0158¢
PROJ ¥ - CLOBSER ANAL MODULE boo1979 1981 ¢ 0 bbBS6 141 COR,GFOR 0,00 ASM 0,00 0,00211
PROJ X-MDPS(KISSION DATA PREF) 1 1979 1981 21250 0 157535 282 FORT VI 99,99 NONE 0,00 0,00180
FROX ¥ - COMMAND ¢ DISPLAY booo197 197 0 0 bb40 42 A5 69,30 JOVIAL 30,70 0,00630
PROJ Y - NAYIGATION V1977 1975 0 ¢ 32980 e  JOVIAL  99.99 NONE 0,00 0,00960
PRO Y - EXECUTIVE 1972 1975 ¢ 0 b4bb 151 ASH 99,99 NONE 0,00 0,02335
PROJ 1 ~ CAP FHASE | b 1974 1974 ¢ 0 400 168 ASH 79,35 FORTRAN 20,64 0.04850
FROJ 1 ~ NSAP PHASE ! 1 1974 1974 0 0 600 70 ASH 99.99 NONE .00 0,11666
PROJ 1 - GAP PHASE | 11974 1974 ¢ ¢ 4450 162 ASH 0,00 UNk 0,00 0,03640
PROS 7 - EXEC PHASE | b 1974 1974 ¢ ¢ 12572 163 ASH 99.99 NONE 0,00 0,01296
FROJ 1 - CAP PHASE 1] 1 1978 1978 0 0 16048 208  ASH 85,89 FORTRAN 14,41 0.01610
PROJ 1 - SAP PHASE 11 i 1978 1978 0 ¢ 4450 143 ASH 99,99 NONE 0,00 0,03213
PROJ 1 - EXEC PHASE 11 119718 1979 ¢ ¢ 1228 &4 ASH 99,99 NONE 0,00 0.05211
PROJ 7 - SIMULATOR PHASE 11 1 1978 1979 0 ¢ 20618 192 ASM 92.09 FORTRAN  7.91 0.00930
PROJ 7 - SUPPORT BW PHASE 11 1 1978 1979 ¢ 0 3B2i8 72 ASM 94.96 FORTRAN 5,03 0,00190
Prt E (FLT. CONTR.) 2 1978 1978 0 ¢ 44400 381 AED 99.99 NONE .00 0,00860
FROG D (FLT. CONTR.) 2 1978 1978 0 0 43500 78 AED 99.99 NONE 0,00 0,40180
AEM - MANPOWER ALLOC 82 N 1577 1978 B9H1E 47855 26488 142 FORTRAN  B4.00 ASH 16,00 0,00423
ISEEB~INTNATL SUN EARTH XPR 93 N 1977 1977 129299 37096 122718 88 FORTRAN  87.00 ASH 13,00 0,00070
PAS-PANORAM ATTITUDE SCAN #6 N 1977 1977 128822 72188 19894E 21 FORTRAN 86,00 ASH 14,00 0,000§0
SEASAT #40 N 1§77 1578 109565 47820 109147 59  FOKTRAN 76,00 ASH 24,00 0,00050
FOXPRO-SHM FOCUE PROC 835 N 1978 1979 19208 11278 16997 17 FORTRAN 72,00 ASM 28,00 0.00:00
DEA-DYNAMICS XPLR & 436 N 1980 1980 149476 73735 140812 224  FORTRAN  87.00 ASH 13,00 0.00155
DCR-DYNAMICS IPLR B 437 N 1680 1980 134639 77997 120444 177  FORTRAN  85.00 ASH 15,00 0,00138
DESIM-DYNAMICS XPLR SIN 438 N 1980 1980 31638 24964 22440 17 FORTRAN  99.99 NONE 0.00  (,00080
DEDET-DER DETERMINISTIC $40 N 1980 1980 M5 18750 13829 45  FORTRAN  79.00 ASH 21,00 0,00290
NAENRT-MAGSAT NR REAL TINE 849 N 1980 1980 14023 3g8n 28900 2 FORTRAN 85,00 ASH 15,00 0,00010
MABIRC-NAGSAT IR CALIERA 954 N 1980 1980 5162 3408 2920 3 FORTRAN  99.99 NON: 0,00 0.00100
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