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Preface

The GCS Plan for Software Aspects of Certification is document # 14 in
a series of fifteen documents which fulfill the Radio Technical Commission
for Aeronantics RTCA /DO-178A guidelines, “Software Considerations in
Airhorne Systems and Equipment Certification [3].” The documents are
nunbered as specified in the DO-178A guidelines. The documents i the
sertes are used to demonstrate compliance with the DO-178A guidelines
by deseribing the appheation of the procedures and techniques used during
the development of flight software. These documents were prepared un-
der contract with NASA-Langley Rescarch Center as a part of their long
term research program addressing the fundamentals of the software failure
Process.

This project consists of two complementary goals: first, to develop soft-
ware for use by the Research Triangle Institute (RTI) in the software error
studies rescarch program sponsored by NASA-Langley Research Center [7];
second, to use and assess the RTCA/DO-178A guidelines for the Federal
Aviation Administration (FAA). The two goals are complementary in that
the use of the structured DO-178A guidelines in the development of the
software will ensure that the test specimens of software have bheen devel
oped according to the mdustry standards for flight eritical software. The
Cerror studies research analyses will then be condneted using high quality
- software speciimens,

The implementations will be subjected to two different software test-
ing cnvironments: verification of each implementation according to the
RTCA /DO -178A guidclines and replicated random testing in a configura-
tion which runs more than one test specimen at a time. The term m-
plementations refers to bodies of code written by different programmers,
while a wersion is a picce of code at a particular state (i.e., version 2.0 is
the result of code review). This research effort involves the gathering of
product and process data from every phase of software devclopment for
“Jater analysis. More information on the goals of the Guidance and Control
Software (GCS) project are available in the GCS Plan for Software Aspects
of Certification.

The series consists of the following documents:



GCS Confiquration Indez Document no. 1
GCS Devclopinent Specification. Document no. 2

GCS Design. Deseriptions One for ench software unplementation.
Document no. 3

GCS Programmer’s Manual Document no. 4, includes Software De-
sign Standards, document no. 12.

GCS Configuration Management Plan Document no. S5A
Software Quality Assurance Plan for GCS Document no. 5B

GCS Source Listing One for each software implementation. Docu-
ment no. 6

GCS Source Code One for cach software implementation. Document
wo. 7T R

GCS Breentable Object Code One for cach software mplementation.
Not available on hardeopy. Document no. 8 '

GCS Support/Development System Configuration Deseription Doc-
ument no. 9

GCS Accomplishment Summary Document no. 10
Software Verification Plan for GCS Document no. 11

- GCS Develobrﬁéﬁi Sﬁé&iﬁcation Review Description Document no.

11A
GCS Simulator (GCS_SIM) System Description Document no. 13
GCS Simulator (GCS.SIM) Certification Plan. Document no. 13A

GCS Plan for Software Aspects of Cerlification Document no. 14
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1 Introduction

This document provides the framework for certification of the Guidance
and Control Software (GCS) implementations developed by the Research
Triangle Institute under contract with NASA-Langley Rescarch Center.
The purpose of the GCS Plan for Software Aspects of Certification is to
deseribe the overall project plans to the Federal Aviation Administration
(FAA) while still in the carly stages of the project. At the end of the project,
another docutnent entitled the GCS Accomplishment Summary will be pro-
duced. The accomplishment summary will address each of the goals for the
project listed in the GCS Plan for Software Aspects of Certification and
show that cach plan was carried out and each goal met. In the GCS Plan
Jor Software Aspects of Certification, the project organization is discussed,
and the overall GCS System is described. Each DO-178A document be-
ing developed in support of this project is described briefly in Section 5,
and the schedules of software and document development are included in
Section 4.2. While the details of each phase of the project are contained
in other documents, this document discusses why the various design and
development decisions were made. It should become clear, while reading
this document, that while every attempt was made to have this project mir-
ror one inindustry, there is an experiment heing performed as well. This
forced the GCS temn to consider every decision from at least two angles:
whether the decision will help to produce high quality code, and whether
the decision will help to bring about clear results to the experiment. The
interaction of these goals coupled with the decisions necessary for a software
development project is non-trivial. The GCS Plan for Software Aspects of
Certification cxplains many of the decisions made and shows how both the
development and experiment goals were taken into account.

1.1 Overview of the Research Triangle Institute and
the Center for Digital Systems Research

The Rescarch Triangle Institute (RT I) performs interdisciplinary researcl
in the engineering, physical, chemical, life, environmental, statistical, so-
cial, and policy sciences under contract to clients in business, industry,
and government. The Center for Digital Systems Researel) (CDSR) con



ducts technical research with respect to digital systems. Rescarch projects
range from software rescarch and development to VLST eireuit design and
computer architecture research. The GCS project is the responsibility of
the Software Research and Development Departient (SRDD), managed by
Janet Dunham. The major focus of SRDD is on achieving safe and reliable
software through research and development in new methods for softwarc
specification and design, program verification, software rcliability, software
safety and software estimation, and emulation and simulation tools. These
areas of research are crucial where the consequences of failure are costly,
as is the case in the current project, guidance and control software. SRDD
also focuses on the research and development of parallel processing.

1.2 Overview of GCS Project Goals

As was stated in the preface, there are multiple goals for this project '

2 Description of System to be Certified

2.1 Software Description

The Guidance and Control Software (GCS)

1. provides guidance and engine control of the planctary landing vehicle
during its terminal phase of descent onto a surface and

2. communicates sensory information about the vehicle and its descent
to some other receiving device.

GCS is designed to control a planetary lander during its final descent.
After the vehicle has dropped from orbit, the software will control the
engines of the vehiele to the surface of a planet. The controlling software
reads data abont its surroundings from six sensors that relay information
about the vehicle’s acceleration, altitude, velocity, and rotation rate as
well as the atmospheric temperature and the touch-down state. From the
information provided by the sensors, an on-board navigator determines

'"These goals are described in [7].



both the current state of the vehicle and the desired state of the vehicle.
The state information is passed from the navigator to engine controlling
modules that determine the appropriate commands to the axial and roll
engines on the lander.

During the course of this experiment, threc implementations of the spec-
ification will be developed. The Guidance and Control Software implemen-
tations will be execnted in a software simulator, the Guidance and Control
System Stmulator, GCS.SIM. The simulator is a software tool whicly takes
the place of the hardware system for the purposes of this project, and takes
the place of the hardware system referred to in the DO-178A requirements,
More detail on the simulator can be found in Seetion 6.6 of this document
and in the GC§ Simulator Systemn Description.

2.2 Criticality of Software Levels

The RTCA/DO-178A guidelines use Levels to classify the criticality cate-
gory of functions. Level 1 is associated with the critical category, Level 2
with the essential category, and Level 3 with the non-essential category [3].
The level of each piece of software is dictated by requirements for reliabil-
ity and safety. For example, flight control systems would be classified as
Level 1 or critical, and a toilct flush system on board an airplane could be
classified as Level 3 or non-essential. The criticality of cach function within
the project 1s listed in Table 1.

Two functions (CP - Communications Processing and TSP - Tempera-
ture Sensor Processing) were originally asserted to e Essential but now are
classified as Critical. This change was made because the possibility exists
that these processes could corrupt the memory and thus corrupt critical
processes. The FAA requires o justification of any partitions between pro-
cesses of different eriticality levels. Because all functions are eritical in this
project, there is no partition.



3 Project Organization

3.1 NASA/RTI Communication

Figure 1 shows the GCS project organization. The project organization is
divided into two independent components: software quality assurance and
the development of the implementations and simulator (GCS.SIM). Tu this
way software quality assurance is independent from the developient teams.
The Project Leader, Janet Dunham, and Software Quality Assurance Man-
ager, Elizabeth Bailey, report to the Contract Monitor, George Finelli. The
Project Leader and Contract Monitor communicate via telephone and meet
for a status meeting once per month. The Assistant Project Leader (Anita
Shagnea) has weekly meetings with the RTI GCS group and reports the re-
sults to the Project Leader. The task leader for software verification (Leslie
Dent) is the RTI contact for the Software Quality Assurance Manager and
the NASA LaRC member of the verification team (Kelly Hayhurst). Fd-
ward Withers, as task leader for configuration wanagement, works closely
with Leslic Dent and Steplien Dunean to maintain versions of code and
docruments which are sent to NASA LaRC. The task leader for the sinme
lator development (Douglas Lowman) is the main RTI contact for NASA
LaRC team members Bernice Becher and Carlos Liccaga. More explanation
about each group within the structure is found in Section 6.

3.2 Communication within RTI

Each large task within the project is managed by a task leader who not
only manages the task, but does technical work on it as well. Because the
GCS project is relatively small, staff members work on a variety of tasks.
The leaders of the tasks (Edward Withers, Douglas Lowman and

4=
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Wroccss ' ' ) J Criticality—”

2.1 AECLD - Axial Eugine Control Law Critical

Processing
[ 2.2°ARSP - Altineter Radar Sensor Processing | Critical

2.3 ASP - Aceclerometer Sensor Processing Critical

2.4 CP - Communications I’;&R;ﬁg o | Critical

2.5 CRCP - Chute Releuse Control Processing | Critical

2.6 GSP - Gyroscope Sensor Processing Critical

2.7 GP - Guidance Processing Critical

2.8 RECLP - Roll Engine Control Law Critical
Processing

2.9 TDLRSP - Touch Down Landing Radar Critical
Sensor Processing

2.10 TDSP - Touch Down Sensor Processing Critical

2.11 TSP - Temperature Sensor Processing Critical

Table 10 Criticality of Functions
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Leslie Dent), the SQA representative (Stephen Duncan), and the Assis-
tant Project Leader (Anita Shagnea) mect once per week to maintain open
communication throughout the project.

Other staff members (includiug programmers) are kept informed by the
Assistant Project Leader and their task leader(s).

3.3 Project Management

The Project Leader, Janet Dunhamn, reports to the Contract Monitor,
George Finelli. She oversees the activities of the project within RTI, and,
with the Contract Monitor, has final say on project decisions. The Assis-
tant Project Leader, Anita Shagnea, oversees the day-to-day management
on the project. She reports to the Project Leader and makes decisions
which are subject to the Project Leader’s approval. The Assistant Project
Leader tracks effort and cost information, which is passed to the Contract
Momnitor and Project Leader on a monthly basis, and creates the monthly

- reports which are required for NASA projects. The Project Leader and

Assistant Project Leader meet once per week to go over the activities of
the past week, talk over future efforts, and discuss the general goals of the
project.

3.4 Management Debriefings

Following cach design review, set of code reviews, and test completion /readiness

review, the review tcamn will participate in a short debriefing with the
Project Leader. Copies of the checklists and traceability matrices will be
given to the Project Leader and discussed. Major problems with the de-
sign, code, or test cases will also be discussed and problems which trace
back to the development specification will be noted for the Project Leader’s
information. The purpose of the debricfing is to apprise management of the
progress of the implementations and rclate any major problems that arise.

3.5 Software Quality Assurance

The Software Quality Assurance (SQA ) Team is independent from the other
]
participants in order to have a team which can audit the project freely. The
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SQA Manager, Elizabeth Bailey, is an mdependent consultant and does
not report to the Project Leader, Janet Dunhann. The SQA Mauager has
responsibility for the Software Quality Assurance Plan for GCS. The onsite
SQA representative, Steplien Duncan, is an RTI ciployee. He reports to
the SQA Manager for the GCS project, and his RTI manager 1s outside of
Janet Dunhaimn’s department. The SQA representative performs the SQA
functions specified in the Software Quality Assurance Plan for GCS and
attends the weekly GCS communication meetings.

4 Software Lifecycle and Certification Ac-
tivity Milestones

4.1 Certification Activities to Support Software As-
pects of Certification

4.1.1 Document Delivery Dates

Table 2 shows cach document with release dates. The release of the GCS
Source Code, GCS Source Listing and GCS Exccutable Object Code is de-
scribed in the GOS Configuration Management Plan and in IYigure 4 in this
docnment,

4.1.2 Document Responsibility

Table 3 lists each document with the person(s) who have responsibility for
that document. All are GCS participants who have worked directly on the
task associated with the document. Most documents have more than one
author and several reviewers. The reviewers always include the Contract
Monitor, Project Leader and SQA Represcntative.

4.2 Software Lifecycle Milestones

Figures 2, 3 and 4 show the development schedule for the ((CS implemen-
tations, simulator and documents.



Table 2: DO-178A Documents and Release Dates

" # I Document ‘ Release # l Completion ”
1. GCS Configuration Index 1.0 5/31/89
2. |"GCS Development Specification | 2.0 — Complete
' Mods Periodic
3. GCS Design Description Mercuryl.0 Sce |
(Contains teamwork Model) Earthl.0 Development
Plutol.0 | Schedule |
4. "GCS Programmer’s Manual Draft 2/28/89
(Contains Doc. 12) 1.0 4/31/89
5A. | GCS CM Plan Draft 12/20/88 |
1.0 1/31/89 |
5B. | SQA Plau for GCS Draft 12/20/88
1.0 4/31/89
6,7,8. | GCS Source Listing, Code Mercuryl.0 See ||
Earth1.0 Dcvclopmerit—h
Plutol.0 Schedule
9. GCS Support/Dcvelopment Draft 4/31/89
System Configuration 1.0 5/31/89
10. | GCS Accomplishment Draft ¥ 7/1/89
Swinmary 1.0 7/31/89 |
2.0 8/31/89
11. Software Verification Draft 12/20/ 88
Plan for GCS ‘Draft 2/15/89
1.0 3/20/89
11A. | GCS Development Specification | Draft
| Review Description 1.0
13. GCS Simulator (GCS_SIM) Prelim - 3/10/89
System Description Draft 5/31/89
13A. | GCS Simulator (GCS_SIM) Draft NASA
Certification Plan 1.0 NASA
14. | GCS Plan for Software Draft 1/20/89
Aspects of Certification 1.0 4/15/89
| 2.0 6/31/89




Table 3: DO-178A Documents and Responsibilities

ﬂ—# 7 7_| Dm‘nmvnt

] Respousxblllty

_

1. GCS ((mh;,umfmn Index Anita M. ¢ Shagnea
| 2. | GCS Developme nt Specific (1t1<)11‘ ‘B. Edward Withers |
3. GCS Design Deseription Programmers _
4. GCS Programmer’s Manual Douglas S. Lowman |
5A. | GCS Configuration | B. Edward Withers
Management Plan
5. Software Quality Elizabeth K. Bailey
Assurance Plan for GCS
6,7,8. | GCS Source Listing, Code Programmers
9. | GCS Support/Development Douglas S. Lowman
System Configuration
110. | GCS Accomplishment Anita M. Shagnea
Summary
11. Software Verification Leslie A. Dent
Plan for GCS Kelly Hayhurst
11A. | GCS Development Specification | Janet R. Dunham
Review Description
13, | GCS Simulator (GCS_SIM) Douglas S. Lowman
System Description
| 13A. | GCS Simulator (GCS SIM) Carlos Liccaga |
Certification Plan Douglas S. Lowman
14. GCS Plan for Software Anita M. Shagnca ||
Aspects of Certification

10
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5 Documentation Plan

For a project with Criticality Level 1,2 the DO-178A guidelines require the
assembly of a number of documents which together describe the entire GCS
project-what has been done and why it was done in that particular manner.
The coverage of the documents overlaps, and documents often reference
other documents. All documents will be put under configuration coutrol.
Detailed information regarding configuration control for each document is
in the GCS Configuration Management Plan. Figures 2 and 3 show the
number of releases for each document, the deadlines for those releases, and
the main author for each document. These figures are in Section 4.1.1. The
following paragraphs give a brief explanation of each document.

9.1 Configuration Index Document (CID)- Document
#1

The CID is the docnment which records the change history for all GCS
documentation. There will be one CID which will list the documentation
for the three GCS iinplementations, including not only all the documents
required under the project by the DO-178A guidelines, but any other doc-
uments produced by the GCS project. Each version of cvery document will
be uniquely identified and listed in the CID. The CID will be produced
only at the conclusion of the GCS development, due to the fact that the
GCS configuration management procedure collects and records change his-
tory information, points to the area where each document is kept during
development, and records the exact commands used to link and compile
the code. The CID will incorporate the information recorded by the con-
figuration manager into a document format.

5.2 GCS Decvelopment Specification — Document #2

The current specification document contains the software requirements.
The GCS Development Specification was put under configuration control
before the design of the three unplementations was hegun. Modifications

*Section 2.2 defines the FAA Criticality Levels and discusses the eriticality of the GCS
project.



to the document have gone through appropriate approval channels and are
also under configuration control. The GCS Development Specification was
reviewed, and the results of this review are in the GCS Development Spec-
ification Review Description.

5.3 GCS Design Description — Document #3

The GCS Design Description for each implementation (Mercury, Earth,
Pluto) is ereated by the programmer responsible for that implementation.
The Software Verfication: Plan for GCS specifies the procedure used to
review the design. The design is reviewed by a team consisting of the
programuer, the tester responsible for testing that implementation, the
user, and the Software Quality Assurance (SQA) representative. After
the design has been reviewed, the GCS Design Description is put under
configuration control such that onc programmer /tester pair may not review
an implementation different from their own.

5.4 GCS Programmer’s Manual — Document #4 (In-
~cludes Software Design Standards)

The GCS Programmer’s Manual consists of the Programmer Instructions
for the GCS Experiment. These are communications to the programmers
regarding different, aspects of the programmer responsibilities. The in-
structions, prior to being contained in the GCS Programmer’s Manual, are
routed through approval chamnels and placed under configuration control.
The material which was to be covered in the Software Design Standards
document (#12) is included in this document because the standards were
issued to the programmers as Programmer Instructions. The subjects of the
instructions include not only the design and coding standards, but format-
ting for documents, information regarding the use of the software problem
report forms, and a listing of the required tasks which the programmer
performs for testing and SQA approval.



5.5 GCS Configuration Management Plan — Docu-
ment #5A

The GCS Configuration Management Plan covers configuration manage-
ment for all GCS documentation, source listings/code, and teamwork 3 de-
sign descriptions. The GCS Configuration Management Plan is intended for
use by the programmers and management team. It includes change control
procedures and release numbering conventions. It explains the use of CMS
(Code Management System) [1], the eleetronic confignration management
system that is being used. Detailed information about CMS is available in
the GCS Support/Deveclopment System Configuration Description.

5.6 Software Quality Assurance Plan for GCS — Doc-
ument #5B

The Software Quality Assurance Plan for GC'S contains procedures for in-
dependent software quality assurance. This includes procedures for test

completion/readiness reviews and explanations of the role the SQA rep-

resentative plays in each verification and approval activity in the project.

The detail of the procedures for the Test Completion/Readiness Reviews

are contained in this document.

5.7  GCS Programmer Documents - Documents #6,#7,#8

The GCS§ Source Code (Document #7) will he the only one of these docu-
ments kept under configuration management. According to the DO-178A
guidelines, the source code is “code in a machine-readable form” [3, Sec-
tion 8.1.7]. For GCS, this is the set of FORTRAN statements for each
implementation. The other documents can be retrieved from the source
code. The GCS Source Listing (Document #6) will contain the source
code, compiled with the /LIST option, and the linker map associated with
the source code. Creating the GCS Source Listing is dependent only on the
GCS Source Code and the compiler, so the GCS Source Listing for a specific
version of source code can be recrcated to exactly the same state at any
time. The GCS Ezccutable Object Code (Document #9) is also retrievable

Yeamwork is a registered trademark of Cadre Technologies e,
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from the GCS Source Code. The GCS Configuration Management Plan
discusses the configuration control of these documents.  The commands
and options used to link and compile the source code will also be under
configuration control and will be listed in the GCS Configuration Indexr.

5.8 GCS Support/Development System Configuration
— Document #9

The GCS Support/Development System Configuration specifies all software
and hardware used in the development of the implementations. This will
include testing tools, debugging tools, and all other tools used in software
engineering on this project. It will also include a description of the software
and hardware environment of the project and the release numbers for each
tool.

5.9 GCS Accomplishment Summary - Document #10

The GCS Accomplishment Summary is a summary of all aspects of the GCS
project. It will point to certification information in other documents, most
notably the results of testing, which will be ineluded in alater release of the
Software Verification Plan for GCS, and the CID, which will specify where
cach document (including the completed implementations) resides. It is
the final document created and the primary document used by the FAA for
certification, in that it supports the claim that the GCS implementations
are certifiable.

5.10 Software Verification Plan for GCS —Document
#11

The first release of the Software Verification Plan for GCS explains the
methodology used in testing the GCS implementations and outlines the
procedures for testing. Successive releases will include the actual test cases,
with expected results, and finally the testing results. More detail on the ver-
ification procedures is found in Section 6.5. The Software Verification Plan
for GCS specifies the reviews and procedures that are the responsibility of
the verification team, while the Software Quality Assurance Plan for GCS
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ontlines the responsibilitios of the SQA representative. As is explained in
Section 6.5, the design review, code review, and all test activities are the
rvspnnsll)lhty of the verification team, while the test completion/readiness
reviews are the responsibility of SQA. Because some verification activities
include both the verification team and SQA representative, the documents
frequently reference each other.

5.11 GCS Development Specification Review Descrip-
tion — Document #11A

This document describes the procedures used to review the GCS De velop-
ment Specification, including the review criteria, the participants, and the
review results. The GCS Development Specification was subjected to exten-
sive peer review, tested thmugh the use of prototype impleme ntations, and
modelled using o CASE tool. Any crrors discovered during the mdmg and
execution of the prototypes were logged and the specification was modified,

The test planning for the GCS implementations? incorporates the possible
instance of specification error into the test procedures. Suggested modifi-

cations are logged and must be approved by the onsite Software Quality
Assurance representative.

5.12  GCS Design Standards ~ Document #12

The design standards were originally written as a Programmer Instruction,
and have thus been included in the GCS§ Programmer’s Manual, described
in Section 5.4.

5.13  GCS Simulator (GCS_SIM) System Description
— Document #13

The GCS Simulator System Description describes the system to bhe sub-
mitted for certification. The DO-178A recommendations state that the
hardware environment for the software should be deseribed in the systent
requirements document [3]. Because the GCS project requires the use of a

"m € Hu ‘m]luum hu/uu/lun Plan for (78 Tor more information on the Lest process



software simulator in lieu of a hardware system, the simulator (GCS_SIM)
will be described in this document. The descriptions will include spec-
ifications and descriptions of the development of the simulator. A brief
description of the simulator is found in this document, in Section 6.6.

5.14 GCS Simulator (GCS_SIM) Certification Plan —
Document #13A

The GCS Simulator Certafication Plan will contain a test plan for the simu-
lator, written jointly by NASA LaRC and RTI. The document will contain
rocedures for any reviews held, as well as test procedures and results.

1 y ) 1

5.15 GCS Plan for Software Aspects of Certification
— Document #14

This document specifies in brief the plans for all aspects of the GCS project
which relate to the certification of the GCS implementations. It includes
proposed schedules and plans for exccution of the tasks involved in the
overall project. The GCS Accomplishment Summary uses this document as
a specification to demonstrate to the FAA that the goals proposed in this
document have been attained.

6 Activities to Support Software Aspects of
Certification

The Guidance and Control Software project has a two-fold goal, as was
cxplained in the Preface and Section 1. Several decisions were made re
garding development and verification issues to accomplish various aspects
of the overall goal. An attempt has been made to resolve issues in such
a way that both the NASA and FAA goals have been met. This Section

contains detailed explanations of these decisions.
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6.1 Specification Development and Analysis

The GCS Development Specification was created using structured analysis
methods and has been through an extensive peer review. Two prototypes
were created to help with the debugging of the specification, and errors
have been carefully tracked. The specification was also modelled using a
CASE tool. This process gave feedback which was used in the specifica-
tion. More information on the analysis and review of the GCS Dewvelopment
Specification can e found in the GCS Development Specification Review
Description.,

6.2 Accuracy Requirements Analysis and Specifica-
tion

The GCS Development Specification accuracy requircments analysis was
necessitated by the large number of real variables in the GCS Development
Specification and by the presence of numerical operations that may limit the
accuracy of computed values. The analysis utilized backgrounds in applied
mathematics and aerospace engineering as well as a thorough knowledge
of the specification. The following texts were consulted while complet-
ing the accuracy specifications: Numerical Analysis by R.Burden, J.Faires,
and A.Reynolds [5] and Caleulus and Analytic Geometry by G.Tliomas
and R.Finney [17]. The results of the analysis are listed in the GCS De-
velopment Specification and are described in GCS Specification Accuracy

Analysis Plan [16]

6.3 Configuration Management

Configuration management on the GCS project is being carried out in a
procedure sufficient for a small software project. Each version of code or
documentation is recorded in the Code Management System software tool
(CMS), which can provide a history of all requests for files and changes
made to files. The numbering of the different versions of code is speci-
fied in the GCS Configuration Management Plan in order to have versions
appropriate for further research into software EITOrS.
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6.4 DProgrammer Implementation Development
G6.4.1 Number of Implementations

. The NASA research goal involves different error detection mechanisms, and
GCS_SIM will execute implementations in parallel. RTIis developing three
implementations® which will execute in the simulator either in parallel or
individually. Each of the implementations is being developed using the DO-
178A guidelines per the requirements of the FAA. The use of the DO-178A
guidelines should help the programmers create industry quality code, which
should produce quality code specimens for the NASA experiment.

6.4.2 Programmer Experience

All three GCS programmers have previous programming experience. The
reason for choosing experienced programmers is the supposition that ex-
perienced programmers can produce better code than inexperienced pro-
grammers and are on par with programmers working in industry. This is
extremely important, because in order to compare results of the three im-
plementations either when they are run in parallel or through some other
analysis, high quality code will lend itsclf to high quality experiment re-
sults. These results will be representative of similar projects in industry.
Software Engineering Experience Questionnaires which list each program-
mer’s programming experience, system experience, and university course-
work in software engineering have been completed. This information is in
the project files and is available for inspection.

6.4.3 Teamwork Design

The design for each implementation will be created using teamwork®. Team-
work is a CASE tool which captures component relationships of a design.
It also cnables analysts to create and verify functional system specifica-
tions [2]. Teamwork uses a structured analysis methodology defined by

SBecanse the word wversions is being used for configuration management of code and
documents, the term implementations is being used to denote the different bodies of code
produced by different programmers.

S Teammwork is a registered trademark of Cadre Technologies, Inc.
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Derck Hatley and Imtiaz Pirbhai [8]. The design includes data flow dia-
grams, a data dictionary, process specifications, and control specifications.

The decision was made to use a structured design methodology and a
CASE tool which supports it in order to give the programmers a tool which
will help them create a structured design, and thus, structured code. Tools
support modularity and structure and give the programmers a common
model from which to work [10]. It is hoped that this decision will enable
the programmers to create code on par with that of similar projects in
industry.

6.5 Design Verification and Validation

Design verification and validation is covered in detail in the Software Veri-
fication Plan for GCS. Many verification decisions listed helow were made
to refleet the veseareh goals of GCS. To maintain equally high standards of
testing and ensure that testers will not be influenced by another program-
mer’s code, all black-box test cases (sub-frame, frame, and system) will be
written before the sub-frame testing has begun. All testers will use the
same black-box test cases, so that only the white-box sub-frame test cases
will vary between implementations.

6.5.1 Testing Divisions

The testing of the GCS implementations is divided into categories (these
are listed in reverse chronological order); system testing, frame testing,
sub-frame testing, module testing, and reviews.

System testing is done by the testers and consists of black-box testing,
using only high level inputs and looking at the overall trajectory, final
conditions, and certain state parameters for the outputs. This type of
testing 1s also called hardware/software integration testing or system
validation testing, but since there is no physical hardware associated
with the project, the term system testing is used to refer to the testing
of the implementations integrated with the simulator.

Frame testing is also executed by the testers. A frame is one time step in
the trajectory, and is explained in the GCS Development Specification.
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Here the testers will use black box test eases which will have inputs
for the frame and look at the resulting output for certain variables.

Sub-frame testing is performed by the testers. A sub-frame is the small-
est unit actually required by the GCS Development Specification.
Each programmer may modularize the code within a sub-frame as
finely as he/she likes, or may code the entire sub-frame as one mod-
ule. This latitude is allowed in order to leave room for diversity
between the three implementations. Because of this, sub-frames are
the smallest unit examined by the testers. The testing consists of
black-box testing, similar to that of the frame testing, and white-box
testing, written by the individual testers. The white-box tests are
written based on the code itself, not just on the inputs and outputs

_ to the code unit. The GCS testers will use McCabe's structured test-
ing methodology [11] and the McCabe tool ACT to help create the

white-box test cases.”

Module Testing is done completely by the programier. Because the size
of the modules is not specified in the software requirements, test cases
for use with all three implementations cannot be created beforehand;
so the programmers will create, log, and execute their own test cases.
Because the programmers are restricted from running the code before
the module test phase, module testing also exists to give the program-
mers a chance to test their own code. There is a requirement in the
Software Verification Plan for GCS for a minimum number of test
cases.

Reviews that arc the responsibility of the verification team include the
design and code reviews. The verification team takes part in the
- test completion/readiness reviews, bhut these are the responsibility of
SQA, and are described in detail in the Software Quality Assurance

Plan for GCS.

"The Analysis of Complexity Tool (ACT) created by McCabe and Associates, Inc. is an
analysis tool which facilitates white-box testing and uses a methodology which gives 100%
multiple condition coverage. The tool has been widely used in industry and government
work. More on the tool and method of testing is covered in the Software Verification Plan

Jor GCS.
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6.5.2 Order of Development Phases

Figure 5 shows the phases of software development, including verification
activities.® As the diagram indicates, all of the test cases except for the sub-
frame white-box test cases are created before any of the implementations
reach the sub-frame test phase. The testers create the black-box test cases
as a group in order to limit the variability between testers. The black-box
test cases are written before any tests are executed, so that errors found in
one implementation do not influence the testing of another implementation.
The sub-frame white-box test cases will be created by individual testers
beeause the code must be analyzed to produce the test cases.

Versions of code are saved at various phases during the development.
These versions will be used for comparisons with versions from other devel-
opent phases as well as comparisons with other methods of testing, such
as repetitive run testing.

Both parts of the sub-frame testing (white- and black-box) are per-
formed on version 3.0 of the code. The code versions produced are then
dircct products of either white-box or black-box testing. An interesting
comparison can then be made between the results of white- and black-box
testing on the same piece of code. After all sub-frame testing is done, ver-
sions W3.x and B3.x will be integrated into version 4.0. Version 4.0 will
be the final product of sub-frame testing. Version 6.0 will be the result of
system testing, and the final version of the code.

6.5.3 GCS Review Checklists and Problem Report Form

Review Checklists, and the GCS Problem Report Form underwent many
revisions, which were reviewed by staff at RTI and NASA LaRC.° The
Jet Propulsion Laboratory (JPL) Software Product Assurance checklists,
William Hetzel’s The Complete Guide to Software Testing [9], and Glen-
ford Myers’ The Art of Software Testing [14] were used as references for
the GCS Design Review Checklist. The GCS Code Review Checklist used

®In the figure, WB and BB represent white-box and black-box testing, respectively.
Although the box showing the creation of tesi cases is in the middle of the page, this
process actually takes place before white-box sub-frame testing and is done by the testers
as a group.

®These forms can be found in an appendix of the Software Verification Plan for GCS.
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the above references, as well as an internal RTI FORTRAN coding stan-
dards document and the results of an experiment conducted by RTT for
RADC [15]. The cheeklists were designed for the GCS project, and con-
tain design and code standard information which is specifie to this project.
The GCS Problem Report Form used problem report forms from previous
project as examples, and used a paper by Victor Basili [4] as a reference.

6.6 Simulator Development and Validation

The Guidance and Control Software Simulator (GCS_SIM) is a control-
system testbed that acts as a combined test-harness, modeling system, and
data collector.’® For the purposes of the DO-178A guidelines, GCS_SIM
takes the place of the hardware system. GCS_SIM is designed to allow an
experimenter to test an arbitrary number of independent implementations
of the Guidance and Coutrol Software planetary Iander problem in a multi
tasking environment. S -

I the most general sense, the purpose of GCS_SIM is to run GCS iy
plementations and to collect data on these programs as it runs. In doing
s0, it provides an interface hetween data storage and the programs. Since
these programs arc one side of a control-response feedback loop, GCS_SIM
also provides the response model for the loop. In an overall system view,
GCS_SIM can be partitioned into a modeling component and a file interfac-
ing component. The modeling component communicates with the control
programs, determines error status, and emulates the system response. The
file interfacing component is responsible for loading data necessary for the
current sirmulation, monitoring the data, collected and generated by the
modeling side, and recording the necessary output data.

The interface between the simulator and the applications provides a
mechanism for transferring simulation inputs and outputs as well as event-
driven synchronization. In the VAX/VMS environment, there are many
ways of implementing these operations. GCS_SIM was designed to take
advantage of some built-in VMS system features. In an effort to reduce
test case execution time while still providing flexibility, the GCS_SIM de-

sign uses synchronization flags (semaphores) and global (shared) memory

For a detailed description of GCSSIM, refer to the GOS Simulator Syslem

Description.
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between the the simulator and GCS implementation(s) in order to transfer
data between the respective processes. Although the simulator can “peck”
into a GCS implementation’s shared memory area at any time during a tra-
jectory, GCS_SIM ouly reviews information in the implementation’s shared
memory arca at synchronization points when variable contents are stable.
Note that the simulator responds to synchronization flags that are initiated
by the GCS implementations and assumes control over all GCS implemen-
tations at the sub-frame synchronization points.

The test plan that is to be used to help validate GCS_SIM will be
developed outside of RTI, since the GCS_SIM design is the result of the
collaboration of the RTI project staff. The DO-178A guidelines do not
address the need for validation of a simulator, but imply that the output
of the simulator should be predictable and consistent for each run.

7 Conclusion

This document gives the reader an overview of the Guidance and Con-
trol Software project. This project is part of a larger experiment funded
by NASA-Langley Research Center, “Software Error Studies Research.”
The GCS Project is the third and most complex project in the experi-
ment. The data collected during the GCS project will be analyzed at the
Resecarch Triangle Institute to meet the overall goals of the Software Er-
ror Studies Experiment and to evaluate the DO-178A guidelines and draw
conclusions about the effectiveness of various software development tech-
niques. Further reading on this subject is listed in the reference Section as
numbers [6], [7], [13] and [12].
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