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ABSTRACT

Software inspection i{s a ‘echnical evaluation process for finding and
removing defects in requirements, design, code and tests. Software
inspections have been used by a wide variety of organizations for
improving software quality and productivity since their original
introduction at IBM. The Jet Propulsion Laboratory (JPL), California
Institute of Technology, tailored Fagan's original process of software
inspections to conform to JPL software development environment in
1987. However, the fundamental rules of the Fagan inspection
process were adhered-to.

Detailed data was collected during the first three years of experience
at JPL on 203 inspections. Statistics are discussed for this set of
inspections. Included. on a per inspection basis, are averages of: staff
time expended, pages covered. major defects found, minor defects

J. Kelly
1 NASA/JPL
Page 1 of 34

e



found and inspection team size. The inspection team size varied from
three to eight participants with the JPL Product Assurance
Organization providing most of the moderators.

Analysis -of variance (alpha = 0.05) showed a significantly higher
density of defects during requirements inspections. It was also
observed, that the defect densities found decreased exponentially as
the work products approached the coding phase.

Increasing the pace of the inspection meeting decreased the density
of defects found. This relationship was observed to hold for both
mdjor and minor defect densities, although it was more pronounced
for minor defects.

This paper provides guidelines for conducting successful software
inspections based upon three years of JPL zxperience. Readers
interested in the practical and research implications of software
inspections should find this paper helpful.

INTRODUCTION

This paper describes an analysis of factors influencing the defect
density of products undergoing software inspections. Software
intensive projects at the Jet Propulsion Laboratory (JPL) require a
high level of quality. JPL, a part of the California Institute of
Technolbgy. is funded by NASA to conduct its unmanned
interplanetary space program. Software inspections were introduced
at JPL in 1987 to improve software quality by detecting errors as early
in the developmental lifecycle as possible.

Software Inspections are detailed technical reviews performed on

intermediate engineering products. They are carried out by a small

group of peers from organizations having a vested interest in the work

product. The basic process is highly structural and consists of six

consecutive steps: planning, overview, preparation. inspection
L Ky
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meeting, rework and follow-up. The inspection process is controlled
and monitored through metrics and checklists. One of the best
fundamental descriptions of this process is Fagan's original article
[fFagan. 1976].

JPL tailored Fagan's original process to improve the quality of the
following technical products of a software intensive system: Software
Requirements, Architectural Design, Detail Design, Source Code. Test
Plans, and Test Procedures. For each of these types of products a
checklist was tailored for JPL's application domain, standards and
software development environment. Supplemental tailoring included
the addition of a "third hour” step to Fagan's process. The "third hour"
step was first discussed by Gilb (Gilb, 1987]. JPL's "third hour" step
includes time for team members to discuss problem solutions and
clear-up open issues raised in the inspection meeting. Other tailoring
included substantial use of Software Product Assurance personnel as
inspection moderators, a JPL specific training program, and new data
collection forms.

The analysis of defect densities from inspections was performed for
the purpose of 1) ensuring that the conditions of a quality inspection
are being met by JPL inspections, 2) verifying previous research
findings on inspections and 3) understanding the factors which
influence inspection results. It was expected that the results would
agree with previous findings on inspections, but due to slight
variations in the variables collected, some differences were observed.

Methods

Data was collected on 203 inspections performed on five software
intensive projects at JPL. Practically all inspection team members
were trained in a one and a half day course on formal inspections
[Kelly, 1987]. Software Product Assurance supplied 70% of the
moderators. The inspections took place between February 1987 and
April 1990. Although the projects used Ada, C and Stmula, only 16%
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were performed on code. Table 1 shows the types of mspecﬁons
performed in this study and the sample size for each type.

The data included in this study was recorded on the “Formal
Inspection Detailed Report” and "Inspection Summary Report” forms
{Appendix 1 and 2]. Each inspection produced a complete set of
forms indicated in the process diagram {Figure 1]. This information
was placed into a database and monitored. Occasionally, the chief
moderator would contact the inspection moderator when reports
were abnormal. This was done to provide feedback for tnspections
which were experiencing difficulties. Eleven inspection reports were
rejected for analysis in this sample for the reason that they viclated
some of the fundamental rules of inspections as shown in [Appendix
3.

Checklists were used to 1) help inspection team members focus on
what to look for in a technical work product, and 2) provide categories
for classifying defects. A generic checklist was provided in the
training materials for each type of inspection: R1, 10. I1, 12, IT1 and
IT2. Projects may use the generic checklist or tailor this list to match
their own environment and development standards. However, we
encouraged projects to maintain the 15 main categories for types of
defects shown in the "Formal Inspection Detailed Report”. [Appendix
1].

The metrics used to monitor and analyze inspections can be classified
into three prime areas: staff time, types of defects and workproduct
characteristics. The staff time expended was recorded by total hours
during each stage of the inspection process. Part way through our
study we began collecting staff time by the role played in the
inspection meeting (author, moderator, or inspector). The
organizational areas. represented by these participants, were also
recorded.

Each defect was classified by severity, checklist category, and "type”.
The severity of defect was classified either major. minor, or trivial.
J. Kelty

4 NASA/JPL
Page 4 of 34



-~

Pre

e &
.

Trivial defects in grammar and spelling were noted and corrected. but
not included in this data analysis nor on the "Formal Inspection
Detailed Report" {Appendix 1].

The "“type" of defect (mission, wrong, or extra) was recorded on the
forms, but not in the database. This information is not as
institutionally critical. however, the authors find it to be a useful guide
during the rework stage of the process.

The workproduct characteristics included size (by pages of lines of
code). phase and type of product (requirements, test plan, etc.). and
project Since inspections were usually introduced relatively early in
the developmental lifecycle, when most products were technical
documents, the preferred size reporting metric was in pages. A
typical page of JPL documentation is single spaced. 38 lines per page
in 10 point font size. A page containing a diagram was counted equal
to a page of test. The authors felt that number of pages was a more
accurate measure of material undergoing inspection than “"estimated
lines of code” for technical documents, since projects did not have a
history of a detailed accounting of the second metrics during the early
lifecycle phases. Due to most of the data being reported in pages.
different relationships are found than in previous studies. It should be
noted that "pages” is more of a producer oriented statistic than it is a
product oriented measure. One of the key metrics that was used in
this analysis is "density of defects per page”. This metric was used to
compare inspections of different types and their related factors.

Resuits

Results showed a higher density of defects in earlier lifecycle products
than in later ones. An analysis of variance was performed on data
collected from the different types of inspections in the sample (RI.
10, 11, 12, IT1, and IT2). Figure 2 shows the average number of
defects found per page for each of the inspection types. The analysis
of variance test showed that at Alpha = 0.05, the defect density at the
software requirements inspection (R1) is significantly higher than that
1 Kelly
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of source code inspection (I2), and also the defect density at test plan

‘Inspection (IT1) is significantly higher than that at test procedures

and function inspection (IT2). It was also observed that the defect
densities found during inspections decreased exponentially as the
development work products approach the coding phase [Figure 3].

The staff hours needed to fix defects were not found to be significantly
different across the different phases of the lifecycle [Figure 4]. It
should be noted that the defects found and fixed during these
inspections originated during the lifecycle phase in which they were
detected. Latent defects which were found in high level documents
during inspections were recorded as "open issues” and submitted to
the change control board. Since the researchers did not know the
timely outcome from the control board, these potential defects are not
tracked in this study. However, the average cost to fix defects during
the inspection process (close to their origin) was 0.5 hours. which is
considerably less than the range of 5 to 17 hours to fIx defects during
formal testing reported by a recent JPL project.

Previously, inspection defect counts were found to decrease as the
amount of code to be inspected increased (Buck, 1981]. Figure 5
shows this trend to be sure for the total sample of inspections in this
study with respect to defect density per page.

The average inspection team composition and size for this sample are
shown in Figure 6 by type of inspection. For development inspection
types (R1, 10, 11, and I2) the trend is for larger teams for
requirements and high level documents while smaller teams are
needed for code. The inspection program at JPL tried to insure that
teams were comprised of members from organizations having a vested
interest in the work product. The rationale for this was to keep
inspections from being biased toward an organization’s internal view of
the product.

Figure 7 shows the distribution of defects percentage by defect types
and defect categories.
J. Kelly
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CONCLUSIONS

Experience has shown that formal inspection of software is a potent
defect detection method; and thus, it enhances overall software quality
by reducing rework during testing, as well as maintenance efforts.

The following items highlight the results of JPL experience with
formal inspections.

1. A variety of different kinds of defects are found through
inspections with Clarity, Logic, Completeness. Consistency,
and Functionality being the most prevalent.

2. Increasing the number of pages to be inspected at a single
inspection decreases the number of defects found.

3. Significantly more defects are found per page at the earlier
phases of the software lifecycle. The highest defect density
was observed during Requirements inspections.

4. The cost in staff hours to find and fix defects was consistently
low across all types of inspections. On average it took 1.1
hours to find a defect and 0.5 hours to fix and check it (major
and minor defects combined).

5. Larger team sizes (6 to 9) for higher level inspections (R1
and I10) are justified by data which showed an increased
defect finding capability.

JPL has adopted formal inspections for many of its software intensive
projects. The results are very encouraging and show very significant
improvements in software quality.

L Kelty
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Table 1: Types of inspections included in this analysis

Inspection Inspection | Sample
Abreviation Type | Size
R1 Software Requirements Inspection 23
10 Architectural Design Inspection 15
)| Detailed Design Inspection 92
12 Source Code Inspection 34
IT1 Test Plan Inspection 16
IT2 Test Procedures & Functions Inspection 23

Ayt

Total: 203



Figure 1: Overview of the Software Inspection Process
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Figure 2: Defect Density Versus Inspection Types
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Figure 4: Staff hours per defect.
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Figure 5. Inspection pagé rate versus average defects

found per page
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Figure 7: Distribution of defects by classification

Classification n= 203 inspections

Clarity
Correctness/Logic
Completensss
Consistency
Functionality
Compliance
Malntenance RN i I Major Defects
Level of Detall IR RER Minor Defects
Traceabllity
Rellabllity
Petformance
Other*

0% 5% 10% 15% 20% 25% 30% 35%
Defect Percentage

* “Other” includes thcose classifications with fewer than 20 total defects.



P §

———

- ——

p——

-——

JPL o8
DETAILED INSPECTION REPORT
Project Date
Subsyslcin Moderator
Unit Type ol Inspection

PLEASE NETUNN COMPLETED FONM TO J. KELLY AT MS 125-233

Delfecels lound in Inspected Decument:

Checklist Calegory MAJOR

MINOR

TOTAL

M* w

E

M

w

Clarity

Compintenass

Compllance

_Conslsiency

Coueactinesy

ata

Funciianallty

Intetiace

Lavel of Detall

Malntalaabitity

Petlornmance

Mellabliity

Testablifty

Traceablilty

Other

Totad

Open Issue Slatus
Category Open Issue Desctiption

Assignes

tew 6 110008

“alte we fretan Asswr wure ‘M = Missing W= wm

E « Extra

(Teiy B by qumptonsy) By Sup Mufnemy o

Oniipninng @ 68 bupsctans S iy )

Appendix 1: Formal Inspection Dctailed Rcport

17

J. Kelly
NASA L
Page 17034




TAf/VSYN
Loyt

e o g1 aley

[ JPL INSPECTION SUMMARY REPORT 1D

Project Inspection Mesling Date

Subsysiem Follow Up Compistion Dale

Uni(s)

Typeollnspecion: [JRo  []R1 Ow [On Owr Om  Ow2z  [Oove

inspection Meetng: [[] FstMesing  [] Re-inspection Mesting  # Panicipanis Meeting Clock Hours (X.X)
Size ol Workproduct Distibuson : New % Modihed % Reused % Deleted %
Total Time expanded in Person Hours (X.X)
Prare Overviaw |P - Mestng | R FoowUp | ThedHow| Towd Check All Attending lnspocl'lon beating:
(] Project Enginesding  [] Teating

Inspsaicrs [) Systems Engineedng [ ] Product Assurance
Aushors [] HW Devalopament  [] Opermsions
Modenion [ SWDeveicpement  [7] Other ___ __
Defects found: Major Minor Defects reworked: Major Minor

Open ltems (number). Closed Open

Comments:

Distribution: Discrepancy Repors/Change Request(s)y/Waivers:

Manager

Moderator

inspectors STATUS: [J PASS [ REINSPECTION REQUIRED
DataMgr. L KefiviI25:20) —

M>dgorator's Signature J
Rovasan § 1o (Tt aren & smsapond So ¢ boae vt -
\hﬁ-n'uh«n\- 0 0o Matns Seergl

Apnendix 2: Inspection Summary Report

18

K}



Appendix 3

The 10 basic Rules of Inspections:

Inspections are carried out at a number of
points inside designated phases of the
software lifecycle. Inspections are not
substitutes for major milestone reviews

Inspections are carried out by peers
representing the areas of the life cycle affected
by the material being inspected (usually limited
to 6 or less people). Everyone participating
shouid have a vested interest in the work
product.

Management is not present during inspections.
Inspections are not to be used as a tool to
evaluate workers.

Inspections are led by a trained moderator.

Trained inspectors are assigned specific roles.

L Kelty
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Appendix 3
The 10 basic Rules of lnsgections:

(Continued)

6. Inspections are carried out in a prescribed
series of steps (as shown in figure 1).

7. Inspection meetings are limited to two hours.

8. Checklists of questions are used to define the
task and to stimulate defect finding.

9. Material is covered during the Inspection
meeting within an optimal page rate range
which has been found to give maximum error
finding ability.

10. Statistics on the number of defects, the types
of defects and the time expended by engineers
on the inspections are kept.

1 Ketty
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What are Software Inspections?

Software Inspections are:
« Detailed Technical Reviews

Performed on intermediate engineering products

A highly structured and well defined process

Carried out by a small group of peers from organizations having a
vested interest in iiie work product

Controlled and monitored through metrics and checklist
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Types of Software Inspections Included in this Analysis

SAMPLE SIZE

@ R1 Software Requirements Inspection 23
@ 10 Architectural Design Inspection 15
® |1 Detailed Design Inspection 92
@ 12 Source Code Inspection 34
@ IT1 Test.Plan Inspection A 16
@ IT2 Test Procedures & Functions Inspection 23

TOTAL 203
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JPL Talloring
of Existing Inspection. Techniques

e Participants and Team Composition
e Third Hour
e Training

e Support Documentation

Apay -1

JKAIS 04
11/20/90

i



\ . ) .
s e o .
5 e T T L e I SR e B I T e o S e Bt
|
Software Inspection Data Summary’
PLANNING .J OVERVIEW L PREPARATION INSPECTION REWORK FOLLOW-UP
Average = 1.0 Hrs ?ln"m;‘: ‘": Aversge = 9.3 Hrs Aversge u 8.2 Hrs Average = 7.7 Hrs Aversge = 1.3 Hrs
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o - —— — > > >
Guidelines! Guidelines: Quldelines: Guidelines: Guidelines: Ouldelines:
24 Hrs 25-7.5Hrs 10- 18 Hrs 10 Hrs § Heo 2-3Hre
(periodic) .
\\ Averages per Inspection RO HOUR
| Participants: | 5.2 btk
\ Major Defects: 4.2 O inspections)
Minor Defects:’ 13.0 Guidelines: None
Pages Covered: 35.4 (PL Additian)
Total Statf Time: 27.7 Hrs
(optional)
. _J

1: All times are averages from a sample of 203 JPL Inspections.
2: Guldelines were set In 2/88 based on outside organizations’ experience and a team of five

E3a Inspectors.
g 5 E 3: A major defect Is an error that would cause the system to fall during operations, or prevent the system
{ Eg" from fulfilling a requirement. Mingr defacts are all other defects which are non-trivial. Xryial defects In
% grammar and spelling were noted and corrected, but not included In this data analysls.
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Distribution of Defects By Classification
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Inspection Page Rate vs. Defect Density
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Note: Inspection "meetings" are limited {o 2 hours and moderators
are recommended to limit material covered to 40 pages or less.
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Defect Density vs. Inspection Type
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* At the alpha=0.05 level of significance ANOVA F test showed a significant
difference between the defect densities of R1 and 12, and between IT1 and IT2.
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Predictive Model for Defect Density vs.
Inspection Type

Model : y = 3.19 exp(-0.61x)
where x= 1,23, or 4
for R3, 10, 11, or 12 respectively
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Resource Hours per Defect

2.0 2.0
-« TOTAL
N R . —o-FlND
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2 £
§ 0.8 'g 0.8
0.4 N 0.4
N
0.0
0.0 Rt i0 " 2

Development Inspection Types

im IT2
Test Inspection Types

In contrast, recent JPL projects reported spending an average of 5to 17
staff hours to fix each defect during the test phases.
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{
s
3

s-
5 Resource hours for finding include all time expended during Planning, Overview, Preparation, and Meeting phases. Resource hours for
fixing Include all lime expended during Rework, Third Hour, and Follow-up phases. Defects include all major and minor defedts.
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JPL | Team Size vs. Defect Density
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Code Inspections vs. Code Audits

Avg. Number of Defects
Found per Page
Major Minor Sample Size
Code Inspections 0.022 0.250 34
Code Audits 0.007 0.111 15

Note: 1. The work product history for code inspection sample was: 41% new, 55% reused, and 4% modified.
The work product history for code sudiis sample was: 100% new.
2. For all types of inspections combined the average number ol defects found per page was much higher
than what was found in code inspections (refer to slide # 8). The overall averages were;
Major = 0.119 and Minor = 0.377, for a sample size of 203 inspeciions.
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e A variety of different kinds of defects are found through
inspections with Clarity, Logic, Completeness, Consistency, and
Functionality being the most prevalent.

e Increasing the number of pages to be inspected at a single
inspection decreases the number of defects found.

e Significantly more defects were found per page at the earlier
phases of the software lifecycle. The highest defect density was
observed during Requirements; inspections.

e The cost in staff hours to find and fix defects was consistently
low across all types of inspections. On average it took 1.1 hours
to find a-defect and 0.5 hours to fix and check it (major & minor
defects combined).

e Larger team sizes (6 to 8 engineers) for higher level
inspections (R1 & 10) are justified by data which showed an

increased defect finding capability.

e Code Inspections were superior in finding defects over Code
Audits (single reviewer) by a factor of 3.

JKIJS 14
11/29/90





