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Section 1 - Executive Summary

The Shuttle program is one of the most complex engineering activities undertaken anywhere in the world at the
present time. The Space Shuttle Independent Assessment Team (SIAT) was chartered in September 1999 by
NASA to provide an independent review of the Space Shuttle sub-systems and maintenance practices. During
the period from October through December 1999, the team led by Dr. McDonald and comprised of NASA,
contractor, and DOD experts reviewed NASA practices, Space Shuttle anomalies, as well as civilian and military
aerospace experience.

In performing the review, much of a very positive nature was observed by the SIAT, not the least of which was the
skill and dedication of the workforce. Itis in the unfortunate nature of this type of review that the very positive
elements are either not mentioned or dwelt upon. This very complex program has undergone a massive change
in structure in the last few years with the transition to a slimmed down, contractor-run operation, the Shuttle Flight
Operations Contract (SFOC). This has been accomplished with significant cost savings and without a major
incident. This report has identified significant problems that must be addressed to maintain an effective program.
These problems are described in each of the Issues, Findings or Observations summarized below, and unless
noted, appear to be systemic in nature and not confined to any one Shuttle sub-system or element. Specifics are
given in the body of the report, along with recommendations to improve the present systems.

Issue 1

NASA must support the Space Shuttle Program with the resources and staffing
necessary to prevent the erosion of flight-safety critical processes.

Human rated space transportation implies significant inherent risk. Over the course of the Shuttle Program,
now nearing its 20" year, processes, procedures and training have continuously been improved and
implemented to make the system safer. The SIAT has a major concem, reflected in nearly all of the
subsequent "Issues”, that this critical feature of the Shuttle Program is being eroded. Although the reasons for
this erosion are varied, it appears to the SIAT that a major common factor among them is the reduction in
allocated resources and appropriate staff that ensure these critical processes and procedures are being
rigorously implemented and continually improved.

The SIAT feels strongly that workforce augmentation must be realized principally with NASA personnel rather
than with contract personnel. The findings show that there are important technical areas that are staffed “one-
deep”. The SSP should assess not only the quantity of personnel needed to maintain and operate the Shuttle
at anticipated future flight rates, but also the quality of the workforce required in terms of experience and
special skills. In the recent fleet wiring investigation, work force skill shortages created the need to use Quality
Assurance personnel inexperienced in wiring issues to perform critical inspections. Note that increasing the
work force carries risk with it until the added work force acquires the necessary experience.

Executive Summary -1
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Issue 2

The past success of the Shuttle program does not preclude the existence of problems
in processes and procedures that could be significantly improved.

The SIAT believes that another factor in the erosion referred to in Issue 1 is success-engendered safety
optimism. The SIAT noted several examples of what could be termed an inappropriate leve! of comfort with
certain apparently successful "acceptance of risk" decisions made by the program. One example was the
number of flights with pinned liquid oxygen injectors flown without prior hot-fire testing that did not experience
pin ejection before the STS-93 pin ejection rupture incident. These successful flights created a false sense of
security that pinning an injector could be treated as a standard repair. There were 19 incidences of pin
ejection that did not result in nozzle rupture prior to STS-93 and this created an environment that led to the
acceptance of risk. Similarly the wire damage that led to the short on STS-93is suspected to have been
caused 4 to 5 years prior to the flight. The SSP must rigorously guard against the tendency to accept risk
solely because of prior success.

Issue 3

The SSP's risk management strategy and methods must be commensurate with the
‘one strike and you are out environment of Shuttle operations.

While the Shuttie has a very extensive Risk Management process, the SIAT was very concerned with what it
perceived as Risk Management process erosion created by the desire to reduce costs. This is inappropriate
in an area that the SIAT believes should be under continuous examination for improvement in effectiveness
with cost reduction being secondary. Specific SIAT findings address concems such as: moving from NASA
oversight to insight; increasing implementation of self-inspection; reducing Safety and Mission Assurance
functions and personnel; managing risk by relying on system redundancy and abort modes; and the use of
only rudimentary trending and qualitative risk assessment techniques. It seemed clear to the SIAT that
oversight processes of considerable value, including Safety and Mission Assurance, and Quality Assurance,
have been diluted or removed from the program. The SIAT feels strongly that NASA Safety and Mission
Assurance should be restored to the process in its previous role of an independent oversight body, and not
be simply a "safety auditor.” The SIAT also believes that the Aerospace Safety Advisory Panel membership
should turnover more frequently to ensure an independent perspective. Technologies of significant potential
use for enhancing Shuttle safety are rapidly advancing and require expert representation on the Aerospace
Safety Advisory Panel. While system redundancy is a very sound element of the program, it should not be
relied upon as a primary risk management strategy; more consideration should be given to risk
understanding, minimization and avoidance. It was noted by the SIAT that as a result of choices made during
the original design, system redundancy had been compromised in 76 regions of the Orbiter (300+ different
circuits, including 6 regions in which if wiring integrity was lost in the region, all three main engines would shut
down). These were design choices made based on the technology and risk acceptance at that time. Some
of these losses of redundancy may be unavoidable; others may not be. In either case, the program must
thoroughly understand how loss of system redundancy impacts vehicle safety.

Executive Summary - 2
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Issue 4

SSP maintenance and operations must recognize that the Shuttle is not an operauonal'
vehicle in the usual meaning of the term.

Most aircraft are described as being "operational” after a very extensive flight test program involving hundreds
of flights. The Space Shuttle fleet has only now achieved one hundred flights and clearly cannot be thought
of as being "operational" in the usual sense. Extensive maintenance, major amounts of "touch labor" and a
high degree of skill and expertise by significant numbers of technician and engineering staff will be always
required to support Shuttle operations. Touch labor always creates a potential for collateral and inadvertent
damage. In spite of the clear mandate from NASA that neither schedule nor cost should ever be allowed to
compromise safety, the workforce has received a conflicting message due to the emphasis on achieving cost
and staff reductions, and the pressures placed on increasing scheduled flights as a result of the Space
Station. Findings of concern to the SIAT include: the increase in standard repairs and fair wear and tear
allowances; the use of technician and engineering “pools” rather than specialties; a potential complacency in
problem reporting and investigation; and the move toward structural repair manuals as used in the airline
industry that allow technicians to decide and implement repairs without engineering oversight. The latter
practice has been implicated in a number of incidents that have occurred outside of NASA (Managing the
Risks of Organizational Accidents, Chapter 2, p. 21). When taken together these strategies have allowed a
significant reduction in the workforce directly involved in Shuttle maintenance. When viewed as an
experimental / developmental vehicle with a "one strike and you are out” philosophy, the actions above seem
ill advised.

Issue 5

The SSP should adhere to a fly what you test / test what you fly' methodology.

While the "fly what you test / test what you fly" methodology was adopted by the Shuttle Program as a
general operational philosophy, this issue arose specifically with the Space Shuttle Main Engine (SSME). For
the SSME, fleet leader and hot-fire (green-fun) testing are used very effectively to manage risk. However, the
concept must be rigorously adhered to. Recent experience, for instance the pin ejection problem, has shown
a breakdown of the process. An excellent concept, the fleet leader is also applicable to other systems, but its
limitations must be clearly understood. In some cases (e.g., hydraulic testing, avionics, Auxiliary Power Unit)
the SIAT believes that the testing is not sufficiently realistic to estimate safe life.

Executive Summary -3
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Issue 6

The SSP should systematically evaluate and eliminate all potential human single point
failures.

In the past, the Shuttle Program had a very extensive Quality Assurance program. The reduction of the
quality assurance activity (“second set of eyes”) and of the Safety & Mission Assurance function
(“independent, selective third set of eyes”) increases the risk of human single point failures. The widespread
elimination of Government Mandatory Inspection Points, even though the reductions were made
predominantly when redundant inspections or tests existed, removed a layer of defense against maintenance
errors. Human errors in judgment and in complying with reporting requirements (e.g., in or out of family) and
procedures (e.g., identification of criticality level) can allow problems to go undetected, unreported or reported
without sufficient accuracy and emphasis, with obvious attendant risk. Procedures and processes that rely
predominantly on qualitative judgements should be redesigned to utilize quantitative measures wherever
possible. The SIAT believes that NASA staff (including engineering staff) should be restored into the system
for an independent assessment and correction of all potential single point failures (see also the concerns
conceming the Safety and Mission Assurance function in Issue 3).

Issue 7

The SSP should work to minimize the turbulence in the work environment and its
effects on the workforce.

Findings support the view that the significant number of changes experienced by the Shuttle Program in
recent years have adversely affected workforce morale or diverted workforce attention. These include the
change to Space Flight Operations Contract, the reduction in staffing levels to meet Zero Based Review
requirements, attrition through retirement, and numerous re-organizations. Ongoing turbulence from cyclically
heavy workloads and continuous improvement initiatives (however beneficial) were also observed to stress
the workforce. While the high level workforce performance required by the Shuttle program has always
created some level of workforce stress, the workforce perception is that this has increased significantly in the
last few years. Specifically, the physical strain measured in the Marshall Space Flight Center workforce
significantly exceeded the national norm, whereas the job stress components (e.g., responsibility levels,
physical environment) were near normal levels. This typically indicates the workforce is internalizing chronic
instability in the workplace. Similarly, feedback from small focus groups at Kennedy Space Center indicates
unfavorable views of communication and other factors of the work environment. Clearly, from a health
perspective, one would seek to reduce employee stress factors as much as possible. From a vehicle health
perspective, stressed employees are more likely to make errors by being distracted while on the job, and to
be absent from the job (along with their experience) as a result of health problems.

The SIAT believes that the findings reported here in the area of work force issues parallel those that were
noted by the Aerospace Safety Advisory Panel. The SIAT is concemned that in spite of the Aerospace Safety
Advisory Panel findings and recommendations, supported by the present review, these problems remain.

Executive Summary -4
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Issue 8

The size and complexity of the Shuttle system and of the NASA/contractor relationships
place extreme importance on understanding, communication, and information handling.

In spite of NASA's clear statement mandate on the priority of safety, the nature of the contractual relationship
promotes conflicting goals for the contractor (e.g., cost vs. safety). NASA must minimize such confiicts. To
adequately manage such conflicts, NASA must completely understand the risk assumptions being made by
the contractor workforce. Furthermore, the SIAT observed issues within the Program in the communication
from supervisors downward to workers regarding priorities and changing work environments.
Communication of problems and concerns upward to the SSP from the "floor™ also appeared to leave room
for improvement. Information flow from outside the program (i.e., Titan program, Federal Aviation
Administration, ATA, etc.) appeared to rely on individual initiative rather than formal process or program
requirements. Deficiencies in problem and waiver tracking systems, "paper” communication of work orders,
and FMEAJ/CIL revisions were also apparent. The program must revise, improve and institutionalize the
entire program communication process; current program cuiture is too insular in this respect .

Additionally, major programs and enterprises within NASA must rigorously develop and communicate
requirements and coordinate changes across organizations, particularly as one program relies upon another
{e.g., re-supplying and refueling of International Space Station by Space Shuttle). While there is a joint
Program Review Change Board (PRCB) to do this, for instance on Shuttle and Space Station, it was a
concern of the SIAT that this communication was ineffective in certain areas.

Issue 9

Due to the limitations in time and resources, the SIAT could not investigate some
Shuttle systems and/or processes in depth.

Follow-on efforts by some independent group may be required to examine these areas (e.g., other propulsion
elements, such as the Reusable Solid Rocket Motor, Solid Rocket Booster, External Tank, Orbiter
Maneuvering System, and Reaction Control System, and other wiring elements besides those in the Orbiter).
This independent group should also review the SSP disposition of the SIAT findings and recommendations.

The Shuttle Upgrades program creates the opportunity to correct many of the observed deficiencies, e.g., the
76 areas of compromised redundancies (300+ circuits), and to incorporate design for maintainability and
continuous improvement. However, without careful systems integration and prioritization, some of the
deficiencies observed by the SIAT will be exacerbated, e.g., in wiring, hydraulics, software, and maintenance
areas. Additionally, the elements of maintenance must be rigorously analyzed, including training,
maintainability, spares support maintenance, and accessibility. .

Executive Summary -5
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Return To Flight

The SIAT was asked by the SSP for its views on the return to flight of STS-103. The SIAT had earlier considered
this question and had concluded that a suitable criterion would be that STS-103 should possess less risk than, for
example, STS-93. In view of the extensive wiring investigation, repairs and inspections that had occurred this
condition appeared to have been satisfied. Furthermore, none of the main engines scheduled to fly have pinned
Main Injector liquid oxygen posts. The SIAT did suggest that prior to the next flight the SSP make a quantitative
assessment of the success of the visual wiring inspection process. In addition, the SIAT recommended that the
SSP pay particular attention to inspecting the 76 areas of loca! loss of redundancy and carefully examine the
OV102 being overhauled at Paimdale for wiring damage in areas that were inaccessible on OV103. Finally, the
team suggested that the SSP review in detail the list of outstanding waivers and exceptions that have been
granted for OV103. The SSP is in the process of following these specific recommendations and so far has not
reported any findings that would cause the SIAT to change its views.

Shortly before completing this report , the SIAT was gratified to learn that a number of steps had been taken by
NASA to rectify a number of the adverse findings reported above. Of particular note was the strengthening of the
NASA Quality Assurance function for the Shuttle at Kennedy Space Center. Upon completion of STS-103, the
SIAT was pleased to leamn that only two orbiter in-flight anomalies were experienced, a reduction from past trends
(see Appendix 11).

Executive Summary - 6
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Section 2 - Charter

Guidance from Associate Administrator

The charter from the Associate Administrator for Space Flight, Mr. Joseph Rothenberg, to the Independent
Assessment Team on September 7, 1999 is as follows:

"Dr. McDonald will lead an Independent Technical Team to review the Space Shuttle systems
and maintenance practices. The Team will be comprised of NASA, contractor, and DOD
personnel and will look at NASA practices, Shuttle anomalies, and civilian and military
experience."

INTRODUCTION - 7
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Section 3 - Introduction

During the launch of STS-33 in July, 1999, two serious in-flight anomalies occurred. The first occurred five
seconds after lift-off when a primary and back-up main engine controller on separate engines dropped offline due
to a power fluctuation. Post-flight inspection revealed a single 14 ga. polyimide wire had arced to a burred screw
head. The second anomaly was a liquid oxygen low-level cutoff 0.15 seconds before the planned Main Engine
Cut Off (MECO). Post flight inspection of the affected engine indicated that a liquid oxygen post pin had been
ejected and had penetrated three nozzle coolant tubes, causing a fuel leak and premature engine shut-off. On a
previous flight, STS-95/0V103, the drag chute door released prematurely about 2 seconds after main engine
ignition during liftoff. Still another incident occurred on the ferry flight of OV102 to Palmdale, for which washers on
several attachment boits were not installed. System design and redundancy successfully handled each anomaly
and allowed safe flight of the vehicle and mission completion. However, the occurrence of the anomalies raised
concerns over the adequacy of Shuttle operations and maintenance procedures, particularly in light of the age
and projected extended life (to the year 2010) of the Shuttle.

The Shuttle Independent Assessment Team (SIAT) was formed by Dr. Henry McDonald, Director of NASA Ames
Research Center, at the request of the Associate Administrator for Space Flight, Mr. Joseph Rothenberg.
Comprised of members from NASA, industry, academia, and the military, the SIAT possessed a broad and
relevant experience base, which included the problems arising from downsizing and outsourcing of maintenance
depots, as well as specific expertise, e.g., in the problems of wiring in aging aircraft. The SIAT's charter was to
bring to Shuttle maintenance and operations processes a perspective from the best practices of the external
aviation community, and report to the Associate Administrator (Office of Space Flight) in approximately 60 days.
The SIAT began its work on October 4, 1999, and signed off on the final report by February 9, 2000; the present
report summarizes its activities.

The assessment was organized around the four potential sources of failures in complex engineering systems1, as
shown schematically below.
o
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Figure 1.- System Failure Sources
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To assess potential sources of hardware anomalies, reviews were made of major Shuttle systems including:
avionics, hydraulics, hypergols and Auxiliary Power Units (APU'’s), propulsion, structures, and wiring. The Shuttle
electrical wiring system was an area of particular interest, as recent experience on STS-93 had given an
indication that a previously unrecognized systemic problem may exist. In the area of software, validation and
verification of both ground and flight software were examined. Human factors were investigated in maintenance,
operations, and engineering workforces. Organizational or process issues included risk assessment and
management, problem reporting, and the Safety and Mission Assurance function. The interdependencies
between the potential sources of failures were considered in each case, with particular attention to identifying
procedures or processes in which human failure by a single individual could cause loss of vehicle and/or mission
(i.e., human single point failures). Time restricted the review to the Shuttle Orbiter, principally. However, itis felt
that many of the same issues could potentially arise with other components of the Space Transportation System.

Observations and findings were generated from information provided in formal, detailed briefings to the SIAT by
the Space Shuttle Program (SSP) staff and contractors. The discussion was allowed to follow any direction
believed to be important by the SIAT within the general framework of the charter. Additional information was
provided by domain experts who functioned as consulting advisors to the SIAT in the review of the specialized
areas listed above. The team made five site visits (see Table 2 -- Meeting Dates and Locations), with a final
review meeting held in December at Kennedy Space Center immediately prior to the flight of STS-103. The
domain expert consultants made additional site visits in support of the SIAT activities. The SIAT also benefited
from discussions with members of the Aerospace Safety Advisory Panel (ASAP), The Titan IV Accident Review
Team, and a Lockheed-Martin intemal review team led by Mr. Thomas Young. The SIAT believes that significant
areas of similarities exist between the findings of these various reviews.

Table 2 -- Meeting Dates and Locations

Event Dates Location

Meeting #1 Oct. 4-5, 1999 NASA Ames Research Center (Mountain View, CA)
Meeting #2 Oct. 14-15, 1999 Palmdale Facility (Palmdale, CA)

Meeting #3 Oct. 21-22, 1999 NASA Kennedy Space Center, FL

Meeting #4 Oct. 28-29, 1999 NASA HQ (Washington, DC)

Meeting #5 Nov. 8-9, 1999 NASA Johnson Space Center (Houston, TX)
Meeting #6 Dec. 9-10, 1999 NASA Kennedy Space Center, FL

Recommendations were generated for immediate, intermediate, and long-term improvements or solutions to
identified concemns. In a number of cases, the recommendations were for NASA to institute more detailed
exploration as a possible problem area required much more time and effort to ascertain its existence or depth
than the SIAT could undertake. The following sections of the report discuss specific findings and
recommendations made for each of the areas named above. Appendices contain additional background
materials for some of these technical sections.

INTRODUCTION - 9
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Section 4 - Technical Sections

The following technical sections cover specific systems of the Shuttle and processes of Shuttle operations and
maintenance that were reviewed during the course of the independent assessment.

Technical Section Listing

»  Avionics

» Human Factors

s Hydraulics

o Hypergols and Auxiliary Power Unit

s Problem Reporting & Tracking Process
¢ Propulsion

» Risk Assessment & Management

s Safety and Mission Assurance

s  Software

e  Structures

e Wiring

TECHNICAL SECTIONS - 10
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Avionics

Findings

1.

Conversion from the Launch Processing System to the Checkout & Launch Control System and the number
of scheduled launches suggests a risk of work overload and high stress for the personnel responsible for
ground processing of Orbiter systems.

The operability of flight equipment spares, piece part spares, and test equipment, all subjected to long
periods of storage without operation or testing, is not being evaluated. Certain older component technology
families are known to be subject to degradation even under benign storage conditions.

An aggressive program to assess and manage critical avionics component obsolescence is absent.

NASA Shuttle Logistics Depot data suggest that maintenance documentation packages obtained when a
Line Replaceable Unit is transitioned to NASA Shuttle Logistics Depot are not always complete. Old and
aging Line Replaceable Units that have not had much maintenance may have missing documentation that
over time becomes unavailable.

There is a need to make the maintenance databases more user-friendly and complete (see Problem
Reporting & Tracking Process).

There is excessive use of waivers and declaring of events as unexplained anomalies to retumn equipment to
flight status. This increases the probability of more failures during launch preparation and on orbit. These
practices are of greatest concem when CRIT 1 (see Appendix 2) signal paths are involved.

Limited test capability, documentation, and experience has forced reliance on the Line Replaceable Unit as a
test fixture, limiting identification of root cause failure and causing excessive and undocumented wear.

The contractor's avionics repair facility lacks up-to-date automatic test equipment, tracking of failure rates and
causes, and expert systems used in industry to aid in trouble shooting. Furthermore, the avionics facility
lacks sufficient environmental control, insulated safety mats at work stations and emergency electrical power
shut-off in the event of technician distress.

Recommendations

N o ook

A formal Aging and Surveillance Program should be instituted.

The SIAT recommends an evaluation of depot repair documentation be performed to determine if the
transition process attained a necessary and sufficient set of vendors for each Line Replaceable Unit, Shop
Replaceable Unit, and special test equipment.

Al testing of units must be minimized and documented as part of their total usefui life. Similarly, maintenance
operations must be fully documented.

The failure of all CRIT 1 units should be fully investigated and corrected without waivers.
The avionics repair facility should be brought up to industry standards.
NASA and USA quality inspection and NASA engineers should review all CRIT 1 system repars.

NASA should expand existing data exchange and teaming efforts with other governmental agencies
especially concerning age effects.

Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

TECHNICAL SECTIONS: AVIONICS - 11



SHUTTLE INDEPENDENT ASSESSMENT TEAM REPORT

9. The criteria for and the tracking of standard repairs, fair wear and tear issues, and their respective
FMEA/CIL’s should be re-examined.

10. The SIAT recommends comprehensive re-examination of maintenance and repair actions for adequate
verification requirements (e.g., visual, proof test, or green run).

11. Where redundancy is used to mitigate risk, it should be fully and carefully implemented and verified. If it
cannot be fully implemented due to design constraints, other methods of risk mitigation must be utilized.

Introduction

The SIAT's objective was to identify topics within the avionics maintenance processes and procedures that may
require more detailed evaluation and possible corrective actions. The scope of the task was to evaluate
maintenance processes and procedures for the avionics suite aboard the Orbiters and solid rocket boosters. The
maintenance history, processes, and procedures for two avionics systems or sub-systems with high criticality and
high complexity/performance characteristics were to be selected for evaluation.

The steps taken to accomplish the objectives were:
Review of Shuttle avionics suite architecture

2. Review of Orbiter Processing Facility, NASA Logistics, and NASA Shuttle Logistics Depot maintenance
processes and procedures

3. Review of maintenance data and available data bases
4. Interviews with NASA and USA personnel

» at Kennedy Space Center (Orbiter system engineers, logistics engineers, Orbiter Processing Facility
technicians)

» at NASA Shuttle Logistics Depot (logistics engineer, avionics repair engineers and technicians,
configuration control engineers, work control personnel, among others)

5. Site visit to NASA Shuttle Logistics Depot
e Step-by-step Line Replaceable Unit handling and repair flow from incoming/receiving to shipping
e repair work stations
o test equipment
e casefiles
6. Documentation control and reproduction

A list of the top 30 avionics Line Replaceable Units with the greatest maintenance demand was provided by
NASA Shuttle Logistics Depot. This was used to identify the Ku band Line Replaceable Units and
multiplexer/demultiplexer (MDM) units for more detailed evaluation. The Test, Teardown and Evaluation
Corrective Action Record reports for the Ku band equipment and the MDM units covering the last three years
were received at the Air Force Research Laboratories for review.

The NASA Shuttle Logistics Depot is apparently certified to repair about 70% of the Orbiter and Solid Rocket
Booster avionics. The remaining 30% are maintained by the original vendor or a third party. However, time did not
permit evaluation of vendor or third party maintenance processes and procedures.

Some key maintenance data was not available during the Kennedy Space Center and the NASA Shuttle Logistics
Depot site visits. Therefore, DOD technical contributors conducted individual evaluation tasks guided by
experience with commercial and military avionics maintenance operations, with the military Titan missile, and with
logistics support of both NASA and USAF space programs. However, follow-on efforts may be needed.
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Assessment

No specific or systemic problems were discovered during performance of the avionics maintenance subtask that
were judged to be a direct risk to safety of flight. However, the conversion from the Launch Processing System to
the Checkout & Launch Control System could pose an indirect risk if not appropriately managed.

The addition of Checkout & Launch Control System requirements writing and software/hardware verification are
adding significantly to the workload of these systems engineers. Some have been working substantially more
than 8 hours per day during this past year with only two scheduled launches. There is considerable doubt that the
systems engineers will be able to sustain the work load inherent in pre-launch preparation for the anticipated 2000
year level of 8 Shuttle missions while writing Checkout & Launch Control System requirements and
validating/certifying the new Checkout & Launch Control System software and hardware. When performing some
tests on the current Launch Processing System, the engineer is presented values on video monitors, which must
be accurately compared with written limits. The engineer must identify a failed test. Work overload raises a
concern about errors during Shuttle pre-launch system. Currently the downstream checks will most likely catch
these errors should they pose a safety of flight concem. Any such errors however are significantly more difficult to
repair the later in the flow they are uncovered. It is recommended that further evaluation of this workload issue be
performed and the Checkout & Launch Control System schedule appropriately adjusted to control workload.

Several technical concems are recommended for further evaluation. These are likely to cause future problems
with cost or timeliness of avionics repairs and could adversely affect the mission capability and readiness of the
Shuttle fleet.

Spare parts, assemblies, and Line Replaceable Units are kept in long-term storage. The following questions arise
from this practice: Are these items now in usable condition? Will they remain suitable for use indefinitely?

No inventory monitoring process is in place to evaluate degradation or failure of most items stored as spares for
long periods. There are known problems with some older discrete (transistors, diodes, etc.) and microcircuits
(monolithic, multichip and hybrid ICs) semiconductor families, which can cause degradation or failure. MiL-M-
38510, the general specification for microcircuit semiconductor devices, had requirements for periodic
solderability testing and 100% screening of all electrical characteristics. These periodic tests and screens were
required if devices were held in long term storage. There was a demonstrated need for this testing. The purpose
was to ensure parts had not degraded or failed while in storage. Other component types (e.g., capacitors, and
carbon composition resistors) are also susceptible to degradation during long term storage. These problems
affect unused parts, as well as, those already used in circuit assemblies. It is recommended that the condition of
stored parts, assemblies, and Line Replaceable Units be evaluated to determine the serviceability and the flight
worthiness of spare Line Replaceable Units.

Both Space Shuttle avionics equipment and spare assemblies were built with many parts that are no longer
available from any source. While a lifetime supply has been acquired, the quality of the parts in long term storage
is questionable. Many may be degraded to a degree that several must be tried before one is found that works
properly. Those spares that do initially work may fail at a shorter than expected interval. Therefore, spares
inventory may not provide as long a period of support as the number of units in the bins might suggest. Suitable
replacements are often costly and time consuming to find and qualify. It is recommended that an evaluation of
parts obsolescence be performed. It should include evaluation of the quality of various spare part types in long
term storage. This is likely to be a significant problem when the flight rate increases.

Parts obsolescence may also be a problem of unrecognized magnitude with respect to test equipment the NASA
Shuttle Logistics Depot keeps in long-term storage. The SIAT was told that there are some Line Replaceable
Units that the NASA Shuttle Logistics Depot is certified to repair that have not failed since the NASA Shuttle
Logistics Depot became the certified depot. There are testers that have been in storage for more than ten years.
Until such equipment is needed, it is left in warehouse storage untouched. The operability of any electronic
equipment built with early generations of semiconductors and moisture sensitive components is uncertain. Many
of the parts needed to repair test equipment more than ten or fifteen years old are no longer available from either
the test equipment or part vendors. The NASA Shuttle Logistics Depot apparently does not have a spare parts
inventory for the special test equipment in long term storage. A significant risk exists that parts obsolescence will
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render this equipment unrepairable when it is eventually needed. Itis recommended that the operability and
repairability of Special Test Equipment in long term storage be evaluated.

There have been hundreds of requests for repair documents that were found to be unavailable in the
maintenance document library even though the NASA Shuttle Logistics Depot was certified to perform the repair
that prompted the requests. These necessary vendor documents were missed during the depot transition
process. Most of these documents were requested because they were necessary to enable specific diagnostics
and repairs. The need for them was identified because a certain failure had occurred. Not having some of these
documents could cause work stoppages. Since a significant number of Line Replaceable Units apparently have
had few or no repairs since the NASA Shuttle Logistics Depot certification, it is reasonable to presume there
remains a very large number of documents that have not yet been determined to be “missing”.

Aging will eventually cause an increased demand for maintenance on virtually all Line Replaceable Unit and Shop
Replaceable Unit assemblies. However, since this equipment has been out of production and has not required
much maintenance, the associated documentation may no longer be available from any source. In addition, the
NASA Shuttle Logistics Depot data suggests that the price being asked for some old maintenance documentation
may be excessive. Unavailable maintenance data will increase the need for costly and time consuming circuit
analysis and cause very long repair cycle times. it is recommended that an evaluation of available maintenance
and design related data be performed for Line Replaceable Units that have so far required little, or no
maintenance, but will eventually.

SIAT member experience with maintenance practices, as well as, failure and root cause analyses, suggests the
number of Problem Reports being closed by wavier or declared to be unexplained anomalies is a concern. In
discussions with members of the Shuttle maintenance community it was mentioned that very little money was
available to perform detailed failure analyses and that once the money for the year was gone, no additional failure
analyses were possible. Not pursuing pattem failures in highly critical equipment can certainly increase the risk of
a lost mission and can also increase the maintenance burden and support costs. An independent review of
policies and procedures related to closing Problem Reports by wavier or as unexplained anomalies is
recommended. This same issue has appeared in a number of other areas.

One or two records reviewed, as a part of this study did not appear to be technically defensible. In one case,
merely monitoring the output frequency of an oscillator, as it ran for a period of time while exposed to fairly
moderate temperature cycling, was identified as the means by which the circuit repair had been performed.
Apparently, as soon as the output was observed to have drifted within limits, the circuit was declared fixed. There
was no identification of root cause and therefore no real repair was possible. It is recommended that a review of
maintenance records be performed to ensure that repair actions are reasonable and appropriate for the
indications of failure and diagnostic results. Such a review should be part of the wider review recommended in
Issue 9.

During the avionics maintenance subtask effort, various requests for trend and summary maintenance data were
made. It appeared that considerable effort would be required to obtain the data. The decision had to be made to
drop some data requests since the study was scheduled to end before it could be made available. The SIAT
members believe there is a needed for improvements to maintenance data bases so very old avionics equipment
can be maintained in safe operating condition. Timely access to good data can save time, money and support
better first pass success with repairs. The SIAT recommends that the adequacy, sufficiency, and ease of use of
maintenance databases be evaluated (see Problem Reporting & Tracking Process).

Summary

In the brief period of evaluation available for this review, no problems directly jeopardizing safe flight were
identified by the SIAT technical team. Several technical concems were identified that if left unresolved could
seriously affect the cycle time and/or cost of repairs. These concems are listed in the Findings section and
discussed in the Assessment section above.
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Human Factors

Findings

1.

Communication difficulties exist between all parties particularly in accepting feedback from the workforce,
Aerospace Safety Advisory Panel, and independent assessment groups. This factor erodes trust and loyalty
within the workforce which are essential for safe work practices.

Failure to incorporate Human Factors as a critical part of the decision process has increased potential single
point and multiple point failures.

Recent numerous changes and transitions adversely affect work practices, resulting in loss of technical and
process-related corporate knowledge (see Issue 7).

Process improvements made during the transition period to Shuttle Flight Operations Contract have also
brought workforce concems.

Work stresses, including expanded work assignments and diminished team support, have reduced the
capabilities of the downsized workforce. Innovative cross fraining approaches may be key to regaining
competencies and taking advantage of the skill and experiences of an aging workforce.

The SIAT is concerned that in spite of the Aerospace Safety Advisory Panel recommendations and findings,
supported by the SIAT, recurring human factors issues remain unresolved.

Employee surveys, although limited in current scope, show significant levels of Physical Strain (internalized
chronic stress). Internalized chronic stress has been implicated in workers suffering from stress related
disease (e.g., gastrointestinal, cardiac, migraines).

Recommendations

1.

Communications between the rank and file work force, supervisors, engineers and management should be
improved.

Human error management and development of safety metrics, e.g., Kennedy Space Center Shuttle
Processing Human Factors team, should be supported aggressively and implemented program-wide.

Selected areas of staffing need to be increased (e.g., the Aerospace Safety Advisory Panel advised 15
critical functional areas are currently staffed one deep).

The SIAT recommends that the SSP implement the Aerospace Safety Advisory Panel recommendations.
Particular attention should be paid to recurring items.

NASA should expand on the Human Factors research initially accomplished by the SIAT and the Air Force
Safety Center. This work should be accomplished through a cooperative effort including both NASA and
AFSC. The data should be controlled to protect the privacy of those taking the questionnaires and
participating in interviews. Since major failures are infrequent occurrences, NASA needs to include escapes
and diving catches (see Appendix 3) in their human factors assessments.

Work teams should be supported through improved employee awareness of stresses and their effect on
health and work. Workload and “overtime” pressures should be mitigated by more realistic planning and
scheduling; a serious effort to preserve “quality of life” conditions should be made.

Teamwork and team support should be enhanced to mitigate some of the negative effects of downsizing and
transition to Shuttle Flight Operations Contract. Most immediately needed is the provision of relief from
deficits in core competencies, with appropriate attention to the need for experience along with skill
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certification. Further development of the use of cross-training and other innovative approaches to providing
on-the-job training in a timely way should be investigated.

Introduction

The SIAT gathered information by conducting semi-structured group and individual interviews and reviewing a
variety of available documentation. Numerous sources of written documentation exist in concert with the Shuttie
program from safety reports and previous assessment efforts. Group interviews occurred at KSC and Palmdale
while individual interviews occurred at KSC. In addition, the Occupational Stress Inventory (a psychological test
with validated national averages) was to be given at 3 Space Centers. Only one, at Marshall Space Flight Center,
was completed in time for this report. ‘

The discussion of the results of the interviews and the Occupational Stress Inventory is followed by additional
discussion by the industry technical group assisting the SIAT for Human Factors. This group adopted the goal of
identifying the maintenance practices and lessons learned from the aviation industry that pertain most directly to
the SIAT human factors concerns; namely those human factors issues related to the causes and contributors to
maintenance error, and potential risk to mission safety. Although it was not feasible for the technical group, as a
whole, to conduct observational visits to Shuttle operational sites, each of the individuals supporting the SIAT has
Jongstanding, personal experience in coping with the issues of concern. Together, they provide a balance of
perspectives from aviation: air carrier operations, manufacturers, government and research. Appendix 4
contains additional supporting information.

Assessment

Group Interviews

Groups were asked to comment and rank from 1-5 their perception of the following 6 categories: 1) Unity, 2)
Communication, 3) Justice, 4) Flexibility, 5) Support, and 6) Learning. Requests for this feedback were
intentionally worded in an open-ended fashion to exclude positive or negative implications. Participants were
informed that their feedback was anonymous, their responses would be used within the SIAT, and there would
be no retribution for group participation. The interview results consistently highlighted the role of human
factors within the Shuttle organization and show consistent trends - specifically the negative “people” effects
resulting from degraded communication, morale, training, retention, and physical health. These issues cross
organizational boundaries and occupational roles: across the approximately 40 individuals from which we
received input, approximately 30% were NASA and 70% were contractors representing multiple job classes
(NASA Quality assurance, Safety and Engineering, Contractor Quality assurance, Technicians, Team Leads
and Supervisors).

The following group responses mirrored individual responses from additional interviews.

1. Unity (knowing the common goal and collaboration to achieve it) was described as degraded due to fewer
people, greater uncertainty, increased responsibilities, heightened job insecurity and overall organizational
unpredictability.

2. Communication (sending and receiving information Up, Down, and Laterally) was described as poor due
to fragmented organizational structure as well as few available modes. Of special concern, fear of
retribution for ‘speaking out’ was expressed with several concrete examples related including the informal
punitive status of “three days on the beach™. It is important to note that whether this is a current practice
or not, it is perceived reality by the workers. Communication “Within” the organization with peers,
described as “circling the wagons” (for survival) was rated as good. Concern was expressed regarding
previous attempts to address problems (“we told this to the ASAP team”) and questions (“is this another
bureaucratic exercise?”) were voiced. Concern for appearing to “cry wolf” by raising issues in the light of
no disastrous outcomes was also expressed.
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3. Justice, (knowing the rules, equitable responses to violations, as well as recognition for outstanding
performance) was described as unpredictable, capricious and highly dependent on the individual's
supervisor.

4. Flexibility (the ability of the organization to rise and meet critical demands and return to “normal
operations”) was described as poor. Changes in training process, expectations, certification, and
oversight of training/certification programs were felt to negatively impact the organizations safety. The
example of “creative clears” was offered. This effort to ensure efficiency by modifying safety guidance has
at times allowed a greater number of people to be exposed to high risk procedures.

5. Support was described as fair to poor based on lack of modem equipment, and appropriate manning
levels. Within group support was felt to be good while support from other agencies (and funding sources)
was felt to be detrimental to the space program.

6. Learning was described as poor due to staffing and experience losses, but especially due to the loss of
redundancy. The decrease in oversight and inspectors was brought up as well as modifications that
result in short-term improvements, but may be short-sighted. For example, to become ISO9000
compliant, informal corporate knowledge (documentation and diagrams) was destroyed in spite of
attempts to keep historical records. ltis not feasible to reconstruct this information, especially in light of
the aging workforce; this was later acknowledged.

Physical Strain on Staff

Another issue brought up in the groups was emphatically illustrated by the "experienced group™ (all over 20
years with the Shuttle program). Four of six people within this group were taking medication for hypertension.
They felt the number of their peers who have retired, obtained jobs elsewhere, medically retired, or suffered
heart attacks or strokes was very high. The Occupational Stress Inventory (a psychological test with validated
national averages) was to be given at three Space Centers. Only one, at Marshall Space Flight Center, was
completed in time for this report. The Marshall results fall into the “normal” range of scores with the exception
of physical strain. Physical strain is an indicator of chronic stress that has been internalized to the point the
workers are suffering from stress related disease. Examples would include gastrointestinal (ulcers), cardiac
(heart problems, high blood pressure, stroke), or central nervous system (migraines) problems. These results
match the KSC personnel comments that many of their friends have left the workforce due to significant health
related problems. Additional testing of other NASA centers may provide insight on the type, extent, and
pervasiveness of stress related issues. Climate indicators (see Figure 2) for the KSC workforce? of overtime,
compensatory time, and employee assistance program visits, support the finding of increasing workforce
stress.

Although faced with daunting and frustrating technological, economic and personnel challenges, all personnel
expressed a deep commitment to manned space flight, the space program, and the desire to bring a new
generation of workers into the SSP fold. They expressed hope that conditions would improve in all areas.
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Figure 2 -- Kennedy Space Center Workforce Climate Indicators
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Other Major Areas of Concemn

Human factors concems (see below) represent different types of weaknesses in the defense layers of
maintenance activities, not as causal factors that necessarily lead to error. In contrast, building up defenses
where weaknesses are identified will reduce the likelihood that “holes” in defenses will line up and resultin a
maintenance error. In addition to a weakened defense against error, other types of team performance
decrements may emerge such as reduced productivity and decreased employee morale. The basic safety
model that symbolizes these attributes is commonly known as the “Swiss Cheese” model by James Reason
(see Figure 3). In this model, various layers of defenses against human error range from 1) high leve! decision
makers, 2) line management and other support organizations, 3) preconditions for work, 4) the production act
itself, and 5) human error defenses to safeguard against hazards

Human Error—’
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{ Production Activities [ Human %
Error ~

Pre Conditions @

Line Management / O

Support Actlvities

Decision Makers O O
SN Kz

Q O Error Trajectory passing through corresponding holes

in the Iayers of defenses, barriers and safeguards

Figure 3 -- Model of Human Error (adapted from J. Reason, 1997)

Four malor areas of concern were identified by the technical contributors assisting the SIAT. These are
discussed below.

Communication and Cooperation

A vital element of any Aviation Maintenance Human Factors Program is the issue of management/workforce
cooperation. If quality of maintenance performed enhances flight safety, and quality or work results from
positive cooperative efforts, then it behooves all parties to exert this effort. Positive attitudes produce positive
results.’ Open and honest communication from workforce to management as well as from management to
workforce was observed to be lacking in many areas (see Finding 1). In general, a need for management to
communicate and provide feedback to the workforce, and for the workforce to be given greater opportunities
to provide input,.was observed.
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Human error management and safety metrics

The Kennedy Space Center Human Factors Integration Office and the Kennedy Space Center Shuttle
Processing Human Factors Team should be supported aggressively and provided enough resources so they
may address all areas of the program. They have systematically approached event investigations by using the
Kennedy Space Center Human Factors Event Evaluation Model. From all industry standards, what the SIAT
has seen is an excellent model for identifying root causes and contributing factors in the error event chain. Itis
particularly effective because it has been thoroughly adapted to the Kennedy Space Center work environment
and because it preserves the level of complexity that characterizes error event scenarios. Each of these
teams has developed goals and objectives that are admirable, but far exceed their resources.

Teamwork and Team Support

Due to the combined effects of downsizing and transition to the Shuttle Flight Operations Contract, the way in
which teams used to work changed. Although the Shuttle Processing Human Factors Team had addressed
Task Team Leadership at one time, this concept can no longer be applied in the same way. Resources are
stretched thin, and there are now situations in which technicians cannot rely on the same resources and
infrastructure as before. In the spirit of open and honest communication, many of the negative effects of these
changes might have been mitigated if the workforce were more appropriately prepared, retrained and, in some
cases, retained. Because people are covering more jobs and more responsibilities and are working across
different facilities, the training needs have changed and increased. Workload and hours/per day and week
may or may not be different but the availability of resources during those hours has diminished.

In the Lockheed-Martin Titan brieﬁng4 a parallel issue is observed. Similar to the Shuttle, wiring damage was
found to be maintenance induced. In tracking the potential for collateral maintenance damage, cases where
technicians could become “single points of failure” were discovered. In such cases, corrective actions
required a significant enhancement to team support including: 1) development of a “Buddy System” of
monitoring maintenance work, 2) Error prevention training and 3) Development of Denver/Cape Integrated
Product Teams for product reviews.

Maintenance Process Improvements

Clearly many process improvements were made during the downsizing and transition period. Concems arise
more from timing issues than inadequacies. For instance, if two jobs or shops were to merge, it is critical that
the processes be analyzed and improved before the change takes place. In addition, personnel need to be
adequately prepared for the change. While diminishing resources are compelling, they cannot become the
“axcuse” for making process changes. One way to facilitate employee preparation is to involve them in the
process. Numerous innovative methods are being developed across other high risk industries; many of these
relying heavily on input and feedback from the users. Given the Aerospace Safety Advisory Panel finding that
incorrect documentation is often implicated in errors committed, this is a prime area for supporting employee
involvement. In addition, the introduction of new technologies (for process improvement) is another prime
target for user feedback at every phase of development and implementation. Finally, the general issue of
improving safety metrics is relevant in the assessment of all process improvements.

Other areas of concem, including human emor management, human factors training, and other process or
ergonomic improvements are discussed in Appendix 4A: Lessons Learned from Aviation.

Summary

The human factors findings are of great concern to the SIAT and merit greater attention, particularly those that
have surfaced repeatedly (e.g., ASAP findings) and those that cause enduring physical strain. Due to the small
proportion of personnel involved in the group interviews and surveys, a focused independent inquiry, while
beyond the scope of the SIAT, is strongly recommended to clarify these issues and help in developing new timely
and program-wide human factors initiatives.

TeCHNICAL SECTIONS: HUMAN FACTORS - 19



SHUTTLE INDEPENDENT ASSESSMENT TEAM REPORT

Hydraulics

Findings

1.

The downtime between Shuttle flights is much longer than commercial or military aircraft flights. This
extended downtime allows component soft goods to dry out, increasing system maintenance.

2. The connection of the facility hydraulic lines to the Orbiter system is complicated by having to first install
special brackets inside the aft of the Orbiter to support jumper lines that connect to the facility lines.

3. Systems can not be fully verified due to lack of test equipment or processes that adequately simulate actual
flight conditions (see Issue 5).

4. The SIAT is concerned that compromised redundancies in the hydraulics system may exist, similar to those
found in the Orbiter wiring.

5. Requirements documentation for hydraulics system testing and maintenance is incomplete, e.g., although
hydraulic specification MIL-H-5440H was referenced in designing the Shuttle, no specific documentation was
found to document the Shuttle's operational mode "waiver" from these requirements.

6. Orbiter maintenance practices have the potential to induce collateral damage to hydraulics systems.

Recommendations

1. Shuttle actuator soft goods should be adequaiely wetted to prevent downtime seepage.

2. Consideration should be given to modifying the Shuttle internal hydraulic line routing to the mold line to permit
efficient facility hydraulic hose connections.

3. The SIAT recommends comprehensive re-examination of maintenance and repair actions for adequate
verification requirements (e.g., visual, proof test, or green run).

4. Where redundancy is used to mitigate risk, it should be fully and carefully implemented and verified. Ifit
cannot be fully implemented due to design constraints, other methods of risk mitigation must be utilized.

5. Al testing of units must be minimized and documented as part of their total useful life. Similarly, maintenance
operations must be fully documented.

6. Maintenance practices should be reviewed to identify and correct those that may lead to collateral damage.

7. NASA and USA quality inspection and NASA engineers should review all CRIT 1 system repairs.

8. NASA should expand existing data exchange and teaming efforts with other governmental agencies
especially concerning age effects.

9. A formal Aging and Surveillance Program should be instituted.

10. Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

11. The criteria for and the tracking of standard repairs, fair wear and tear issues, and their respective
FMEAJCIL’s should be re-examined.

Introduction

Maintenance requirements and operations were studied for the Space Shuttle, military and commercial aircraft for
comparison. Federal Aviation Regulations (FARS) and the Eastemn and Western Range Safety Requirements
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(EWR 127-1) were assessed relative to the Shuttle maintenance requirements. Shuttle hydraulic system line
routings were examined for redundancy purposes.

Assessment

Kennedy Space Center Maintenance Items (standard)

Major maintenance requirements for the Shuttle hydraulic system include: Water Spray Boiler leak checks and
servicing (water and nitrogen) for flight; line and component inspections; flight control and actuator cycling;
hydraulic fluid sampling; dissolved air removal and actuator filter delta pressure indicator inspections. The
facility pumps, via fluid lines connected to the Orbiter, supply hydraulic fluid pressure required to cycle the
actuators. The connection of the facility hydraulic lines to the Orbiter system is complicated by first having to
install special brackets inside the aft of the Orbiter to support jumper lines that connect to the facility lines.
Sampling of fluid for particulate count, purity and lengthy fluid de-aeration to 1% is also required.

Kennedy Space Center Failure-Induced Maintenance Items

Seal leakage around actuators, insulation on hydraulic lines being crushed or soggy, seepage around
hydraulic pump connections and component electrical problems represent the major failure-induced
maintenance for the hydraulic system. Since the time between same Orbiter flights usually exceeds 4 months
and sometimes 1 year or more, hydraulic system soft goods (seals) tend to “dry-out.” Once activated, these
seals tend to seep slightly until fully wetted. While this seepage is not considered a problem, and actuator
failures are rare, the fluid sometimes finds its way under hydraulic line insulation causing its soggy appearance
and subsequent maintenance, usually replacement. Electrical problems encountered are usually the result of
adjacent component removals damaging heater or sensor wires.

Comparison to Federal Express Experience

The level of hydraulic maintenance for Federal Express aircraft depends on the number of days since the
last maintenance period. External visual inspections are performed on a flight by flight basis, with
hydraulic fluid samples taken every year for purity and particulate count. De-aeration of the hydraulic fluid
is not needed, since there is no requirement and at atmospheric conditions maximizes out at’
approximately 10 — 12 %. This lack of a requirement is apparently due to the design of the system, which
allows for a “spongier” flight control system than the Shuttle. Since maintenance is performed reasonably
soon after a flight, aerosurface frequency response tests are not required and only aerosurface
extensions/retractions are performed. During one aerosurface inspection, a technician noficed a slower
than normal rudder operation and subsequently checked and cleaned an upstream filter which was
becoming contaminated. This data may lead to maintenance driven aerosurface response tests for
Federal Express.

Comparison to DoD B-2 Experience

The relatively new fleet of B-2 aircraft at Tinker Field will be undergoing its first depot level maintenance
after five years of flying. Visual inspections using boroscopes are required in order to perform integrity
checks of line runs inaccessible to standard inspections. Standard maintenance is performed after 50
hours of flight time and consists of running a Standard Built-In Test which checks out the flight control
system. Post flight requirements consist of visual inspections of flight controls combined with Onboard
Integrated Test System (OBITS) data, which checks the health of the hydraulic system and provides the
ground crew a printout of system integrity. The B-2 has a fully instrumented hydraulic system, which
detects system anomalies reducing ground turnaround operations. Delta pressure sensors located on
actuator filters notify the onboard system of potential filter obstructions. De-aeration of hydraulic fluid is
required down to 8%, which is a minimal operation when compared to the Shuttle’s 1% requirement.
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Hydraulic Line Routing

Hydraulic system line routing for the Shuttle references military specification MIL-H-5440H, which is approved
for use by all Departments and Agencies of the Department of Defense. Hydraulic system design (paragraph
3.2) states: “The hydraulic systems shall be configured such that failure of any two fluid systems resulting from
combat or other damage which cause loss of fluid or pressure will not result in complete loss of flight control.”
Paragraph 3.8.3, which addresses system separation, states: “The systems necessary for safe flight shall be
separated a minimum of 18 inches unless survivability and vulnerability analyses show that less separation is
satisfactory.” Hydraulic fluid line routing for the Orbiter from these requirements was investigated. No
documentation or personnel recollections relieving the Shuttle from these requirements were obtained.
Although lines are usually separated where space allows, in some instances, two lines of a three-line
supported component will be run together, while routing the other leg alternatively. Strict adherence to MIL-H-
5440H does not appear to have been carried out.

Summary

Differences in the design, operation and life expectancy of the Shuttle hydraulic system drive maintenance
requirements that are similar to other program requirements yet have unique elements. The maintenance
performed on the Shuttle hydraulic system is more stringent, proactive, and frequent than in the B-2 and Federal
Express programs. Still, concemns exist over incomplete documentation, potential compromised redundancy, and
possible collateral damage to hydraulic systems for which the SIAT recommends the actions listed above.
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Hypergols and Auxiliary Power Unit

Findings

1.

10.

Unlike Titan IV program, training is not given by the actual Shuttle flight hardware vendor, which removes
technicians and engineers from a direct interface with the designers and creates reliance on manuals,
drawings and maintenance procedures.

Thruster replacements caused by propellant valve leakage and propellant flight-half coupling replacements
caused by couplings sticking open, represent the major failure-induced maintenance operations for Orbiter
Maneuvering System/Reaction Control System.

A major maintenance item and source for leakage for the Auxiliary Power Unit system are the exhaust duct
flange seals, which are installed during Auxiliary Power Unit installations.

Technicians sent to work in hazardous operations, while certified, are sometimes not familiar with the
particular systems, thus exposing them and hardware to increased risk. Furthermore, safety or inspection
processes during hypergol operations are not consistently implemented.

It is evident to the SIAT, based on information from problem disposition and KSC Shuttle Processing Human
Factors Team event investigations, that an inadequate number of experienced, system specific technicians
are available for critical operations.

USA Shuttle operations contractor appears to be moving toward a system specific technician approach,
called the Advanced System Technician. This approach should provide the technicians with increased
system level training required for hazardous system operations and should reduce risk.

The majority of the Shuttle hazardous operations involving fluid line connections are performed in Self-
Contained Atmospheric Protective Ensemble (SCAPE), while other agencies’ programs do not necessarily
use full personnel protection. This is partly due to Shuttle system design, which does not provide for positive
removal of hazardous fiuids from the lines. Full personnel protection is also required since Kennedy Space
Center guidelines require Self-Contained Atmospheric Protective Ensemble during operations that have a
potential for no or very low potential for liquid flow (i.e., Kennedy Space Center is conservative).

Tank time and cycle data are not properly maintained between console manual logs and TACS system,
which allows tank accumulated pressure hours to exceed design criteria in some cases (see Issue 5).

Fleet Leader testing does not properly represent actual operating environment, is not uniformly applied
across sub-systems, and is not properly documented (see Issue 5).

There is also a concern about the electrical heating system used to maintain the hydrazine for the Auxiliary
Power Unit and HPU at safe temperatures with adequate safety margins. While the heaters are fully
redundant, the heater power lines tie back to a single point at the power source bus bar. A failure at this
single point could result in some serious problems leading to early mission termination (not flight safety).

Recommendations

Vendor supplied training should be evaluated for all critical flight hardware.

Due to absolescence, Shuttle Reaction Control System propellant valves and propellant fight-half couplings
should be replaced with ones that are more tolerant of the oxidizer environment.

Critical operations, especially those involving Self-Contained Atmospheric Protective Ensembles, must be
staffed with technicians specifically experienced and properly trained with the operations.

Tank time and cycle data must be carefully logged to ensure safe life criteria are not exceeded.

TECHNICAL SECTIONS: HYPERGOLS - 23



SHUTTLE INDEPENDENT ASSESSMENT TEAM REPORT

5. Fleet Leader testing must be carefully scrutinized to ensure adequate simulation of operating conditions,
applicability to multiple sub-systems, and complete documentation of results.

6. Serious consideration should be given to replacing the hydrazine power unit with a safer and easier to
maintain advanced electric auxiliary power unit for the Thrust Vector Control hydraulic unit.

7. NASA and USA quality inspection and NASA engineers should review all CRIT 1 system repairs.

8. NASA should expand existing data exchange and teaming efforts with other governmental agencies
especially concerning age effects.

9. A formal Aging and Surveillance Program should be instituted.

10. Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

11. The criteria for and the tracking of standard repairs, fair wear and tear issues, and their respective
FMEA/CIL's should be re-examined.

12. The SIAT recommends comprehensive re-examination of maintenance and repair actions for adequate
verification requirements (e.g., visual, proof test, or green run).

13. Where redundancy is used to mitigate risk, it should be fully and carefully implemented and verified. If it
cannot be fully implemented due to design constraints, other methods of risk mitigation must be utilized.

Introduction

Maintenance requirements, hazardous operations and system training were studied for the Shuttle, Titan-4 and
the NASA F-16 programs in support of the SIAT Hypergol / Auxiliary Power Unit assessment. Federal Aviation
Regulations (FARS) and the Eastern and Western Range Safety Requirements (EWR 127-1) were assessed
relative to the Shuttle maintenance requirements.

Assessment

Kennedy Space Center Maintenance Items (standard)

Orbiter Maneuvering System/Reaction Control System major maintenance requirements include: forward and
aft helium system functionals; forward Reaction Control System and aft pod vapor level checks using
electronic meters inserted behind removed skin panels; Orbital Maneuvering Engine (OME) ball-valve cavity
propellant drain/purge requiring purge gas quick-disconnect (QD) hook-ups; and propellant/helium/nitrogen
servicing for flight. Auxiliary Power Unit hazardous maintenance requirements are minimal outside of
servicing 42 gallons of hydrazine per Auxiliary Power Unit for flight and performing toxic vapor checks of the
Auxiliary Power Unit hardware.

Kennedy Space Center Failure-Induced Maintenance Items

Thruster replacements due to propellant valve leakage and propellant flight-half coupling replacements
caused by couplings sticking open represent the major failure-induced maintenance for Orbiter Maneuvering
System/Reaction Control System. These failures can be attributed to the corrosive nature of the propellant
oxidizer, nitrogen tetroxide and the way the system is used. The Shuttle, being a reusable spacecraft, does
not have the luxury of starting each mission with new “clean” hardware. Replacement of a propellant
component requiring system evacuation may affect others during the next mission. Forward thruster
replacements drive removal of the Forward Reaction Control System, which requires transport of the Forward
Reaction Control System to the Hypergolic Maintenance Facility (HMF) where repairs are performed. Aft
thrusters can be replaced in the Orbiter Processing Facility (OPF). During Forward Reaction Control System
or pod thruster removal operations, insulation blankets, Orbiter thermal tile or intemal purge ducts may
become damaged. This is due to the bulky Self-Contained Atmospheric Protective Ensemble (SCAPE) worn
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by the technicians combined with the confined work area. A thruster (manifolds worth) is replaced on average
about once every three flights per vehicle.

A major maintenance item for the Auxiliary Power Unit system is the exhaust duct flange seals, which are
installed during Auxiliary Power Unit installations. Flange seals often leak following installation, requiring
several sets of changeouts before the leak is within specification. Continued work around the exhaust duct
can lead to damage of surrounding hardware such as exhaust duct temperature transducers. An estimate of
fleet Auxiliary Power Unit change-out is once per year; leakage via the exhaust duct seals is encountered
approximately once every two Auxiliary Power Unit replacements.

Comparison to DoD and Titan

F-16 fighter aircraft, which are flown for NASA at DFRF, rely on the activation of a hydrazine driven
turbine called an Emergency Power Unit (EPU) in case of hydraulic or electric power failure in flight.
Hazardous maintenance on the Emergency Power Unit is minimal, yearly and biyearly, since the 10 gallon
hydrazine storage tank is mechanically isolated from the rest of the system, and activated only under
emergency conditions. Hazardous maintenance required after hydrazine system activation includes -
reducing the ppm levels in the lines via a gas purge and replacing the storage tank with a newly fueled
one. Connections between the storage tank and the line run to the catalytic bed are of the quick-
disconnect type. Prior to removing the aircraft skin panel to perform this infrequent operation, a system
integrity vapor check is performed by visually inspecting a hydrazine sensor through an inspection
window. .

EWR 127-1° affects the Titan 4-B program by providing a common set of requirements to minimize safety
risks and maximize user objectives. For an expendable program such as Titan 4-B, recurring
maintenance on hypergol-contaminated systems is not an issue, since there are no long-term detrimental
propellant effects. The Titan 4 vehicle has pre-valves, which isolate the propellant tanks from the rest of
the engine. Once the pre-valves are opened, flooding the engine manifold with propellant at 16 seconds
prior to launch, a 48-hour life limit is invoked on the downstream system. This limit ensures soft goods
(seal) integrity, and if violated the entire system is changed out.

Self-Contained Atmospheric Protective Ensemble Operations

Kennedy Space Center technicians working in operations requiring Self-Contained Atmospheric Protective
Ensemble have a variety of certifications and on the job training requirements beyond the general Self-
Contained Atmospheric Protective Ensemble suit use. These include general system level courses and
specific operation certifications. As the technicians become more experienced, they will have higher levels of
training certificates and on the job training packages allowing them to work on more complex hardware
operations. The new Self-Contained Atmospheric Protective Ensemble technician initially enters an operation
as an observer, then as he/she gains experience becomes the buddy of a more experienced technician.
Personnel involved with hazardous operations are required to participate in engineering pre-test briefings and
area walkdowns. The shop supervisor ultimately assigns the most qualified individual for hazardous
operations based on the complexity of the job and the availability of personnel. Technicians entering the work
site are regarded by engineering as having been informed of the operation, either by the technicians’ superiors
or having taken part in the walkdown, and are already familiar with the hardware and task at hand. Violation of
this prior experience condition has resulted in dangerous spills of hydrazine on an Orbiter in the past (OPF-3
Fuel Leak, OV102, August 22, 1999).

F-16 technicians who work on the hydrazine system receive training from an Air Force technical school where
a general overview of the system is given. Prior to performing any hazardous operation, personnel pre-test
briefings and operational dry runs are performed. Breathing air (Scott air-packs) is rarely used except during
on occasion where the hydrazine vapor level exceeds O ppm such as during hydrazine storage tank
replacement after activation.

Technicians working in Self-Contained Atmospheric Protective Ensemble on the Titan 4-B program are
certified experts on their particular system. Prior to working on hazardous systems, technicians are required
to have completed their on the job training package which includes specific system courses, such as the 5-day
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hands-on Aerojet engine class, given by the major element contractor. These courses give technicians and
engineers a direct interface with the manufacturers / designers as opposed to relying only on manuals,
drawings and maintenance procedures for education.

Advanced System Technician

The concept of Shuttle “system specific” technicians or “one tech fits all” has been discussed several times in
the past and depending on the level of involvement or concern, whether from the technical side (engineering
and technician) or the management/personnel side, there are advantages and disadvantages (see Finding 6).

Advantage

Technicians who are highly trained and work on one particular system have the advantage to follow an
operation from day to day, allowing for safer operations. The “system specific technician” concept leads to a
higher quality product as a feeling of system pride resides with the technician and his/her group. This leads to
less hardware damage, minimizing close calls and a general decrease in personnel and property risk. These
“system specific” technicians would be fully experienced with the hardware, having gone through a rigorous
degree of system level training and awareness. Hazardous Self-Contained Atmospheric Protective Ensemble
and emergency situations would be handied with a higher degree of system knowledge and therefore safety,
since system design features and potential problem areas would be fully understood. During Self-Contained
Atmospheric Protective Ensemble operations involving hypergols this understanding is extremely important,
as a small amount of leaking liquid or heavy fuel vapor could start a fire. An adequate number of system
specific technicians would efiminate the need for using technicians with less than average system level
experience.

Disadvantage

The major disadvantage of the system specific technician concept is the inefficiency of manpower utilization.
Under this system, technicians would not be utilized in the best manner, since there would be significant
technician downtime until their system work was scheduled. Specific system operations between different
Orbiters could initially be staggered to take advantage of the system specific concept. Yet, unforeseen
hardware failures and scheduling conflicts would eventually require multiple specific system operations (on
different Orbiters) to occur at the same time, requiring more personnel.

The contractor, United Space Alliance (USA), has recently announced a restructuring program for engineering
and the shops. The “Advanced System Technician” concept will provide “in depth” system specific training
equivalent to an entry or low level engineer. These individuals will be tasked with performing some of the
functions of the inspector, engineer and technician and will follow a specific Orbiter through its turnaround
maintenance (see Issue 4).

Summary

Differences in the design, operation, and life expectancy of the Shuttle hypergolic / hydrazine systems drives
maintenance requirements that are similar to other programs requirements yet are unique. The maintenance
performed on the Shuttle Orbiter Maneuvering System/Reaction Control System and Auxiliary Power Unit
systems is more stringent, proactive, and frequent than in the Titan-4B and F-16 programs. Furthermore, Shuttle
hypergolic system leak check requirements are more stringent than those on flight vehicles covered by the
Eastern and Western Ranges (including Titan 4-B). While stringent maintenance requirements and system
checks are in place for the Shuttle, the findings and recommendations listed above still require attention and
correction.
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Problem Reporting & Tracking Process

Findings

1.

The Problem Resolution and Corrective Action reporting system appears designed from the perspective of
data to be kept (“bottom up”), not from the perspective of decisions to be made (“top down”). It does not
provide high confidence that all potentially significant problems or trends are captured, processed, and visible
to decision-makers. '

2. Effective utilization of the Problem Reporting and Tracking system requires specific expertise and experience
to navigate and query reporting systems and databases.

Missing and inconsistent events, information, and criticality lead to a false sense of security.

4. Tracking and trending tools generally lack sophistication and automation, and inhibits decision support.
Extensive "hands-on” examination and analysis is needed to process data into meaningful information.

5. Critical information may be lost and ignored, and problems may be repeated due to weaknesses in reporting
requirements, and processing and reporting procedures.

6. The fragmented structure of the Problem Resolution and Corrective Action system, built from legacy systems,
minimizes its utility as a decision tool.

Recommendations

1. The SSP should revise the Problem Resolution and Corrective Action database to include integrated analysis
capability and improved problem classification and coding. Also, improve system automation in data entry,
trending, flagging of problem recurrence, and identifying similar problems across systems and sub-systems.

2. The root cause(s) for the decline in the number of problems being reported to the Problem Resolution and
Corrective Action system should be determined, and corrective action should be taken if the decline is not
legitimate.

3. The root cause(s) for the missing problem reports from the Problem Resolution and Corrective Action system
concerning Main Injector liquid oxygen Pin ejection, and for inconsistencies of the data contained within the
existing problem reports should be determined. Appropriate corrective action necessary to prevent
recurrence should be taken.

4. Arigorous statistical analysis of the reliability of the problem reporting and tracking system should be
performed.

5. Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

6. Reporting requirements and processing and reporting procedures should be reviewed for ambiguities,
conflicts, and omissions, and the audit or review of system implementation should be increased.

7. The Problem Resolution and Corrective Action system should be revised using state-of-the-art database
design and information management techniques.

8. All critical data bases (e.g., waivers) need to be modemized, updated and made more user friendly.

Introduction

Problem tracking and trending is considered by the SIAT to be a crucial process for the safe performance of the
Shuttle, given the Space Transportation System’s complexity and age. Risk assessment and management
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cannot be successfully accomplished, it is believed, without full disclosure of current, complete, and relevant
information generated by problem tracklng, resolution and trending. This view is supported by studies® that find
the majority of failures in complex engineering systems are caused by organizational or process errors. Process
errors related to problem tracking and trending include’ the following:

e overlooking and/or ignoring defects

¢ missing signals or valuable data due to inadequate inspection or maintenance policy
s tardiness in comrecting defects

¢ breakdown in communication

Accordingly, a group of technical contributors was formed to assess the Shuttle system for problem identification,
resolution, recurrence control, and traceability. The Shuttle system consists of numerous data bases, including
transactional Problem Resolution And Corrective Action (PRACA), waiver, hazard, time/age/cycle databases
among others (see Table 3). These databases are used to report problems, track corrective action, and collect
data for trend analysis. The specific objectives of the assessment were to:

s examine the quality of the databases and data management techniques (i.e., determine if the
database design supports modem requirements);

s examine the quality of the data in the system (i.e., determine if the right data are getting into the
system); and

+ examine the quality of the information in the system (i.e., determine if the data contained in the
system is useful for decision-making).

To make the assessment, technical contributors were briefed by Space Shuttle Program (SSP) personnel on the
database organization, structure, and management, and on problem reporting requirements and procedures.
Documents were reviewed, including a Marshall Space Flight Center Independent Assessment of Problem
Resolution and Corrective Action [draft, 8/99), a International Astronautical Federation (IAF) paper concerning
Marshall Space Flight Center trending techniques [1997], a wiring trending study performed by Kennedy Space
Center [1 0/99] the Problem Resolution and Corrective Action System Requirements and Procedures
Documents® [1996/97], a Reliability-Centered Maintenance (RCM) Report generated by Kennedy Space Center
[1/99], and the Aerospace Safety Advisory Panel Annual Reports. Several “hands-on” sessions, were held, which
included interacting with and querying of the databases to search and obtain data and information from the
system. These sessions were attended by two SSP “experts” to aid in formulating the queries and navigating the
system. As a quantitative test of the system, a specific problem, namely that of the Main Injector liquid oxygen pin
ejection, was traced and the results compared to those briefed to the SIAT by Boeing-Rocketdyne.

Assessment

Quality of Database and Data Management

The problem reporting databases have a distributed architecture, with problems reported and entered from a
variety a geographically diverse sites. The three NASA centers, Johnson Space Center, Kennedy Space
Center, and Marshall Space Flight Center, each have their own Problem Resolution and Corrective Action
database: at Kennedy Space Center, the problem reports are mostly associated with non-conformances and
in-family problems; at Johnson Space Center, design and out-of-family problems related to Orbiter are
tracked; and at Marshall Space Flight Center, problems associated with Space Shuttle Main Engine, Solid
Rocket Booster, External Tank, and Reusable Solid Rocket Motor are reported. In addition to these
transactional databases at Johnson Space Center, Kennedy Space Center, and Marshall Space Flight
Center, contractors may also have internal databases in which problem reports are initiated. Some of these
contractor databases cannot communicate electronically with the NASA Problem Resolution and Corrective
Action systems so problems have to be phoned or faxed in. The “core data” from the transactional databases
are currently uploaded daily to a web-based, data warehouse called ADAM.
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In addition to Problem Report databases, there also exist numerous other electronic databases that contain
and maintain data needed for problem trending and risk assessment. These are shown in Table 3. These
databases are maintained at the data warehouse leve! as authoritative sources. However, data from the
authoritative electronic source are often downloaded to transactional databases for ease of accessibility and
manipulation. The authoritative source for the FMEA/CIL is a paper document.

Database Configuration Management
Waiver electronic authoritative source
Time/Age/Cycle electronic authoritative source
Launch Commit Criteria electronic authoritative source
DRTS flight software electronic authoritative source
Hazards electronic authoritative source
In-Flight Anomaly electronic authoritative source
FMEA/CIL paper authoritative source

Table 3 -- Databases for Process/Problem Reporting

The number of databases and the mixture of paper and electronic information sources makes configuration
management difficult. For instance, changes to the FMEA/CIL are made at the transactional database level,
but must go to the Program Review Change Board for review and approval. The approved changes are
distributed back to the sites via a paper revision to the authoritative source. The databases must then be
updated to reflect the approved revision. This type of process leads the information at the working level to be
out-of-sync with Program level approved information. Periodic corrections must be made to realign the local
databases with the Program level databases.

The documentation for the databases requirements and procedures were found to be up-to-date and
available. However, training manuals and search tips were unavailable, neither on-line nor in a paper source.

The Problem Resolution and Corrective Action system is currently transitioning from a mainframe application
(Program Compliance Assurance and System Status) to a data warehouse (ADAM) with uniform web-based
interfaces. On-line searches were extremely time-consuming, either because of slow search engine
capabilities or data transmission speed.

Experienced personnel could navigate the system and formulate queries easily; however, training and
experience are required for effective system use. Even with expert assistance, however, queries were
inefficient due to simplistic search capabilities. Pruning of large numbers of search results was impossible
because searches could not be formulated to exclude certain data strings or fields. Furthermore, trending
capabilities lack sophistication and automation (an attempt to improve trending capabilities is the use of
Laplace methods by Johnson Space Center Safety, Reliability & Quality Assurance®). Reports generated
directly from the Problem Resolution and Corrective Action system are mostly tabulated data fields that must
then be dumped to a program like EXCEL for further processing. All but the most rudimentary trends
(occurrences over time) require significant post-processing to produce (see Quality of Information sub-
section below).

Quality of Data

As a first measure of the quality of data in the problem tracking system, the number of problem reports being
entered into the system was examined. Using the Kennedy Space Center RCM report of January, 1999, the
number of Problem Reports entered into the Kennedy Space Center Problem Resolution and Corrective
Action system was plotted as a function of time (Orbiter flow). Although there is some scatter in Problem
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Report count, it is clear from the data shown in Figure 4 - Problem Reports by Orbiter that there is a decline in
the average number of Problem Reports after 1995. This decline may reflect changes in reporting
requirements, such as the increase in allowable discrepancies due to Fair, Wear and Tear, and improvements
in process or hardware. However, the decline may also reflect the reduction in Government Mandatory
Inspection Reports , quality assurance personnel (“second set of eyes”), and/or other checks and balances on
the system. This finding is corroborated by the audit (draft) of the Marshall Space Flight Center Problem
Resolution and Corrective Action system by Safety & Mission Assurance personnel: “Recent numbers of
problems being reported by the contractors into the Marshall Space Flight Center Problem Resolution and
Corrective Action system ... are down....” The report went on to state the concemn that “these reductions do
not seem to be completely justified by test schedules, revision from in-family screening and similar
requirements adjustments, or improved hardware.” The decline in Problem Report reports requires deeper
investigation to ascertain its true cause and acceptability.
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Figure 4 -- Problem Reports by Orbiter

A second quantitative assessment of the data in the Problem Resolution and Corrective Action system was
made by tracking a known problem, namely that of the Main Injector liquid oxygen pin ejection. Both the
Marshall Space Flight Center Problem Resolution and Corrective Action system and the data warehouse
ADAM were searched for Problem Reports addressing pins in the Space Shuttle Main Engine. Only three of
the ten known occurrences of Main Injector liquid oxygen pin ejection were recorded in either system. As
shown in Figure 5 — Problem Tracking Example: SSME Liquid Oxygen Post Pins, which is the Rocketdyne-
Boeing analysis of the pin ejection history, only occurrences on engines 2308 in 1984, 2022 in 1990, and 2107
in 1994 were reported in the Problem Resolution and Corrective Action system. In contrast, the historical
record provided by Rocketdyne-Boeing for problem close-out on the Problem Report for the 1994 occurrence
listed a different set of three occurrences: two that occurred before 1980 and the occurrence on engine 2022
in 1990. Further examination of the Problem Report records for Main Injector liquid oxygen pin ejection
indicated that the CRIT levels assigned to the functionality and the hardware associated with pin ejection
varied from 3/_, 3/1, to 1/1. Also varying in degree and fidelity was the resolution description provided on each
Problem Report.
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Figure 5 -- Problem Tracking Example: SSME Liquid Oxygen Post Pins

itis clear from the results of this test of the Problem Resolution and Corrective Action system that the data
concerning the occurrence of pin ejection was both incomplete and inconsistent. Confusion concerning the
reportability of the problem of pin ejection was still evident during discussions held with engineers as part of
this assessment. Pinning of the liquid oxygen post was clearly considered a standard repair and pin ejection
understood to be a benign condition. So although the criticality of the hardware (CRIT 1) and the timing of the
gjection (during first hot-fire after pinning) require the occurrence to be reported in the Problem Resolution and
Corrective Action system, problem reports concerning pin ejection were not always made. Had they
consistently been reported, the 1 in 10 probability of occurrence may have raised concemn over flying a pinned
post on STS-93 without prior hot-firing.

In the course of tracking the liquid oxygen pin ejection history, several other concerns arose for the quality of
the problem reporting and tracking system. The searches in the Problem Resolution and Corrective Action
system databases for problems relfated to pins in the Space Shuttle Main Engine netted a number of reports
concerning a similar problem of pin ejection from liquid oxygen posts in the fuel and oxidizer pre-burmers. No
cross reference was found between the two types of pin gjection in the Problem Resolution and Corrective
Action system; the problems had many similarities, including the use of friction fit to retain the pins and the
criticality of the hardware. Further, it was noted on a 1994 Problem Report for missing liquid oxygen support
pins on the oxidizer pre-burner that pin ejection was not a failure mode considered in the FMEA/CIL for the
oxidizer pre-burner (although it was for the fuel pre-burner). Had there existed some sort of cross reference,
the lack of a Failure Modes and Effects Analysis for pin ejection on the Main Injector liquid oxygen post pin
may have been caught and may have prevented the flight of a previously untested pinned post on STS-93.

Anocther concemn arose over trying to determine whether a waiver or deviation was required to be approved for
flight of a pinned fiquid oxygen post without prior hot-fire testing. A search of the waiver database for the string
“hot-fire” proved unsuccessful and more refined searches were not supported by the current search engine.
Hence, the waivers listed for flights in which engines were flown with pinned posts and without prior hot-firing
(STS-38, 40, 42, 52, 56, 75, and 93). The list for STS-93 alone contained 350 pages of waivers and
deviations dating back to 1988, although none for Space Shuttle Main Engine pinning or hot-firing were noted.
These results raised concerns over the number and age of the waivers approved for each flight and the
difficulty in tracking these waivers in the database system (see also Risk Assessment & Management).
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Quality of Information

The problem reporting system was examined to determine how readily and how well the data contained in the
system could be processed to provide information for decision making. Requirements and capabilities for
problem trending were found to differ for each element of the Shuttle. For the Orbiter, the
Prevention/Resolution Teams decide if or when Problem Resolution and Corrective Action system data
analysis is needed and what type is performed. For propulsion elements, contractors perform trending as
needed for problem resolution. Marshall Space Flight Center Safety & Mission Assurance periodically
examines problem trends on CRIT 1/1R hardware in the Space Shuttle Main Engine only.

In all cases, trending is rudimentary; very little numerical or statistical analysis is performed. Furthemmore, no
automated flags exist within the problem reporting system to alert engineers or Safety & Mission Assurance
personnel to high incidences of problem recurrence.

Problem Reports

Bay No.

Figure 6 -- Kennedy Space Center Wiring Trending

In addition to assessing general trending capabilities, two trending studies made with data in the Kennedy
Space Center and Marshall Space Flight Center Problem Resolution and Corrective Action systems were
examined in detail. The first such study concemed wire damage problems. In order to assess the root cause
of wire damage, trends were needed that distinguished the type of wire damage (i.e., insulation damage,
exposed conductors, conductor damage) as a function of location of occurrence in the Shuttle. An example
trend report is shown in Figure 6 -- Kennedy Space Center Wiring Trending. To provide this information, a
teamn of 10 engineers and 3 quality inspectors worked for 1 week reviewing Problem Reports in the Kennedy
Space Center Problem Resolution and Corrective Action system. This intense effort was needed because the
data contained in the system lacked standardization and fidelity and needed to be assessed and interpreted
by the engineers in order to be meaningful. In some cases, the data did not exist or could not be resurrected.

An extensive review of records was also required to provide trend information for the Space Shuttle Main
Engine using the Marshall Space Flight Center Problem Resolution and Corrective Action system. In a 1997
paper on Space Shuttle Main Engine trending for an International Astronautical Federation Symposium, the
methodology used to trend Space Shuttle Main Engine problems was described. First the problems were
screened to obtain only CRIT 1/1 problem reports for a certain piece of hardware. After this initial screening,
the records had to be reviewed to: “assure the accuracy of the coding,” obtain “a preliminary understanding of
the issues involved,” and assure the “completeness of the data” before any trending could be performed.
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Both of these studies indicate that the data contained in the problem reporting system cannot be processed
quickly or directly by the system to obtain information for decision-making. Extensive examination and
interpretation is needed to process the data for trending, making the system inefficient if not ineffective.

Potential Systemic Issues

The concems identified in specific tests of the problem reporting system suggest that systemic issues may
exist. Several potential sources of systemic problems were found, namely weaknesses in reporting
requirements, processing procedures, and reporting procedures.

Reporting Requirements

Several weaknesses were identified in the problem reporting requirements for the Shuttle per National
Space Transportation System documents (NSTS 37325 and NSTS 08126). In some cases, the
requirements appear to be unclear or conflicting; confusion exists, for instance in the Main Injector pin
ejection problem, over whether a standard type repair issue should be reported for CRIT 1 hardware.
Other requirements allow interpretation of the directive, such as those requiring identification of
“significant” problems or processes that are “out-of-control.” Finally, the reporting requirements appear
incomplete: for instance, only Government Industry Data Exchange Program alerts are required to be
entered but not other potentially relevant information such as Federal Aviation Regulations or DOD
lessons learned (e.g., Titan wiring failure).

These findings are corroborated by the Marshall Space Flight Center draft audit report. This audit found
that reporting processes must only meet the intent of requirements, leaving “compliance open to
interpretation both by NASA and the contractor.” The audit also noted several specific differences
between contractor implementations and National Space Transportation System requirements in areas
“regarding rigor of analysis, processing flow, closure rationale development, and reportability evaluation.
The report concludes that while the reporting process “seemed to be working,” this is more the result of
“personal intervention and common practice” rather than documented obligations.

"

Based on these observations, the potential exists for problems to go unreported and uncorrected due to
ambiguities in reporting requirements.

Processing Procedures

Problem processing procedures were also examined for potential weaknesses. It was found that several
decision points (see Figure 7 -- Problem Processing & Dispositioning) exist in the procedures in which a
problem and important attendant information can fail to enter the Problem Resolution and Corrective
Action system. First, a problem has to be judged reportable, a judgment subject to the problems of
uncertainty, interpretation, and lack of information described above. Decisions concerning problem
reportability may occur at the technician level, with little engineering and/or Safety & Mission Assurance
oversight or review.

Once reported, the problem is then screened to be either in-family or out-of-family to determine whether
problem resolution is a Shuttle Flight Operations Contract or NASA responsibility. The distinction between
in- or out-of-family has been scrutinized by the Aerospace Safety Advisory Panel: the panel's 1995 finding
identified concern over adequate “development and implementation of the definition of an out-of-family
situation.” The distinction between in-family and out-of-family also concerns some of the personnei
reporting problems, for instance, those at Palmdale, who claim they have never liked or really understood
definition. And while formal review is given to designated out-of family problems, review of those
designated as in-family problems (posted to a website) is voluntary.

Finally, Orbiter problem tracking and resolution is ultimately the responsibility of the Prevention/Resolution
Teams. Prevention/Resolution Teams possess significant autonomy and discretion in addressing Problem
Reports. For instance, team membership is decided by the team leader and may vary with the problem.
These teams do not typically include inspectors or quality assurance personnel. The team may develop
“unique criteria for problem reporting and processing where required.” Team activity is recorded using
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meeting minutes; minutes are not entered into the Problem Resolution and Corrective Action system,
although some Prevention/Resolution Teams post minutes on websites.

These observations cause concern that processing procedures do not provide sufficient visibility of

problem occurrence and resolution and may allow problems to be lost from the system.

PRCBLEM PROCESSING AND DISPOSITIONING
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Figure 7 -- Problem Processing & Dispositioning

Reporting Procedures

Several concerns were also identified in reporting procedures. It was found that the procedures may not
ensure data standardization or fidelity. The system lacks the automation needed to check data entry for
completeness and accuracy. As apparent in Figure 8 -- Potential Weaknesses in Reporting Procedures -
A, there is little validation provided for data elements entered into the Problem Resolution and Corrective
Action system, even for crucial pieces of data such as the CRIT level. This lack of automation is also
apparent in written procedures for hardware identification, as shown in Figure 9 -- Potential Weaknesses

in Reporting Procedures - B. Note the warning provided that if the data are not entered, then future failure
searches will fail to identify the problem.

These types of procedures place undo reliance on the human interfaces to the system and makes tracking
and trending ineffectual due to missing or incorrect data. Finally, the mixture of formats in which problems
are reported, including paper, electronic, fax, and phone, may lead to obsolete or lost data as well.
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Figure 9 -- Potential Weaknesses in Reporting Procedures - B
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Summary

Itis clear to the SIAT from this assessment that the problem tracking and reporting system requires significant
improvements and enhancements. The recommended changes address not only the database and search and
trend tools, but also concern the reporting and tracking requirements and procedures themselves. Complete,
consistent, and relevant information must be directly accessible and quickly available for risk management and
decision making. ltis the belief of the SIAT that such information is neither entered, entered correctly, nor readily
retrieved in the existing system. The findings and recommendations given above must be fully addressed.
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Propulsion

SSME, External Tank, Solid Rocket Booster, Reaction Control System

Findings

Space Shuttle Main Engine

1.

The SIAT commends Rocketdyne for their in-factory Foreign Object Debris (FOD) prevention efforts.
However, the treatment of internal Foreign Object Debris generated during engine operation or from
routine in-process maintenance between flights, requires an extensive review. The pin ejection incident
on STS-93 is a prime example of deficiencies in the system.

The SIAT considers that a serious lapse in judgment and/or in attention to the engine data base occurred,
which allowed two pins to be used in STS-93, without ground test verification firing.

The SIAT believes that the handling of the pin insertion and test as a standard repair significantly
contributed to the subsequent pin ejection and the nozzle damage during STS-93 flight. Its treatment as a
standard repair precluded management visibility of the frequency of LOX post deactivation and the
evidence that hot-fire verification was integral to the repair process. Standard repairs may be acceptable
in some cases, however, repairs of CRIT 1 hardware require greater scrutiny. Of the 450-500 potential
causes of CRIT1 failures in the Space Shuttle Main Engine, more than 200 can be treated by standard
repairs.

The SIAT finds that there was pervasive evidence that liquid oxygen post pin insertion required hot-fire
verification. Of 19 pins ejected during ground testing, all but one were ejected during the first engine firing.

There are three major hot gas mechanical joints inside the Space Shuttle Main Engine that represent
potential leakage paths, and should be appropriately reviewed. These are: the power head hot gas duets,
the Main Combustion Chamber to power head joint, and the Main Combustion Chamber to nozzle joint.

In addition to the cryogenic mechanical joints between the External Tank and the Space Shuttle Main
Engine inlets, there are a number of other cryogenic fluid mechanical joints that represent potential risks.

Solid Rocket Booster

1.

Repeatability and quality of the grains in the Solid Rocket Booster motor segments may not be as
thorough as it was in the earlier phases of the program. The SIAT is concerned that the quality control for
these elements after the motor has been poured is a major potential risk area.

The whole lower case joint for the Solid Rocket Booster submerged nozzle, including the hot gas seals,
thermal barriers and flex joint/seal appear to be located in a very high thermal and mechanical stress
zone. The concern for this design is exacerbated because the nozzle and associated joints are reused
many times.

The Thrust Vector Control (TVC) power unit for the Solid Rocket Booster uses a hydrazine fueled gas
generator to drive a turbine, which in tumn drives the nozzle swivel joint hydraulic pump to achieve the
desired Thrust Vector Control range. The use of a hydrazine system as the power source for this highly
stressful environment and reusable application (including parachuting into the ocean and subsequent
recovery) is viewed as a high-risk situation for many reasons. The same concerns apply to the hydrazine
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powered hydraulic Auxifiary Power Unit used on the Orbiter for various emergency and normal final
landing hydraulic actuator functions (flaps, ailerons, elevons, etc).

Reaction Control System

1. Both the Orbiter Maneuvering System and Reaction Control System hypergolic (i.e., earth storable)
propulsion sub-systems on board the Orbiter represent, in the opinion of the SIAT, risk areas in several
ways (e.g., age of hypergolic propulsion systems will require increased maintenance, difficult access and
working conditions due to Self-Contained Atmospheric Protective Ensemble suits, extreme reduction in
experienced crews with minimal OEM involvement).

2. Orbiter Maneuvering System and Reaction Control System pod feed systems were originally integrated

by the old Rockwell Corporation from now defunct suppliers. Most of the day-to-day operations and
maintenance work is being done by less experienced people at USA. Against this background, it was
reported to the SIAT that it is planned to modify the system to add cross feed lines between the forward
and aft Orbiter Maneuvering System and Reaction Control System pods, through the mid-body or one of
the wings, with additional plumbing and quick disconnects for refueling of Space Station (ISS) propulsion
modules. All of this adds to the risk concemns already expressed by the SIAT for this propulsion element.

Recommendations

1.

10.

11.

12.

All internal Foreign Object Debris (e.g., pins) occurrences during the program should be listed, with pertinent
data on date of occurrence, material, and mass. The intemal Foreign Object Debris FMEA/CIL’s and history
should be reviewed and the hazard categorized based on the worst possible consequence.

Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

Any type of engine repair that involves hardware modification - no matter how minor (such as liquid oxygen
post pin deactivation) -- should be briefed as a technical issue to the program management team at each
Flight Readiness Review. The criticality of a standard repair should not be less than basic design criticality,
based on worst case consequences, and all failures of standard repairs should be documented and brought
to the attention of the Material Review Board.

The SIAT recommends comprehensive re-examination of maintenance and repair actions for adequate
verification requirements (e.g., visual, proof test, or green run).

There are a number of cryogenic fluid mechanical joints and hot-gas mechanical joints that represent
potential risks that should therefore be examined in detail.

NASA and USA quality inspection and NASA engineers should review all CRIT 1 system repairs.

The criteria for and the tracking of standard repairs, fair wear and tear issues, and their respective
FMEA/CIL’s should be re-examined.

The true mission impact of a second main engine pin failure (internal engine foreign object debris) during
flight, similar to that which took place last July, should be determined.

The SSP should consider more frequent lot sample hot fire testing of Solid Rocket Booster motor segments
at full-scale size to improve reliability and safety and verify continued grain quality.

The design of the Solid Rocket Booster, and the post-recovery inspection and re-certification for flight should
be looked at and analyzed in carefu! detail by follow-on independent reviews.

Where redundancy is used to mitigate risk, it should be fully and carefully implemented and verified. If it
cannot be fully implemented due to design constraints, other methods of risk mitigation must be utilized.

NASA should expand existing data exchange and teaming efforts with other govermmental agencies
especially concerning age effects.
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Introduction

The Space Shuttle has four main propulsion elements. These are the Solid Rocket Boosters, the Space Shuttle
Main Engines, the External Tank, and the Orbiter Maneuvering System and Reaction Control System.

The SIAT focused on issues associated with the Space Shuttle Main Engine. Several major issues were
identified which have occupied most of the time and efforts of this task. The findings will be discussed in more
detail in the body of this section of the report.

A top level review of the other propulsion elements did indicate other areas of concern that should be reviewed
and assessed.

Assessment: Space Shuttle Main Engine

Fleet leader process

The fleet leader process for the Space Shuttle Main Engine ensures that no engine component, used for any
flight engine, will ever be operated on a flight mission at greater than 50% of the life demonstrated during
ground test at Stennis Space Center (SSC). The fleet leader test units are fired regularly at SSC to ensure
that the all generic components always have a life margin equal to a greater than a factor of 2. If a component
fails on a fleet leader test series, then all of the corresponding flight components on the entire fleet of flight
engines are automatically replaced when they reach % this demonstrated life limit. The same fleet leader
methodology is applied to any new or upgraded components after they are certified and introduced into the
fleet. This process ensures a healthy, robust re-usable Space Shuttle Main Engine that will always have a life
margin of 2 times the life demonstrated in hot fire ground test.

Foreign Object Debris (FOD)

Foreign Object Debris was the main Space Shuttle Main Engine concern identified by the SIAT. The
damage suffered to one engine nozzle during flight by an expelled Main Combustion Chamber liquid
oxygen post deactivation pin is an example of one of the key events which caused the SIAT to be
chartered. There have been other instances of foreign object debris throughout the program,
accordingly, the SIAT intends to focus on the broad foreign object debris problem, including the liquid
oxygen injector post de-activation pin issues.

There are two categories of foreign object debris which can cause engine damage: external and
internal. Examples of potential external foreign object debris are gravel/debris impingement at engine
start and loose Orbiter material. There has never been damage from on-pad objects due to the
Kennedy Space Center diligence in keeping the pad clean, and loss and subsequent impact on the
engine by the Orbiter drag parachute door has been precluded by design change. There do not appear
to be further threats from external foreign object debris during flight. Rocketdyne has instituted an
aggressive foreign object debris prevention program at Rocketdyne (Canoga Park), to preclude both
external and internal foreign object debris during manufacture. They have created “FOD Free Zones”
where all extraneous material is eliminated, and the only tools within the zone are needed for the
assembly task being performed. Workers have been given extensive briefings and training relative to
foreign object debris prevention.

The SIAT commends Rocketdyne for their in-factory foreign object debris prevention efforts. However, the
treatment of internal Foreign Object Debris generated during engine operation or from routine in-process
maintenance between flights requires an extensive review. The pin incident is a prime example of deficiencies
in the system. All internal Foreign Object Debris occumrences during the program should be listed, with
pertinent data on date of occurrence, material, and mass. The intemal Foreign Object Debris FMEA/CIL's
should be reviewed and the hazard categorized based on the worst possible consequence.
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Loss of LOX Post Pin

On the recent STS-93 flight there was a liquid oxygen low-level cutoff 0.15 seconds before the planned
Main Engine Cut Off (MECO). This caused an Orbiter underspeed of 16 feet/ second, which was within
the available margin required to achieve the planned orbit.

Both post-flight photos and real-time engine data indicated a nozzle fuel leak, which was confirmed after
landing. Three of the 1080 nozzle coolant tubes were ruptured and showed evidence of impact damage
(Figure 10, Figure 11, and Figure 12).

Tube leaks were confirmed after landing, with a calculated leak rate of 4 + 0.5 Ib,, /sec, resulting in additional
liquid oxygen consumption of ~5800 Iby,. The nozzle leak was large enough to cause liquid oxygen low level
cutoff.

Also, there was evidence of slight impact on the Main Combustion Chamber (Figure 13 - Main
Combustion Charber Ding) The Main Combustion Chamber damage was minor and no penetration of
the coolant channels occurred.

It has been common practice to deactivate Main Injector Lox Posts, when they are determined to be life
limited because of manufacturing or operational damage. When a post life limit is reached, a pin is
inserted in the liquid oxygen post supply orifice (Figure 14 - Powerhead, Main Injector and Liquid Oxygen
Post Details). The pin shuts off the liquid oxygen flow through the post, reducing high cycle fatigue
loading. The tapered pin is about 1” long, 0.100 inches in diameter, gold coated, and is pressed with
interference fit into the orifice.

There have been 212 pins used during the program, and 19 prior instances of pin loss during ground
testing, with no impact damage. The practice was to insert the pin and perform a vacuum leak check. If
there was no leak, an engine firing and subsequent successful vacuum leak check was required to
ascertain that the pin would not be ejected. It is significant to note that 19 of 20 pins were ejected on
the first engine firing. The one exception is E0220 which had a pin expelled after 31 hot fires. In
November 1990, STS-38 was flown immediately after pin insertion. This practice was repeated for nine
other pin installations on 5 STS missions before STS-93, with no pin loss.

The SIAT considers that a serious lapse in judgment and/or in attention to the engine data base
occurred, which allowed two pins to be used in STS-93 without, ground test verification firing. The
second pin was not ejected.

During the recent engine block changes (I & 1lA), Main Injector manufacturing processes were improved
to preclude liquid oxygen post damage. Currently, there are no pinned posts in the fleet. All future STS
flights, starting with STS-103 are planned as either Block Il or Block II-A Space Shuttle Main Engines.
None of these engines have deactivation pins in any of the liquid oxygen injector posts at this time and it
is not planned to fly any more pinned posts.

Green Runs

New engines are acceptance tested to full mission duration before flight eligibility. Individual
components which are new or have been overhauled are likewise tested (Green Run) on a development
(non-flight) engine prior to use in the flight inventory. “Standard Repairs” such as liquid oxygen post
deactivation are not necessarily tested before flight. The SIAT finds that there was pervasive evidence that
liquid oxygen post pin insertion required a hot-fire verification. Of 19 pins ejected during ground testing, all but
one were gjected during the first engine firing. The SIAT recommends comprehensive re-examination of
maintenance and repair actions, for adequate verification requirements (i.e., visual, proof test, or green run)
which require a pre-flight green run. Specifically, the SIAT feels that green run criteria need to be revised to
increase mission safety and avoid future incidents such as the liquid oxygen post pin impact damage of
the chamber wall tubes.
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Figure 14 -- Powerhead, Main Injector and Liquid Oxygen Post Details

Repairs

The SIAT believes that the handling of the pin insertion and test as a standard repair significantly contributed
to the subsequent pin ejection and the nozzle damage during STS-93 flight. Its treatment as a standard repair
precluded management visibility of the frequency of post deactivation and the evidence that hot-fire verification
was integral to the repair process. Standard repairs are acceptable in some cases. The criteria for and the
tracking of standard repairs and their FMEA/CIL's should be re-examined. The criticality of a standard repair
should not exceed basic design criticality, based on worst case consequences, and all failures of standard
repairs should be documented and brought to the attention of the Material Review Board. Furthermore any
type of engine repair that involves hardware modification no matter how minor (such as LO2 post pin
deactivation should be briefed as a technical issue to the program management team at each Flight
Readiness Review.

The SIAT hopes that as part of the new improved Block Il A and Block Il Space Shuttle Main Engine Main
Combustion Chamber designs, there will be no further need to deactivate Main Combustion Chamber liquid
oxygen injector posts. However, if the need to do so ever does occur again, a brand new non-friction lock
dependent repair design/process needs to be developed and completely certified for any future affected
engines. Furthermore it is strongly recommended that all future repair work of this nature (especially if there is
any serious possibility of generating internal Foreign Object Debris as a result of the repair procedure) be fully
reported and elevated to the SSP management team and especially during the Flight Readiness Review
process. Treating these perceived to be lower level issues at a higher management cognitive level should
certainly go a long ways towards preventing the type of liquid oxygen post pinning incident that resulted in a
low liquid oxygen level premature engine shut down (and caused great public concern at the time) from
occurring in the future.

Processing/Discrepancy Reporting

The SIAT found that the low level of visibility of the history of pin losses greatly contributed to creating
the opportunity for the STS-93 event. The basic systems for initial documentation of problems that are
uncovered during Shuttle maintenance repair, refurbishment, and operations and then reporting these
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problems up the management chain do not appear to be consistent, comprehensive, accurate, or well
focused.

The top level problem data base which is intended to be the collection system and repository for all types of
discrepancies, problem reports anomalies, manufacturing issues, etc, is the Problem Resolution and
Corrective Action system. When this database was interrogated by the SIAT for specific samples of known
problems, there were a number of omissions and ambiguities discovered within this information system. The
example used was again the liquid oxygen post deactivation pin ejection problem on STS-93. This was
declared to be an in-flight anomaly. A number of other pin ejection anomalies were reported to have occurred
over the hot fire history of the Space Shuttle Main Engine family, both during ground test and once in flight.
There was a history of 20 pin ejections verbally reported to the SIAT. However, when the Problem Resolution
and Corrective Action database was sampled many of these anomalies could not be found in the system.
Further more, other “pin ejection” problems were documented and reported that had not been described in the
formal review presentations to the SIAT. These pin ejection anomalies tumed out to be from a totally different
functional application known as the liguid oxygen and fuel pump pre-bumer injection “roll” or “support” pins
used for an entirely different purpose than the liquid oxygen Main Injector post deactivation pin for the Main
Combustion Chamber. This is one example of the ambiguity in the Problem Resolution and Corrective Action
database that led to confusion as to which problem was being addressed. This ambiguity further complicates
the process of reporting what could be critical Space Shuttle Main Engine flight readiness information up to the
proper levels of management for determination of the flight worthiness of the hardware.

Another example of Shuttle information management breakdown is represented by the way in which the Main
Combustion Chamber injector liquid oxygen pin repair was implemented and then reported up the decision
making management chain as part of the Flight Readiness Review process for Engine Serial Number 2019 for
STS-93. This breakdown is believed to be caused by the historical process for conducting Main Combustion
Chamber injector liquid oxygen post deactivation pin repair work that was done in the early to mid 1970’s prior
to the first Shuttle flight in 1981. This liquid oxygen post pinning (a total of about 200 liquid oxygen posts for all
engines to date) had always been done as a standard repair procedure derived from the standard repair
specification and based on long standing historical precedent.

In spite of this long standing historical precedent, it is the opinion of the SIAT that the liquid oxygen post
pinning of each Space Shuttle Main Engine injector should have been elevated to a level Il Primary Material
Review Board (PMRB) for each flight engine, as applicable. However, this was not the case for six separate
flights (STS-38 through 93) for which the first “hot fire” of a newly pinned post was the flight engine bum during
the actual mission. As part of this “casual” repair process the history of flight engine burns as a first post fiquid
oxygen pinning hot fire versus “green run” was not reviewed for each flight. The SIAT feels that six first time
post-pinning hot fire flights on STS-38, 40, 42, 52, 56 and 75 had occurred prior to STS-93 should have been
fully exposed and reviewed as part of the STS-93 Flight Readiness Review process. Again the SIAT strongly
believes that instead of the limited visibility that was provided for the post pinning repair work and the
associated reliance by the Space Shuttle Main Engine team on implicit rationale based on history, a specific
technical issue briefing should have been given to the SSP management team during the STS-93 Flight
Readiness Review.

High-Pressure Fuel Pump

The SIAT views the completion of the Block Il upgrades to be of high importance, as the High-Pressure Fuel
Turbopump replacement is viewed as a significant safety improvement. The Alternate High-Pressure Fuel
Turbopump has experienced delays due to problems encountered in certification. Upon completion of
certification the Altemate High-Pressure Fuel Turbopump should be incorporated in the fleet as soon as
possible.
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Assessment: Other Propulsion Elements

Although there was no time for the SIAT to go into any real detail in these areas, there were other propulsion risk
areas that were identified at the top level.

The external tank (ET) has a number of large cryogenic line mechanical joints requiring special seals to prevent
leakage (especially in the main engine compartment at each of the engine inlets). In addition there are relief
valves and vents to accommodate cryogenic boil off and to avoid over-pressurization. There is also concern
about the overall structural integrity of the tank and certain manufacturing and repair processes such as welding
of the lithium aluminum tank shell and domes. The structural integrity concems also include the support and
thrust load mounting struts. Ancther set of items that should to be received are the ground umbilicals and carrier
assembly which represent a source of disconnect leakage at lift off after completion of topping operations.

Repeatability and quality of the grains in the Solid Rocket Booster motor segments may not be as thorough as it
was in the earlier phases of the program. The SIAT is concemed that the quality control for these elements after
the motor has been poured is a major potential risk area. The SSP should consider more frequent lot sample hot
fire testing of motor segments at full-scale size to improve reliability and safety.

The whole lower case joint for the submerged nozzle of the Solid Rocket Booster including the hot gas seals,
thermal barriers and flex joint/seal appear to be located in a very high thermal and mechanical stress zone. The
concern for this design is exacerbated because the nozzle and associated joints are reused many times. The
design and the post Solid Rocket Booster recovery inspection and re-certification for flight should be looked at
and analyzed in careful detaii by the SIAT.

The Thrust Vector Contral power unit for the Solid Rocket Booster uses a hydrazine fueled gas generator to drive
a turbine, which in turn drives the nozzle swivel joint hydraufic pump to achieve the desired Thrust Vector Control
range. The use of a hydrazine system as the power source for this highly stressful environment (including
parachuting into the ocean and subsequent recovery) reusable application is viewed as a high-risk situation for
many reasons. Serious consideration should be given to replacing the hydrazine power unit with a safer and
easier to maintain advanced electric auxiliary power unit for the Thrust Vector Control hydraulic unit. The same
concerns apply to the hydrazine powered hydraulic Auxiliary Power Unit used on the Orbiter for various
emergency and normal final landing hydraulic actuator functions (flaps, ailerons, elevons, efc).

In addition to the cryogenic mechanical joints between the External Tank and the Space Shuttle Main Engine
inlets, there are a number of other cryogenic fluid mechanical joints that represent potential risks and should
therefore be examined in detail.

There are three major hot gas mechanical joints inside the Space Shuttle Main Engine that represent potential
leakage paths. These are the power head hot gas duets, the Main Combustion Chamber to power head joint and
the Main Combustion Chamber to nozzle joint. Again, anything that would eliminate or improve the reliability of
these joints would thereby enhance overall mission safety.

Both the Orbiter Maneuvering System and Reaction Control System hypergolic (i.e., earth storable) propulsion
sub-systems on board the Orbiter represent, in the opinion of the SIAT, risk areas in several ways. The first
observation of risk centers on the age of the hypergolic propulsion systems in the Orbiter fleet. Most of these
systems have been in place and flight operational for more than 15 years. The feed systems are old and will
probably be requiring more maintenance than in the past. These plumbing systems and the associated valving,
regulators, etc. are often buried deep inside the Orbiter Maneuvering System and/or Reaction Control System
feed system modules and are very difficult to access for maintenance and R&R. Not only is the hardware difficult
to access, but all maintenance and/or repairs & refurbishment activities must be conducted by highly trained
specialists who are protected at all times from the dangers of hypergolic propellants by being completely dressed
in Self-Contained Atmospheric Protective Ensemble suits. These Self-Contained Atmospheric Protective
Ensemble suits protect personnel very welf but can inhibit manual dexterity and in tightly packed hardware
situations with close fit ups, the Self-Contained Atmospheric Protective Ensemble helmets can impair the
individuals peripheral vision. All of these constraints imposed by the mandatory use of Self-Contained
Atmospheric Protective Ensemble suits can result in awkward and sometimes very difficult working conditions.
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This problem is further exacerbated by the significant reduction in the last few years, of personnel comprising the
maintenance crews at Kennedy Space Center that have had real experience (in depth) working with hypergolic
propulsion equipment (including propellant draining, loading for flight and fluid component replacement).
Improper handling of wetted hardware in the hypergol systems can cause spills of these caustic/corrosive liquids
and vapors that could result in serious collateral damage to adjacent Orbiter flight hardware such as electrical
cabling, electronic boxes, thermal protection materials (and the adhesives bonding the Thermal Protection
System tiles in place), cabin windows and control equipment, as some examples. Unlike the other Shuttle
propulsion elements (i.e., External Tank, Reusable Solid Rocket Motor/Solid Rocket Booster and Space Shuttle
Main Engine} where all the equipment/hardware is maintained or replaced by the OEM's, the reduction of
experienced personnel over the last few years has resulted in no OEM personnel being involved in any of the
hypergolic propulsion maintenance and operations. The Orbital Maneuvering Engine was produced and
manufactured by Aerojet who has not been involved for more than 10 years, while their original, high performance
storable propellant engines have been aging over the last 18 years. Similarly, the reaction control engines were
manufactured by the Marguardt Corp who has not only been out of the loop for a number of years but who has
changed management multiple times as they were sold and resold over these years.

Finally, the Orbiter Maneuvering System and Reaction Control System pod feed systems were originally
integrated by the old Rockwell Corporation (North American Aviation) using purchased fluid components from in
some cases, now defunct suppliers and tanks from McDonnell Douglas, St. Louis (Orbiter Maneuvering System)
and Martin, Denver (Reaction Control System). Since that time, of course, Boeing has taken over the Orbiter
program and most of the day-to-day operations and maintenance work is being done by even less experienced
people at USA.

Against this background, it was reported to the SIAT that it is planned to modify the system to add cross feed lines
between the forward and aft Orbiter Maneuvering System and Reaction Control System pods, through the mid-
body or one of the wings. It was also described that additional plumbing was to be added, as well, including quick
disconnects so that the whole modified Orbiter hypergolic propulsion system could be used to re-fuel the Space
Station (ISS) propulsion modules with residual propellants from the Orbiter. All of this adds to the risk concemns
already expressed by the SIAT for this propulsion element.

There is also a concern for the electrical heating system used to maintain the hydrazine for the Auxiliary Power
Unit and HPU at safe temperatures with adequate safe margins (heater failures, on or off could result in very
serious line ruptures, fires and/or explosives). While the heaters are fully redundant, the heater power lines tie
back to a single point at the power source bus bar. A failure at this single point could definitely result in some
serious problems during the Orbiter flight mission.

Summary

The propulsion elements of the Shuttle are by nature high risk. While many processes are in place to mitigate
these risks, most notably Fleet Leader testing, it remains imperative that all maintenance and operation
procedures adhere to rigorous requirements for repairs, verification testing, and problem reporting. The recent
main engine post pin ejection incident indicates a breakdown in these procedures that has serious potential
impacts on flight-safety. This and other deficiencies must be corrected as described in the findings and
recommendations listed above.
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Risk Assessment & Management

Findings

1.

Flight Safety Risk Reporting at the Program Management level may be either optimistic or inaccurate . This
results from a process that is based primarily on qualitative and often subjective methods (e.g., risk matrix).
The lack of statistical and quantitative risk assessment tools in the SSP resuilts in the limited ability to
measure and control risk.

Although it is clear that the SSP has extensive requirements and procedures in place to assure flight safety,
the SIAT believes based on SSP input that a program-wide risk management plan that defines and integrates
the risk management activities across all the Shuttle elements is lacking. The result is the inconsistent and
non-uniform use of risk management tools.

Failure analyses and incident investigations are sometimes limited to a subset of all the possible causes
rather than based on a comprehensive fault-tree approach to identify the root cause.

A periodic review of maintenance procedures, waivers, and incidents is not feasible without an accurate
historical database. PRACA has deficiencies that preclude its effective use as a decision support tool.

The actual safe fife of some systems may be masked by the lack of a comprehensive age management
program. If the actual life is less than the assumed life, an increase in risk is unknowingly assumed.

The SSP places undo reliance on system redundancy and abort modes to mitigate risk.

Recommendations

1.

The SSP should revise the risk matrix for probable and infrequent likelihood for CRIT 1R** and 1R* severity
to require a greater level of checkout and validation.

Risk assessment matrix and Failure Modes and Effects Analysis should be updated based on flight failure
experience, aging and maintenance history, and new information (e.g., wiring, hydraulics, etc.).

The SSP should explore the potential of adopting risk-based analyses and concepts for its critical
manufacturing, assembly, and maintenance processes, and statistical and probabilistic analysis tools as part
of the program plans and activities. Examples of these analyses and concepts are Process FMEA/CIL,
Assembly Hazard Analysis, Reliability Centered Maintenance, and On Condition Maintenance.

NASA, USA, and the SSP element contractors should develop a Risk Management Plan and guidance for
communicating risk as an integrated effort. This would flow SSP expectations for risk management down to
working level engineers and technicians, and provide insight and references to activities conducted to
manage risk.

Failure analysis and incident investigation should identify root cause and not be artificially limited to a sub-set
of possible causes, e.g., wiring.

Prior to every flight, the SSP should review all waivers or deferred maintenance to verify that no compromise
to safety or mission assurance has occurred.

The SSP should revise the Problem Resolution and Corrective Action database as recommended in the
Problem Reporting & Tracking Process section.

A formal Aging and Surveillance Program should be instituted.

Where redundancy is used to mitigate risk, it should be fully and carefully implemented and verified. If it
cannot be fully implemented due to design constraints, other methods of risk mitigation must be utilized.
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10. Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

11. The criteria for and the tracking of standard repairs, fair wear and tear issues, and their respective
FMEAJ/CIL's should be re-examined.

12. The SIAT recommends comprehensive re-examination of maintenance and repair actions for adequate
verification requirements (e.g., visual, proof test, or green run).

13. An independent review process, utilizing NASA and external domain experts, should be institutionalized.

14. The SIAT believes that Aerospace Safety Advisory Panel membership should tumover more frequently to
ensure an independent perspective.

Introduction

Risk management is a critical part of the overall management process and an integral part of program
management. It provides the processes necessary to identify potential issues and permit mitigation techniques to
be determined and implemented. Timely and effective risk mitigation provides a program with high levels of
safety, enhanced probability of mission success, improved availability/supportability of the system, and reduced
schedule and cost risk.

Recent events that have occurred on the Orbiter Discovery (OV103) in preparation for flight caused the SIAT to
focus on and review the current Space Shuttle Program (SSP) risk management program. This summary report is
prepared in support of the SIAT. It is intended to evaluate the Space Shuttle Program (SSP) risk management
practices, identify any issues and concerns, and make recommendations for improvement.

SSP requirements contained within NSTS 07700 provide definition and process requirements for the
identification, analysis, and control of hazards within the Space Shuttle Program. All SSP Contractors are
contractually required to conduct and submit FMEA/CIL and Hazard Reports for Program approval. All submittals
require review by the System Safety Review Panel prior to SSP acceptance (see also Appendix 8).

Assessment

There is no doubt that the risk management practices embedded in the documents and procedures discussed in
the SSP Risk Management Process sub-section in Appendix 8 constitute a very extensive effort to maintain
high level of Shuttle flight safety. However, there are some issues and concerns that the SSP must address to
manage and continue its strong safety record. The main issues can be summarized as follows.

Lack of Standard Statistical and Quantitative Risk Assessment Tools

The SSP relies primarily on qualitative tools to assess and manage risk. The most important qualitative tools
that SSP uses are the FMEA/CIL and hazard analyses. Failure Modes and Effects Analysis is a “bottom-up “
approach used to identify the potential failure modes and their effects. Hazard analysis is a “top-down”
approach to identify undesired scenarios and their causes and effects. Both tools have a proven history in
identifying risk. However, they are qualitative in nature and not designed to prioritize risk.

Since the Challenger accident in 1986, quantitative probabilistic and statistical tools have been used to a
limited extent by the Shuttle program. Although not part of the SSP requirement, these tools have been used
informally to support the qualitative tools in place and have been effective in managing the risk of the Space
Shuttle critical hardware. One example is the Single Flight Reliability (SFR) criterion used by the Space
Shuttle Main Engine element, thaf allows the SSP to extend the life of selected SSME critical hardware based
on an increase in the level of statistical confidence generated by additional test data as they are accumulated.
Statistical Process Control (SPC) is another statistical tool that has been used by some of the SSP elements,
for example, in controlling the process variability in some of the Super Light Weight Tank (SLWT) and the
Reusable Solid Rocket Motor critical processes. Reducing and controlling process variability translate to
reducing and controlling risk.
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Another effective tool that the SSP has used is the Fault Tree Analysis (FTA). This tool can be used in both a
quantitative and qualitative manner. It also can be used in proactive (what can go wrong) and reactive (what
went wrong) modes. The SSP has used this tool qualitatively in problem investigations, anomaly dispositions
and in the analysis of Flight Hazard Reports.

One major probability-based quantitative risk assessment tool that NASA has been trying to develop and
implement in the SSP is the Probabilistic Risk Assessment (PRA) tool. Since 1987, several efforts have been
made to establish a Probabilistic Risk Assessment model for the SSP similar to models established for nuclear
power plants. The most extensive one is the Quantitative Risk Assessment System (QRAS) modeling effort,
which is being conducted by NASA and the Shuttle prime contractors. The Quantitative Risk Assessment
System is still in the development stage and is not certified (although it has been effectively used in evaluating
Shuttle upgrades). Therefore, the current Quantitative Risk Assessment System model should be used with
caution. It should mainly be used for risk prioritization and as a source of Shuttle failure rate data with less
emphasis on the absolute numbers. The lack of good models for human/process reliability and common
cause failures similar to those that exist for the nuclear power industry could constitute significant limitations of
the Quantitative Risk Assessment System model. Other limitations could include the incomplete modeling of
some risk contributors such as aborts, CRIT 1R, and some sub-system interfaces.

It is apparent to the SIAT that the SSP has not formally incorporated statistical and quantitative methods into
its risk management process. Tools are used primarily to identify risk; a rigorous, analytical evaluation of risk
is typically not made. An example of this lack of quantitative analysis is in the history of LOX pin ejection.
Partially due to a lack of data, the probability of a liquid oxygen pin ejection was never updated to account for
the 19 pin ejections that happened over a space of several years (see Problem Reporting & Tracking
Process). The many liquid oxygen pin ejections should have changed the risk probability to 1 in 10 and
required a checkout at each phase. No effort was made to look at similar systems where pins were utilized or
to update the component risk probability and assessment. This lack of statistical risk assessment is almost
cultural, the SSP team seems confident that once the risk has been identified and a cursory probabilistic
assessment performed, little or no attempt is made to look at probability data from SSP failures or incidents to
see if the risk assessment is accurate (to the SIAT's knowledge).

Lack of Overall SSP Risk Management Plan

As part of the Space Flight Operations Contract (SFOC), NASQ 20000 NASA has a contractual requirement
for USA to develop and implement a risk management plan

In response to this requirement, USA developed the Space Shuttle Program Risk Management Plan (SFOC-
PG9604)."* Currently, a new plan (SFOC-PG9604-Rev.A) is being reviewed for approval by the SSP. There
are no procedures in place for SSP contractors to implement the current plan, although it is used as part of the
USA infrastructure to support the Certificate of Flight Readiness process. Preliminarily evaluation revealed
that the plan does not take advantage of the quantitative tools that NASA has developed and used in the risk
assessment area since the Challenger accident.

Risk management efforts are hampered by this lack of a program-wide risk management plan. Even though
several specific documents exist which define the role of risk management in critical flight safety areas, the
use of assessing critical risk definitions is often left up to individual engineers, often with inconsistent results.
Specific deficiencies are:

Lack of risk assessment on critical decisions

The SIAT noted that the decision to defer both depot and post landing maintenance were done with minimal if
any risk assessment. Even though the SIAT recognizes that it is sometimes necessary to defer rework of
non-critical deficiencies in order to meet schedule, these deferred items should be thoroughly reviewed to
determine the impact on mission operations and safety of flight. It was stated by the SSP that the Program
Review Change Board addresses all waivers and deferred maintenance; however, this review process was
not clear to the SIAT. Furthermore, it appeared that once granted, waivers were rarely re-examined or
removed; the SIAT was alarmed to learn that more than 500 waivers existed on STS-93, many in existence
since 1988.

TECHNICAL SECTIONS: RiSK ASSESSMENT & MANAGEMENT- 48



SHUTTLE INDEPENDENT ASSESSMENT TEAM REPORT

The creation of a “fair wear and tear” specification was utilized to allow a relaxation of Shuttle maintenance to
account for the normal wear associated with Shuttle operations. Even though it is impracticable to expect a
twenty year old faunch vehicle to have the identical performance to a new system, the creation of this
specification was done with only engineering judgement without any formal risk assessment process. ltis the
opinion of the SIAT that the creation of this specification may have contributed to the relaxing of standards by
technicians, quality assurance and engineering personnel. This acceptance of some amount of damage may
have contributed to the wiring problems discovered during STS-93. At a minimum, the acceptance of wear
had the potential to increase the probability of risk and should have been cause for review.

Lack of Program Risk Communication Guidance

In conjunction with risk assessment requirements and tools, a standard policy needs to be generated which
provides detailed guidance on what decisions and risk analysis need to be briefed at what level. Most of the
decisions to approve a waiver for deferred maintenance were left up to the working level engineer with only a
cursory review by SSP management. Because waivers have been previously approved and documented
during the PRCB process, they are not briefed at the FRR. However, the SIAT believes this procedure makes
the risks accepted for launch invisible to SSP managers in their decision-making process.

Critical reviews like the Flight Readiness Review and the Pre-Launch Assessment conducted by Safety and
Mission Assurance (see Safety and Mission Assurance) need to focus aftention on critical information and
not get distracted by low importance details. When queried about how the SSP management reviews critical
waivers to make sure that safety and mission success are not being compromised, the SSP responded that
no summary charts are generated and that detailed information is available in the Problem Resolution and
Corrective Action database. A better risk communication plan forces review at each level so that top level
management is not forced to sift through reams of data looking for relevant, important information.

Inaccurate Reporting of Flight Safety Risk

The SIAT is concerned that risk is understated (i.e. low) for "probable” likelhood of CRIT 1R** and 1R*
severity occurrences (see Appendix 2}, i.e., acceptance of single failure tolerant condition requires “Validation
Each Flow and Checkout at Intervals” and “Checkout Each Flow." This situation, coupled with concems over
deferred maintenance actions, waivers, open CRIT 1 Corrective Action Records, etc. can mask the true safety
risk presented at Program and Flight Readiness Reviews. A similar condition may exist for "infrequent”
likelihood. In contrast to some opinions in NASA, the SIAT believes that the risk management system does
not afford Shuttle program officials the opportunity to comprehend the scope and extent of safety critical
deferrals and waivers (e.g., 3 weeks prior to the launch of STS-103, 89 CAR's, 8 with CRIT levels of 1 or 1R,
remained open; see also Appendix 11). Since the Shuttle design does not provide redundancy for all critical
failures, risk categorization, assignment, and comprehension are the most important elements of the Shuttle
safety program.

Incomplete Failure Analyses and Anomaly Investigations

One of the ground rules of any failure or mishap investigation is the evaluation of all potential causes of the
failure, and then the subsequent elimination of potential causes by analysis. The wire short on STS-93 was
caused by the breakdown of the wiring insulation which was characterized by the SSP team as “ringing” or a
circular cracking of the insulation. The SSP engineering team performed testing and determined that aromatic
polyimide insulation was susceptible to cracking when a notch in the insulation was then subjected to flexing.
Once this failure mode was verified, the incident investigation was limited to possible causes that could either
induce a notch in the insulation or cause extreme bending (i.e. maintenance).

The breakdown in the incident investigation was that, to the best of the SIAT's knowledge, no one ever
considered that there may be multiple problems which lead to a “ringing” of aromatic polyimide insulation.
Despite years of experience with age related problems with aromatic polyimide insulation in both the US Navy
and Air Force, no attempt was made to investigate either hydrolysis or contamination to high pH fluids as a
potential source of the “ringing”. This narrow focus has the potential to artificially limit the investigation and
cause critical risks to be overlooked.
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One of the better efforts to communicate technical information is through the Joint Aeronautical Commander’s
Group (JACG) which NASA participates. The Aging Aircraft Program has expanded initial efforts concerning
structural systems to include wiring, avionics and other non-structural systems. Despite this arrangement,
NASA and USA engineers seemed unaware of recent investigations and concems over aircraft wiring and
avionics obsolescence management. This lack of information has the potential to mask critical high risk
deficiencies.

Inaccurate Historical Database

Deficiencies in the Problem Resolution and Corrective Action data system have been thoroughly documented
in the Problem Reporting & Tracking Process section of this report. Several deficiencies are also
discussed here because they contribute to a false sense of security and adversely impact corrective actions.
The Problem Resolution and Corrective Action system needs to be more than a historical repository of data; it
needs to be a real time system that can alert working level engineers and managers of potential problems
long before an incident occurs. The current system is not able to adequately check trends in overhaul or
manufacture to establish trends prior to launch preparation nor does it provide data and analysis to support
both the individual engineer and management. The system needs to provide data to the avionics engineer at
Kennedy Space Center and to the wiring engineer at USA to ensure that adverse trends are not causing an
increase in risk to their system.

Summary

Despite the extensive requirements and procedures in place to assure flight safety, deficiencies exist in the
current Space Shuttle risk management system. Integration and centralization of Risk Management processes
are needed to provide additional focus on the importance of this proactive activity. Consolidation of the various
SSP risk management activities into a single risk management plan that defines and integrates the risk
management activities across all the Shuttle elements needs to be considered. The SIAT recommends that
S&MA move away from its current role as “auditor” and return to a more proactive oversight role which selectively
performs independent investigations of trends and assessments of risk (see Safety and Mission Assurance).

In the analysis area, the SSP should expand its risk based analysis capability including numerical probability-
based analysis. As with any analysis process, the value of accurate and usable databases cannot be overstated.
The Problem Resolution and Corrective Action database is inadequate and difficult to use. The SSP should
improve the Problem Resolution and Corrective Action database quality and analysis capability in order to
perform trending and quantitative risk analysis (see also Problem Reporting & Tracking Process).
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Safety and Mission Assurance

Findings

1. The Safety & Mission Assurance community made little input and had little visibility to the SIAT. In contrast,
quality assurance personnel were very accessible to the SIAT and provided considerable input.

The degree of independence of the Safety & Mission Assurance reporting chain was difficult to assess.

The transition from oversight to insight has resulted in the loss of critical information for the decision-making
process. A reduction in Safety & Mission Assurance oversight and functions is not commensurate with the
“one strike and you're out” environment of Shuttle operations. Similarly, a reduction in surveillance by NASA
quality assurance adversely affects mission and flight safety.

4. Investigation of recent in-flight anomalies and current program documentation indicate possible process
breakdowns and/or deficiencies in the Safety & Mission Assurance function. This finding is reinforced by the
significant number of escapes/diving catches reported by NASA Quality (see Appendix 3), and the "stumble-
on" problems reported by United Space Alliance™, and indicates the need for improvements in Mission
Assurance processes and quality assurance survelllance procedures.

Recommendations

The current quality assurance program should be augmented with additional experienced NASA personnel.

2. The SSP should review all waivers or deferred maintenance to verify that no compromise to safety or mission
assurance has occurred.

3. NASA and USA quality inspection and NASA engineers should review all CRIT 1 system repairs.

4. NASA Safety and Mission Assurance surveillance should be restored to the Shuttle Program as soon as
possible.

5. The Safety & Mission Assurance role should include: mandatory participation on Prevention/Resolution
Teams and in problem categorization, investigation of escapes and diving catches (see Appendix 3), and
dissemination of lessons learmed.

Introduction

The SIAT believes strongly that an independent, visible Safety and Mission Assurance function is vital to the safe
operation and maintenance of the Shuttle. The Shuttle program in its “one strike and you're out” environment is
unlike most other defense or commercial industries. As a consequence, it is believed the industry trend toward
reducing Safety & Mission Assurance oversnght and functions is inappropriate for the Shuttle. Further, the SIAT
fully endorses the Rogers Commission' view that the Safety & Mission Assurance function should possess both
organizational and reporting independence. With this perspective, the SIAT paid particular attention to the Safety
& Mission Assurance function in briefings by the Shuttle program to assess its role and responsibilities in Shuttle
processing and maintenance.

Assessment

The organizational position of the Safety & Mission Assurance function has important implications for its
autonomy: too much dependence on management to act on the problems and recommendations brought forward
by the Safety & Mission Assurance community can compromise the effectiveness of the Safety & Mission
Assurance role and perspective. Review of the Shuttle program organization shows that the NASA Shuttle SM&A
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function sits outside the program and reports to the Center Director at Johnson Space Center. However, there is
an indirect line of reporting from the Shuttle Safety & Mission Assurance manager to the Shuttle Program
Manager, as shown in Figure 15 — Safety, Reliability, & Quality Assurance Interface to SSP Office. The USA
Safety & Mission Assurance function directly reports to USA Shuttle operations managers. This overall
organization is unchanged by the introduction of the Shuttle Flight Operations Contract. At Marshall Space Flight
Center the reporting chain, shown in Figure 16 — Marshall Space Flight Ctr. S&MA Reporting Interfaces, has the
Safety & Mission Assurance reporting to the Space Shuttle Projects Office and to HQ through the SSP Safety,
Reliability and Quality Assurance office at Johnson Space Center. The Safety & Mission Assurance community
does conduct a Pre-Launch Assessment Review with representatives from Johnson Space Center, Kennedy
Space Center, Marshall Space Flight Center, and HQ in preparation for signing the Certificate of Flight
Readiness.
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Figure 15 -- Safety, Reliability, & Quality Assurance Interface to SSP Office

There also exists an overall independent assessment function group at Johnson Space Center which reports
directly to the Associate Administrator-OSMA conceming Shuttle safety issues. So it appears that independent
reporting paths are accessible to the Safety & Mission Assurance function; however, because of indirect reporting
chains to the Program, it is difficult to ascertain the degree of this independence.

Itis apparent that NASA Safety & Mission Assurance is moving away from an oversight role to one of insight, in
which direct involvement is being replaced by periodic surveillance and audits. This move may result in fewer
independent reporting paths as the NASA presence is withdrawn from engineering and operations teams. It may
also reduce the ability of the Safety & Mission Assurance function to determine and enforce compliance to safety
and reporting requirements. Further, in an “insight” role, Safety & Mission Assurance will become, by definition,
more reactive than proactive. These concerns are corroborated by the November 1996 Aerospace Safety
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Advisory Panel report, which cites that “periodic independent assessment activities, audits, and analyses of
metrics are not sufficient to provide the degree of independent safety oversight required to operate the Space
Shuttle program at minimum risk levels in the absence of a NASA physical presence on the floor.”
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Figure 16 -- Marshall Space Flight Ctr. S&MA Reporting Interfaces

As the duties of the Shuttle Safety & Mission Assurance organization have been reduced, so too has its
workforce. At Marshall Space Flight Center, the Safety & Mission Assurance support contractor level was
reduced from 150 to 80 in 1995 and activities such as statistical trending of Space Shuttle Main Engine problems
were eliminated. A reduction of workforce may also lead to a reduction in capabilities as expertise and experience
are lost. This concern has been also voiced by the Aerospace Safety Advisory Panel, which found: “The long
term maintenance of independent safety oversight will require NASA to develop and implement programs for
critical skills retention and for the generation of direct Space Shuttle operating experience among NASA
employees.”

Shuttle Safety & Mission Assurance still has responsibility to perform trending and recurrence control, risk
assessments of requirements changes and of problem resolutions, and criticality analyses. Itis also the
responsibility of Safety & Mission Assurance to brief FMEA/CIL’s and hazards that are new or of increased risk to
Program Management for upcoming flights. Consequently, it is of concern to the SIAT that Safety & Mission
Assurance did not directly brief the SIAT and had little visibility throughout the assessment. Of greater concemn is
that the performance of Safety & Mission Assurance duties appears to be diminishing.

The Main Injector pin ejection anomaly (STS-93) demonstrates deficiencies in trending and recurrence control
and in the risk assessment of the problem resolution (in this case a standard repair). Deficiencies in risk
assessment of requirements changes is indicated in the current number of wiring anomalies; the classification of
fair wear and tear allowances on wiring integrity was too loose. And finally, the SIAT is concemed about how well
the status of FMEA/CIL's are communicated to Program Management. For STS-93 alone, 330 waivers of CIL
requirements existed, some granted as early as 1988. CIL waivers include acceptance of hardware not meeting
redundancy or fail safe requirements and the addition of newly discovered failure modes. The number and age of
these waivers suggest to the SIAT that a breakdown in the process of criticality monitoring and risk
communication may have occurred.
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There are several areas in which the SIAT feels the role of Safety & Mission Assurance should be expanded. The
firstis in the investigation of anomalies, escapes, diving catches, and other escapes (see Appendix 3). The SIAT
feels that each of these types of occurrences should be investigated independently by Safety & Mission
Assurance to promote complete and unbiased discovery and reporting. Secondly, it is believed that Safety &
Mission Assurance should take a larger role in the compilation and dissemination of lessons learned. The current
process for distribution of lessons leared across systems and sub-systems (i.e., wiring damage) appears to be
inadequate. And finally, the SIAT believes that Safety & Mission Assurance participation on Prevention/Resolution
Teams that have responsibility for problem resolution and recurrence control should be mandatory and that
Safety & Mission Assurance should review all problems and their designation as in- or out-of-family. The
Aercspace Safety Advisory Panel similarly recommends that “NASA should evolve its independent safety
oversight efforts into a system in which it receives notification of alf changes, anomalies, and re-certifications from
the Shuttle Flight Operations Contract contractor.”

Summary

Recent reductions in duties and personnel have resulted in a Safety and Mission Assurance process that appears
largely absent from day-to-day activities of Shuttle operations and maintenance. Further, the deficiencies
observed in risk assessment, risk communication and problem trending, and the increasing occurrences of
"stumble-ons," "diving catches” and " escapes” indicates degradation in the Safety & Mission Assurance system
that remains. The SIAT strongly believes in the necessity of an experienced, well-staffed NASA quality
assurance function ("second set of eyes") and an independent, empowered NASA Safety & Mission Assurance
function ("third set of eyes"). Listed above are detailed findings and recommendations that the SIAT believes will
help achieve these standards.
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Software

Development & Maintenance

Findings

1.

An in-depth review of software systems was not possible in the time available. However, as the SSP has
very strict controls on software changes and updates, the SIAT has not been made aware of any issues that
affect flight safety.

2. Imminent system upgrades and replacement (e.g., glass cockpit, GPS, ISS interfaces) will require extensive
madifications and additions to software. -
3. Current philosophy and staffing levels may not be adequate to accommodate anticipated upgrades.
Implementation will require increased resources and carefully analyzed tradeoffs.
Recommendations
The SIAT believes that software systems (flight, ground, and test} deserve a thorough follow-on evaluation.
2. Software requirements generated by Shuttle system upgrades must be addressed.
Enhanced software tools should be considered for potential improvements in reliability and maintainability as
systems are upgraded.
Introduction

The assessment of software development and verification was based upon briefings with the Shuttle Program
IV&V team. The process through which flight software is developed and maintained was examined in detail and
is described in Appendix 9.

Assessment

Flight Software Process

After multiple conversations with personnel from Johnson Space Center and the Independent Validation &
Verification facility, all agreed that current interactions between the SSPO and the Independent Validation &
Verification facility in West Virginia are excellent. No specific recommendations or issues were identified to
improve or change the current process.

The multiple steps currently included in the process serve as gatekeepers to ensure that the process does not
progress prematurely. The practice of including actual mission hardware, e.g., Line Replaceable Units during
the Shuttle Avionics Integration Laboratory testing, has identified problems at a stage when they could be
resolved with no impact to mission or personnel safety.

Shuttle Avionics Upgrade

As the Shuttle Development Program (Upgrades) progresses, clearly defined requirements and careful
decisions will be required to make necessary tradeoffs. It is imperative that the SSPO carefully weigh the

TECHNICAL SECTIONS: SOFTWARE - 55



SHUTTLE INDEPENDENT ASSESSMENT TEAM REPORT

tradeoffs that could be made using proper risk management technology and processes. Increased funding will
be required to support both the upgrades and the operational maintenance efforts; tradeoffs without increased
resources in this area will likely add undue risks to the program and crew.

Enhanced Tools

Although no specific tools were mentioned, research methods are making new automated development tools
available. These should be explored for potential improvements in reliability and maintainability as avionics
systems are upgraded and enhanced.

Sumrﬁary

No flight safety issues were identified for Shuttle software systems during this assessment. However, due to time
and resources limitations, the SIAT was not able to evaluate this area as strenuously as desired. Consequently,
as recommended above, the software validation and verification process for existing as well newly developed
systems should be scrutinized.
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Structures

Airframe, Thermal Protection Systems, and Extemal Tank

Findings

Orbiter Structure
1. The SIAT believes the number of NASA Quality Assurance personnel inspecting the Orbiter structure is
insufficient.

2. Recent occurrences of problems and quality relative to Orbiter structural and mechanical components
indicate systemic issues may exist in the maintenance process, particularly in areas of workmanship and
inspection verification. This finding is substantiated by the many “stumble-ons” and escapes reported by
United Space Alliance™ following Orbiter structure maintenance and inspection.

3. Current Shuttle practices for aging structures and components are inadequate and do not reflect lessons
leamed from the recent world-wide aging aircraft studies.

4. The analyses upon which current structural fatigue lives and inspection intervals are based use non-
conservative estimates of fatigue crack growth thresholds.

5. Potential for hydrogen assisted sustained load cracking in the Shuttle main engine high-
pressure fuel lines and values is high.

Non-Destructive Evaluation and Maintenance
1. Cumrent inspection technique(s) for locating fatigue cracks and corrosion under the tiles or in inaccessible
areas may not be adequate, and therefore can not ensure the integrity of primary structures.

2. The similarities between the aging commercial fleets and the small Shuttle fleet warrant new assessments
based on these new understandings in the areas of non-destructive inspection and maintenance.

Corrosion

1. Areas where corrosion damage has occurred on the Orbiter were not anticipated in the original design.
2.  Where comosion was anticipated, existing corrosion prevention systems are degrading with age.

Inspection is the primary strategy used to identify and control corrosion. Hidden corrosion needs a
proactive inspection program with practical and reliable NDE techniques.

4. Corrosion will accelerate with age and must be considered in structural integrity analyses. In inaccessible
areas, worst case pitting depth and area loss must be assumed.

Thermal Protection Systems

1. The thermal protection system (TPS) is very sensitive to process changes; it requires a high level of
quality control to keep a functional system and find imminent problems
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2. Pastimprovements to the thermal protection system are commended and demonstrate a successful
corrective action program.

External Tank

1. The SIAT is concerned with the inspection and proof-test logic used to screen for flaws or cracks in the
Super-Light-Weight Tank in light of the reversal in fracture-stress-vs.-flaw-size at room and cryogenic
temperatures.

Recommendations

10.

11.

12.

13.

14.

15.

16.

The current quality assurance program should be augmented with additional experienced NASA personnel.

The criteria for and the tracking of standard repairs, fair wear and tear issues, and their respective
FMEA/CIL's should be re-examined.

NASA and USA quality inspection and NASA engineers should review all CRIT 1 system repairs.

The SIAT recommends comprehensive re-examination of maintenance and repair actions for adequate
verification requirements (e.g., visual, proof test, or green run).

NASA should expand existing data exchange and teaming efforts with other governmental agencies
especially concerning age effects.

A formal Aging and Surveillance Program should be instituted.

An assessment of using lower fatigue-crack-growth thresholds and their impact on fracture critical parts or
components needs to be reviewed to establish life and verify the inspection intervals. Retardation and
acceleration model(s) should be used to assess the type of crack-growth history under the Orbiter spectra.

Assessments of the impact of any new Orbiter flight loads on structural life should continue as responsibility
for the Orbiter structure is transferred to the contractor.

Inspection technique(s) for locating corrosion under the tiles and in inaccessible areas should be developed.

Hidden corrosion problems require a proactive inspection program with practical and reliable non-destructive
evaluation techniques; at this point, this inspection is done on a randomized basis. An assessment of the
impact of hidden (or inaccessible) corrosion and the repairs of identified corrosion on the integrity of the
Orbiter structure should to be made.

The Orbiter Corrosion Control Review Board should consider incorporating the framework suggested by the
Federal Aviation Administration for Corrosion Prevention and Control Plans of commercial airplane operators
into their corrosion database to provide focus to the more serious occurrences of corrosion.

The inspection and proof-test logic to screen for flaws or cracks in the Super-Light-Weight Tank should be
reviewed in light of the reversal in fracture-stress-against-flaw-size between room and cryogenic
temperatures.

The design and the post Solid Rocket Booster recovery inspection and re-certification for flight should be
looked at and analyzed in careful detail by follow-on independent reviews.

Standard repairs on CRIT1 components should be completely documented and entered in the Problem
Resolution and Corrective Action system.

The inspection procedures of the Shuttle main engine high-pressure fuel lines and values to find cracks
should be reviewed. Currently, Columbia is at Palmdale and the vehicle is available for inspection of the
main propulsion system lines to verify whether this potentially serious problem exists.

Where redundancy is used to mitigate risk, it should be fully and carefully implemented and verified. If it
cannot be fully implemented due to design constraints, other methods of risk mitigation must be utilized.
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Introduction

A technical meeting was held at the NASA Johnson Space Center on the Orbiter Airframe Structure and Thermal
Protection Systems to augment information obtained during formal SIAT meetings. The lessons learned pn the
recent aging aircraft programs conducted by the aircraft industry and the Government were assessed relative to
the Shuttle structure. This assessment covers the Orbiter structure, the non-destructive evaluations (NDE) and
maintenance, corrosion, and the thermal protection system of the Orbiter.

The Orbiter structure is made of aluminum skin/stringer, aluminum honeycomb, aluminum spar webs, aluminum
ribs, graphite epoxy skin and honeycomb panels, inconel hinges, boron/epoxy truss tubes and titanium/boron
thrust structure. The thermal protection system is made of reusable surface insulation (RSI) tiles over the upper
and lower surfaces of the Orbiter structure, thermal blankets over the cargo doors and upper surface, and
reinforced carbon-carbon (RCC) on the leading edge of the wings. The Orbiter structure was designed for 10
years and 100 operational flights with a safety factor of 4 (10-year Design Service Objective). The fleet leaders
OV102 and OV103 have 26 flights each, OV104 has 20 flights, and OV105 has 15 flights. Plans are currently
under consideration to continue flying the Space Shuttle until the year 2012, but many have quoted 2020.
Because the Shuttle is nearly 20 years old, the issue of an aging structure and aging sub-systems must be
addressed to safely operate the Shuttle into the next millennium.

The External Tank (ET) was not covered in the SIAT reviews but the external tank is made of welded aluminum-
lithium (2195) sections and this material has lower fracture toughness than the previous material (2219). An issue
is raised about the inspection and proof-test logic to screen for flaws or cracks at room temperature and operate
at cryogenic temperatures.

Assessment

Orbiter Structure

Recent events that have occurred on the Orbiter Discovery (OV103), in preparation for the early December
1999 flight, are very disturbing. These problems point to poor workmanship and improper inspection
verification on the Orbiter (i.e., stamping inspection documents without inspecting the vehicle or components).
Stamping an inspection document without inspecting the vehicle is a clear violation of the condition of
employment and is grounds for dismissal. The root causes of these workmanship and inspection problems
are serious issues that need to be resolved. This discovery raises the question of where do priorities lie? Are
there enough quality inspectors and is the schedule more important than quality and safety?

The large reduction in NASA Quality assurance Inspectors for each Shuttle is very disturbing. The
corresponding reduction in the number of problems reported may also have a direct relationship to the
reduced number of inspectors.

From the recent investigations on aging aircraft fleets (Industry Aging Aircraft Working Group and the
Govemment sponsored research programs), some key considerations are to: (1) maintain accurate record
keeping, (2) timely communication between data collectors (or data processors/evaluators) and decision
makers, especially in small fleets, such as the Space Transportation System, (3) improved inspection methods
for cracks and hidden corrosion, and (4) improved lifing methodologies for complex, built-up structures.

Use of fatigue-crack-growth thresholds in life calculations — The original Orbiter structure was designed with
the Safe Life concept (a fatigue based life assessment) but early in the Shuttle development, the use of the
Damage Tolerance (DT) concept was adopted. An early reference for this approach is the Space Shuttle
Orbiter Fracture Control Plan'® from Rockwell Intemational. This approach assumes an inspectable flaw size
(i.e., 0.05 inch crack at critical locations in the structure) to prevent failure of the structure due to crack
propagation during fabrication, testing, handling, and the operational life of the vehicle. A static test was
conducted on OV099, but no full-scale fatigue test was conducted. But many components or sub-
components in the structure were subjected to extensive testing for fatigue life and static failure. Most of the
Orbiter structure and components have fatigue lives that are well in excess of the 400 flights (design life).
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(With a factor of 4 on life, the operationat fife is 100 flights.) There are a number of critical parts or components
that just met the design life calculations from the Damage Tolerance (crack growth) approach. Fatigue-crack-
growth thresholds from the early literature and those that were used in the original life analyses have now
been shown to be too high for aluminum alloys and some titanium alloys, whereas high-strength steels show
small differences. An assessment of using lower fatigue-crack growth thresholds and their impact on these
critical parts or components needs to be reviewed to establish life and verify the inspection intervals.

Various structure and fracture critical components, such as those made of the aluminum alloy used in the
construction of the Orbiters, were designed using damage-tolerance procedures. The crack-growth threshold
(AKy, or AK,) values used for the aluminum alloy material are much higher than they should be based on new
understandings of crack-growth behavior. The impact of using a lower threshold value (i.e., under zero to
tension loading, either 0 or 0.8 ksiVin versus 3 ksivin for aluminum alloys; 1.6 ksivin versus 6 ksivin for some
titanium alloys; and 3 ksivin versus 5 ksiVin for steels) on damage-tolerant life calculations for these fracture
critical components need to be assessed. Specific hardware in question would be those components with a
life close to the 100 missions {with a safety factor of 4). For example, the aluminum body flap attachment lug
and the titanium thrust structure lugs.

Flight loads on the Shuttle Orbiter have been continually updated due to changes in structural weights and
payloads. Assessments of the impact of these new loads are frequently made on the structure. These
assessments should continue as responsibility for the Orbiter structure is transferred from the Government to
the contractor.

An important question is whether inappropriately high fatigue-crack-growth thresholds were used to eliminate
a substantial number of high frequency, small amplitude fatigue loading cycles in the operational loading
history of the Shuttle. This has been a practice used by the aircraft industry to reduce the number of cycles in
a load spectrum for testing and analysis, and would give optimistically high results if one were to use
inappropriately high fatigue-crack-growth thresholds.

Crack growth retardation and acceleration models are not used in the assessment of life on the Orbiter
structure. For most aircraft spectra (fighter and transports), crack growth is retarded due to overloads and the
linear-accumulative-damage rules are conservative. But under some spectra, such as gust loading without
these overloads, crack growth is accelerating and the linear cumulative damage rules are non-conservative.
Retardation and acceleration model(s) should be used to assess the type of crack-growth history under the
Orbiter spectra.

At the STS-103 Space Telescope Repair Mission Flight Readiness review on November 19, 1999, it was
noted that the lower firtree lobes in the Shuttle main engine high-pressure fuel turbine had cracks. The stop
tabs of the same turbine were also cracked. These cracks were reportedly caused by hydrogen assisted
sustained load cracking. The cracks occurred with less than 4,000 seconds of Shuttle main engine run time.
A review of the flight history of Columbia has shown that the main propulsion system has been exposed to
hydrogen for over 1,000,000 seconds. This observation raises a concern about the potential for hydrogen
embritiement in the Orbiter main propulsion system’s lines and values.

Non-Destructive Evaluation Maintenance

Every few years, the Orbiter is transported to Palmdale for major modifications and upgrades. During this time
period, the Orbiter undergoes an intensive structural inspection. Visual and X-ray inspections are preformed
over a large percentage of the structure. However, a large number of structural inspections are preformed
with special inspection technigues, such as boroscope, eddy current, ultrasonic, and dye penetrant. The
findings from these inspections are presented and discussed in documents"”.

 During the past decade, the aircraft industry and the Government have developed approaches and
methodologies to address an aging commercial aircraft fleet. The similarities between the aging
commercial fleets and the small Shuttle fleet warrant new assessments based on these new
understandings in the areas of non-destructive inspection and maintenance.
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* Corrosion of the honeycomb structure has been found under the thermal protection system in some
locations using randomized intrusive searches. Non-intrusive inspection technique(s) for locating
corrosion in hidden structures, such as under the tiles, need to be developed. A large number of
advanced inspection techniques were investigated in the recent aging aircraft studies. Some of these
methods, or modifications thereof, may be useful for inspecting the Orbiter with the tiles intact.

Corrosion

In July 1993, the Orbiter Corrosion Control Review Board (CCRB) was established and chartered to advise
the Space Shuttle Project Office and initiate resolutions for technical and operational activities involving
corrosion. The reports on corrosion issues for the Orbiter'® are very beneficial to attacking the corrosion
problems and providing a lessons learned for future space vehicles.

Based on the Structural Inspection Report (OV104), corrosion is one of the key findings during inspection.
Corrosion issues will increase with age due to the environments at the launch and landing site(s).

Hidden corrosion problems require a proactive inspection program with practical and reliable non-destructive
evaluation techniques. The use of corrosion preventive compounds (CPC) is approved for certain areas that
have experienced severe to moderate corrosion. Additional topics for review include:

s Todate, much of the corrosion damage discovered has been largely unanticipated in the design of the
Shuttle, and results of extending its operational life. Identifying hidden corrosion damage in built-up
structure is difficult (no corrosion detection/inspection standard exists for quantifying such damage), and
typically to find such damage it is necessary to disassemble the structural elements. Furthermore, about
10 percent of the structure is inaccessible, but this varies on each Orbiter. Given the uncertainty of
inspection for such built-up or inaccessible areas, it appears logical to assess the risk of structural failure
(from all mechanisms of failure) due to the presence of potential levels of corrosion damage. Such
analyses would account f