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Abstract

National Transportation Safety Board investigators have questioned
whether an electrical discharge in the Fuel Quantity Indication System
(FQIS) may have initiated the TWA-800 center wing tank explosion.
Because the FQIS was designed to be incapable of producing such a
discharge on its own, attention has been directed to mechanisms of
outside electromagnetic influence. To support the investigation, the
NASA Langley Research Center was tasked to study the potential for
radiated electromagnetic fields from external radio frequency (RF)
transmitters and passenger carried portable electronic devices (PEDs) to
excite the FQIS enough to cause arcing, sparking or excessive heating
within the fuel tank.

ii Executive Summary

The National Transportation Safety Board (NTSB) funded NASA Langley Research Center (LaRC) to
perform two separate analysis tasks, with respect to the explosion of the center wing fuel tank (CWT) in
the Trans World Airlines Flight 800 (TWA-800) accident. The first task was to use the “TWA Flight 800
Electromagnetic Environment” report, prepared by the Department of Defense Joint Spectrum Center
(JSC), to determine worst-case energy levels that were available to couple onto fuel quantity indication
system (FQIS) components from external radio frequency (RF) transmitters (military/civilian airborne,
ship-based or ground-based). The second task was to investigate the threat from passenger carried
portable electronic devices (PEDs).

For the first task, NASA LaRC researchers developed a new Modal Analysis/Method of Moments
(MoM) code and demonstrated that it provides accurate results. The computational efficiency of the new
code allows it to be applied to a volume comparable to that of a Boeing 747 Series 100 (B-747-100)
passenger cabin. The frequency of a dominant external emitter was selected from the JSC report, and
used to predict passenger cabin shielding effectiveness, and to model situations of wire coupling within
the passenger cabin.

Two separately funded phases were proposed for the PED task. The purpose of Phase | was to study
whether a typical PED could create an ionization event or excessive heating, if all available power was
applied directly to the CWT FQIS wiring. The purpose of Phase 2 was to perform extensive
computational aircraft modeling and aircraft coupling measurements to advance the understanding of how
much power PEDs may induce onto aircraft wiring, and factors that may influence this coupling. Phase 1
of the PED task was funded, and is reported herein.

The Phase 1 test plan consisted of the following analysis and experimental testing:

1. Determination of a worst-case electromagnetic (EM) threat that may have been created by
commercially available PEDs (in terms of power and frequency).

2. Characterization of the CWT and FQIS of a B-747-100 aircraft in terms of input impedance
and cavity reverberation characteristics.

3. Removal of fuel probes and wiring from a retired B-747-100 aircraft and the subsequent
installation of these components into a laboratory test chamber. Determination of RF power
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required to achieve an ionization event or excessive heating in the laboratory installation.

4. Determination of scaling factors required to compare the aircraft and laboratory FQIS
installations.

5. Assessment of existing guidelines and references for understanding how continuous RF
signals may impart sufficient energy to ignite fuel vapors.

The NASA LaRC engineering team, partnering with Lightning Technologies, Inc. (LTI) and the Naval
Surface Warfare Center (NSWC), successfully completed all required tasks. Item 5 from the above list
was addressed in a separate report (NASA/TM-2000-210077). In addition, an engineering judgement was
made to perform some limited coupling measurements originally designated as part of Phase 2. These
measurements proved to be important for conclusion #2 below.

Conclusions:

1. Analysis was performed on the external RF transmitters identified by the ISC as dominant
emitters. These dominant emitters were all pulsed sources, allowing the threat to be quantified in
terms of energy, instead of power. The maximum available energy inside the TWA-800
passenger cabin from any dominant emitter was determined to be less than 0.1 mJ, which was
below generally accepted estimates of the minimum energy level required to achieve ignition. A
new NASA LaRC developed numerical analysis code estimated that the CWT FQIS coupled
energy levels were several orders of magnitude less than the maximum available energy.

2. It was determined that the threat from most commercially available PEDs existed between 27
MHz and 1 GHz frequency, and was limited to less than 10 W of radiated power. A minimum
power level of 10 W was applied to the FQIS terminals in the laboratory installation over a
frequency band of 25 MHz to 1 GHz, with no electrical discharge or significant heating detected.
However, by inducing an intermittent short circuit at a worst-case location for voltage
enhancements, discharge events were induced when applying as little as 1.5 W of RF power.
Considering the passenger cabin to CWT FQIS coupling loss, 1.5 W was at least 10 times greater
than the maximum PED threat, even if the PED transmitted from an optimal coupling location in
the passenger cabin.

3. Laboratory testing to determine the absolute minimum power required for a discharge was
extended from 25 MHz down to | MHz frequency. This testing revealed that an intermittent
short circuit could cause FQIS discharge events with as little as 0.17 W of power at frequencies
below 10 MHz, when the short was placed at a worst-case location for voltage enhancements.
While this finding was unexpected, analysis revealed that the whole TWA-800 aircraft could not
have coupled more than 0.015 W of power in this frequency range from the surrounding EM
environment at the time of the accident. Commercially available PEDs were determined to be
insignificant in terms of radiated power below 25 MHz.

This effort focused exclusively on coupling and the potential for ionization/heating caused by FQIS
components within the CWT, as the system is excited by non-aircraft generated EM signals. Aviation
safety reporting databases indicate that such signals are far more likely to interfere with, and even
damage, sensitive aircraft navigation sensors, displays, processors, and communication equipment.
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iii ~ Symbols and Abbreviations

[C] Mutual coupling matrix between apertures and wire

U, Amplitude of p" mode on r" aperture

7,1 Column matrix representing coupling between incident field and apertures
(U] Column matrix representing modal amplitudes on apertures

E (f) Complex energy density

X,V Coordinates of center of r” aperture

d, Diameter of the FQIS wire

J » Electric current along the FQIS wire

EFS Electric Field Shielding

M " Equivalent magnetic current in the x-direction over r" aperture
M " Equivalent magnetic current in the y-direction over r aperture
Af Frequency increment

Eu. Incident electric field

H in Incident magnetic field

Z,(f) Input impedance of the FQIS wire

LW, Length and width of #" aperture

L, Length of the FQIS wire

V,(f) Open circuit voltage

Z.. Self impedance of the FQIS wire

[Y] Square matrix representing mutual coupling between apertures

Total aperture field

I, Total current of FQIS wire

n Unit normal vector

[ Unit vector along the FQIS wire

X,y Unit vectors in the x — and y- directions, respectively
‘“_, (M ") Scattered electric field (external)

Eim (A7In ) Scattered electric field (internal)
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AC
AC/AM]
ANSI
Ant
ASRS
B(f)
B-747-100
C

C(

CB
CE(®
CISPR

CPU
CTF
CVSF
CWT
dB

dBi
dBm
dBm/ m’
DoD
DUT

Scattered magnetic field (external)

Scattered magnetic field (internal)

Free space impedance

Pulse width in sec
Reflection Coefficient Magnitude= IT

Complex Reflection Coefficient

Wavelength

Pi. The circumference divided by the diameter of a circle.
X-, y-, and z-dimensions of rectangular cavity

Amplitude in volts/meter

Source Power

AAR Aircraft Services, Inc., Roswell Division
Alternating Current

Advisory Circular / Advisory Material Joint

American National Standards Institute

Antenna

Aviation Safety Reporting System

Path Factor

Boeing-747 Series-100

Capacitance

Event! Power, Minimum RF power required at FQIS connector for ionization event
Citizens Band

Current Enhancement as a function of frequency

Comite International Special des Perturbations Radioelectriques, International Special
Committee on Radio Interference

Central Processing Unit

Current Transfer Function
Current-Voltage Sampling Fixture

Center Wing Tank

Decibel

Decibel referenced to an isotropic radiator
Decibel referenced to 1 mW

Decibels referenced to | mW/m’ (Power Density)
Department of Defense

Device Under Test

Electric Field



EEHWG
EFS
EIRP
EM
EMI

f

fc

FCC
FDTD
FEM
FQIS
GHz
GMRS
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OV _Miax
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H

HIZ
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HP VEE
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IEC
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J
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LAN
LaRC
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LTI

m
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MIL-STD
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Electromagnetic Effects Harmonization Working Group

Electric Field Shielding

Effective Isotropic Radiated Power
Electromagnetic

Electromagnetic Interference

Frequency

Carrier Frequency

Federal Communications Commission
Finite Difference Time Domain

Finite Element Method

Fuel Quantity Indication System
GigaHertz (one billion cycles per second)
General Mobile Radio Service

General Purpose Interface Bus

Maximum Gain of a receiving antenna
Maximum Gain of a transmitting antenna
Magnetic Field

High Impedance

High Intensity Radiated Fields

Hewlett Packard Visual Engineering Environment
Horizontal Polarization

Current as a function of frequency
International Electrotechnical Commission
current probe transfer function

Joules (Energy)

Joint Spectrum Center

kiloHertz (one thousand cycles per second)
Local Area Network

Langley Research Center

Low Impedance Compensator

Low Impedance

Lightning Technologies, Inc.
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Military Standard

milliJoules (Energy)
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P
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National Institute of Standards and Technology
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Naval Surface Warfare Center
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National Transportation Safety Board

Power

Personal Communication Services
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Quality Factor
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Radio Frequency

RTCA, formerly Radio Technical Committee on Aeronautics
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Shield
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Trans World Airlines Flight 800
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Volts per meter (Field Intensity)
Voltage Enhancement as a function of frequency
voltage probe transfer function
Output Voltage

Vertical Polarization

Xit



Volumetric Shutoff Control Unit
Voltage Standing Wave Ratio
Voltage Transfer Function
Watts

Impedance

Input Impedance

Load Impedance

Characteristic Impedance

Transfer Impedance

Xiii






1 Introduction

1.1 Background Information

On July 17, 1996, the Trans World Airlines Flight 800 (TWA-800) Boeing 747 Series 100 (B-747-
100) aircraft exploded and crashed into the Atlantic Ocean. The flight had departed 14 minutes earlier,
traveling from New York’s John F. Kennedy airport to Paris. Since then, the National Transportation
Safety Board (NTSB) has led the largest transportation accident investigation in the nation's history. To
date, it is believed that a fuel vapor ignition occurred in the center wing fuel tank (CWT). The cause of
this ignition is still unresolved. Recent laboratory efforts have focused upon the potential for an electrical
discharge in the CWT, resulting from applied electromagnetic (EM) signals.

During the first year of the investigation, some consideration had been applied to the possibility of EM
interference as a factor in the crash. Later, in April, 1998, a special supplement entitled “The Fall of
TWA 800: The Possibility of Electromagnetic Interference” was published in The New York Review of
Books, by Harvard professor Elaine Scarry [Ref. 1-1]. This report, along with continued dialog between
Ms. Scarry and NTSB Chairman Jim Hall, prefaced an increased concern for quantifying the actual threat
from external high intensity radiated field (HIRF) sources. It became evident to NTSB investigators that
the EM environment surrounding TWA-800 was rather complex, and included numerous ground-based,
shipboard, and airborne radio frequency (RF) transmitters, some being classified by the military. As a
result, the Department of Defense (DoD) Joint Spectrum Center (JSC) was contracted to perform a
detailed analysis of the TWA-800 EM environment. Their report was published in January 1999, and
incorporated into the NTSB TWA Flight 800 Public Hearing Exhibit Items as Exhibit 9A, Addendum 2
[Ref. 1-2]. The JSC reported that all dominant RF emitters in the TWA-800 area were pulsed sources,
applying peak field intensities of up to 32.6 V/m.

Alternatively, it can be demonstrated that a portable radio transmitting about 5 W may generate field
levels in excess of 100 V/m very close to its antenna. Portable electronic devices (PEDs) are typically
operated over a wide range of frequencies and power levels, and can often be set to radiate continuously.
When used inside an aircraft, PEDs can be placed within inches of aircraft wiring, and their emissions are
not subject to airframe attenuation as are outside HIRF sources. NASA’s Aviation Safety Reporting
System (ASRS) documents numerous occurrences of suspected PED interference with aircraft systems.
(See Figure 1.1-1.) The possibility of PED interference cannot be overlooked when investigating
anomalous behavior of any electronic aircraft system.

While the likelihood for RF transmitters to interfere with aircraft systems is becoming better
understood, their potential to create hazardous conditions with flammable vapors remains elusive. Very
little quantitative information is available regarding specific frequency-power-distance-temperature
combinations required for hazardous conditions with aviation fuels. The DoD has documented the threat
to fuel and ordinance from hand-held transmitters with output power capabilities of as little as 1| W [Ref.
1-3].

In a letter to NTSB Chairman Jim Hall on July 30, 1998, NASA Langley Research Center (NASA
LaRC) Director Dr. Jeremiah F. Creedon offered support in the TWA-800 investigation regarding EM
field effects. Beginning with this offer, a continuing dialog has evolved. The NTSB requested NASA
LaRC’s Electromagnetic Research Branch to perform two separate analysis tasks contributing to the
TWA-800 investigation. In the first task, the NTSB directed NASA LaRC to use the JSC EM
environment report to determine worst-case energy levels that were available to couple onto fuel quantity
indication system (FQIS) components from external RF transmitters (military/civilian airborne, ship-



based or ground-based), into the CWT. The second task was to investigate the threat from PEDs.

Number of Incidents

Figure 1.1-1: Total number of PED incidents reported to the NASA Aviation Safety Reporting System each
year. This data includes all aircraft categories. (ASRS Search Request No. 5532, January 27, 1999.)

1.2 Areas and Limits of the Investigation

For the purposes of the TWA-800 investigation, four potential mechanisms (sources) of outside
EM influence to the FQIS were identified:

Coupling from other aircraft systems.

Excitation from natural environmental effects (lightning, static electricity).
Excitation from man-made sources external to the aircraft (HIRF).
Excitation from passenger devices internal to the aircraft (PEDs).

B —-

Item 1 is the topic of a separately funded investigation contract with the Naval Air Warfare Center
Aircraft Division (NAWCAD), in Patuxent River, M.D. Because of clear weather conditions at the time
of the accident, item 2 was highly improbable. Analysis of items 3 and 4 are the subject of this report.

1.3 Approach

Using Figure 1.3-1 as a guide, three independent variables can be identified as follows:

A(f)= Worst-case EM emission threat (HIRF or PED Source Power)

B(f)= Worst-case coupling factor from source power to FQIS coupled power (Path Factor)

C(f)= Minimum RF Power required at FQIS connector for ionization/heating event (Event
Power)

Each of these variables is dependent upon the frequency (f) of interest, but they are independent from

one another at all frequencies. Essentially, B(f) is a transfer function that operates upon A(f), and the
three terms are related by:

A(f) *B(f) 2 C(f) (1.3-1)

If Equation (1.3-1) is true, there is the potential for RF-induced fuel vapor ignition.
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Figure 1.3-1: Characterization of EM coupling preblem from external HIRF sources or PEDs to the CWT-
probes-wiring EM system.

The approach of this report was to separately address this question for both external (HIRF, see
Section 3), and internal (PED, see Section 4) cases.

1.3.1 Quantifying the Source [A(f)]

To evaluate the threat from HIRF sources located outside the aircraft, LaRC researchers used the
dominant external emitters identified by JSC to calculate the total aircraft coupled power. Details of this
work are given in Section 3.

The possibilities are seemingly endless when considering what type of PEDs people may wish to carry
aboard a commercial transport aircraft. Aside from unintentional transmitters such as laptop computers,
video games, AM/FM radios, tape players and compact disk players, passengers are also likely to possess
a number of intentional transmitters. In 1996, items such as cellular phones, garage door openers, remote
control toys, FM wireless microphones, handheld radios (citizen’s band, police, fire, business, maritime,
etc.), cordless phones and keyless entry transmitters could easily be found among the traveling public.
The FAA recommends prohibiting operation of intentionally transmitting PEDs during flight [Ref. 1-4],
however, adherence to the rules cannot be guaranteed. LaRC researchers found that intentional radiators
occupy numerous frequency bands from 27 MHz to 6 GHz. To date, there is no definitive reference
bounding the potential threat from these devices to affect aircraft systems. Substantial progress was made
in this area, and details are provided in Section 4.3.



1.3.2 Estimating the Path Factor [B(f)], Phased Approach

Power radiated from outside the airplane, or from PEDs inside, is not 100% coupled onto the FQIS
wiring. Factors such as frequency, orientation of source, orientation of aircraft, polarization, distance, and
movement of items within the aircraft (aerosurfaces, doors, passengers, etc.) vastly affect coupling. An
attenuation factor exists to account for this, and is often referred to as a path factor.

For a HIRF source external to the aircraft, two separate transfer functions are multiplied to determine
the path factor. The first is the aircraft shielding effectiveness between the EM environment outside, as
compared to inside the passenger cabin. The second is the path factor from a field source at some random
location within the passenger cabin to the FQIS wiring. Section 3 describes the computational
determination of coupling from HIRF sources in the JSC-defined TWA-800 EM environment, to CWT
FQIS wiring.

For a PED source internal to the aircraft, two separate transfer functions are superimposed (added) to
determine the path factor. The first is indirect coupling, and is primarily influenced by reverberation
characteristics of the passenger cabin. The second is direct coupling, and is primarily influenced by the
proximity of the threat to the FQIS wiring. Section 4 will describe the experimental determination of
coupling from PEDs within a B-747-100 passenger cabin to the CWT FQIS wiring.

Originally, an extensive effort was envisioned to model the B-747-100 passenger cabin, and compute
the worst-case coupling factor between an internal source and the CWT FQIS connector. The
computational model would then be validated with aircraft coupling measurements, and could be applied
to different aircraft and other aircraft systems as well. Such an effort would advance the state-of-the-art
in aircraft EM coupling analysis tools, but would also be very costly.

The NTSB and NASA LaRC decided to take a more economical approach, and assume the maximum
available power was applied directly to the CWT FQIS wiring, and perform the more extensive analysis
as a second phase.

1.3.3 Estimating the Event Power [C(f)]

If a source transmitter operates in a pulsed mode, it may be possible to estimate its threat in terms of
energy. Present fuel protection specifications and test procedures specify the minimum ignition energy
for most light hydrocarbon fuels to be about 0.2 mJ [Ref. 1-5]. This specification proved to be very
useful in the analysis that follows in Section 3.

Signals from PEDs however, are usually continuous and may therefore generate resonant and
potentially cumulative effects upon aircraft systems. When continuous RF signals are applied to the
CWT FQIS connector, peak voltages and currents at some locations in the CWT may exceed those
present at the input. The question is at what level these voltages and currents may introduce an ionization
event or localized heating phenomena into the fuel vapor mixture, of sufficient energy to cause ignition.
Most of the LaRC effort (Section 4) was to establish a minimum guideline as to how much RF power is
required to cause any ionization event or significant localized heating. Once this is established, it
becomes an issue of how much more is required to threaten volatile fuel vapors.

Very few references or standards exist for evaluating the threat to fuel vapors from applied RF power.
Present information suggests that hazards may exist with applied power of as little as 1 W. Reference 1-
6 is a separate report, completed in support of the NASA LaRC effort. It contains a review of what is



currently known about spark phenomena and combustion, and summarizes what is currently known about
ignition by RF sources.

1.3.4 Appendices

While it is the intention that this approach, test processes, data and conclusions will be relatively
straightforward and understandable to the non-specialist, it is also important to document the more
specialized details for completeness. A group of appendices are included to explain technical terms
(Appendix A), measurement processes (Appendices C and F), theory and analysis (Appendices B, D, E,
G and H).

1.4 Participating Agencies
1. NASA Langley Research Center, Hampton, Virginia.
2. Lightning Technologies, Inc. (LTI), Pittsfield Massachusetts.

3. Naval Surface Warfare Center (NSWC), Dahigren, Virginia. (The Joint Program Office for
Special Technology Countermeasures “JPO-STC” funded Dr. R. E. Richardson, who
performed some measurements and provided consultation.)

4. Joint Spectrum Center (JSC), Annapolis, Maryland.

1.5 References for Section 1

[1-1] E. Scarry, “The Fall of TWA-800: The Possibility of Electromagnetic Interference”, The New York
Review of Books, April 9, 1998, pp. 59-76

[1-2] M. Macrae and D. Hughes, “TWA Flight 800 Electromagnetic Environment”, United States
Department of Defense Joint Spectrum Center Report JSC-CR-99-006, January 1999

[i-3] Department of Defense Interface Standard, “Electromagnetic Environmental Effects Requirements for
Systems”, MIL-STD-464, March 18, 1997, Sec A5.8.2

[1-4] T. C. Accardi, “Use of Portable Electronic Devices Aboard Aircraft”, FAA Advisory Circular AC No:
91.21-1, 8/20/1993

[1-5] F. A. Fisher, J. A. Plumer and R. A. Perala, Lightning Protection of Aircraft, Lightning Technologies
Inc., 1990, p. 174.

[1-6] F. A. Fisher, “Some Notes on Sparks and Ignition of Fuels”, NASA/TM-2000-210077, 3/2000.



2  FQIS and Aircraft Description

The TWA-800 aircraft was a B-747-100 model, and entered service in the early 1970’s. The overall
physical characteristics of the aircraft are well documented. For this series, fuselage length is 225 ft,
with a maximum passenger cabin length of 187 ft. There are 98 windows on each side of the passenger
cabin (each about 35 cm X 25 cm) for radiated fields to couple into (or out-of). Seating may be
configured for approximately 450 passengers. [Ref. 2-1]

A transport aircraft is a highly complex EM system. The dynamic conditions of flight, passenger
activity, and numerous modes of operation of other aircraft electronic systems result in an essentially
infinite number of possible EM field distributions from a given source (internal or external).
Fortunately, it is often not necessary to fully characterize an EM system when evaluating EM
interference issues. Instead, calculations or measurements of EM coupling, impedance, shielding and
attenuation may often be used to compare similarities and assess comparability between components and
systems. These comparisons must, however, be done with sound engineering judgement and valid
methods. For both the computational and experimental analyses herein, the approach was to make
simplifying assumptions that always represent worst-case (maximum) coupling conditions.

Figure 2-1: Overview diagram of B-747-100 FQIS installation (copied from NAWCAD draft test plan).

As stated previously, this report is primarily concerned with the potential for RF sources to couple
enough power into the CWT via the FQIS, to cause arcing, sparking or excessive heating. In order to
assess the potential for FQIS wiring to couple EM energy from the surrounding environment, and to
approximate those conditions in the laboratory, a rough working knowledge of the system is required.
Figure 2-1 shows a rendering of how the CWT FQIS components and wiring fit into the overall aircraft
system.



A cut-out view of a B-747-100 CWT is shown in Figure 2-2, and a top view showing fuel quantity
probe locations is shown in Figure 2-3. From this figure, it can be seen that there are six bays containing
fuel. The CWT is situated directly beneath the passenger cabin floor, and is essentially the structural
focus of wing to body attachment. Service access is obtained via two removable doors that may be
reached from under the aircraft.

D3-M127
FQIS
Connector
Assembly

Forward
Cargo Bay/ .,

Figure 2-2: Perspective view of CWT
(copied from NTSB Public Hearing Item 20E, appendix A).
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Probes

Forward
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Figure 2-3: Top view of CWT showing fuel probe locations.
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2.1 The Capacitive Fuel Probe

The B-747-100 FQIS measures fuel volume and density, allowing computation of fuel weight to be
displayed on cockpit gages for each fuel tank. A group of capacitive fuel quantity probes are distributed
throughout the volume of a given fuel tank. (See Figure 2-3.) Each fuel quantity probe consists of an
electrically conductive tube surrounded by an outer tube. (See Figure 2.1-1.) When alternating electrical
voltage is applied across the tubes, a displacement current will flow between them. The relationship
between the voltage and current depends upon the capacitance between the two conductive tubes. As
these probes are immersed in fuel, the capacitance value changes in proportion to the fuel level.
Changes in capacitance of the fuel probe sensors are evaluated by a bridge circuit, which provides a
signal to the electronic fuel indicators, which display aircraft fuel quantity to the flight or maintenance
crew. [Ref. 2-2] A smaller compensator probe is placed near the bottom, center of a fuel tank, and is
usually completely submerged in fuel. The compensator probe provides indication of fuel density.
Wires are routed within the fuel tank to a terminal block located near the top of each probe, which has
three terminal connections: HI Z (High impedance, inside tube), LO Z (Low Impedance, outside tube),
and Ground (floating ground for HI Z shield). The silver-plated copper wiring and probe terminals are
exposed to fuel and vapor.

Terminal Block >

Inner Tube

Outer Tube

Figure 2.1-1: Diagram of fuel probe and picture of fuel probe and compensator probe in CWT.
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2.2 Connectors and Cables

As shown in Figures 2-2 and 2-3, the fuel quantity probe wiring exits the CWT from the rear spar
bulkhead, on the port side. This wiring utilizes a highly specialized connector assembly, which
penetrates into the wheel well of the aircraft. This assembly, designated as an “Amphenol M1277,
allows individual access to each of the eight fuel probe LO Z conductors, as well as to the HI Z line.
Half of the M127 connector assembly is internal to the CWT while the other half is external to the CWT;
the halves are designed to mate from each side (CWT entry is required for installation/removal of the
inside half). A diagram of the Amphenol M127 connector assembly, as viewed from the landing gear
wheel well (dry) side, is shown in Figure 2.2-1.

Amphenol Ml /
Connector

Figure 2.2-1;: Amphenol M127 connector assembly, viewed from outside the CWT.



The most easily accessible portion of the M127 connector assembly consists of a round “Cannon”
type connector, which provides access to only four conductors. (All seven LO Z fuel quantity probe
wires are spliced together within the M127 assembly.) These four conductors provide all the signals
required to be routed to the cockpit instruments for normal operation.

The “Amphenol D3” is a keyed connector designed to mate with the sealed Amphenol M127
connector assembly. The D3 connector is located at the end of a long cable that is routed from the
engineer station on the flight deck of the aircraft to the CWT. The cable run consists of one white coaxial
cable and two wires, one red and one blue. (This cable bundle provides a total of four conductors since
both the center conductor and the shield of the coax can also be considered a signal path.) A diagram of
the Amphenol D3 connector is shown in Figure 2.2-2. The conductors terminate in the D3 connector as
pin 1, socket 2, socket 3, and shield. Pin 1, connected to the white cable, corresponds to the HI Z of the
fuel probes. Socket 2, connected to the red wire, corresponds to the LO Z of the fuel probes. Socket 3,
connected to the blue wire, corresponds to the LO Z of the compensator probe. The coaxial shield ties to
all of the fuel probes and the compensator probe, but is electrically isolated from the aircraft structure.

LO z COMP

Figure 2.2-2: FQIS CWT Amphenol D3 connector schematic.
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Although the LO Z fuel quantity probe lines are all spliced together at one point within the M127
assembly, the HI Z lines are spliced together in a distributed “daisy chain” fashion. The coaxial HI Z
cable runs to the compensator probe first, where the center conductor connects to the probe terminal, and
is spliced off to each subsequent fuel quantity probe. The shield of the coaxial cable is connected to
floating ground terminals on the fuel probes and compensator probe that are labeled “SHLD”. A
schematic of this configuration is shown in Figure 2.2-3.
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Figure 2.2-3: Schematic of the M127 connector assembly and FQIS components internal to the CWT.

11



o

The CWT contains approximately 900 ft of cables and wire routed through six compartmented bays.
The seven fuel probes and one compensator probe are distributed through the various bays of the CWT
as shown in Figure 2-3. The bays have relatively large access doors or openings and other penetrations to
allow for fuel to equalize in level between the bays and to allow wiring to pass between the bays. All
wiring is secured and electrically isolated from the aluminum structure using nylon cable clamps.
Wiring penetrations from one bay to another are protected from chafing with nylon grommets. (See
Figure 2.2-4.) During NASA LaRC aircraft test operations on a retired B-747-100 aircraft, Elite
Structural Services personnel discovered damaged insulation on an exposed LO Z wire within the CWT.
This damage occurred at the nylon grommet of a bay-to-bay penetration. The damaged wire, the
surrounding structure, and associated fuel probe, were subsequently removed and sent to the NTSB for
further analysis.

Figure 2.2-4: Example of wire routing inside the CWT showing the bulkhead standoffs and the pass through
to the next bay.

2.3 References for Section 2

[2-1] CKC Laboratories, Inc., “Characterization of Air Transport Fleet”, document prepared for Lawrence
Livermore National Labs, July 1, 1991.

[2-2] T. K. Eismin, Aircraft Electricity and Electronics, 5" Edition, Glencoe Division, MacMillian/McGraw-
Hill, 1994.
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3 Determination of Threat from RF Sources External to Aircraft
3.1 Introduction

In this section, a numerical method to estimate energy delivered to the CWT due to EM waves through
the FQIS wiring is presented. The EM waves can come from RF sources inside the cabin or external to
the cabin. This section is focused on external radiators. The EM coupling to the region inside a cabin
from radiators external to the aircraft depends upon the frequency, angle of incidence and polarization of
the radiators. From studies conducted by the JSC, frequencies of dominant emitters present at the time of
the TWA-800 disaster are reported in "TWA 800 Electromagnetic Environment” [Ref. 3-9]. As far as the
angle of incidence and polarization are concerned, a worst-case scenario was considered. For maximum
coupling, the EM waves were assumed at normal incidence to the fuselage. In the present study, the
orientation of FQIS wiring and positioning was selected for maximum coupling.

The EM coupling threat to the CWT through the FQIS wiring can be estimated using two approaches.
The first approach calculates the EM energy density at the location of TWA-800 incident from the data
supplied by the JSC. From the energy density and the maximum aperture area available on the TWA-
800, the maximum energy available to FQIS wire inside the aircraft cabin was calculated. To support the
above approximation of the maximum available energy, a more accurate and computer intensive
Modal/Method of Moments (MoM) numerical approach is also presented in this section.

For numerical estimations of the EM threat due to external sources, the following procedure was used.
Since a microwave radar operating in the range mode uses pulse transmission, it was presumed that
TWA-800 was illuminated by the EM pulse of width 7 sec. An EM pulse of width 7 was therefore
assumed to be incident on the fuselage of a transport aircraft. Using the Fourier transform, the incident
pulse in the time domain was transformed into the frequency domain. For each frequency, the voltage
induced on a FQIS wire at a point where the FQIS wire i1s connected to the CWT was calculated using the
MoM in conjunction with the cavity modal functions. Assuming the CWT presented a load impedance Z,
to the FQIS wires at the bulkhead connector, energy density delivered to the CWT load was calculated
using simple equivalent circuit concepts. The energy density over the band of incident wave frequencies
was calculated by repeated application of the MoM. The total energy delivered to the CWT load was then
calculated by integrating the area under the energy density curve.

For applications of the MoM to the fuselage of a transport aircraft, the fuselage was assumed to be a
large, rectangular cavity with rectangular windows on each side of its side-walls. The cavity was
assumed to be homogeneous with no seats or other structures present. The normal incident plane wave
induces electric fields on the apertures of the windows, which, in turn, will produce EM fields inside the
cabin. The EM fields inside the cabin induce current on the FQIS wires. The amplitudes of electric fields
in the apertures of windows and the current induced on the FQIS wiring were determined by using the
Integral Equation Method in conjunction with the MoM. Other numerical methods such as the Finite
Difference Time Domain (FDTD) method [Ref. 3-1] and the hybrid Finite Element/ MoM [Ref. 3-2]
could also be used for estimation of EM threat, but these methods require excessive computing time and
memory for electrically large enclosures and apertures. In the formation of the integral equation, the
scattered EM fields inside the cabin due to windows and FQIS wires were determined using the cavity
modal function, whereas the scattered EM fields outside the cabin due to windows were determined using
the plane wave spectrum approach. From the knowledge of induced currents on the wire, power or
energy delivered by the FQIS wiring to the CWT load was determined, as described for a single incident
pulse in the previous paragraph. The computer code developed was numerically validated by comparison
with other numerical techniques and also compared with experimental data available in the literature.
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Since other numerical methods require large computer memory and central processing unit (CPU) time,
validation was done with these methods for electrically small cavities over a lower frequency band. Since
the mathematical formulation is valid at any frequency, the computer code developed here would yield
correct results at higher frequencies provided a sufficiently large number of cavities and aperture modes
were selected in the simulation.

3.2 Symbols for Section 3

A Amplitude in volts/meter
(a,b,c) x-, y-, and z-dimensions of rectangular cavity
[C] Mutual coupling matrix between apertures and wire
d, Diameter of the FQIS wire
—m Incident electric field
—m(ZVI o) Scattered electric field (external)
Em M,) Scattered electric field (internal)
Eu,,, Total aperture field
E (f) Complex energy density
f, Carrier frequency
H in Incident magnetic field
H oxr (M o) Scattered magnetic field (external)
H int (1\71 o) Scattered magnetic field (internal)
1, Total current of FQIS wire
(7,1 Column matrix representing coupling between incident field and apertures
J » Electric current along the FQIS wire
LW, Length and width of r" aperture
L, Length of the FQIS wire
] Unit vector along the FQIS wire
M - Equivalent magnetic current in the x-direction over r aperture
M r,v Equivalent magnetic current in the y-direction over r aperture
n Unit normal vector
SA Surface area (total)
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Energy density
u Total energy

Amplitude of p™ mode on r” aperture

(U] Column matrix representing modal amplitudes on apertures
Vo (f) Open circuit voltage

X,y Unit vectors in the x and y directions, respectively

X, oY, Coordinates of center of " aperture

[Y] Square matrix representing mutual coupling between apertures
Z.. Self impedance of the FQIS wire

Z,(f) Input impedance of the FQIS wire

T Pulse width in seconds

n, Free space impedance

Af Frequency increment

(See Section iii for a more complete listing of symbols and abbreviations.)

3.3 Initial Analysis
3.3.1 Estimation of Maximum Available Energy

The total surface area available for EM energy to penetrate through the windows of an aircraft is given
by: (SA),,, = Number of Windows X Area of Each Window. Since the total number of windows is 98 on
each side of a B-747-100 and each window is of area equal to 0.35 m x 0.25 m, the maximum area
available for EM penetration is (SA),,, = 8.575 m’. The electric field intensity at the location of the
TWA-800 incident from the JSC report for various dominant emitters (as reproduced in Table 3.1.1-]
[Ref. 3-9]) was obtained. Considering a dominant emitter specified in the JSC report, the maximum
available energy density, at the location of TWA-800 accident was determined by U, = (IE__I’/n )T, where

E,.. 1s the maximum field intensity in V/m, n is the free space impedance (equal to 120%), and T is the
pulse width in seconds. Considering the dominant emitter of highest strength from the Table 3.3.1-1, (i.e.
dominant emitter at f = 2.875 GHz) the maximum energy density available to the TWA-800 aircraft was
obtained as U, = (132.713I'/120m)(4x10") J/m’. The maximum energy available to the TWA-800 aircraft
was then obtained by multiplying U, with the total surface area (SA),,. Hence

U=Up X(SA) 1,y =0.097m). These calculations for maximum available energy were repeated for all
of the dominant emitters specified in the JSC report, and are given in the last row of the Table 3.3.1-1. It
may be concluded that the maximum available energy for the dominant emitters identified by the JSC was
less than 0.1 mJ. Considering the various coupling factors, the actual energy delivered to the CWT was
several orders of magnitude less than 0.1 ml.
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‘/' ...................................................... D OMlN ANT EM‘TTERS ...................................................... W‘
E FREQUENCY; GHz 2875 3135 8594 3135 1294 9.1

: EIRP; dBm 1348 139.8 1174 1350 128.0 1280
E GAIN; dBi 45 42 34 38 35 44
 DISTANCE; NMi 157 1120 293 156.3 131 17.0
i PULSE WIDTH; uSec 1.0,4.0 6.0,51.0 25 6.0,51.0 20 20
FPRE; PusesiSec 1300320 | 1840152 400 1840152 341 300

E DUTY CYCLE 0.0013 0.011 0.001 0.011 0.00068 0.0006
[PoLARIZATION Hor V v v v

. POWER DENSITY; dBrm/m? 34.531 22.465 31.712 15.770 29.304 26,989
| FIELD INTENSITY; Vi 32713 8155 23.646 3773 17.921 13727
E ENERGY DENSITY: mlim? | 0011355 0.008031 0.003708 0.001933 0.001704 0.00100
| ENERGY; mJ 0.097 0.077 0.032 0.017 0.015 0.009
 (8.575m?)*

Table 3.3.1-1 Dominant emitter characteristics.

3.3.2 TWA Electromagnetic Environment versus Standard HIRF Environments

At the time of this writing, a new Advisory Circular/Advisory Material Joint (AC/AMIJ 20.1317),
providing certification guidance and methods regarding operation of electrical/electronic systems on an
aircraft when it is exposed to external HIRF environments, was in the approval process. To develop the
HIRF environments defined in this new document, an international working group, composed of
European and American engineers, (Electromagnetic Effects Harmonization Working Group- EEHWG),
was tasked to harmonize international data sources regarding the worldwide HIRF/Lightning EM
environment. The new AC/AMIJ will be very useful for defining a baseline EM environment that airborne
equipment must typically operate in, as well as predicting the most severe environment that may be
anticipated over its operational life. For the analysis, it was decided that the “Normal” and “Fixed Wing
Severe” EM environments defined in AC/AMJ 20.1317 (Final Draft 8, March 1998) should be compared
with the JSC-derived TWA-800 environment. This was done, and the results are shown in Figure 3.3.2-1.
AC/AM]J 20.1317 contains the following definitions:

e “The Normal HIRF environment is an estimate of the electromagnetic field strength level in the
airspace on and about airports/heliports in which routine departure and arrival operations take
place. This estimate considers the operational characteristics of the high peak power microwave
transmitters, which typically do not operate continuously at the maximum output levels.”

e “The Fixed Wing Severe HIRF environment is a worst case estimate of the electromagnetic field
strength levels in the airspace in which fixed wing flight operations are permitted.”
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From Figure 3.3.2-1, it can be concluded that the JSC-derived TWA-800 environment was far less severe
than that encountered in routine departure and arrival operations.

(JSC data2.PGW)
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: | | | | |
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Figure 3.3.2-1: JSC TWA-800 EM environment versus proposed AC/AMJ 20.1317 HIRF environments.
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3.4 Analytical Modeling

Figure 3.4-1 shows the geometry of a rectangular cavity with rectangular apertures with dimensions
representing the fuselage of a B-747-100. The incident EM pulse can be represented by

E, (1) = $ACos(2nf.t) for —T/2<t<T/2
=0, Otherwise. (3.4-1)

Passenger
Windows

5651.5cm

Incident
Plane

606 cm

Thin Wire/Probe (Length L)

Figure 3.4-1: Closed rectangular cavity approximating B-747-100 fuselage with
rectangular apertures on side walls representing passenger windows.

where A (V/cm) is the amplitude of the incident pulse, f,is the radio frequency of the incident wave
and 7 is the pulse width in sec. The incident wave in the frequency domain can be written as

E.(f)=)

A_f[Siﬂ(lt(f -£.)71) N Sin(z(f + f. )T)] (3.4-2)

2 =(f-for m(f+for

Even though the spectrum contains energy density at all frequencies, most is concentrated in the main
lobes, For a worst-case study, it will be approximated by
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E,.n(f)=)3£,for ﬁ,—leSﬁ,+i and —fl_—leS—f( +l. (3.4-3)
2 T T T T

The incident magnetic field is obtained from E,-,, (f) as

H,.,,(f)=££,for f. —le <f +l and —f(_—le S—ﬁ,+—l-. (3.4-4)
2 T T T T

0

The incident field on the cavity induces electric fields on the windows and electric current on the
representative FQIS wiring inside the rectangular cavity. The induced tangential electric fields on the
window apertures can be replaced by the equivalent magnetic currents

M, .M sz,Mz‘., ..... A;IM,,/VIN_\.. The problem, therefore, can be split into two parts: interior and

lxe Iy>
exterior, as shown in Figure 3.4-2. The exterior and interior parts consist of the regions outside and inside
the rectangular cavity, respectively. For the normal incidence and the y-directed polarization only

M M type of equivalent magnetic currents will be excited in the apertures.

oo gpseeee

Thin Wire/Probe

E

4

Incident
H Plane

x Wave

ectangular
Cavity

Figure 3.4-2: Analytical model for EM coupling calculation.
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3.4.1 Development of the Method of Moments

R — —
Using the Plane Wave Spectrum approach [Ref. 3-3], the scattered electric field Z E.,(M,) and

r=\

ext

magnetic field H (M due to the equivalent magnetic currents exterior to the cavity are obtained.
g ext q 4 y

r=1

Likewise using the cavity Green’s function or cavity modal functions, the scattered electric field

ZE,m M ) and magnetic field ZH nts (M .) due to the equivalent magnetic currents interior to the

r=i

cavity are obtained. Also using the cavity modal functions, the scattered electric field Elnt J ,) and the

magnetic field H_ (J ») due to the current induced on the FQIS wiring are obtained. Continuity of the

int

tangential magnetic fields across the window apertures yields
[H‘-,, (fr+ ZH”, M, )]xﬁ = {EH,N (M e H,m(Jp):|><n . (3.4.1-1)
r=1 r=1

where n is the unit normal vector to the aperture drawn outward. Likewise, forcing the tangential
electric field over the wire to zero yields

HZ E.M ,.r>]+ Em.(f,,)]-i =0, (3.4.1-2)

r=}

where  is the unit vector along the FQIS wiring. Equations 3.4.1-1 and 3.4.1-2 are the required integral
equations to be solved for the aperture voltages and the FQIS wire current. The tangential aperture
electric fields over the windows can be expressed as

P

R
upr= 2 2 l”S (pn(l:‘zr_’_x__x(.r))
=1 J

n=13 ,

r

X, :
co2 2

forx, —

SySy,+ u;’ , 3.4.1-3)

where U, is the amplitude of p" mode on the r” aperture, (L,,W,) are the length and width of r"

aperture, (x,,,y.) are the coordinates of the center of the r” aperture. The equivalent magnetic

currents over the apertures can be written as

=-n><yz

p=1.3. r

(3.4.1-4)

The current induced on the FQIS wiring can be written as
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J, =5 lo Sin(ky(L, =) (3.4.1-5)

d, Sm(k(,Lw )

where [, is the total current on the wire at the point where it is connected to the CWT, d, is the wire

diameter, and L, is the wire length. Selecting the expansion and testing functions for the magnetic

currents on the apertures and electric current on the wire as given in Equations 3.4.1-4 and 3.4.1-5,
respectively, the integral equations in (3.4.1-1) and (3.4.1-2) are transformed into a matrix equation given

by
[[B/]} Z[C]][E] ]} [[10,]} (3.4.1-6)

The admittance matrix [Y] in Equation 3.4.1-6 represents mutual coupling between the modes on the
apertures, the sub matrix [C ] represents the mutual coupling between the aperture modes and the FQIS
wire current, and Z  represents the self-impedance of the FQIS wire. The elements of the admittance

matrix are given by

oo

jw 8() 80!118011 2 ’
Yr}r'}' =———; ——_""'“—‘(k - )COS(k C)Ir;mn\ rp'mnx
k) 2 k, abSin(k,c) " ( a ] e

o0 oo 2 2
” o ‘P,,,\ "—k(ﬁ—)dkxdk‘ : (3.4.1-7)

. ’ .
if r and r apertures are on the same side wall, and

—-_ .]w =0 £0m€0n
rprp
ko wm k abSm(k c)

k ’ _(m ] )C()S'(k C)[rpmrn rpmn\ M (34]_8)
a

if r and r” are on different walls of the cavity. The expression for / is given by

rpmax

— prL
IrlJmn.\ = p” - B [COS([)”)SI'II('M(L’ + x(‘r )) + Sln(ﬂ (Lr - x(‘r )):l
2 mT[Lr ) a a
((pr) —[ j )
a
Sin(”’;Z/ )y
S 3.4.1-9
) ( )
2b

and /., isthe same as Equation 3.4.1-9, with r, p replaced with ', p’, respectively. The expression
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for ¥, is given by

px

kL, kL
. Sm(p T Ak e Sin(PE 4 KLy
¥ . L,W, —jkx, kY, J 2 2 2
T € € —€
2j P_’f_& pr kL,
2 2 2 2
kW,
Sin( '2 )
34.1-10
7 ( )
2

(‘I’,/p,x)‘ is the complex conjugate of ‘I",:,,/‘l. , where r, p in Equation 3.4.1-10 is replaced by ', p’,

respectively.  The elements of the coupling matrix [C ] are given by

Sin(k,(c -z, mimx
_ 280’"80" ( )) Sm( J )E"I,.,mm_[ , (34]_1 l)
mnab Sin(k,c) a
here F. (Cos(k L. )— Cos(””L ) (3.4.1-12)
w — A4.1-
In Sm(k“L”) o™ w

and (xp 2 Y2 ,,) are the coordinates of the point where the FQIS wire connects to the CWT. The self-
impedance of the FQIS wire is given by

Sin(™ o )
o, . 8011180'1/ 2 AN mn:xl’ 2a

= - Ssin (—L)F, F, | —24__
TR P & bk, o) TGOS IR E —
2a

Sin(k, (c = z,))Sin(k, (c - —)) Sin(k,z,))Sin(k, (c -z, — %))

+
Sin(k,c) Sin(k,c)

wﬂo eOmEOn 2 nmw 2 Sln(kl (C - Z/, ))E): + Sin(klzp ))F(;
(k) =25
4(k ) mz abk, (k) =5 sin ) { k,d,Sin(k,c)

[2cos(ﬂd )] (3.4.1-13)
a

d
where Fy, =Cos(k, (z, —70)) = Cos(k,z,)
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F_=Coslk,(c—z, —%’))—Cos(k, (c—z,))

B ez 2]
a b a b

e R R

The elements of the column matrix on the right hand side of Equation 3.4.1-6 are calculated from

~ NP pr
I = H. oy xXn— Sin(—
n J I m(f) ) Wr (Lr (

overr

L
2’ +x-x,))dxdy . (3.4.1-14)

3.4.2 Input Impedance of the FQIS Wire

The input impedance of the FQIS wiring inside the cavity was determined by assuming that the FQIS
wire is fed at the point (xp, yl,,z,,) by a delta gap generator [Ref. 3-4]. In this transmission mode, the

matrix equation (3.4.1-6) takes the form

’ [[g/]} El]}[[zl]z[[ﬂ ’ (3.4.2-1)

where [, is the unknown current on the FQIS wire when assumed to be excited by a delta gap source at

the CWT connection. From the solution of Equation 3.4.2-1, the input impedance of the FQIS wire inside
the cavity is determined from

Z()=LI1;(f) . (3.4.2-2)

This impedance is needed in determining the open-circuit voltage at the CWT connection for external
excitations.

3.4.3 Energy Delivered to CWT by FQIS Wire

The open-circuit voltage induced on the FQIS wire due to the external EM source is given by
Vol/)=Z,(H1,(f) . (3.4.3-1)

If Z,(f) is the load impedance presented by the CWT at point (xl,, YpZ, ) looking into the CWT,

the complex energy density in J/Hz, is obtained from simple circuit calculations as

2 v, 2
(A1) Z.() Vo (£)

-~ . (3.4.3-2)
2 Z.(H+Z, ()

E,(f)=
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If the frequency band of the incident wave is divided into Q frequencies, then

2
Af == . (3.4.3-3)
0

1
Selecting the frequency f, = f, ——+(g—DAf, energy density, using Equation 3.4.3-2 is
T

calculated at f, where g =1,2,3....0. The total energy delivered to the CWT by the FQIS wire is then

calculated from

Q
Erua = 2 Re(EL(f,)) - (3.4.3-4)
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3.5 Numerical and Experimental Validation of the Modal/MoM Code
Case I: A Thin Rectangular Aperture on a Small Rectangular Box

For numerical and experimental validation of the Modal/MoM code, a rectangular box of size
(30x12x30)cm?, with a thin rectangular aperture of size (10x0.5) cm?, located at the center of one of
its walls (i.e. x, =15cm, y, =6cm, z_=0cm) and illuminated by the y-directed linearly-polarized
plane wave of unit amplitude, was considered. The Electric Field Shielding (EFS) is defined [Ref. 3-5] as

EFS = 20L £, |
= ()g(——) , (3.5-1)

E.

where E| and E , are the y-component of electric fields at the center of the rectangular box when the

box is present and absent, respectively. The EFS was calculated using the Modal/MoM code and is
presented in Figure 3.5-1 along with the numerical resuits obtained using the FDTD method [Ref. 3-6]
and the transmission line method [Ref. 3-5]. The numerical results are also compared with
measurements [Ref. 3-5]. Since the introduction of a wire in the measurement method for probing the
field strength disturbs the electric field inside the box, the measured data are scattered. A good agreement
between the present method and the measured data, within the uncertainty involved in the measurements,
validated the present code for a thin single aperture located at the center of one of the walls.

8 ———m——————————————

Modal MoM

————— FDTD[Ref 3-6)
~ ——a—— Measured [Ref 3-5]
— ——— Transmission Line Method [Ref 3-5)]

NOTE: -dB Indicates Internal Fields Higher
Than External Fields
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Figure 3.5-1: EFS at the center of a 30 x 12 x 30 cm® enclosure with a 10 x 0.5 cm® aperture, with the aperture
center located at x=15, y=6 cm, in the z = 0 plane.
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Case II: A Thick Rectangular Aperture on a Small Rectangular Box

For numerical and experimental validation of the Modal/MoM code for a thick rectangular aperture, a
rectangular box of size (30x12x30)cm*, with a thick rectangular aperture of size (20x3)cm?, located
at the center of one of its walls (ie. x, =15cm, y, =6cm, z_ =0cm), and illuminated by the y-

directed linearly-polarized plane wave of unit amplitude, was considered. The EFS, as defined in
Equation 3.5-1, was computed at the center of the box and is plotted in Figure 3.5-2. Figure 3.5-2 also
includes numerical results obtained using the Finite Element Method (FEM) [Ref. 3-2], the FDTD
method [Ref. 3-6], and the transmission line method [Ref. 3-5]. There is good agreement between all four
numerical methods, therefore supporting the validity of the Modal/MoM code. The experimental data
shown in the Figure 3.5-2 are scattered around the true value due to perturbation of field due to the
measuring probe.

80 -—rF—————
" Modal MoM j
- = ——— FDTD[Ref 3-6) 1
o 1 ————————— Transmission Line Method [Ref 3-5)]
—~ & K —— — — FEM/MoM [Ref 3-2] 7]
m _\ ——=———Measured [Ref 3-5) J0cm 4
E |- \ B
g 40 '__ NOTE: -dB Indicates Internal Fields Higher % 12cm
0 | Than External Fields i
_‘E i ‘- 30cm ]
L 20 4, Rectangular 7]
2 B Apt( 20 x3 0)em®
=] - E
BT ;
T3] -
o -
20 i [ S S [ S N S
o] 200 4Q0 [_]e]e] 800 10Q0

Frequency (MHz)

Figure 3.5-2: EFS at the center of a 30 x 12 x 30 cm® enclosure with a 20 x 3.0 cm’ aperture, with the aperture
center located at x=15, y=6 cm, in the z = 0 plane.
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Case III: Two Wide Apertures on Opposite Walls of Rectangular Box

For further validation of the Modal/MoM code, a rectangular box with two apertures; one located on
each wall as shown in Figure 3.5-3, was considered. The dimensions of the rectangular box are

(30x12x30)cm”  with rectangular apertures; one on each wall, and having sizes (20x3)cm?,

(20x8)cm?, and (30x12)cm?, and located at the center of each wall. (ie.
Xq=15¢cm, y =6cm, z_.=0cm.) Itis assumed that the z =0 face of the box is illuminated by the

y-directed linearly polarized plane wave of unit amplitude. The EFS, as defined in Equation 3.5-1 at the
center of the box was computed and is plotted in Figure 3.5-3 along with the numerical results obtained
using the FEM method. The excellent agreement between the two numerical methods validates the
Modal/MoM code for a rectangular box with apertures on each side. Small discrepancies at the upper end
of the frequency band in Figure 3.5-3 may be attributed to numerical inaccuracy due to the discretization
levels used in the numerical methods.

60 T T T T ] T LA T T ] T T T T ] T T T T ] T T T T
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Figure 3.5-3: EFS of rectangular enclosure of size (30 x 12 x 30 ) cm * with two identical rectangular
apertures (one on each side ) of various sizes when illuminated by incident plane wave at normal
incidence.
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Case IV: Off-Center Multi-Apertures on Opposite Walls of a Rectangular Box

For validation of the case when apertures are displaced from the center of the walls of a rectangular
box, a rectangular box with four apertures as shown in Figure 3.5-4 was considered. The rectangular box

of size (60x12x30)cm” has four rectangular apertures, two on each wall having sizes (20x8)cm?, and

located as shown in Figure 3.5-4. It is assumed that the z =0 face of the box is illuminated by the y-
directed linearly-polarized plane wave of unit amplitude. The EFS, as defined in Equation 3.5-1 and
calculated at the center of the box, was computed and is plotted in Figure 3.5-4 for multi-modes on each
aperture. Also in Figure 3.5-4, the numerical results obtained using the FEM method are presented.
Excellent agreement between the two different approaches over the lower frequencies validates the
Modal/MoM code for off-centered apertures. The discrepancies in the results at higher frequencies may
be attributed to the discretization level used in the FEM method.

Apt. Modes ( (1,8) + (3,0)
_____ Apt. Modes ((1,0) +(3,0) + (5,00
—e - — FEMMoM [Ref 3-2)

NOTE: -dB Indicates Internal Fields Higher
N Than E xternal Fields

~.

ih]
4]
LA L B g
BN NS ST NN RN BRSNS N

Electiic Field Shielding (dB)

T Y

S i " i " N 3 " 2 i 2 n n n
200 400 800 800 100C
Frequency (MHz)

o

Figure 3.5-4;: EFS of rectangular cavity with four rectangular apertures. Observation point
(x=30, y=6,z=15 ) cm. All dimensions are in cm.
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Case V: A Thin Cylindrical Wire in a Closed Cavity

To validate the wire formulation used in the Modal/MoM code, the case of a thin cylindrical wire of
finite diameter, located inside a closed rectangular cavity, was considered. The code can analyze a finite-
diameter cylinder aligned along the x, y, or z-axis of the cavity. For numerical validation, a rectangular,
closed cavity of size (2.29%x1.02x4.19) cm?, with a wire of size (length = 0.87cm, diameter = 0.13cm)
along the y-direction, and fed at (1.145, 0.0, 1.0) cm by a delta gap source was analyzed. The input
impedance calculated using the Modal/MoM code is presented in Figure 3.5-5 along with the earlier

numerical and experimental published results [Ref. 3-7]. The input reactance calculated using the present
Modal/MoM code agrees well with the measured data.
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Figure 3.5-5: Normalized input reactance of coaxial probe feeding closed rectangular cavity at point
(Xps¥psZp)- Dimensions of cavity a =2.29 cm, b =1.02cm, ¢ = 4.19cm, x, =a/2,y, =0.0,z,=1.0cm,L =
0.87 cm, diameter of probe = (.14 cm.
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Case VI: A Thin Cylindrical Wire Radiating inside Semi-Infinite Rectangular Waveguide

To validate the wire aperture coupling component of the Modal/MoM code, a thin wire exciting a
semi-infinite rectangular waveguide, as shown in Figure 3.5-6, was considered. The waveguide and wire

dimensions are as given in the Figure 3.5-6. Using the Modal/MoM code, (k,d, — B,,L) values for
constant X =0 and R_ =50, 75, and 100 Ohms were calculated and are presented in Figure 3.5-6 along
with the earlier published results [Ref. 3-8]. The excellent agreement between the numerical results
obtained from the present code and earlier published results validate the wire-aperture coupling
component of the present formulation.
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Figure 3.5-6: X = 0 and R = constant contours in (k,d — f3,,L) plane for a semi-infinite rectangular

waveguide terminated into a matched load. Dimensions of waveguide: a = 2.29 cm (into page), b = 1.02
em, r =0.05a, A =3.14 cm.
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Case VII: A Thin Cylindrical Wire In an Open-Ended Rectangular Waveguide

In Case VI, a thin wire in a semi-infinite rectangular waveguide was considered to check the wire
aperture coupling formulation of the present code. However, when the apertures are radiating into free
space, a different formulation was used. In order to check the validity of the interaction of a wire and
radiating apertures, a thin wire exciting a rectangular cavity with one end open in an infinite ground plane
was considered. The dimensions of the wire and cavity used for numerical simulation are shown in
Figure 3.5-7. The input impedance calculated using the Modal/MoM code is shown in Figure 3.5-7 along
with the numerical results obtained using the FEM method. A small disagreement between the numerical
results is due to the finite discretization level used in the FEM method. The small perturbation around 10
GHz in the imaginary part of the input impedance is due to a cavity mode going from below cut-off
frequency to above cut-off frequency.
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Figure 3.5-7: Normalized input impedance of coaxial line feeding rectangular waveguide. Waveguide
dimensions: a = 2.29 cm (into page), b = 1.02 cm, L = 0.81 cm, L, = 1.19 cm, d = 0.4 cm, r = 0.065 cm.
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3.6 Numerical Estimation of EM Threat to the CWT of a B-747-100 Due to
FQIS Wiring

Quantitatively, the EM coupling threat to the CWT, through the FQIS wire, was defined in terms of
total energy (J) delivered to the CWT, by the FQIS wire. In this section, the EM threat to the CWT of the
B-747-100 due to the dominant emitter at frequency f. =1.294GHz (as specified in the Table 3.3.1-1)

was estimated using the Modal/MoM code developed and validated in the previous section. Though the
present code was validated for smaller size cavities at lower frequencies, the mathematical formulation is
valid at any higher frequency. Hence the code will give valid results at higher frequencies, provided the
input parameters discussed below are properly selected. The rectangular cavity representing the B-747-
100 with passenger windows is shown in Figure 3.4-1. The FQIS wire which runs along the fuselage was
assumed to be along the y-direction; i.e., along the length of the fuselage. Various lengths of the FQIS
wire were simulated.

The critical parameters that must be selected properly in the use of the Modal/MoM code are

1. Frequency Sampling, (Af)
2. Number of Cavity Modes, (m,n)
3. Number of Aperture Modes, (p,q)

To achieve accurate results, a sufficient number of cavity modes, aperture modes, and frequency
samples must be selected in using the Modal/MoM code. However, the computation time increases with
an increase in those parameters. To achieve accuracy in the EM threat estimation at reasonable CPU
time, therefore, the following choices of the above parameters were made.

3.6.1 Choice of Frequency Sampling

The frequency spectrum of the incident EM wave is spread around the carrier frequency (i.e.,
dominant emitter frequency) and depends upon the pulse width. The frequency spread is given by
2
TQ’

where Q is the number of sampling points, should be sufficiently small to observe all peaks and nulls in

| 1
( f. ———)—( I. +—]. The spacing between two successive frequency points is given by Af =
T T

the energy density spectrum. The peaks and valleys in the energy density depend upon the number of
propagating modes inside the cavity. The number of propagating modes inside the cavity increases with

f. . Therefore, Af must be small for higher f. or a large number of sampling points for higher f. must

<
be selected. CPU time increases very rapidly with an increase in f,. In order to make a dominant

emitter energy calculation in a reasonable CPU time, the lowest frequency dominant emitter at
f. =1.294GHz was selected. From the Table 3.3.1-1, the pulse width for this dominant emitter was
2us, which gives the bandwidth of 0.5 MHz between the first nulls. However, to include the

contribution from the second lobe, the bandwidth of 1.00 MHz was considered. Therefore, the spectrum
of incident plane waves occurs over the band 1.2935—1.2945 GHz . Over this band, it was determined

that approximately 1000 propagating modes could exist. The spacing between two successive frequency
points was selected to be Af =0.000001 GHz .
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3.6.2 Choice of Number of Cavity Modes

At the frequency f. =1.294 GHz and for normal incidence, the cavity modes exist for m =1,3,.....,
and n=0,12...... However, for the frequency band of 1 MHz around the center frequency
f. =1.294 GHz, propagating modes occur for m=13,....53. and n=0,1,2.....490 and were used in
the numerical simulation.

3.6.3 Choice of Number of Aperture Modes

At the frequency f, =1.294 GHz and a window size of 35x25 cm?, the aperture modes, which are
above cut off, are for p =1,3. Therefore, the aperture windows can support (1,0) and (3,0) modes. The
numerical simulation at f_ =1.294 GHz for these two aperture modes was performed.

3.6.4 FQIS Wire Length Selection

The length of FQIS wire selected for the numerical simulation must be the same as the actual length of
the FQIS wiring inside the B-747-100 aircraft. However, for a worst-case study, a length that will couple
maximum EM energy must be selected. In order for the wire to couple maximum energy, it is postulated

that wire lengths of nz, where nis an odd integer, are required. For the numerical simulation, a wire

of length 1420cm, which is close to 61.254 at f, =1.294 GHz, was selected. Table 3.6.4-1 gives the
numerical values of various parameters selected for the EM threat estimation at f_ =1.294 GHz. Since
the CPU time to calculate the energy delivered to the CWT load at f. =1.294 GHz was large, and more

confidence was needed for calculations at higher frequencies, it was felt the number of frequency sample
points and FQIS wire lengths selected should be validated at a lower frequency. To validate these
choices, a sensitivity study at half the lowest dominant emitter frequency (f. =0.647 GHz) over the
bandwidth 0.6465~0.6475 GHz and at the frequency sampling rate of 0.000004 GHz was conducted.

The number of propagating modes over the bandwidth was found to be around 250. Selecting the
frequency sampling rate at 0.000004 GHz gives the sampling points equal to the number of propagating
modes inside the cavity.

At this carrier frequency with 1 ps pulse width, the EM threats were calculated at very coarse (ie.,
Af= 0.000004 GHz) frequency spacing for the FQIS wire lengths in the range
4213.678cm <L, <4244.107cm. The calculated EM threats, in terms of total energy delivered to

measured CWT load Z, =79.449- j60.242 Ohms, is shown in Figure 3.6.4-1. The method used to

measure the CWT load impedance, Z, , is described in Section 4.4.1 of this report.
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Center Frequency, GHz 1294

Input Spectrum 1.2935-1.2945 GHz
Frequency Sampling Rate 0.000001 GHz
Incident Electic Field Inten- 1Vicm

sity

Rect. Cavity Size

(594.0 x 5651.5 x 606.0) cra3

Window Size

(35.0 x 25.0)crn2

Nummber of Windows

176, ( 8 oneadh side )

Window Locations on z=0
Plane

xc = 297.0 cm, Equally Spaced Along y-direction ( Spacing = 63.5 cm)

Window Locations on z =
606.0 Plane

xc = 297.0 cm, Equally Spaced along y-directon( Spacing (63.5 cm)

Number Aperture Modes 2Modes ( (1,0) + (3,0))
Nuraber of Cavity Modes m=13..53n=012.... 500
Wire Size Length = 1420.0 cm, Dia. = 0.343cm
Wire Feed Point (297.0,0.0,303.0) cm

Load Impedance (measured) 79.449-560.242 Ohms

Total Energy Delivered 4.47 x 10°Joules

Table 3.6.4-1: Parameter selection for FQIS wiring simulation.

Using the parameters as described above and with a finer frequency sample ( Af =0.00001 GHz ) and
a wire length 4231.066 cm, energy delivered to Z,; was re-calculated and is shown as the solid square in
Figure 3.6.4-1. Figure 3.6.4-1 shows that when sampling points are equal or greater than the number of

propagating modes, the EM threats calculated in Joules are constant. For the same length of the FQIS
wire, EM threats were calculated at a very coarse frequency sampling (Af =0.00000! GHz ) and it was
found that the EM threats were approximately 20 percent below the EM threat number with a finer
frequency spacing. The spectral energy density plot, when sampled at a rate equal to or greater than the
number of propagating modes, estimates the entire energy in the signal coupled to the FQIS wire. The
minimum sampling rate also ensures that no peak or null in the spectral density is missed. It is believed
that Af =0.000001GHz was, therefore, sufficient to pick up all peaks and nulls in the energy density

spectrum around the dominant emitter at f_ =1.294GHz . From Figure 3.6.4-1, the energy delivered to

the FQIS wire is at the maximum when the wire length is around 91.25A , and at the minimum when the
wire length is around 91.00A . It may, therefore, be concluded that the FQIS wire of length nA/4, where
n is an odd integer, will pick up maximum energy.
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Figure 3.6.4-1: Energy delivered to load Z, connected to wire of length L/) inside a simulated B-747-100
passenger cabin due to external EM source.

After validating the choices of frequency sampling points and the FQIS wire lengths, the EM threats
at f, =1.294GHz were calculated for the parameters given in Table 3.6.4-1. For the parameters given in

Table 3.6.4-1, and a FQIS wire length L, =1420.00cm , the input impedance of the FQIS wire residing
inside the cavity was calculated over the given frequency band and plotted in Figure 3.6.4-2. The wild

variation in the input impedance was due to the presence of a large number of propagating modes inside
the cavity and the assumption of no loss inside the cavity.

The open-circuit voltage developed at the connection point, due to an external EM source over the
given band, was also calculated using the Modal/MoM code and plotted in Figure 3.6.4-3. Using the
Equation 3.4.3-4, the real energy density was calculated over the band and plotted in Figure 3.6.4-4. The
measured CWT load impedance of Z, =79.449- j60.242 Ohms was used in calculating the energy
density. The area under the energy density curve gives the total energy delivered to the CWT by the
FQIS wire due to an external EM source. For an external source of 1 V/cm, the energy delivered to the
CWT load was found to be E, =1.4839x107J. From Table 3.3.1-1, the total energy delivered to the

CWT due to field strength of 17.921 V/m was calculated as E =(0.17921)% x1.4839x107° J. The

numerical calculations shown in Figures 3.6.4-2 to 3.6.4-4 are repeated for the FQIS wire lengths shown
in Table 3.6.4-2. The total energy in dB delivered to the CWT load for various FQIS wire lengths is
plotted in Figure 3.6.4-5 along with the total energy that a monopole of the same length (but without the
aircraft environment) will receive. These numbers may be considered as an upper bound on the energy
delivered to the FQIS wire. Maximum energy will be delivered to the CWT if the CWT load impedance

Total
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is the complex conjugate of the input impedance of the FQIS wire. Assuming the CWT load to be the
complex conjugate of the input impedance of the FQIS wire ( ie., Z, = (Zm )* ), the maximum real
energy delivered to the CWT was calculated and plotted in Figure 3.6.4-5.
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Figure 3.6.4-2: Normalized calculated input impedance of simulated FQIS wire in a rectangular
cavity. Dimensions of cavity and FQIS wire are given in Table 3.6.4-1.

FQIS Wire | Lengthin Energy Energy Energyin Energy Energy Energyin | ForFree

Length Wave Delivared | Delivered 48 Delivered | Ddivered éB Space

(om) Lenghs | inJoules | inJoules in Joules | in Joules Mo
for 1Vian for for 1V/an for pddEneag
Z,=79449- | 0.07921% Z=(Z,) | 017921V yin dB)
60242 o an

1420.00 61.25 447x10° | 1.44x10'%° 984 142107 | 4.56x10°9 834 753

2834.235 122.25 3.87x10° | 1.24x10% 99.1 1532107 | 4.91x10° 831 791

4225.270 18225 | 4771x10° | 1.53x10° 881 5052107 | 1.62x10° 7.9

5639.25 243.25 1.76x10° | 5.65x10°1° 925 342107 | 1.10x10°¢ 796

Table 3.6.4-2  Energy delivered to CWT by various FQIS wire lengths
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Figure 3.6.4-4: Energy density in (Watts X Sec)/Cycle in dB delivered to CWT load real (Z;). Dimensions of
cavity and FQIS wire are given in Table 3.6.4-1.
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length LA, inside a simulated B-747-100 passenger cabin. Dimensions of cavity and FQIS wire are given
in Table 3.6.4-1.

3.6.5 CPU Time Requirement

The CPU time (on a Silicon Graphics Incorporated, Origin 2000 machine) required for estimation of
the EM threats in Joules at ,f_ =0.647GHz was found to be 7 hours. Also, from the numerical

simulation at f. =1.294 GHz , the CPU time required for the EM threat estimation was found to be 182
hours.  Using information of the CPU time required for calculations at f, =0.647GHz and
f. =1.294GHz, projected CPU times for higher frequencies were calculated. For the EM threat
estimations for higher frequencies, the projected CPU times are given as 14000 CPU hours at
f, =2.875GHz, 4.5x10* CPU hours at f, =3.5GHz, and 8.4x10” CPU hours at f, =9.6 GHz .
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3.7 Conclusions for External Analysis

An analytical approach to estimate EM threats from external RF sources to the CWT FQIS wiring of a
B-747-100 was presented.

Using the maximum field strengths from signal sources identified by the JSC as dominant emitters, the
maximum energy available inside the aircraft passenger cabin for each source was estimated using simple
formulas. These dominant emitters were all pulsed sources, allowing the threat to be quantified in terms
of energy, instead of power. The total available energy inside the aircraft cabin from the maximum
dominant emitter (f= 2.875 GHz) was found to be less than 0.1 mJ. Even if this total energy could have
been focused into a single discharge event, it was still below the generally accepted estimate of the
minimum energy level (0.2 mJ) required to achieve ignition.

To provide a more accurate estimate of how much energy could actually be coupled to the FQIS
wiring within the passenger cabin from external sources, numerical modeling was used. The B-747-100
fuselage was assumed to be a large rectangular cavity with rectangular windows on each side. The cavity
was assumed to be homogeneous and lossless, with no seats or other structures present. A new, NASA
LaRC developed numerical simulation technique, using a rectangular cavity Green’s function and the
integral equation method, estimated EM threats to the CWT due to external EM sources. The
Modal/MoM code was validated through agreement with other analytical techniques and measurements.
The Modal/MoM approach resulted in a lower number of unknowns compared to other numerical
methods, such as the FEM and FDTD methods. Therefore, this new method was able to solve the large-
size problems up to frequencies of 1-2 GHz. When applied to the available energy from the 1.294 GHz
emitter source, the Modal/MoM approach estimated that CWT FQIS coupled energy levels were several
orders of magnitude ((1 to 30) x 10) less than the maximum available energy.
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4 Determination of Threat from Portable RF Sources Internal to
Aircraft

4.1 Introduction

In the previous section, numerical techniques were applied to determine worst-case energy levels that
could be made available to CWT wiring from pulsed HIRF sources external to the aircraft. The threat
from PEDs carried aboard the aircraft does not lend itself to the same computational analysis for two
primary reasons. First, virtually all PED sources transmit in a continuous or continuously modulated
fashion. Thus, the threat may not be evaluated in terms of energy. Most widely known data regarding
fuel-vapor ignition hazards are given in terms of energy, whereas very little information is available in
terms of RF power. Experimental testing was necessary to establish the minimum RF power required for
hazard conditions with the specific system. Second, there is the potential for near-field direct
illumination of FQIS wiring with sources internal to the aircraft. For the external source problem,
indirect illumination was the only option. Direct illumination quickly becomes dominant for close
proximity coupling, especially in an electromagnetically lossy environment. Direct coupling is highly
dependent upon very specific boundary conditions and varies drastically with frequency, which makes it
exceedingly difficult to computationally model in an aircraft system.

This section (4) details the experimental techniques used to estimate the potential for arcing, sparking
or excessive heating to occur upon FQIS wiring within the CWT, caused by PEDs internal to the aircraft.
The EM threat from RF power radiated by other aircraft systems (communications, navigation) is not
addressed.

4.1.1 Baseline Measurements on Actual Aircraft

A number of measurement alternatives were considered for this investigation. The original objective
could have been met by either building a scale model of a CWT, or by transporting an actual B-747-100
CWT to NASA LaRC. Such a tank was found to be located in Mojave, California, and is pictured in
Figure 4.1.1-1. The cost of transporting this CWT to NASA LaRC was found to be prohibitive, however.

Because of previous support of NTSB activities, NASA LaRC engineers had experience with an
aircraft salvage operation in Roswell, New Mexico. The facility, AAR Aircraft Services, Inc., Roswell
Division, possessed several retired B-747-100 aircraft, with FQIS installations that the NTSB determined
were similar to that of TWA-800. It was found that the funding level and schedule could support baseline
measurements on a whole aircraft, allowing a unique and unprecedented opportunity to obtain the most
accurate baseline possible. A contract was established with AAR Roswell to allow measurements on two
different aircraft (on two different occasions). A picture of one of these aircraft is shown in Figure 4.1.1-
2.

The approach was to focus upon input impedance measurements of the CWT FQIS connector, and to
measure the CWT reverberation characteristics. As part of the AAR Roswell contract, certified fuel tank
mechanic support from Elite Structural Services (El Paso, Texas) was included. This support allowed
detailed measurements of CWT EM reverberation and coupling characteristics to be performed, and
actual wiring and components to be removed for laboratory study.
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Figure 4.1.1-1: B-747-100 aircraft CWT that was previously removed as part of the TWA-800 investigation
by the NTSB, and resting in Mojave, California.

Figure 4.1.1-2: Retired B-747-100 aircraft at AAR facility in Roswell, New Mexico.
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4.1.2 Acquisition of FQIS Components, Installation in Laboratory

NASA LaRC'’s contract with AARAlrcraft Services, Inc. provided fofi:he removal of all FQIS wiring,
all eight fuel quantity probes, the M127 connector, and terminal strip. All components were received at

NASA LaRC in excellent condition, allowing re-installation into a laboratory reverberation chamber.
(See Figure 4.1.2-1.)

There were some significant differences between NASA LaRC’s reverberation chamber “B” and an
actual aircraft CWT. First, the laboratory chamber was made of steel, not aluminum. While its overall
volume was similar to the CWT, the overall dimensions were different, and the interior was not divided
into sub-cavities. An actual CWT also has penetrations for fuel and vent lines that are not necessarily
secure from EM leakage. These were all factors of concern. Also required was the ability to measure
voltage and current on the installation, and to be able to detect ionization events and localized heating.
For practical purposes, a compromise installation was agreed upon to meet the following guidelines:

e The system was backed with an aluminum sheet. Fuel probes and wiring were installed with
separation distances from structure identical to that of the aircraft installation (to approximate the
common mode impedances in the aircraft). Nylon cable clamps recovered from the actual
aircraft CWT were used in the laboratory installation.

¢ The installation dimensions were confined to fit within the field-of-view of infrared camera and
ionization detection instruments (as best as possible).

The aluminum sheet was painted black to minimize infrared reflection.

A shielded box was installed to isolate the FQIS M127 connection from both the reverberation
chamber (to prevent interference with the approximated CWT RF environment) and the RF
generating equipment (for personnel safety).

e The installation was documented with photographs, and noteworthy characteristics were
recorded. ;

Fuel Probes Instalied in
B-747-100 Fuel Tank

Fuel Probes Installed in NASA LaRC Reverberation Chamber

Figure 4.1.2-1: Fuel quantity probes and all internal wiring were removed from the CWT of a retired B-747-
100 aircraft, and installed into NASA LaRC reverberation chamber “B”.
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As shown in Figure 4.1.2-1, all fuel probes, wiring and connectors were transferred to a 4 ft x 8 ft
sheet of aluminum, and installed in a NASA LaRC reverberation chamber. The aluminum sheet was
bonded to the chamber floor with a 20 in. section of copper sheet. The installation is frequently described
as a “FQIS Simulator” in this report.

The approach was to perform the best practical laboratory installation, and perform measurements to
establish EM similarity to an actual aircraft. The comparison data provided limits of comparability and
scaling factors.

4.1.3 Duplication of Field Measurements in Laboratory, Comparisons

Sections 4.4.1 to 4.4.4 focus upon the experimental effort to establish EM comparability between the
aircraft CWT FQIS and the laboratory installation. Based upon engineering judgement and experience, it
was determined that the following factors needed to be addressed in establishing this comparability:

1. Section 4.3 shows that typical PEDs operate from 27 MHz to about 6000 MHz frequency.
Therefore, it was deemed necessary to characterize the CWT and FQIS as an integrated EM
system within this frequency range.

2. Show comparability between the aircraft CWT FQIS input impedance versus that of the
laboratory installation. (See Section 4.4.1.)

3. Generate scale factors to describe the reverberation differences between an actual CWT versus
reverberation chamber. (See Section 4.4.2)

4. Determine whether the FQIS wiring was actually the dominant path for RF signals to penetrate
the CWT. (See Section 4.4.3, and also 4.4.5.5.)

5. Measure coupling characteristics between actual CWT cavities, and determine how to account for
or approximate this coupling in the laboratory. (See Section 4.4.2.)

6. Determine the degree to which fuel will affect coupling and electrical resonant characteristics.
(See Section 4.4.4.)

4.1.4 Detailed Measurements in Laboratory

With comparability limitations and scaling factors relating laboratory data to aircraft data, it was
possible to apply the advantages of the laboratory’s improved accessibility, safety and sophisticated
instrumentation. The first goal was to obtain a more detailed understanding of how voltages and currents
can be distributed throughout the system, when RF power is applied. Section 4.4.5 will outline the
extensive effort to evaluate the EM response of the entire CWT FQIS in terms of currents and voltage
with the following variables:

« Measurements at numerous locations

o Measurements at numerous frequencies

« Excitation of different wires (and combinations of wires) into the CWT
» Excitation by radiated fields only

The second goal was to determine frequencies and minimum power levels at which an ionization event
or excessive heating phenomenon could occur. Using the previously obtained data, specific test
conditions (and locations) for maximum induced currents and voltages were identified. The test setup
was then modified to maximize the likelihood for an ionization/heating event at these locations. Details
and results of this effort are provided in Section 4.5.



4.1.5 Detailed Outline of Section 4

Section 4 of this report contains over 100 pages of descriptions, diagrams, photographs and analyses
and, therefore, represents the majority of report content. Up to five levels of subsections were required to

cover the necessary detail.

To avoid unnecessary confusion, only three levels of subsections were

included in the Contents section at the front of this document. The following outline is provided to assist
the reader in locating figures, tables and equations, as they are referenced outside their own subsections.
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4.2 Symbols for Section 4

> a

0O =1 -

CE(f)
CTF

-

Irans . max

Fev_imax

1(f)
IF

probe

pi. The circumference divided by the diameter of a circle.
Wavelength

Complex Reflection Coefficient
Reflection Coefficient Magnitude
Capacitance

Current Enhancement as a function of frequency
Current transfer function

frequency

Maximum Gain of a transmitting antenna
Maximum Gain of a receiving antenna
Current as a function of frequency
current probe transfer function

Power

Quality Factor

Slant Range between two antennas
Resistance of a charging resistor
Resistance of a discharging resistor
Voltage as a function of frequency
Voltage Enhancement as a function of frequency
voltage probe transfer function

Voltage transfer function

Impedance

Input Impedance

Load Impedance

Characteristic Impedance

Transfer Impedance

(See Section iii for a more complete listing of symbols and abbreviations.)
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4.3 Estimation of Threat from Typical PEDs

Communication, data transfer, and signaling devices are designed specifically to emit RF power.
These are referred to as Intentional Radiators. Virtually all electronic devices will also radiate some
degree of EM power unintentionally when they are operating. In the United States, the Federal
Communications Commission (FCC) regulates how much power commercial PEDs may radiate
intentionally and unintentionally.

Under the support of the NTSB, the JSC provided NASA LaRC with a summary listing of emissions
from PEDs [Ref. 4-1]. These sources included unintentional radiators such as compact disk players and
portable computers, and intentional radiators such as wireless phones. From the report, power output
from unintentional radiators was in the range of mV/meter, whereas the power output from intentional
radiators was as high as 5-10 W. As a result, this effort was concentrated on intentional radiating sources
only. The scope of this effort was limited to typical, commercially available devices. Damaged devices,
devices developed for military use, and those modified to exceed the regulation limits were not
considered.

For this effort, information on the threats was gathered from three information sources: typical device
manufacturer’s specifications, ANSI C63.18-1997 for typical transmitters for radiated electromagnetic
immunity testing of medical devices, and the Federal Communication Commissions (FCC) regulations.
More details about these information sources are described below.

4.3.1 Portable Transmitters’ Manufacturer Specifications

The JSC report [Ref. 4-1] provided specifications of several typical PED transmitters. These included
analog cellular phones, digital personal communication system (PCS) phones, wireless local area
networks (LANs), two-way pagers, and, most importantly, the commercial and military two-way radios,
which have the highest radiated power ratings of all devices considered.

Built on the JSC’s efforts, data on a larger number of similar devices were compiled and added to the
list. The combined list of almost 50 devices along with their operating frequencies and maximum rated
powers, are shown in Appendix G. In addition, the data are plotted in Figure 4.3.4-1, to be shown later.

4.3.2 Typical Transmitter Characteristics based on ANSI C63.18-1997

A good start for typical PEDs was given in ANSI C63.18-1997 “Recommended Practice for an On-
Site, Ad Hoc Test Method for Estimating Radiated Electromagnetic Immunity of Medical Devices to
Specific Radio-Frequency Transmitters.” Some data from the standard are shown in Table 4.3.2-1.

There were additional transmitters in the ANSI C63.18-1997 that were omitted from Table 4.3.2-1,
because of their low probability of being on the airplane. These included 250 W paging transmitters, 25
W mobile radios (typically mounted to a vehicle or boat), 10-100 W police/ambulance radios (presumably
mounted to vehicles). CISPR 11 and CISPR 22 devices were also eliminated due to extremely low power
levels that are in fractions of a U{W.

Data in this table are also summarized and plotted in Figure 4.3.4-1.
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Product Frequency Power
(MHz) (W)
Hand-held transceivers 27.49.138-470 5
Wireless LANs 912, 2400 0.1
Personal digital assistants 896-940 4
Radio modems 896-901 10
Cellular Telephones 800-900 0.6
Personal communications satellite telephones 1610-1626.5 1
Licensed PCS equipment 1850-1910 1

Table 4.3.2-1: Typical PEDs and their output power levels. Data from ANSI C63.18-1997.

4.3.3 Determination of FCC Limits

Also of interest were the FCC power limits on PEDs. With the exception of federal government
spectrum. the maximum radiated power from any legally used PED in the United States must be below
the FCC limits, by regulation. Federal government spectrum is controlled by the National Telecom-
munications & Information Administration (NTIA). Most information on federal government spectrum,
especially on military frequencies. was classified, and will not be considered here.

A manual search was made through about nine parts of the FCC’s regulations that pertain to PEDs.
Many of the specifications appeared ambiguous, possibly because some limits are not yet defined. In
addition, some power level limits were ditferent for different applications, even though the allocated
frequencies were the same. In fact, many currently available products had power outputs higher than the
gathered FCC limits. This fact was taken to mean that these products were either covered under different
FCC limits, or had applications other than what the data indicated. The gathered FCC limits are shown in
Appendix H, and are plotted in Figure 4.3.4-1.

4.3.4 Summary of PED Threat Levels

Figure 4.3.4-1 summarizes the threats data collected thus far using the above information sources. As
seen from the chart. most devices radiate 6 W or less, except at 27 MHz and at 900 MHz. At 27 MHz. the
FCC limit is 25 W for a few devices. At 900 MHz. the ANSI standard shows 10 W maximum for radio
modems. For the purpose of determining a worst-case threat at any given frequency. only the highest
radiated power level at that frequency was considered.

The data presented in Figure 4.3.4-1 show that intentionally transmitting PED frequencies are limited
to between 25 MHz and 2.6 GHz. The FCC allocates spectrum to about 6 GHz, however. Based on the
data, the frequency range for characterizing the EM coupling performance of a B-747-100 CWT was
chosen to be from 25 MHz to 6.5 GHz. The threat levels presented in Figure 4.3.4-1 were applied to the
results of Sections 4.4.2 and 4.4.3 for determining the maximum power coupled into the fuel tank and its
wiring. The results are presented in Section 4.4.3.2.
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4.4 Characterization of Aircraft and Laboratory FQIS Installations

The objective of this section (4.4) is to show limits of comparability between the aircraft and the
laboratory FQIS installations. A series of FQIS input impedance measurements were performed on the
aircraft and in the laboratory reverberation chamber. Impedance values were compared between the two
installations, and results are summarized in Section 4.4.1. Section 4.4.2 establishes comparability of the
reverberation characteristics of a B-747-100 CWT, as compared to a NASA LaRC reverberation chamber.
Section 4.4.3 describes the frequency dependent coupling between the passenger cabin and the CWT of a
B-747-100.

In addition to direct comparison measurements between aircraft and laboratory FQIS installations,
some additional measurements were required to prepare for the high-power RF testing described in
Section 4.5. To determine how the resonant characteristics of a fuel probe may change during normal
operation, the fuel probe’s RF reflection was examined as a function of frequency and fuel level. Details
are provided in Section 4.4.4. In Section 4.4.5, extensive measurements of RF induced currents and
voltages are described. Data from these measurements were used to select particular test locations
exhibiting maximum voltage and current enhancements, caused by a particular mode of RF excitation.

4.4.1 FQIS Impedance Measurements

The objective of the FQIS impedance measurements was to electrically characterize the FQIS system
contained within the CWT of a B-747-100, and to compare the electrical characteristics to those of the
FQIS installation at NASA LaRC. The electrical characteristics were a function of the wiring, the fuel
probes, associated connectors that form the fuel measuring system, and the spatial position of each of the
components in the installation. The input impedance of the FQIS system was measured at the frequencies
of possible PED frequencies as determined from the study described in Section 4.3. This series of
measurements was performed with a network analyzer. A DC resistance check and a capacitance check
were also performed. This section provides measurement descriptions of the tests on the actual aircraft
and in the laboratory installation.

4.4.1.1 Retired B-747-100 CWT (Roswell, New Mexico)

Figure 4.4.1.1-1 shows the D3 input connector to the FQIS CWT installation. A total of three signal
pins, one signal shield, and the aircraft chassis are shown in the figure. The input impedance
measurements were performed in the left wheel well at the FQIS interface connector on the aft of the fuel
tank. The signal descriptions and corresponding pin numbers for the D3 connector are explained in
Section 2. The baseline DC values for the resistance and capacitance were taken for all combinations of
the pins. The frequency dependant impedance was measured for each non-trivial combination of these
pins.
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Figure 4.4.1.1-1: FQIS CWT Amphenol D3 connector schematic.

4.4.1.1.1 Network Analyzer Measurement Methodology and Technique

There are several measurement techniques available for conducting impedance measurements. These
include the Auto Balancing Bridge method, a current-voltage probe technique, Frequency Domain
Network Analysis, and Time Domain Network Analysis. These methods vary in complexity, frequency
response, and accuracy depending on the system to which they are applied. To measure the aircraft
system described in this report, the Fixed Bridge Method of impedance measurements was selected. This
method, as described in Appendix D, utilizes a network analyzer with an S-parameter test set, calibration
standards, and connector compensation. The advantages include minimization of cable mismatch, rapid
measurements, wide frequency range, better directivity provided by the test set, excellent repeatability,
calibration enhanced accuracy, and automation. The network analyzer allows the operator to focus on
measurement results rather than measurement technique.

4.4.1.1.2 Instrument Setup

For the impedance measurements of the aircraft FQIS, a vector network analyzer was used and
configured as depicted in Figure 4.4.1.1.2-1. A data acquisition computer was connected to the network
analyzer via the general-purpose interface bus (GPIB) to facilitate the storage of data for later display and
plotting. A test port cable was connected to the reflection port of the S-parameter test set of the network
analyzer. An adapter device allowed for connection between the test port cable and the FQIS test lead,
which connected directly to the M127 connector assembly. This adapter made it possible to directly
inject signals through this interface, onto the FQIS wiring, and to the fuel probes within the CWT.

The network analyzer was configured to operate on channel one with 201 points per sweep at a sweep
rate of 100 msec. The frequency span was established at a start frequency of 300 kHz and a stop
frequency at 1 GHz. This configuration of the network analyzer equates to a measurement resolution of 5
MHz. This resolution allowed complete measurements of the full test matrix in a reasonable amount of
time. For a general impedance comparison between the actual aircraft CWT impedance and the
laboratory FQIS simulator, the resolution was sufficient to show the similarity of the average values of
the impedance.
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Figure 4.4.1.1.2-1: Aircraft FQIS impedance measurement setup.

4.4.1.1.3 Adapters

The two special adapters, which allowed for calibration and connection to the D-3 FQIS test lead that
connected to the M127 connector of the CWT, were designed and constructed in the lab. The adapters
were designed for the system being tested and for the set of calibration standards using similar
connectors. The test adapter connected the N-type test port cable to the single conductors of the D-3 test
lead. A calibration adapter connected the calibration standards directly to the test adapter. This
configuration allowed the calibration reference plane to be defined at the end of the adapter. With the test
adapter and the test port cable included during the calibration process, any associated errors were
characterized within the calibration and removed from the measurement data. A compensation technique
was used for the calibration adapter, and will be described in Section 4.4.1.1.6. The D-3 FQIS test lead
was not included in the calibration because it was connected after the adapter. However, test lead lengths
do not become a factor until the length is a significant portion of the wavelengths of the frequencies being
measured. The D-3 test lead was insignificant in length compared to the length of the wires that comprise
the FQIS. A section of the external FQIS wiring was used as the test lead.

53



44.1.14 Systematic Errors

There are various systematic errors associated with any measurement system. These errors are due to
the imperfections associated with any real measuring device. A perfect system has infinite dynamic range,
no impedance mismatches, and infinite directivity for every frequency. The systematic errors inherent to
the network analyzer used for the B-747-100 FQIS impedance measurements were removed by
calibration with a known set of standards traceable to the National Institute of Standards and Technology
(NIST). Calibrating out the system errors added a high degree of accuracy and repeatability to the FQIS
impedance measurements. [Ref. 4-2]

44.1.1.5 Calibration

Calibration of the network analyzer was performed before every unique FQIS impedance
measurement sequence conducted on the B-747-100. The network analyzer was calibrated using the
reflection 1-port calibration method to remove the system effects of tracking (frequency response), source
match, and directivity. The specified calibration standards (Open, Short, and Load) were attached to the
measurement system to force a known boundary condition at a specific location at the end of the adapter
on the test port cable. The “Open” established the open-circuit boundary condition (infinite ohms). The
“Short” established the short-circuit boundary condition (zero ohms). The *“Load” established the
matched-circuit boundary condition to the characteristic impedance of the measuring instrument (50
ohms). This calibration improved the measurement by defining the reference plane or point where the
measurement accuracy was known. All of the B-747-100 FQIS impedance measurements were referenced
to this point. [Ref. 4-3]

4.4.1.1.6 Connector Compensation

It is often the case that the cable impedance is determined by the low-frequency response, up to around
500 MHz, where mismatch effects are still small. However, at frequencies around 1 GHz and higher,
uncompensated lengths of fixtures, adapters, or connectors can affect the value obtained from the
measurement of a cable’s impedance. In general, as the connector return loss becomes worse, it will have
a greater effect on impedance measurements.

A connector compensation technique was performed to compensate for the calibration adapter. The
calibration adapter, though used during calibration, did not remain a component during actual
measurements. The added residual effect to the calibration by the adapter was removed using the
compensation technique called Open/Short + Delay compensation. An electrical delay, representative of
the adapter length, was used to negate the effects of the adapter. The residual impedance due to the
electrical length or phase shift of the calibration adapter was measured and then the measurement system
was compensated with electrical delay to yield the true value of impedance for the aircraft FQIS. [Ref. 4-
3]
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4.4.1.1.7 Retired B-747-100 CWT Measurement Results.

As described in Section 4.4.1.1.2, the network analyzer was configured to measure a set of 201
frequency points from 300 kHz —~ 1 GHz. The input impedance values of the FQIS system were recorded
at each of these frequencies. Impedance is a specification that is defined only at a discrete frequency.
However, when commonly referred to, the impedance of a cable is an average of the impedance values
over a frequency range. For this investigation, cable impedance was the average impedance presented at
the input of the D3 — M 127 connector interface of the CWT over the frequency span from 300 kHz to
1000 MHz. This frequency range is representative of the frequencies where PED threats are most likely to
occur. The average impedance magnitude can be approximated by:

E

31z,

=t (4.4.1.1.7-1)

Z
(anx - l:min )

avg

Z is the input impedance as a discrete function of frequency
F,.andF,_ are the frequency bounds of the desired average
f is the discrete measurement frequency

The data gathered in the input impedance measurement were saved as a set of text data files on the
data acquisition computer. Table 4.4.1.1.7-1 shows the average impedance values calculated using

Equation 4.4.1.1.7-1. The average values of the impedance provided a simple representation of the
impedance of the FQIS installation.
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AIRCRAFT

SIGNAL REFERENCE PIN PIN Average
Impedance
(Ohms)
HI Z to LOZ COMP 1 center to 3 193.9
HI Z to SHIELD I center to 1 shell 60.9
LO Z COMP to SHEILD 3 to 1 shell 54.7
LO Z COMP to AIRFRAME 3 to | Airframe 395.1
CHASSIS
HI Z to AIRFRAME 1 center to | Airframe 273.0
CHASSIS
HI Z to LOZ 1 center to 2 188.8
LOZ to SHIELD 2 to 1 shell 183.3
LOZ to AIRFRAME 2 to | Airframe 323.5
CHASSIS
SHIELD to AIRFRAME 1 shell to | Airframe 265.3
CHASSIS

Table 4.4.1.7-1: Aircraft CWT FQIS average impedance measurement data.
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4.4.1.1.8 Resistance and Capacitance Measurement Technique and Results

The measurements described in Section 4.4.1 represent the complex value of the impedance that was
measured at an individual frequency. This value is a complex combination of the DC resistance and the
reactance at the discrete frequency. The values for the DC resistance and the capacitance were measured
with a calibrated commercial off-the-shelf hand-held digital voltmeter (DVM). Therefore, there was no
on-sight calibration required to acquire these data. Because of the simplicity of the measurement device,
a complete description of the operation of the DVM will not be discussed here. In general, the contact
areas were kept clean and a non-intrusive method of attaching the DVM was followed.

SIGNAL Reference PIN PIN Aircraft DC Aircraft DC
Resistance Capacitance
(Ohms) (nF)
HI Z to | LOZ COMP I center to 3 >20 M 1.36
HI Z to SHIELD 1 center 1o I shell >20 M 8.57
HIZ to LOZ | center o 2 >20 M 2.32
SHIELD to LOZ 1 shell to 2 >20M 2.27
SHIELD to | LOZ COMP 1 shell to 3 >20 M 1.50
LOZ to LOZ 3 to 2 >20M 1.39
COMP
LOZ to | AIRFRAME 2 to | Airframe >20 M 1.41
CHASSIS Chassis
LOZ to | AIRFRAME 3 to | Airframe >20 M 1.86
COMP CHASSIS Chassis
AIRFRAME | 1o LOZ Airframe o 2 >20M 1.45
CHASSIS Chassis
HI Z to | AIRFRAME 1 center to | Airframe >20 M 1.32
CHASSIS Chassis
SHIELD to | AIRFRAME 1 shell to | Airframe >20M 1.45
CHASSIS Chassis
AIRFRAME | to | AIRFRAME Airframe to | Airframe 0.1 NA
CHASSIS CHASSIS Chassis Chassis

Table 4.4.1.1.8-1: DC resistance and capacitance measurements conducted on the B-747-100 Aircraft FQIS
internal to the CWT.

Table 4.4.1.1.8-1 contains the measurement results for DVM measurements performed in Roswell,
NM. Because of the small data acquisition time required to perform these measurements, all possible
combinations of the connectors were measured. These data provided a baseline to ensure the FQIS
laboratory installation was correct.
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4.4.1.2 LaRC Reverberation Chamber “B”, with FQIS Components Installed

An FQIS simulator was designed and fabricated at NASA LaRC, and was installed in reverberation
chamber “B” of the HIRF laboratory. The FQIS simulator was described in Section 4.1.3 and is shown in
detail in Figure 4.4.1.2-1,

D3 - MI127
Connector Assembly

Wiring Fuel Probes

Compensator
Probe Wire
Terminal Block

Figure 4.4.1.2-1: FQIS simulator used in NASA LaRC reverberation chamber “B”.
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44.1.2.1 Network Analyzer Measurement Methodology and Technique

The measurement methodology and technique for the input impedance measurements conducted on
the laboratory FQIS installation was identical to the measurements taken in Roswell. These measurements
were described in Section 4.4.1.1.1 to 4.4.1.1.6.

The vector network analyzer was used to measure reflection coefficient and the reflection coefficient
data were transferred to the data acquisition computer. Figure 4.4.1.2.1-1 shows the laboratory test setup.
The D3 and M127 connectors were mounted in an aluminum box attached to the ground plane. This
configuration simulated the aircraft chassis interactions with the FQIS, and provided a convenient access
location for data acquisition purposes.

D3 - M127
Connector

FQIS Test
Lead

Adapter

Test Port Cable

a
ooo
E ooo
oao

® ®
___.I Network

Analyzer Computer

FQIS Simulator @— g ©

Figure 4.4.1.2.1-1: Laboratory FQIS simulator impedance measurement setup.
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4.4.1.2.2 Laboratory FQIS Simulator Impedance Measurement Results.

As described in Section 4.4.1.1.2, the network analyzer data were recorded across the frequency band
of interest (300 kHz — 1 GHz). The discrete frequency reflection impedance values were post processed
to produce the average impedance for each of the measurement configurations. Table 4.4.1.2.2-1
summarizes the measurement results.

NASA FQIS SIMULATOR
SIGNAL REFERENCE PIN PIN Average
Impedance
(Ohms)
HIZ to LOZ COMP | center to 3 160.4
HI Z to SHIELD 1 center to 1 shell 56.2
LO Z COMP to SHIELD 3 to 1 shell 251.5
LO Z COMP to AIRFRAME 3 to | Airframe 394.5
CHASSIS
HI Z to AIRFRAME 1 center to | Airframe 305.5
CHASSIS
HI Z to LOZ I center to 2 186.3
LOZ to SHIELD 2 to 1 shell 224 .8
LOZ to AIRFRAME 2 to | Airframe 329.6
CHASSIS
SHIELD o AIRFRAME 1 shell to | Airframe 303.8
CHASSIS

Table 4.4.1.2.2-1: Laboratory FQIS simulator average impedance measurement data.
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44.1.2.3 Resistance and Capacitance Measurement Results for the simulated FQIS

A series of DC resistance and capacitance measurements were performed at NASA LaRC on the
simulated FQIS installation. These measurements paralleled the measurements taken in Roswell NM.
Table 4.4.1.2.3-1 contains the measurement results for DVM measurements performed at NASA LaRC.
All possible combinations of the connectors were measured for comparison purposes to the measurements
taken in Roswell.

SIGNAL Reference PIN PIN Aircraft DC Aircraft DC
Resistance Capacitance
(Ohms) (nF)
HIZ to | LOZ COMP I center to 3 >20M 1.81
HI Z to SHIELD I center to 1 shell >20M 9.30
HIZ to LOZ 1 center to 2 >20M 2.73
SHIELD to LOZ 1 shell to 2 >20M 2.87
SHIELD to | LOZ COMP 1 shell to 3 >20M 1.90
LOZ to LOZ 3 to 2 >20M 1.96
COMP
LOZ to | AIRFRAME 2 to | Airframe >20M 1.64
CHASSIS Chassis
LOZ to | AIRFRAME 3 to | Airframe >20M 1.56
COMP CHASSIS Chassis
AIRFRAME | to LOZ Airframe to 2 >20M 1.72
CHASSIS Chassis
HIZ to | AIRFRAME 1 center to | Airframe >20M 1.62
CHASSIS Chassis
SHIELD to | AIRFRAME I shell to | Airframe >20 M 1.63
CHASSIS Chassis
AIRFRAME | to | AIRFRAME Airframe to | Airframe 0.1 NA
CHASSIS CHASSIS Chassis Chassis

Table 4.4.1.2.3-1: DC resistance and capacitance measurements conducted on the laboratory FQIS
installation.

4.4.1.3 Comparisons of EM Similarity

The data gathered from each FQIS installation represents nine combinations of reflection
measurements. These measurements are summarized in Table 4.4.1.1.7-1 and Table 4.4.1.2.2-1. Each
reflection measurement had 201 frequencies where the complex reflection coefficient was measured. In
the frequency ranges of interest, small changes of the measurement system or the installation will shift the
resonant frequencies of the system. The resonant frequency shifting phenomena of the fuel probes is
discussed in Section 4.4.4. A comparison of aircraft FQIS input impedance measurements on two
separate days showed somewhat different results. These differences were attributed to environmental
influence. Statistics of the measurements did not vary appreciably. A comparison of each frequency and
the resulting impedance value was not practical. Impedance is generally characterized by the mean value
across the frequency band of interest [Ref. 4-4]. The average values of the impedance measurements are
compared in Table 4.4.1.3-1. The measurements taken with the DVM were very similar for the two
installations. These measurements were taken at low frequencies, and do not characterize the high
frequency impedance.
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SIMPLE COMPARISON OF AVERAGE IMPEDANCES
Aircraft | Simulator
Run | SIGNAL REFERENCE | Average Average A Ohms A %
No. Impedance | Impedance
(Ohms) (Ohms)
1 HIZ to LOZ COMP 193.9 160.4 335 173 %
2 HIZ to SHIELD 60.9 56.2 4.7 1.7 %
3 LOZ to SHIELD 547 251.5 2468 359-8-%
COMP
4 LOZ to AIRFRAME 395.1 394.5 0.6 0.15%
COMP CHASSIS
5 HIZ to AIRFRAME 273.0 305.5 325 11.9 %
CHASSIS
6 Hl Z Lo LOZ 188.8 186.3 2.5 1.3 %
7 LOZ o SHIELD 183.3 2248 41.5 226 %
8 LOZ to AIRFRAME 3235 329.6 6.1 1.9 %
CHASSIS
9 SHIELD to AIRFRAME 265.3 303.8 38.5 14.5 %
CHASSIS

Table 4.4.1.3-1: Comparison of aircraft and laboratory FQIS average impedance values .

The data displayed in measurement run number 3 in Table 4.4.1.3-1 displays a large percentage
difference in the average impedance. Further examination of the reflection data from run number 3,
shows that the data measured for this configuration was invalid. The data remains in this section for
completeness and to demonstrate the validity of the comparison method.

Figures 4.4.1.3-1 and 4.4.1.3-2 show the magnitude of the input impedance plotted for the aircraft
installation and the reverberation chamber installation. The average impedance is plotted in red for each
installation. These average values are very close even though the impedance values vary for many
discrete frequencies.
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Figure 4.4.1.3-1: Input impedance of the aircraft FQIS wiring with the mean value plotted as the red (+) line.
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Figure 4.4.1.3-2: Input impedance of the laboratory FQIS wiring with the mean value plotted as the red (+)
) line.
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The plots of Figures 4.4.1.3-1 and 4.4.1.3-2 provide only the magnitude of the impedance. For a
complete comparison the complex impedance should be considered. The Smith Chart provides
coordinate axis capable of displaying the complex value of the impedance. Figures 4.4.1.3-3 and 4.4.1.3-
4 represent plots of the input impedance as measured between the HI Z and LO Z FQIS CWT connections
(ie. differential mode) using the Smith Chart coordinate axes. The network analyzer and data-acquisition
computer measurement system (as shown in Figures 4.4.1.1.2-1 and 4.4.1.2.1-1) recorded the amount of
power that was reflected by the impedance mismatch of the FQIS installation. From this complex
reflection coefficient, the impedance was calculated (see Appendix E, Equation E.2-1) [Ref. 4-5]. Both
the magnitudes and resonant frequencies of these installations were affected by environmental conditions,
resulting in small differences in the impedance measurements of the installations. The impedance
measurements show that the two installations were electrically similar for the HI Z to LO Z excitation
mode.



Stop Frequency 1000 MHz

Start Frequency 0.3 MHz

Figure 4.4.1.3-3: Smith Chart plot of the input impedance from aircraft FQIS

[HIZ to LO Z]

Stop Frequency 1000 MHz

Start Frequency 0.3 MHz

Figure 4.4.1.3-4: Smith Chart plot of the input impedance from the laboratory FQIS

[HI Z to LO Z]

65



A statistical method of comparison was implemented to more easily compare the input impedances
between the aircraft installed FQIS and the reverberation chamber installation of the FQIS. A full
discussion of the method is provided in Appendix E. The average of the real part and the average of the
imaginary part represent the center of the data distribution, when plotted on the Smith Chart. Figure
4.4.1.3-5 shows a statistical data comparison of the impedance of the aircraft-installed FQIS. The black
trace represents the aircraft impedance data, and the red star represents the average value of the reflection
coefficient plotted as impedance. The green star represents the average value of the reflection coefficient
measured in the reverberation chamber installation. The red and green circles represent the standard
deviations associated with the impedance of the aircraft and chamber installations, respectively.

The combining of statistical analysis with graphical Smith Chart analysis is unique. However, the
basic concepts of each are fundamental [Refs. 4-5 and 4-6]. In fundamental statistical theory, graphical
concepts are readily employed to build intuition about problems. Figure 4.4.1.3-5 gives the reader an
instant means by which to compare the impedance values from the two installations and gain “geometric
intuition” about the similarity of the installations. Figures 4.4.1.3-6 through Figure 4.4.1.3-12 show the
entire set of impedance measurements, with aircraft data directly compared with laboratory data for FQIS
excitation mode.

Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-5: Smith Chart plot, aircraft input impedance (black trace), aircraft
statistics (red), laboratory FQIS installation statistics (green) [HI Z to LO Z]
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Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-6: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red), laboratory
FQIS installation statistics (green) [LO Z COMP to Chassis]

Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-7: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red), laboratory
FQIS installation statistics (green) [LO Z COMP to Shield]
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Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-8: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red), laboratory
FQIS installation statistics (green) [LO Z to Shield]

Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-9: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red), laboratory
FQIS installation statistics (green) [LO Z to Chassis]
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Start Frequency 0.3 MHz ~ Stop Frequency 1000 MHz

Figure 4.4.1.3-10: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red),
laboratory FQIS installation statistics (green) [HI Z to Chassis]

Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-11: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red),
laboratory FQIS installation statistics (green) [HI Z Shield to Chassis]
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Start Frequency 0.3 MHz  Stop Frequency 1000 MHz

Figure 4.4.1.3-12: Smith Chart plot, aircraft input impedance (black trace), aircraft statistics (red),
laboratory FQIS installation statistics (green) [HI Z to Shield]

From Figures 4.4.1.3-6 to 4.4.1.3-12, it can be seen that the impedance averages and standard
deviations were very similar for the aircraft and laboratory CWT FQIS installations. One exception is
Figure 4.4.1.3-7. The two mean values and the corresponding standard deviation circles were not
geometrically close. Comparison to hardcopies of the LO Z COMP-to-Shield aircraft measurements
revealed that the data plotted in Figure 4.4.1.3-7 was incorrect. The invalid data is shown here as an
example of how the technique of comparing Smith Chart impedance averages and standard deviations
will emphasize dissimilarities, when they occur. In the laboratory, repeatability for impedance
measurements was found to be excellent.

These plots indicate that the laboratory FQIS installation was very similar to the aircraft FQIS
installation in terms of RF impedance between 300 kHz and 1 GHz. The same fuel probes and wiring
were installed in the laboratory in a manner comparable to that of the aircraft installation. These input
impedance similarities implied that the two installations provided comparable RF power transfer
characteristics over the given frequency bandwidth. Furthermore, the reactive characteristics of energy
storage, voltage enhancement and current enhancement should be comparable also. This determination
was important for validating that subsequent laboratory measurements of voltage/current enhancements
were applicable to an aircraft installation.
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4.4.2 Cavity Reverberation Measurements

RF power in a CWT can exist in two forms: conducted power on wires and radiated power within the
volume of the CWT. To test for susceptibilities of the CWT wiring to RF power, both conditions needed
to be simulated.

Conducted power on CWT wiring could be approximated in the laboratory by injecting the same
amount directly onto laboratory FQIS wiring installation, and accounting for impedance mismatch
conditions. However, to simulate the radiated field environment of the CWT, its reverberation
characteristics needed to be determined. Details on the measurement of reverberation characteristics
within the CWT of a B-747-100 are described in this section. The same measurements were also made in
NASA LaRC reverberation test chamber “B”, and a scale factor was calculated from the two data sets, to
provide an adjustment to the input power for a desired in-cavity EM environment.

4.4.2.1 Retired B-747-100 CWT (Roswell, New Mexico)

4.4.2.1.1 Description of the CWT

The CWT is divided internally into six bays. (The “dry” bay is not part of the CWT.) For this
purpose, the bays were labeled according to the Figure 4.4.2.1.1-1. Bays 1 and 2 were toward the rear of
the aircraft, while bay 6 was toward the front as shown. (Compare Figure 4.4.2.1.1-1 to Figures 2-2 and
2-3.) The FQIS wiring entry into the CWT was at bay 1. Bays | and 2 were similar in dimensions to each
other. Bays 3 and 4 were also similar in dimensions. The approximate dimensions of the bays are shown
in Table 4.4.2.1.1-1. For simplicity, the approximate rectangular dimension for each bay was calculated
by averaging the dimensions in the same direction. The actual shapes were not rectangular, however.

Front CWT Top View Eir
Bay 4 Bay 2
Dry Bay 6 Bay 5
Bay
—
Bay 3 | Bay I FQIS Wiring
Penetration

Figure 4.4.2.1.1-1: CWT top view diagram, and the naming notations used for different
CWT bays. Data was collected for Bay 1, Bay 3 and Bay 6.
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Average Dimensions Estimated
Length Height Width Volume Surf. Area
(m) (m) (m) (m') (m’)
Bay 1,2 (back) 1.51 1.35 3.24 6.62 22.64
Bay 3,4 1.01 1.59 3.24 5.21 20.06
Bay 5 1.04 1.76 6.48 11.85 39.92
Bay 6 (front) 1.32 1.92 6.48 16.39 46.99
Table 4.4.2.1.1-1: Approximate fuel tank rectangular dimensions.

4.4.2.1.2 Peak Cavity Coupling Factor- Measurement Method

This section describes the method used and the results from characterizing several CWT bays. The
same approach was then used to characterize reverberation chamber “B”. (Section 4.4.2.2.) The
comparison of the two measurements provided the scale factor needed for simulating the radiated field in
the CWT using the reverberation chamber for testing purposes.

It was necessary to know the approximate bounds for the peak cavity coupling factors of the CWT
bays. The procedure used to measure peak cavity coupling factor is well documented [Refs. 4-7 and 4-8].
Figure 4.4.2.1.2-1 illustrates a typical set-up. In this procedure, a predetermined amount of power at the
frequency of interest was transmitted into the bay through an efficient antenna, also called the transmit
antenna. A second similar antenna, or the receive antenna, was attached to a power monitoring device
(spectrum analyzer) to probe for power coupling between the two antennas. The maximum ratio of power
coupled into the receive antenna to the power radiated from the transmit antenna, for any antenna position
combination in the cavity, was called the peak cavity coupling factor, at the measurement frequency. The
measurement was then repeated at all frequencies of interest.

Power coupling into the receive antenna is very much similar to coupling onto a wire in the cavity.
However, the antennas used were very efficient (low resistive loss and low impedance mismatch) in
coupling RF field from free space to the measurement system, or vice versa. Thus, the data provided an
upper bound on the power that can be coupled onto the wires in the CWT, which were not designed for
radiating or coupling purposes.
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Figure 4.4.2.1.2-1: Mode-stirred measurement method in a CWT bay.

In order to find the peak cavity coupling factor, the receive antenna is typically moved around inside
the bay while the measurement is made. However, the mode-stirred method makes use of a mechanical
stirrer made of large conducting paddles [Refs. 4-7 and 4-8]. The mechanical stirrer effectively changes
the boundary conditions, creating different sets of field structure throughout the cavity as it rotates. After
one revolution of the stirrer, the receive antenna is exposed to nearly all field magnitudes and
polarizations in the cavity. Therefore, this method effectively increases measurement efficiency since
there is no need for moving the receive antenna to tens of different locations in the cavity. A spectrum
analyzer monitors the power coupled onto the receive antenna and relevant statistics including the peak
and average values.

The stirrer used in this measurement consists of a motor driving a set of paddles made of conducting
flat plates. The larger the paddle relative to the volume, the more effective it becomes. However, it should
not be too large in order to allow room for the transmit and the receive antennas. Figures 4.4.2.1.2-2 and
4.4.2.1.2-3 show the mechanical stirrer and one of the antennas installed in a CWT bay.
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Figure 4.4.2.1.2-2: Mechanical stirrer in one bay of the CWT.

Figure 4.4.2.1.2-3: A log-periodic antenna on the foam support in the CWT.




This technique has been under development for the past 15 years and variations have been, and are
being, adopted in the RTCA/DO-160D, MIL-STD 462D, and IEC-1000-4-21 and many other test
standards in various industries. A more in-depth discussion on the statistics of the power in the cavity can
be found in Reference 4-9.

A small variation to the approach described above using frequency sweeping was used to speed up the
test. Instead of staying at a fixed frequency while waiting for the stirrer to complete the revolution, the
tracking source and the spectrum analyzer repeatedly swept across the frequency band of interest while
the spectrum analyzer was on magnitude peak hold mode. The measurement was stopped after the trace
on the display was stabilized, typically after 20-30 paddle rotations or more. The frequency sweep rate
across the band was selected to be different from the stirrer rate or from a multiple or fraction thereof. The
idea was to get as many different paddle position and frequency combinations as possible.

The advantage of this method was that the measurement speed was very fast, allowing for much more
data to be collected within the limited time available at the airplane. A measurement of 600 frequencies
can be accomplished in approximately 5 to 10 min, depending on how soon the spectrum analyzer trace
stabilizes. For the same number of frequencies, the discrete-frequency approach may take 45 min. The
advantage became apparent for measuring coupling between different bays or from passenger cabin to
CWT bays. This approach took about 10 to 15 min, or even less once the trace on the spectrum analyzer
was stabilized. On the other hand, the discrete-frequency mode-stirred approach took about 60 min for 20
frequencies, as was the case for one set-up at the airplane. Another disadvantage of the discrete-frequency
approach was that the measurement could not be stopped early without losing frequency data.

The disadvantage of the frequency-sweeping approach was it could record only the peak value at each
frequency, since the spectrum analyzer was on maximum hold. On the other hand, with the discrete-
frequency mode-stirred method, each frequency came with complete spectrum analyzer data for a full
paddle rotation. Statistical data, including average, standard deviation, and others can then be derived.
Modifications to the frequency-sweep procedure using automated data acquisition software could be
made to provide similar data as the mode-stirred method, but the set-up complexity goes up along with an
increase in the test time. It was determined that the additional statistics on the data, while interesting,
were not really necessary to this effort. Much more critical data on many different set-ups were obtained
using the frequency-sweep variation to the method. Thus, many of the measurements in this report were
made using the frequency-sweep method.

It was important for the frequency sweep not to be too fast. Since each of the CWT bays is a cavity,
any signal transmitted inside would have a settling time before reaching steady state. Sweeping the
frequency too fast would effectively change the measurement frequency before the steady-state value was
reached.

Almost all cavity coupling measurements with two antennas in the same bay were performed using
both frequency-sweeping and discrete-frequency mode-stirred methods for validation. The peak coupling
values from both methods were compared and the agreement was very good. A representative comparison
is shown in Figure 4.4.2.1.2-4. This comparison demonstrates that the sweep time was slow enough and
that the results were valid. This proof of data validity is very important since all coupling data between
the passenger cabin to the CWT, to be described later, used this frequency-sweeping method for faster
speed.
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Figure 4.4.2.1.2-4: Comparison of agreement between frequency-sweeping and discrete-frequency
approaches. Data are shown for bay 3.

System and cable losses were measured by attaching the ends of the cables at the antenna connectors
together, and “through” measurements were made with the same settings at the spectrum analyzer and the
tracking source.

In measuring the cavity coupling factors, it was important to ensure that the coupling factors were not
affected by the existence of instruments that would not be present during normal operation of the atrcraft.
The antennas used for transmitting and receiving RF are an example. To estimate cavity loading effects, a
cavity quality factor, Q, was defined. The value of Q directly relates to the average coupling factor. The
presence of an antenna introduces loss, reducing the average coupling power, and, therefore, Q. If the
loss figure associated with the antenna, called antenna Q, is known, the effects can be subtracted out.

The average coupling factors of the CWT bays with the presence of the antennas were measured at the
airplane. In addition, the theoretical antenna Q was computed from an expression given in Reference 4-
10. The cavity Q without the antennas was then computed using the expression in Appendix B. More
details on Q analysis can be found in Reference 4-10.

The results show that the antennas did not have much of an effect on the Q of the CWT. Thus, the
loading effects caused by the antennas can be safely ignored for all radiated field measurements in the
CWT. Appendix B shows the comparison of the Q values for a sample CWT bay, with and without the
two antennas.
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Equipment used for peak cavity coupling measurements are listed below:

Transmit Antennas:

EMCO-3148 Log-Periodic Antenna, 200 MHz to 1 GHz
A&H SAS-200/571 Dual Ridge Horn Antenna, 1 GHz - 18 GHz

Receive Antennas:

EMCO-3146 Log-Periodic Antenna, 200 MHz to 1 GHz
A&H SAS-200/571 Dual Ridge Horn Antenna, 1 GHz - 18 GHz

RF Sources:

HP-85644A Tracking Source, 300 kHz - 6.5 GHz
HP-83752B Synthesized Sweeper, 10 MHz — 20 GHz. This equipment was used in place
of the tracking source for discrete-frequency mode-stirred measurements

Spectrum Analyzer
HP-8563E, 9 kHz — 26.5 GH:z

44213 Peak Cavity Coupling Factor- Results

It was decided that the peak cavity coupling factors of only three bays were needed to provide a
reasonable estimate of the bound of the data for all six bays. The decision was partially influenced by the
limited time available for measurements at the airplane. As a result, bay 1, bay 3 and bay 6 were selected
for the following reasons. The FQIS CWT entry was through the bay 1 wall, and it was strongly
suspected that radiation in bay 1 would be dominant. It was, therefore, important to include bay 1. In
addition, bay 3 was believed to have the largest cavity coupling factor, because its volume was the
smallest. Bay 6 was chosen because it had the largest volume. Large cavity volume typically means that
resonant modes will start at lower frequencies than in smaller cavities. (Cavity resonance will tend to
dramatically increase field strength and power density compared to non-resonance conditions). Data for
bays 2 and 4 were not collected since the bays had the same dimensions as bays 1 and 3, respectively, and
therefore, the data were expected to be similar.

Peak cavity coupling factors measured in bays 1, 3 and 6 are shown in Figure 4.4.2.1.3-1 from 25
MHz to | GHz, and in Figure 4.4.2.1.3-2 from | GHz to 6 GHz. In addition, the envelopes that bound all
the traces are shown. These envelopes represent worst-case coupling factors between any two highly
efficient antennas in the CWT. Any coupling to or from wiring in the CWT should be less. Since the log
periodic antennas were used out-of-band between 25-200 MHz, data in this range are shown for
completeness only.

In Figure 4.4.2.1.3-2, bay | data were collected using the discrete-frequency mode-stirred method
only. Due to the slow measurement speed associated with the method, the measurement was made only at
a few PED frequencies. This data set was not expected to affect the overall envelope since all data are
below the envelope shown. The decision to use the frequency-sweep method was made after this set of
data was collected.
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Figure 4.4.2.1.3-1: Peak cavity coupling for bay 1, 3 and 6 (25 MHz - 1 GHz).
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Figure 4.4.2.1.3-2: Peak cavity coupling for bays 1, 3 and 6 (1 - 6 GHz).

In addition, there was an anomaly in the data in Figure 4.4.2.1.3-2 at approximately 1875 MHz for bay
| and bay 3. This error was detected during the measurement, and later traced to an improper mating at a
connector in the antenna path. Tightening the connector fixed the problem; thus no similar anomaly was
observed in the data from bay 6. It was determined, that the remaining data were fully usable as long as
the anomaly at 1875 MHz was ignored, and that recollecting the data was not worthwhile.

It was observed that the peak cavity coupling factors for bay 3 were generally higher than the rest,
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especially at 700 MHz and higher. This result was expected since bay 3 was smaller than the others. Also,
the expected early resonance frequency for cavity 6 is not clearly observed in Figure 4.4.2.1.3-1. In fact,
the data show resonant frequencies much lower than theoretically possible for each individual bay. An
explanation for this behavior is that the whole CWT was contributing to the resonance effects, not just the
individual bay. This result indicates that there were strong couplings between the bays. Measurement of
the coupling between bay 1 and bay 3 confirmed this tight coupling behavior, as the data in the next
section show.

For every setup, special care was taken to ensure the equipment had sufficient dynamic range for
accurate measurements. Equipment noise floor data was collected and used to verify the integrity of the
data. Dynamic range was not a concern for measurement in the CWT, due to high coupling values, as
Figures 4.4.2.1.3-1, 4.4.2.1.3-2 in this section and Figure 4.4.2.1.4-2 in the next section show.

4.4.2.14 Bay 1 to Bay 3 Radiated Field Coupling

In addition to measuring cavity coupling factors with both transmit and receive antennas in the same
cavity, bay 1 to bay 3 coupling measurement was also made. The purpose was to provide an estimate of
the shielding effectiveness between the two bays. This estimate was important as it provided data on how
well fields radiated in a bay were coupled to other parts of the CWT. The coupling mechanism can be
radiated, such as through apertures and holes, or it can be conducted by coupling onto wires and then re-
radiated in other parts of the CWT.

Tracking Source Spectrum Analyzer
a

goa
aaa DOO
Mechanical Xé‘:‘s“‘“ Receive Mesct'_’a"ical
Stirrer enna Antenna trrer
Fuel Tank Bay 1 Fuel Tank Bay 3

Figure 4.4.2.1.4-1: Bay 1 to bay 3 radiated field coupling.

In this configuration, the transmit antenna was positioned in bay 1 and the receive antenna in bay 3.
Mode stirring was accomplished by two sets of stirrers, one in each bay, as shown in Figure 4.4.2.1.4-1.
The rates of rotation for the stirrers were not equal, and were chosen to maximize the number of stirrer
position combinations. In fact. the rates were approximately 2 and 5 sec per revolution. The spectrum
analyzer sweep time was 20 sec, and the trace was on maximum hold for about 2 min for each frequency.
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Figure 4.4.2.1.4-2: Bay 1 to bay 3 maximum radiated field coupling.

The data were measured using the previously described discrete-frequency mode-stirred method,
where measurement was made one frequency at a time. More details about this technique can be found in
Reference 4-11. It was an extremely slow process that took approximately three hours for about 40
frequencies, including setup time. Using the frequency-sweep approach described earlier would have
reduced the test time down to tens of minutes for many more frequency points. That was not done in this
case, but the technique was used later for other coupling measurements.

The results for bay 1 to bay 3 coupling are shown in Figure 4.4.2.1.4-2 in comparison with the peak
cavity coupling factors, where both the transmit and the receive antennas were in the same bay. Again, the
data at 1875 MHz should be ignored due to the cable mating problem stated previously. Below 200 MHz,
the antennas used were out of band, but were of limited use in comparing with the cavity coupling factors.

It can be seen from the chart that there was little shielding between bay 1 and bay 3 below 1 GHz,
when compared to peak cavity coupling factors where both antennas were in the same bay. Above 1 GHz,
bay 1 to bay 3 coupling started to separate from the cavity coupling factors for both bay 1 and bay 3.
Above 3 GHz, the separation was about 10 dB, which was not very significant.

A conclusion from this data is that there was tight coupling (ie. little shielding) between different bays
below 1 GHz. Thus, when the radiating source was located in one bay, EM fields seen by wiring in other
bays were nearly as high as those seen by the wires in the bay where the radiating source was located.
This result indicated that a one-cavity laboratory reverberation chamber could approximate the multi-bay
CWT below 1 GHz. This result also indicated that CWT FQIS currents and voltages could be induced
efficiently from one bay to another by radiated fields. This indicated a need to compare radiated versus
conducted excitation in the laboratory FQIS installation. (See Section 4.4.5.5.)
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4.4.2.2 LaRC Reverberation Chamber “B”, with FQIS Components Installed

The same procedure used to measure the peak cavity coupling in the CWT was used to characterize
the Reverberation Test Chamber “B”. This chamber was a 2.9 m X 3.96 m X 7.01 m rectangular structure,
with painted steel walls. A large mechanical stirrer in a corner of the chamber was used for stirring RF
energy. The comparison of the measurement results in chamber B to the similar measurement in the CWT
provided the scale factor needed for simulating the radiated field in the CWT using the reverberation
chamber.

The peak cavity coupling factors for chamber B are shown in Figures 4.4.2.2-1 and 4.4.2.2-2. Unlike
the CWT data, where the envelope of the peak coupling was desired, the approximation of the peak
coupling was more conservative, since it described the actual capability of the test chamber. The trend
line of the approximate peak coupling is also shown in the Figures 4.4.2.2-1 and 4.4.2.2-2.

Below 200 MHz, the data show large variations, making it difficult to estimate the trend line. Large
data variations in this range are very typical for any reverberating cavity of similar volume. In this range,
the envelope of the data is shown instead, as was done for the CWT data. (See Figure 4.4.2.1.3-1.) This
should not pose any problem for the comparison, as using the trend line is a more conservative approach
for testing purposes. In addition, neither the test chamber nor the CWT bays start to behave like a good
reverberation chamber until a frequency of about 200 MHz. Good reverberation characteristics are
defined in Reference 4-7, and allow simulating the CWT using a reverberation chamber. Furthermore,
the antennas used in characterizing the CWT and the test chamber were out-of-band below 200 MHz.
Thus, the data presented below 200 MHz are shown for comparisons only.
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Figure 4.4.2.2-1: Peak cavity coupling in NASA reverberation chamber B (25 MHz - 1 GHz).
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Figure 4.4.2.2-2: Peak cavity coupling in NASA reverberation chamber B (1 GHz - 6 GHz).

4.4.2.3 Comparisons of EM Similarity

Comparing the envelope of the CWT peak coupling factor in Figures 4.4.2.1.3-1 and 4.4.2.1.3-2 to the
approximate chamber B’s peak coupling factors in Figures 4.4.2.2-1 and 4.4.2.2-2, the scale factor
between chamber B and the worst case of the CWT was derived.

For the same radiated power at the transmit antenna, the scale factor was defined as the ratio between
the power coupled into the receive antenna in chamber “B”, as compared to the envelope of the power
coupled into the receive antenna in the CWT bays. Therefore, in order to simulate the field environment
in the CWT, the input power to the test chamber “B” would have to be compensated according to the
scale factor. For example, at a given frequency, if there is 1 W of radiated power in the CWT and the
scale factor is 3 dB, 2 W of radiated power in chamber B would be needed for an equivalent radiated field
environment. The scale factors, as shown in Figures 4.4.2.3-1 and 4.4.2.3-2, vary between 2.5 dB near
200 MHz to about 7.5 dB above 750 MHz.

It was decided that testing for radiated field susceptibility of wiring, using the scale factor results
above, should not be performed below 200 MHz. This was because the radiated field characteristics of
small cavities, such as the CWT bays and the test chamber, are not well understood. It is also difficult to
radiate from or couple power onto wires efficiently, in cavities of this size across this frequency band.
Conducted power coupling is likely to be more efficient in coupling power to all parts of the wires at most
frequencies in this range. Thus, it was determined wire-conducted susceptibility tests should provide more
useful data below 200 MHz than radiated-field susceptibility tests.
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Figure 4.4.2.3-1: Cavity coupling scale factor- NASA test chamber B versus fuel fank (25 MHz - 1 GHz).
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Figure 4.4.2.3-2: Cavity coupling scale factor between NASA test chamber B and CWT.
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4.4.3 Aircraft Measurements of Passenger Cabin Coupling to CWT and CWT Wiring
4.4.3.1 Measurement Method, Applicability and Results

There were several possible mechanisms to couple RF energy to a fault location on the FQIS wiring in
the CWT from a PED transmitter in the passenger cabin:

e Conducted Coupling:

Energy coupled onto the FQIS wiring in the passenger cabin, and continued along the
FQIS wiring to the fault location to create a sparking/arcing event. This mechanism is
typically true at lower frequencies where the wire length is short relative to a wavelength.

e Radiated Coupling:

i. Through FQIS Wiring:

Energy coupled into the CWT through the FQIS wiring, but re-radiated in the CWT.
Energy was then coupled back onto the FQIS near the fault location to create an event.
This scenario has validity at higher frequencies where cable length is on the order of a
half wavelength or more. At these frequencies, the wires act like an antenna in
radiating power. It is difficult to contain the energy on the wires if the distance of
travel is long.

i. Not through the FQIS wiring:

Energy coupled into the CWT through other means like ducts, pipes, unshielded
apertures/holes. The free field was then coupled onto the FQIS wiring near the fault
location to create a spark/arc.

It was necessary to measure and bound the amount of power coupled through all the means. To
achieve this goal, a known amount of power was delivered inside the passenger cabin to simulate energy
radiated from PED transmitter sources. A wide-band log periodic antenna (100 MHz — 1 GHz) and a dual-
ridge horn antenna (1 GHz - 18 GHz) were used as radiating sources to cover from 25 MHz to 6 GHz. By
measuring the power on the FQIS wiring at the connector, and the radiated power density in the CWT
with the FQIS connector both mated and de-mated, the coupling data and the bounds were estimated.

4.4.3.1.1 Power on the FQIS Wiring at CWT Entry
1) Test Method. A diagram of the setup is shown in Figure 4.4.3.1.1-1:

Power coupled on the FQIS at the CWT entry was measured by attaching the FQIS connector to a
spectrum analyzer through a custom adapter. Due to limited time, it was impossible to measure power
across all possible pin combinations on the connector. It was decided to measure power across the pins in
three combinations to represent both differential mode and common mode couplings:

e HIZtoLO Z pins,
e HIZtoLOZCOMP pins, and
* Al HIZ,LOZ and LO Z COMP pins tied together relative to airframe chassis.
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Figure 4.4.3.1.1-1: Passenger cabin to FQIS wiring coupling measurement.

More details on the pin configurations of the connector can be found in Section 2.2.

As shown in Figure 4.4.3.1.1-1, an antenna in the passenger cabin transmitted a known amount of RF
power. Below 1 GHz, the source output was typically 10 mW, however, a pre-amplifier (HP 83017A)
was used above 1 GHz to compensate for higher cable loss. The main area of investigation was within 10
m of the location in the floor where the FQIS wiring penetrates into the left landing gear well. It was
determined that this location was the most likely area for maximum coupling above 25 MHz, since much
of the power would be lost to radiation otherwise. The locations in the passenger cabin where strong
coupling occurred were recorded. Later, it was experimentally determined that the location of highest
FQIS coupling, measured at the CWT connector, was in the area closest to where the FQIS wiring
penetrates from the passenger cabin to the landing gear wheel well.

The transmit antennas were about 5-10 cm above the floor, and were pointed directly at the wiring
while being carried up and down along the length of the wiring. The antennas were polarized tangentially
as well as perpendicularly to the wires. In addition, the antennas were also pointed in several random
directions to check for other coupling mechanisms. These tests did not show any higher coupling than by
directly illuminating the FQIS wiring. Figures 4.4.3.1.1-2 and 4.4.3.1.1-3 show the measurements being
performed in the passenger cabin.
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Figure 4.4.3.1.1-2: A log-periodic antenna simulating a PED transmitter in passenger cabin below 1 GHz. The
antenna was pointing directly at the FQIS wire section under the floor running along the length of the
aircraft. Tests were performed with the antenna polarized both parallel and perpendicular to the wires.

Figure 4.4.3.1.1-3: A dual-ridge horn antenna simulating a PED transmitter in passenger cabin above 1 GHz.
The antenna was pointing directly at the FQIS wire section under the floor running along the length of the
aircraft. Tests were performed with the antenna polarized both parallel and perpendicular to the wires.
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Equipment used for the measurements are listed below:

Transmit Antennas:

EMCO-3144HP Log-Periodic Antenna, 100 MHz to 1 GHz
AEL-H 1479 Dual Ridge Homn Antenna, 1 GHz to 12 GHz

RF Source:
HP-85644A Tracking Source, 300 kHz — 6.5 GHz
(also used with HP83017A pre-amplifier for frequencies above | GHz)

Spectrum Analyzer:
HP-8563E, 9 kHz — 26.5 GHz

All RF cables and the pre-amplifier used in both transmit and receive paths were labeled at the end of
the measurements for later calibration back at NASA LaRC. These calibration data were then applied to
remove the effects of cable loss and amplifier gain in the measurement data. In addition, transmit path-
loss data were collected for several frequencies while performing aircraft measurements. Upon returning

to NASA LaRC, the transmit path-loss measurements were repeated, and found to be within 1 dB of what
was measured at the aircraft.

2) Test Results. The results from the three measurements are shown in Figures 4.4.3.1.1-4 and
4.4.3.1.1-5 for frequencies below and above 1 GHz. At | GHz, there was a change in antennas used. It is
important to note that the bound of the data is more important since small differences in wire installation/
positions/ configurations would result in different sets of measurements. The bound, or the envelope is a

good representation of the maximum power that bounds all the effects caused by small vanations in
wiring positions.
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Figure 4.4.3.1.1-4: Coupling from passenger cabin to FQIS wiring (25 MHz - 1 GHz).
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Figure 4.4.3.1.1-5: Coupling from passenger cabin to FQIS wiring (1 GHz - 6 GHz)

As can be observed from Figures 4.4.3.1.1-4 and 4.4.3.1.1-5, the worst case of all three was the power
measured with all pins together relative to the plane’s chassis, representing the common-mode coupling.
Below 1 GHz, the envelope of this data was about 10 dB higher than the data from differential mode
coupling, where power was measured across any two pins. This result was not surprising since the wires
connected to the pins were so closely placed, any voltage coupled onto one wire was likely to couple to
the others as well. Thus, the voltage difference between any two pins should be small, causing only small
differential power measured across them as shown in the data. The common mode measurement, on the
other hand, measured the power on the wires relative to the chassis, which was not close to the wiring in
the passenger cabin. It therefore should be higher, as shown.

Above 1 GHz, there was little difference between the envelope of all three sets of data. Also, the
envelope starts to drop off dramatically above 1 GHz. Due to fast drop off in the coupling envelope,
together with low PED radiated power above 1 GHz from Figure 4.3.4-1, it was anticipated that PED
transmitter sources above 1 GHz would be of little concern in causing a spark.

3) Numerical Corrections to Measured Data. Of the two types of losses associated with a typical antenna,
inefficiency and impedance mismarch, mismatch loss is a concern if the antennas are used out-of-band.
Antenna mismatch causes high reflected power, preventing some power from being delivered out of the
antenna. Antenna inefficiency, on the other hand, is caused by power absorption by the antenna, which is
typically converted to heat.

The antennas used in these measurements were fairly efficient, as little power is absorbed by the
antennas and converted to heat. They also had low mismatch loss if used in band. In order to extend the
use of the collected data down to 25 MHz, which was out of band for the log periodic antenna used,
mismatch losses needed to be addressed.
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Typical PEDs were assumed to be 100 percent efficient and to have no mismatch as the worst case.
This assumption is typically far-from-true between 25 MHz to 100 MHz, or the antennas would have to
be impracticably large. However, since little is known about the upper performance of these antennas, this
assumption bounds their performance.

In order to simulate full radiated power, the measured power on the FQIS wiring needed to be scaled
up to account for reflected power at the log-periodic and the dual-ridge horn transmit antennas. The scale
factor was computed from free space transmit antenna reflection coefficients. This correction procedure
had been used in the past and showed good results [Ref. 4-12]. The mathematical expression to correct for
antenna mismatch is shown in Appendix C.

No attempt was made to adjust the data for antenna gain difference between the antenna used and
typical PED transmitter antennas. [t was expected that the log-periodic and the dual-ridge horn antennas
provided the worst case since they have higher antenna gains. Most PED transmitter antennas are dipoles
of length not larger than half a wavelength at the operating frequencies. The maximum gain for a half-
wave dipole is about 2.15 dB. Alternatively, the lowest gain was 7 dB for both the log-periodic and the
dual ridge horn antennas according to the manufacturer’s data. The test antennas therefore provided an
upper bound on the PED transmitter antenna gains and, as a result, the power that could be coupled onto
the FQIS wiring.

The data shown were also corrected for the impedance mismatch caused by the introduction of the
custom adapter between the FQIS wires and the 50 ohms N connector. This mismatch can cause up to 4
dB error at 25 MHz. A special procedure to measure and correct for this mismatch was developed and
applied to the data. More details about this correction can found in Appendix C.

4.4.3.1.2 Coupling from Passenger Cabin to Antenna inside CWT

As stated previously, once the conducted power couples into the CWT, it may conduct straight down
the wires to create a spark/arc at a fault location directly. However, if the wires are long with respect to a
wavelength, some power may radiate first. The radiated power may re-couple onto some other part of the
wire to create a spark/arc. In addition, the radiated power in the passenger cabin can couple into the CWT
through other means, like unshielded apertures.

In this section, measurements are presented of radiated field coupling from the passenger cabin to
inside the CWT, with the FQIS connector to the CWT mated as well as de-mated. These measurements
give an estimate on the upper bounds to the radiated coupling to the inside of the CWT, and how much
would be through the FQIS wiring.

1) Test Method. Similar to measurement of coupling onto the FQIS wiring, this measurement also
involved a radiating antenna in the passenger cabin. The setup and equipment used in the passenger cabin
were identical to the setup and equipment used to measure coupling to the FQIS wiring described
previously. Similar to the measuring of coupling onto the wiring, the antennas in the passenger cabin
were pointed directly at the FQIS wiring while scanning along the length of the wires. In addition, the
antenna was also pointed in multiple random directions to simulate mechanical stirring. However, the
results were far below those with the antenna pointed directly at the wiring. The locations in the
passenger cabin where maximum coupling to the antenna in the CWT occurred were noted. The set-up is
illustrated in Figure 4.4.3.1.2-1.

Inside the CWT, a log periodic antenna (200 MHz - | GHz) and a dual ridge horn antenna (! GHz - 18
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GHz) were used to measure the free space power density. These antennas covered two bands 25 MHz to 1
GHz, and 1 GHz to 6 GHz. A spectrum analyzer with trace setting on maximum hold monitored the
power coupled onto the receive antenna. The spectrum analyzer setting stayed in this mode until all
antenna positions, polarization and directions were covered. The trace was then downloaded to a
computer for processing.

Tracking Source Spectrum Analyzer

- 00a
C— goa
2 aao

Indicator %

Ny

FQIS Wiring ‘

—

Center Wing Tank

Where:
——  FQIS wiring external to Fuel Tank
—  RF Cables

+

% Transmit and receive antennas

Mechanical Stirrer

Figure 4.4.3.1.2-1: Passenger cabin to fuel tank radiated field coupling.

As described previously, the log-periodic antenna in the CWT was used out-of-band from 25 MHz to
200 MHz. Unlike the transmit antenna in the passenger cabin, no attempt was made to correct for antenna
mismatch from 25 — 200 MHz. This was because the same antenna transmitting the CWT would create a
highly reactive modal structure, effectively altering the antenna transmission characteristics, especially in
this frequency range. The effects on the mismatch are not well understood under these circumstances.
Thus, it was best to present the results as they were measured without mismatch correction for the receive
antenna.

In the CWT bay where the measurements were made, a mechanical stirrer was used to stir the energy.
This ensures that the receive antenna “sees” the peak power density in the bay.
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Equipment used for the measurements are listed below:

Transmit Antennas in Passenger Cabin:

EMCO-3144HP Log-Periodic Antenna, 100 MHz to 1 GHz
AEL-H1479 Dual Ridge Horn Antenna, | GHz to 12 GHz

Receive Antennas in CWT Bay 1:

EMCO-3148 Log-Periodic Antenna, 200 MHz to 1 GHz
A&H SAS-200/571 Dual Ridge Horn Antenna, 1 GHz to 18 GHz

Receive Antennas in CWT Bays 3 & 6:

EMCO-3146 Log-Periodic Antenna, 200 MHz to 1 GHz,
A&H SAS-200/571 Dual Ridge Homn Antenna, 1 GHz to 18 GHz

RF Source:

HP-85644A Tracking Source, 300 kHz — 6.5 GHz
(also used with HP83017A pre-amplifier for frequencies above 1 GHz)

Spectrum Analyzer
HP-8563E, 9 kHz — 26.5 GHz

All RF cables and the pre-amplifier used in both transmit and receive paths were labeled at the end of
the measurements for later calibration back at NASA LaRC. These calibration data were then applied to
remove the effects of cable loss and amplifier gain in the measurement data. In addition, transmit path-
loss data were collected for several frequencies while performing aircraft measurements. Upon returning
to NASA LaRC, the transmit path-loss measurements were repeated, and found to be within 1 dB of what
was measured at the aircraft.

For all aircraft measurements, the measured data were confirmed to be within the dynamic range of
the instruments used. Such effort was especially important in this case, because coupling values from the
passenger cabin to the CWT were very low with the FQIS connector de-mated. The envelopes of raw data
measured in bays 3 and 6 (not presented here) were only 5-10 dB above the equipment noise floor
between 900 MHz to 1 GHz. This margin was considered sufficient, because only the envelopes of the
data were of concern. Above | GHz, a pre-amplifier was used to ensure that the raw data were high
enough in magnitude for instrument sensitivity.

2) Test Results. Due to limited time, coupling to only the three representative bays out of six were
measured: Bays 1, 3, and 6. The same measurements were made with the FQIS wiring mated to the CWT
as well as de-mated.

a) With FQIS Connector Mated to CWT:

The results are shown in Figure 4.4.3.1.2-2 for frequencies below 1 GHz, and in Figure 4.4.3.1.2-3 for
frequencies above | GHz. As can be seen on the charts, coupling to bay 1 appeared to dominate between
500 MHz to 2 GHz. Above 3 GHz, coupling to bays 3 and 6 dominated the envelope. This result
indicates that the FQIS wiring was no longer a major factor for coupling into the CWT in this range.
However, the coupling levels were now so low, as not to be a concern. Above 2 GHz, the envelope of the
coupling factors was about -60 dB or less. This result means that for every watt of transmitted power in
the passenger cabin, only | UW was coupled to an efficient antenna in the CWT. Coupling to the wiring
in the CWT should be even less. The worst-case coupling was at about 500 MHz, with a coupling factor
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of approximately —43 dB. Even at this frequency, it was about 20 dB (or a factor of 100 in magnitude)
lower than the worst-case coupling from the passenger cabin to the FQIS wiring.
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Figure 4.4.3.1.2-2: Peak coupling from passenger cabin to antenna in different bays in the CWT (25 MHz - 1
GHz).
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Figure 4.4.3.1.2-3: Peak coupling from passenger cabin to antenna in different bays in the CWT (1 GHz - 6
GHz)
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b) FQIS Wires De-mated from CWT:
The same set of measurements was also repeated with the FQIS wiring de-mated from the CWT. The
purpose of these measurements was to investigate the contributions to the radiated fields due to coupling

mechanisms other than through the FQIS wiring. The results are presented in Figures 4.4.3.1.2-4 and
4.4.3.1.2-5.

These charts show that there were other coupling mechanisms than through the FQIS wiring to
contribute to the free field inside the CWT. In addition, the envelope of the data with the FQIS connector
mated is also shown for comparison. These comparisons show that at frequencies above approximately 2
GHz, the FQIS wiring did not play a dominant role in contributing to radiated fields within the CWT.

The charts show maximum coupling of approximately —60 dB below I GHz, and -70 dB above 1
GHz. These levels were too low to be of concern for this effort. Therefore, no further investigation of
these sources on the radiated field environment was made.
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Figure 4.4.3.1.2-4: Peak coupling from passenger cabin to antenna in CWT. FQIS de-mated from CWT.
(25 MHz - 1 GHz)
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Figure 4.4.3.1.2-5: Peak coupling from passenger cabin to antenna in CWT. FQIS de-mated from CWT.
(1 GHz - 6 GHz)

4.4.3.2 Application to PED Threat Levels

Previous data showed that the worst-case coupling from the passenger cabin was from the FQIS
wiring. The worst-case coupling to an efficient antenna in the CWT was almost 20 dB lower. Applying

these coupling factor envelopes to the PED threats shown in Figure 4.3.4-1 resulted in Figures 4.4.3.2-1
and 4.4.3.2-2.
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Figure 4.4.3.2-1: PEDs power coupled onto FQIS wiring.
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Figure 4.4.3.2-2: PEDs power coupled into antenna in CWT.
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For frequencies up to 500 MHz, the worst-case power that could be induced upon on the FQIS was
about 30 mW, except for frequencies near 27 MHz. The level drops off sharply after 500 MHz. At 27
MHz, a device radiating at 25 W FCC limit in the passenger cabin, would result in a 59 mW worst-case
coupling on the FQIS wiring. However, a more reasonable practical limit for a PED in the passenger
cabin was about 10 W or less, since it would have been impractical to carry a 25W device onto the
airplane. (The RF power required to create a discharge on the laboratory FQIS installation is reported in
Section 4.5.)

Figure 4.4.3.2-2 shows that a maximum PED threat in the passenger cabin could couple a maximum of
approximately 0.2 mW of power to an antenna in the CWT. This value bounds the power that could be
coupled onto FQIS wires in the CWT by radiated fields.

In both cases it is evident that PED coupling at frequencies above | GHz declines significantly. This
result was useful for determining frequency limits for subsequent experimental testing.
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4.4.4 1Isolated Fuel Probe Tests

In section 4.4.1, it was shown that the RF input impedance of the FQIS installation in the laboratory
chamber could be compared to an actual CWT. While the exact RF input impedances at a specific
frequency were not identical between the two installations, the average values and statistics were very
similar. It was also noted that the input impedance could change due to factors that may affect the EM
boundary conditions within such a system. These factors could include wire placement within the CWT,
temperature, and the presence and location of any object within the CWT. The presence of a varying
amount of fuel becomes an obvious factor influencing the CWT EM environment, and therefore, the
CWT FQIS input impedance

To explore this issue in detail, a single fuel probe was removed from a retired B-747-100, and
instrumented to determine how its specific input impedance characteristics were affected by immersion in

varying levels of fuel. A description of the measurement setup is discussed in Section 4.4.4.1, and results
and conclusions are provided in Section 4.4.4.2.

4.4.4.1 Measurement setup

This test was performed by NSWC personnel, who had expertise, access to fuel, and the equipment
necessary to perform such an analysis safely. The test was designed to measure the impedance of an

isolated fuel probe as a function of frequency, and to investigate the effects of different levels of fuel on
the input impedance.

Figure 4.4.4.1-1: Equipment necessary for performing the isolated fuel probe tests.
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Figure 4.4.4.1-1 shows the complete set of equipment used for the test. The network analyzer served
as the primary measurement instrument. The analyzer transmitted a low-level RF signal from the
measurement port. The same port was then used to receive the RF reflections from the fuel probe. The
output of the network analyzer was less than | mW, which was a safe power level for this fuel test. As an
extra precaution, a fire extinguisher was included in close vicinity to the test setup. Located directly
beside the cart shown in the photograph, was the test fixture designed to provide a non-intrusive method
of immersing the probe into fuel.

A diagram of the test setup is shown in Figure 4.4.4.1-2. The figure shows the network analyzer
attached to the fuel probe. The test port cable and the measurement adapter were calibrated so that only
the reflection of the submersed fuel probe assembly was measured. A plastic container was used to
immerse the probe into three different amounts of fuel. The RF reflection, as a function of frequency,
was measured with the network analyzer and stored on the computer. This measurement was performed
for three configurations: empty; with two inches of fuel; and with two feet of fuel in the container.

Adapter

Capacitive Fuel Probe

T, Test Port Cable

Data
Computer

ProbeTerminal

= o O
i 0 gao .
i D mon PVC container
t [ p
aon
(]
Network
Analyzer
Fuel
level

Figure 4.4.4.1-2: Isolated fuel probe test setup.

4.4.4.2 Results and conclusions

Figure 4.4.4.2-1 shows the data gathered in the three measurement, where the complex reflection
coefficients for all three configurations are plotted on a Smith Chart. The reflection coefficient was
measured for frequencies from 300 kHz to 400 MHz. Highest reflection magnitude is indicated for data
points located farthest away from the center of Smith Chart. When the reflection magnitude for a device
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is high, less power is absorbed by the system. For more information about the Smith Chart, refer to
Appendix E. This plot shows that for the majority of frequencies, there was little chance of dissipating
power on the fuel probe. There are several locations where the data are close to the center of the chart.
These locations indicate frequencies where the probe best dissipated or radiated applied power.
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Figure 4.4.4.2-1: Smith Chart view of the complex reflection data for three fuel levels, from 0.3 to 400 MHz.

The magnitude of the reflection coefficient is plotted in Figure 4.4.4.2-2 as a function of frequency.
This figure better reveals the resonant frequencies of the fuel probe. The maximum of the plot (1.0)
represents total reflection of the RF signal. Total reflection implies that all of the power sent to the probe
was reflected back to the source. Conversely, the further down the trace is located on the graph the more
power could be coupled onto the fuel probe. These dips in the magnitude graph are referred to as the
resonant frequencies of the probe.

In examining the three data runs plotted on Figure 4.4.4.2-2, the resonant frequencies are shifted by
the presence of the fuel. The first large dip is generally referred to as the first resonance. This first
resonance was shifted down only a small amount for the addition of two inches of fuel, but was shifted
significantly more with two feet of fuel added. By looking at the dips in Figure 4.4.4.2-2, it can be seen
that the fuel probe resonant frequencies were changed by the addition of the fuel, but it is inconclusive as
to whether the reflection coefficient magnitude was always lowered or raised.
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Figure 4.4.4.2-2: Magnitude of the reflection coefficient for three fuel levels.

It can be concluded that the addition of fuel in the CWT shifted the resonant frequencies of the FQIS.
Even a small amount of fuel shifted the resonant frequencies of the fuel probe. As expected, the fuel
probe was highly reactive, and for most frequencies it reflected most of the applied power. However,
there were several resonant frequencies that coupled power to the fuel probe easily. This power was
radiated or dissipated in resistive losses. This information, along with the detailed characterization of the
FQIS system in the following section, provide a basis for the RF-induced ionization, discharge, and
heating test described in Section 4.5.
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4.4.5 Detailed Measurement of FQIS Installed in Laboratory

The objective of the conducted-coupling measurements on the FQIS was to measure the induced
currents and voltages at the M 127 connector assembly and at multiple locations throughout the FQIS
simulator. The baseline transfer functions were determined between input power and induced RMS
current, as well as input power and induced RMS voltage at the M127 connector. With additional probing
beyond the M127 connector into the simulated CWT FQIS components, the frequencies and locations
where current or voltage enhancements occurred throughout the CWT FQIS were determined. The data
from these detailed characterizations of current and voltage relationships were used to define
susceptibility points for the RF-induced ionization, discharge, and heating tests.

4.4.5.1 Laboratory Setup

In Section 4.4.1.3, the NASA LaRC FQIS simulator was demonstrated to be comparable to the aircraft
CWT FQIS installation in terms of average impedance and reactive characteristics, from 0.3 to 1000
MHz. Based upon this comparability, the FQIS simulator was qualified for use as a comparison tool in
quantifying voltage and current magnitudes induced upon the CWT FQIS, due to RF power applied to the
MI127 connector.  Most instrumentation and laboratory setups used for the current and voltage
measurements of this section were the same as described for the impedance measurements of Section
4.4.1, except the network analyzer was configured for transmission, rather than reflection measurements.

Figure 4.4.5.1-1 shows the ten primary test position locations for the detailed electrical
characterizations on the FQIS simulator. Test positions were determined prior to the conducted-coupling
measurements. The positions identify locations where current and voltage enhancements were likely to
occur. Test position TP-1 was established at the input to the FQIS as a reference. The other test positions
were primarily at the HI Z or LO Z terminal of the fuel probes. Some of these test positions proved to be
locations of current and/or voltage enhancements.

In addition to the test positions shown in Figure 4.4.5.1-1, additional current probing was conducted

along individual wire lengths, and additional voltage probing was done on the structure of the fuel probes
themselves. No additional locations of significant current and/or voltage enhancements were observed.
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Figure 4.4.5.1-1 Primary current-voltage Test Position (TP) locations.
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4.4.5.2 Instrument Setup

The laboratory instruments and system under test (SUT) were configured as depicted in Figures
4.4.5.3-1 and 4.4.5.4-1. The network analyzer was set up to operate and calibrated for transmission
measurements. The signal source was set for a logarithmic frequency sweep from 1 MHz to 1 GHz. The
resolution was set for 201 points per sweep at a sweep rate of 100 msec. The network analyzer power was
established at 0 dBm to assure sufficient dynamic range to conduct transmission measurements through
long wire paths.

An adapter device allowed for connection between the test port cable and the FQIS D3-test lead,
which connected directly to the M127 connector assembly, making it possible to directly inject signals
through this interface, onto the FQIS wiring, and to the fuel probes of the FQIS simulator. The adapter
device and a typical common mode pin connection to the D3-M127 input interface of the FQIS can be
seen in the foreground of Figure 4.4.5.2-1. Several fuel probes are visible in the background of this figure.

P

Figure 4.4.5.2-1: RF Type-N Coaxial-to-Pin adapter, D3 test lead, and the FQIS M127 connector .

The adapter device was previously characterized for any mismatch effects using the network analyzer
in a time-domain gating mode. Time domain gating is an advanced technique that may be employed to
remove connector effects. It provides the capability to remove or greatly reduce the degradation and
uncertainty caused by the connector to cable interface and the effects of test leads.
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4.4.5.3 Current Enhancement Measurements

During the measurements to determine current enhancements, the measurement system was calibrated
and configured in the laboratory as depicted in Figure 4.4.5.3-1. Using the set power level of 0 dBm, the
current probe was sequenced through the test position locations according to the defined test matrix of
various excitation modes (signal injected on the transmit test port cable) and various sensed paths (signals
detected on the receive test port cable). The data were recorded and saved for later analysis. The
magnitudes, frequencies, and locations of the most significant current enhancements were documented for
additional testing described in Section 4.5 of this report.
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Figure 4.4.5.3-1: Induced current measurement laboratory setup.
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4.4.5.4 Voltage Enhancement Measurements

During the measurements to determine voltage enhancements, the measurement system was calibrated
and configured in the laboratory as depicted in Figure 4.4.5.4-1. Using a set power level of 0 dBm, the
voltage probe was sequenced through the test position locations according to the defined test matrix of
various excitation modes (signal injected on the transmit test port cable) and various sensed paths (signals
detected on the receive test port cable). The data were recorded and saved for later analysis. The
magnitudes, frequencies, and locations of the most significant voltage enhancements were documented
for additional testing described in Section 4.5 of this report.

HI Z Shield Test Lead

FHIZ

T, Test Port Cable

P57 D3 - M127

d:
Adapter Connector Assembly

Y LOZ Comp
Chassis

Data
Computer

—
\I
Al
m}
o <
ooo )
gan -
ooao m—
Q

Network
Analyzer -

Voltage Probe

R, Test Port Cable

Figure 4.4.5.4-1: Induced voltage measurements laboratory setup.
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4.4.5.5 Conducted versus Radiated Excitation Comparison

So far, all measurements described in Section 4.4.5 have related to conductive modes of FQIS
excitation. In Section 4.4.3, it was shown that the external FQIS wiring was not the only means for power
to enter the CWT, however, it was dominant up to about 2 GHz. (See Figures 4.4.3.1.2-4 and 4.4.3.1.2-
5.) Power entering the CWT from paths other than the FQIS must couple radiatively to the FQIS wiring.
As shown in Section 4.4.3, the CWT was a good reverberating enclosure, and radiated field enhancements
did occur. Therefore, it was useful to compare voltages and currents induced upon the CWT wiring from
both conducted and radiated excitation modes.
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Source \ .

Spectrum
Analyzer
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Adapter
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Current Probe

Figure 4.4.5.5-1: Experimental setup for comparing currents induced upon CWT wiring from both
conducted and radiated excitations.
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4.455.1 Experiment Setup

A sketch of the experiment setup is shown in Figure 4.4.5.5-1. Because the conducted versus radiated
excitation comparison test was of secondary priority, the following simplifying (and time saving)
determinations were made:

¢ Only one conducted mode was selected for comparison with the radiated excitation mode.

¢ Only current was measured, not voltage. This decision was made because the Prodyn 1320B
clamp-on current probe was easier and faster to use than the voltage probe. Either method
would be sufficient for the relative comparison nature of this data.

Two test data sets were collected: 1) Radiated Mode, using a log periodic antenna (200 MHz — | GHz
rated bandwidth); 2) Conducted Mode, using the LO Z red to Chassis excitation (because it tended to
provide good coupling at all designated test positions). All unused M127 connections were left un-
terminated to minimize resistive loading that could result in reduction of induced voltages and currents.

Peak current coupling was measured at eight test position locations (TP-2,3,4,5,6,7,8,9; as shown in
Figure 4.4.5.1-1). All measurement data were stored in terms of power transfer between the tracking
source and spectrum analyzer. Because cable loss and the current-to-power relationship for the Prodyn
probe were the same for both radiated and conducted excitations, comparisons of power transfer (in dB)
should be equivalent to current comparisons. The cable length connecting the Prodyn current probe was
of sufficient length to allow measurements anywhere on the FQIS installation. A second log periodic
antenna was present and terminated into a 50 Ohm RF load. This configuration maintained a chamber
quality factor similar to that when the calibration was performed. The spectrum analyzer / tracking
source measurement system was operated in a similar manner as described in Section 4.4.2 for the peak
cavity coupling factor, except that the Prodyn probe was connected to the spectrum analyzer receive path
(instead of another antenna). The source output level was +20 dBm (100 mW) to ensure sufficient
dynamic range in the measurement system. The mechanical stirrer was operated continuously for all
measurements, which permitted measurements of the peak envelope to be made at all frequencies and EM
boundary conditions, as the spectrum analyzer was repetitively swept in “Maximum Hold” mode.

445.5.2 Experiment Data

Both radiated and conducted measurements were performed using the same set of cables, at the same
measurement positions, with the same current probe and the same input power level. Only the method of
excitation was changed. After many spectrum analyzer frequency sweeps for a particular measurement
position, the maximum coupling envelope data were downloaded from the instrument with a standard
laptop computer, and stored as a file. Data files were created for each of eight measurement positions for
radiated and conducted excitations, resulting in 16 data files. Figure 4.4.5.5.2-1 shows raw data for each
measurement position, for both the radiated and conducted excitations. It is important to note that a
mismatch loss occurred at the power input for the conducted excitation mode. Such a mismatch loss was
negligible when applying power to the antenna because it was designed to minimize this loss. Also, the
+20 dBm power level from the source needed to be accounted for in calculating a coupling ratio.

If the maximum coupling location for each frequency is taken, maximum envelopes of these two

excitations can be compared directly. This procedure was used along with compensation for mismatch
loss and source output power to obtain the Peak Coupling plot shown in Figure 4.4.5.5.2-2.

107



(CondPlot.pgw) (RadPlot.pgw)

10 [T e

Peak Coupling Magnitude, dB
Peak Coupling Magnitude, dB

SO [Tttt
o0 I I e
4 s 270 :— —————————————————————
-80 B i I R T S 80 - | L 0 i1
200 1000 200 1000
Frequency, MHz Frequency, MHz
Figure 4.4.5.5.2-1: Data for each of eight measurement positions, for both the conducted (left), and radiated

(right) excitations. This data was not corrected for the +20 dBm source output, or for the 50 Ohm mismatch
loss that applied to the conducted excitation.
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Figure 4.4.5.5.2-2: Maximum (of eight different test position locations) measured coupling from radiated
versus conducted excitation modes on the laboratory FQIS installation. This data was corrected for the +20
dBm source output, and mismatch loss at the connector.
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4.4.55.3 Analysis of Experiment Data

Figures 4.4.5.5.2-1 and 4.4.5.5.2-2 both relate to the laboratory chamber FQIS installation only.
Because a given input power will generate a higher maximum radiated coupling in an actual CWT (as
compared to the laboratory chamber), the peak radiated coupling (red line) shown in Figure 4.4.5.5.2-2
would probably be higher in the actual CWT. (See Section 4.4.2.3.)

An attempt was made to compare the worst-case coupling values of radiated versus conducted CW']
excitations as generated by a passenger cabin radiated source. The two calculations below show these
comparisons.

FQIS Conducted Path
< Outside CWT > < Inside CWT >
Passenger )))) FQIS Wiring FQIS Wiring Q
Cabin Source
Point of
Highest
Current
Passenger Cabin to FQIS coupling (worst-case) -23  dB (Figure 4.4.3.1.1-4)
FQIS to current probes (worst-case) -34 dB (Figure 4.4.5.5.2-2)
Total =-57 dB

Figure 4.4.5.5.3-1: Calculation of worst-case coupling values considering only FQIS wiring as primary
coupling path.
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FOQIS Radiated Path

Total

Outside CWT Inside CWT
< —»> < —>
Passenger ;))) FQIS Wiring P FQIS Wiring
Cabin Source ]
=/
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=-72 dB

(Fig.4.4.3.1.2-2,500 MHz)
(Fig. 4.4.2.3-1, 500 MHz)
(Fig 44.5.52-2)

Figure 4.4.5.5.3-2: Calculation of worst-case coupling values considering multiple coupling paths.

From this data, it is shown that the FQIS conducted path coupling from the passenger cabin to the
highest current probe output was ~57 dB. The radiated path coupling from the passenger cabin to the
highest current probe output was —72 dB. This comparison shows a difference of about 15 dB for
frequencies above 200 MHz. Below 200 MHz, radiated path coupling becomes highly unpredictable (due
to limited modes in the limited cavity volume), whereas conducted path coupling becomes more
predictable and efficient. Based upon this analysis, it was decided that the primary excitation mode
should be conductive for the subsequent RF Induced Ionization, Discharge, and Heating test in the

laboratory chamber.
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4.4.5.6 Selection of Maximum Voltage and Current Enhancement Positions

Numerous measurements of current and voltage were obtained from the laboratory FQIS installation.
Using the laboratory instrumentation setups shown in Figures 4.4.5.3-1 (induced current), and 4.4.5.4-1
(induced voltage), all common-mode excitations and two differential-mode excitations were applied, and
data collected at the test positions defined in Figure 4.4.5.1-1. The results from these measurements
provided insight about the current and voltage enhancement points of the system. A summary of the data
gathered in the coupling measurements for each type of excitation is now discussed. Because of the large
amount of data gathered, an independent display of each coupling measurement was impractical. The
data was useful in determining the highest current or voltage enhancement from the measurement set,
therefore similar data was plotted together on single graphs.

Excitation Mode | Primary Measurement Secondary Measurement
Location Location

HI Z — Chassis HIZ HI Z Shield

LO Z COMP (Blue) - LO Z COMP (Blue) HIZ

Chassis

LO Z (Red) — Chassis LO Z (Red) HIZ

HI Z Shield — Chassis HI Z Shield HIZ

HIZ - LO Z (Red) HIZ-LOZ (Red) HIZ

HIZ-LOZ COMP (Blue) | HIZ-LOZ COMP (Blue) HIZ

Table 4.4.5.6-1: Summary of excitation modes, and measurement locations for the detailed characterization of
the FQIS system installed in the laboratory reverberation chamber.

Table 4.4.5.6-1 shows the different excitation modes investigated in the coupling measurements. For
each excitation mode there were two types of measurements taken. The primary set of measurement
locations was located on the identical path (the excitation path), and the secondary set of measurements
was taken on the Hi Z line for almost all of the excitation modes. The only exception was that when the
Hi Z terminal was the excitation, the secondary set of measurements was taken on the Hi Z shield path.
For each excitation mode, there were as many as ten test positions on the FQIS where the coupling
measurements were taken. A series of composite plots describing the current coupling, and a series
describing the voltage coupling, are given.

Figure 4.4.5.6-1 shows a representative composite plot of a data set. This figure represents the
coupling of each test location, for the HI Z - Chassis excitation mode. The coupling value is displayed
along the amplitude axis. These values represent the net reduction in signal strength as measured by the
network analyzer. The coupling values displayed here account for cable losses of the attachment cables,
but do not account for a calibration of the probes. Because the maximum coupling was desired, and the
calibration was identical for all of the recorded measurements, there was no reason to apply the
calibration to the more than 180 coupling measurements.

The complete set of coupling data is displayed in twelve composite data plots. Figure 4.4.5.6-1
through Figure 4.4.5.6-6 represents a summary of all of the FQIS system related current enhancement
measurements. From these plots it can be seen that for the upper frequencies the coupling values vary
greatly with frequency, and the coupling values are much more stable for low frequencies. The low
frequency regions have the highest coupling, and will therefore provide the highest possibility of an
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enhancement point. Figures 4.4.5.6-6 through Figure 4.4.5.6-12 represent a summary of all of the FQIS
system related voltage enhancement measurements.

A key reason for the acquisition of the coupling data was to establish a worst-case enhancement
excitation and the corresponding worst-case test location. The results, from the detailed characterization
of the FQIS installed in the NASA LaRC reverberation chamber, provide insight about the current and
voltage enhancement points of the system. The measurements were plotted on the same axis in order to
show the relative magnitudes of each. The maximum current coupling values are determined by looking
for the highest coupling measured with the Prodyn 1-320B current probe. By examining each of the six
current enhancement plots, it can be seen that the HI Z Shield — Chassis excitation mode produced the
highest coupling values (Figure 4.4.5.6-4). From this excitation mode there were four test point locations
that had the highest coupling. Each of these only differed slightly, as can be seen in Figure 4.4.5.6-4.
Because of restrictions associated with the measurement systems and the time available for the test, only
one of these points was selected as a test candidate. From these four positions, TP-2 (see Figure 4.4.5.1-
1) was selected for the high-power testing. The worst-case voltage enhancement excitation modes were
determined to be LO Z (Red) — Chassis, and LO Z COMP (Blue) — Chassis. From each of these, TP-6
was the worst case enhancement position.

Induced Current, Overlay of all test cases (I-HIZ-CHAS-HIZ)
-20

-100 ' Il
10 10 10° 10°
Stan Frequency 1 MHz Stop Frequency 1000 MHz

Coupling (dB relative to 0 dBm output from the Network Analyzer)

Figure 4.4.5.6-1: Induced current coupling measurements, HI Z — Chassis excitation.
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Figure 4.4.5.6-2: Induced current coupling measurements, HI Z — LO Z COMP (blue) excitation.
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Figure 4.4.5.6-3: Induced current-coupling measurements, HI Z — LO Z (red) excitation.
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Figure 4.4.5.6-4: Induced current coupling measurements, HI Z Shield — Chassis excitation.
Induced Current, Overlay of all test cases (I-LOZB-CHAS-HIZ)
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Figure 4.4.5.6-5: Induced current-coupling measurements, LO Z COMP (blue) — Chassis excitation.
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Figure 4.4.5.6-6: Induced current coupling measurements, LO Z (red) - Chassis excitation.
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Figure 4.4.5.6-7: Induced voltage coupling measurements, HI Z — Chassis excitation.
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Induced Voltage, Overlay of all test cases (V-HIZ-LOZB-H{Z)
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Figure 4.4.5.6-8: Induced voltage-coupling measurements, HI Z — LO Z COMP (blue) excitation.
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Figure 4.4.5.6-9: Induced voltage-coupling measurements, HI Z — LO Z (red) excitation.

116



Induced Voltage, Overlay of all test cases (V-HIZS-CHAS-HIZ)
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Figure 4.4.5.6-10: Induced voltage coupling measurements, HI Z Shield - Chassis excitation.
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Figure 4.4.5.6-11: Induced voltage-coupling measurements, LO Z COMP (blue) — Chassis excitation.
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Induced Voltage, Overlay of all test cases (V-LOZR-CHAS-HIZ)
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Figure 4.4.5.6-12: Induced voltage coupling measurements, LO Z (red) — Chassis excitation.
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4.5 RF Induced Ionization, Discharge, Heating of FQIS Installed in
Laboratory Chamber

Since 1967, the U.S. Federal Aviation Administration (FAA) has provided specific guidance for
protecting airplane fuel systems against fuel vapor ignition due to lightning, in the form of Advisory
Circular 20-53 and subsequent release documents. The preferred means of achieving protection has been
to eliminate sources of ignition within aircraft fuel systems. An essential factor is to ensure enough
separation of isolated conductors to allow potential differences of thousands of volts, without dielectric
breakdown. This practice was evident throughout the CWTs of the retired B-747-100 airplanes observed
in New Mexico, and was presumed to be similar to the wiring practice within the TWA-800 CWT.

Because RF signals are harmonically based, they can induce resonant effects upon wiring and fuel
quantity probes. More specifically, if a RF signal is applied to the CWT FQIS connector, peak voltages
and currents at some locations in the CWT may exceed those present at the input.

The subject of dielectric breakdown in alternating fields becomes rather complex. When the harmonic
period of an alternating field becomes shorter than the transit time of gas ions between two conductors,
the Diffusion Theory of breakdown applies. Diffusion Theory postulates that a field reversal will occur
before many of the charged particles are collected at the electrodes, resulting in an increased density of
charged particles, which, in turn, causes a field distortion. Depending upon frequency, the minimum
breakdown voltage can be reduced by up to 30 to 40 percent [Ref. 4-13]. At even higher frequencies, a
resonant situation can develop in which the electron transit time between conductors is comparable to %2
cycle of the applied electric field. When this situation occurs, some electrons collide with conductor
surfaces, liberating more electrons just as the electric field passes through zero. The secondary electrons
travel back toward the other conductor along with many of the primary electrons that did not collide with
the conductor surface. This is known as multipaction, and can result in significantly enhanced dielectric
breakdown phenomena [Ref. 4-14]. Atmospheric pressures are an effective suppressant against
multipaction however, because the electron mean-free-paths are reduced to negligible values (< 0.2um for
nitrogen at 10 km above sea level) [Ref. 4-15]. The TWA-800 accident occurred at about 10,000-ft
altitude; therefore, the atmospheric pressure was such that multipaction may essentially be eliminated as a
factor for enhancing dielectric breakdown.

Therefore, there are two basic conditions that could contribute to enhanced conditions for electron
discharge in the analysis: 1) Resonant enhancements of voltage and current on the CWT FQIS. 2)
Alternating field enhancements of ion diffusion lowering the minimum breakdown voltage by 30 or 40
percent.

In this section, data from Section 4.4.5 were used to estimate worst-case voltages and currents that
may be induced by a given power level. Experiment setups, instrumentation, and test methodologies that
were used to determine whether applied RF power could cause an ionization event or excessive heating
are described.

4.5.1 Estimation of CWT Voltage and Current Magnitudes Induced by RF

In Section 4.4.5, methodology and procedures were described to characterize voltages and currents
present throughout the FQIS, resulting from various modes of RF excitation over a broad frequency
range. When the plots of Section 4.4.5.6 were compared to one another, locations and excitation modes
for peak enhancements were found. This comparison, however, said nothing about the magnitude of the
enhancements. To determine the magnitude, a reference was required. A suitable reference would appear
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to be the point at which power was applied to the FQIS, except it was subject to reflection and reactive
effects from the attached circuit. These effects vary as frequency is changed. In fact, voltage and current
enhancements due to reflection and reactive effects were exactly what needed to be quantified. The best
reference was actually that of a matched termination. Such a termination was fabricated with voltage and
current measurement points compatible with NASA LaRC voltage and current probes. Calibration
reference data were obtained, and are given in Appendix F.

7 Voltage and current
. Vs V(D,,... within a Matched
Avpled Termination.
(“Current — Voltage
Sampling Fixture”,
() RF CVSF- see Appx. F)
Load

Voltage and current
measured at a FQIS
test position
location.

Fuel Quantity Probe
Terminal Block

i O O

,V(f) FQIS - Chassis

Figure 4.5.1-1: Comparison of voltages and currents for a matched termination versus an FQIS test position
location. In this case, a common mode (line to chassis) voltage is depicted for the FQIS test position.

120



Using Figure 4.5.1-1 as a guide, voltage and current enhancements may be defined as follows:

VE(f) — V(f) FQIS—Chassis

4.5.1-1)
V(f) Maiched
I
CE(f) = Dros (4.5.1-2)
I(f) Matched

If a given RF signal is applied to the input of either the matched termination or the FQIS input, then:

Pros = Vasoica X1 (4.5.1-3)

Applie Applied

This equation only addresses the applied stimulus. Reflection will affect the total voltage and current
magnitudes.

The network analyzer FQIS voltage and current transfer function measurements described in
Appendix F can be shown in equation form:

FQIS_VTE(f) = VE(f) X VE_ () (4.5.1-4)
FQIS_CTFE(f) = CE(f) X IF (D) (4.5.1-5)

FQIS_VTE(f) is equal to the FQIS voltage transfer function, and FQIS_CTF is equal to the FQIS
current transfer function, as measured by the network analyzer (S,). VF_, and IF , are the transfer
functions of the respective measurement probes (voltage-voltage, current-current).

A “matched termination” was fabricated, and is described in Appendix F (Current — Voltage Sampling
Fixture, CVSF). Its voltage and current transfer measurements can also be represented in equation form:

CVSF_VTF(f) = Mismatch Term(f) X VF__ (f) (4.5.1-6)
CVSF_CTF(f) = Mismatch Term(f) X IF_,(f) (4.5.1-7)

CVSF_VTE(f) is equal to the CVSF voltage transfer function, and CVSF_CTF is equal to the CVSF
current transfer function, as measured by the network analyzer (S,). Because the device was not ideal, it
presented an impedance mismatch also, however, a network analyzer was used to quantify the Mismatch
Terms. Data for the NASA LaRC probes are given in Appendix F.

All measured voltages and currents will be a product of the applied voltages and currents multiplied by
the appropriate transfer functions. This relationship can be shown as:

VO rois—chassis Y appica X FQIS_VTF(f)

VE(f) = =
V() pached V() sppiiea X CVSE_VTE(f)

(4.5.1-8)

I(f) FQIS I(H) Applied x FQIS_CTF(f)

CE(f) = =
I(f) Matched I(f) Applied X CVSF—CTF(f)

(4.5.1-9)
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All transfer functions and transfer factors were measured in terms of dB, therefore:

VE,, (f) = FQIS_VTF,, - CVSF_VTF,,

CE,, (f) = FQIS_CTF,, - CVSF_CTF,,

(4.5.1-10)

(4.5.1-11)

Data for the worst-case current enhancement point and the two worst-case voltage enhancement points
are shown as Figures 4.5.1-2, 4.5.1-3, and 4.5.1-4 below. From these graphs, it can be seen that voltage
enhancements of up to 27 dB (~22 times) may occur at some points as compared to those of the 50 Ohm

matched input condition.

30

Current Enhancemaent (FHIZS-CHAS-HIZ-S2)

20}

-20F

-30+

40|

Coupling {dB relative to Probe Reference)

-60

B0k - - o e o cel

10

Starnt Frequency 1 MHz Stop Frequency 1000 MHz

Figure 4.5.1-2: CE_(f) = {Measured FQIS_CTF,, from HI Z Shield to Chassis at TP-2, when power was

applied between HI Z shield and Chassis at the M127 connector} - {CVSF_CTF,}.
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Voltage Enhancement (V-LOZR-CHAS-HIZ6)

Coupling (dB relative to Probe Reference)

10 107 10° 10
Start Frequency t MHz Stop Frequency 1000 MHz

Figure 4.5.1-3: VE_(f) = {Measured FQIS_VTF, from HI Z to Chassis at TP-6, when power was applied
between the LO Z (red) and Chassis at the M127 connector} - {CVSF_VTF ).

Voltage.Enhancement {(V-LOZB-CHAS-LOZB#6)
30 T T

Coupling (dB relative to Probe Reference)

N-10)

-80 L s
10 107 10 10°
Start Frequency 1 MHz Stop Freguency 1000 MHz

Figure 4.5.1-4: VE (f) = {Measured FQIS_VTF, from LO Z COMP (blue) to Chassis at TP-6, when power
was applied between the LO Z COMP (blue) and Chassis at the M127 connector} — {CVSF_VTF _}.

123



The laboratory RF sources, passive devices and amplifiers used in this testing were designed and
calibrated in terms of power delivered to a 50-Ohm resistive impedance. For Z=50 Ohms, the
relationship between Power (P) and Voltage (V) is:

V =4/Px50 (4.5.1-12)

This relationship is plotted in Figure 4.5.1-5. The voltage data multiplied by 22 times are also shown.
Because voltage enhancements of 22 times were measured between LO Z COMP (blue) and Chassis at
TP-6, voltage as high as 150V (RMS) at TP-6 could be expected with 10 W of applied power at about 550
MHz. (It must be noted that this location and frequency were specific only to the NASA LaRC
laboratory installation. Frequency and location of maximum voltages will both vary depending upon the
specific aircraft installation and fuel level. The maximum voltage magnitude should be similar however,
because the magnitudes of loss and reactance do not change.)
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Figure 4.5.1-5: Bottom trace: Voltage versus Power across a 50 Ohm matched load. Top trace: Voltage
versus Power across a 50 Ohm matched load X 22. This represents a worst-case bound upon FQIS voltage
magnitudes that may be seen with a given input power.

Again, it must be noted that the CWT FQIS connection presented a highly reactive impedance whose
magnitude was notr 50 Ohms, and was usually about 2 or 3 times higher. Higher input impedance
magnitudes would result in higher input voltage magnitudes (see Equation 4.5.1-12) at the FQIS
connection regardless of whether or not the connection was matched, which would cause the apparent
“enhancements” shown in Figures 4.5.1-3 and 4.5.1-4 to be lower. It was therefore reasonable to say that
the red line (“50 Ohm Voltage X 22”) on Figure 4.5.1-5 established a reasonable worst-case bound upon
the FQIS voltage magnitudes that could be present somewhere, with a given input power.
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4.5.2 ‘“Weakening” of worst-case test points

From Figure 4.5.1-5, it can be estimated that over 40 W would be ‘réquired to achieve a worst-case
maximum of 1000 V at some point within the CWT. Because the CWT FQIS installation was designed
for thousands of volts of dielectric-withstand between conductors, it was deemed highly unlikely to
expect PED threat level signals to cause dielectric breakdown. (Even with 30 — 40% degradation in
dielectric withstand due to alternating fields.) It was decided to extend the testing to include some
reasonable fault conditions that could increase the likelihood of dielectric breakdown or localized heating.
Two independent fault conditions were introduced, and are described in Figure 4.5.2-1.

Reduced current carrying capacity at
current enhancement location. TP-2

Intermittent short condition at voltage
enhancement location. TP-6

Figure 4.5.2-1: Introduction of fault conditions to worst-case current and voltage enhancement locations.

125



4.5.2.1 Reduced Current Carrying Capacity at Current Enhancement Location (TP-2)

The connection of FQIS signal lines to fuel probes was accomplished by crimping “O” lugs onto the
bare stranded signal line wires, and securing the “O” lugs to fuel probe terminals. With this termination
method, it is sometimes possible that strands of wire can be inadvertently cut when the insulation is
removed, or may break due to handling and vibration. When this occurs, the remaining strands will be
more resistive than the surrounding conductive path, and can be subject to localized heating as the current
is increased. For this test, the HI Z shield pigtail connection to the TP-2 terminal was modified by
removing a %2 inch section of all conductive strands except one. When applying RF power between the
HI Z shield and Chassis at the M127 connector, this particular location was determined to provide a
maximum current enhancement. Any localized heating due to applied RF power could be expected to be
most severe at this location.

4.5.2.2 Intermittent Short Condition at Voltage Enhancement Location (TP-6)

To evaluate the potential for a piece of conductive debris to induce an intermittent short condition at
some point upon the FQIS, a piece of brass wool was bonded to the supporting structure and made to
randomly contact a FQIS probe terminal (by applying forced air through a rotating plastic fan assembly).
Two terminals on the compensator probe (TP-6) were determined to provide maximum voltage
enhancements. They were the HI Z terminal (when RF power was applied between LO Z (red) and
chassis at the M127 connector), and the LO Z COMP (blue) terminal (when RF power was applied
between LO Z COMP (blue) and chassis at the M127 connector). An intermittent short at one of these
locations could be expected to develop a “break spark™ condition with the lowest applied RF power.

4.5.3 Detection Methods

Five different tools were used to monitor for dielectric breakdown and heating events during testing.
Each device has unique characteristics in terms of spectral response, sensitivity and directionality.
Descriptions and photographs of each are given below. Note that each installation was protected against
the effects of the laboratory HIRF environment.

4.5.3.1 Visible Camera

A small “lipstick” size standard video camera is shown in Figure 4.5.3-1. Output from its interface
control box was standard NTSC video format. These are commonly used in NASA LaRC’s HIRF
laboratory for monitoring test articles, and are effective for detecting low-level arc/spark events only if
placed a few inches away. The aperture was shielded with a copper screen, and the camera and wiring
was protected by a copper tube, with nickel plated copper overbraid shielding the wiring.

4.5.3.2 Infrared Imaging System

An Inframetrics model 600, nitrogen-cooled thermal imaging system was used to detect localized
heating events. It was provided and operated by NASA LaRC’s Aerodynamic Measurements Branch.
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4.5.3.3 UVTron®

A set of ultraviolet detector tubes (manufactured by Hamamatsu) were provided by the Naval Surface
Warfare Center, to detect discharge phenomenon. These tubes are extremely sensitive to a narrow range
of wavelengths around 200nm, and are essentially unaffected by visible light conditions. Two tubes were
housed together and required to detect an ionization event simultaneously before annunciating, to prevent
false alarms.

4.5.3.4 AM Radio

Probably the most sensitive device available for detecting discharge phenomena is the household AM
radio. For these tests, the ferrite antenna was removed from the radio housing and installed inside the
reverberation chamber. Unfortunately, the system was easily upset by relatively low levels of applied EM
fields, and was sensitive to electrostatic noise outside the reverberation chamber. It was also unable to
localize a source of discharge, but was useful as a supplementary detection device.

4.5.3.5 Night Vision System

Shown in Figure 4.5.3-1 is an AMT MO-32 night vision scope, attached to a standard 8mm camcorder
with low-lux capability. This tool was relied upon most in our testing. The scope has a maximum light
gain of 65,000 and a field of view of 20 degrees. By using a standard mirror, almost the entire 8ft x 4ft
FQIS installation was observable. A small battery powered flashlight provided enough light in the
chamber to allow localization of discharge events

4.5.4 Validation of Discharge Detection Devices with Electrostatic Discharge Gun

It was important to confirm that all discharge detection devices could reliably detect spark with less
than 0.2 mJ energy released. For this task, a Schaffner NSG 435 Electrostatic Discharge (ESD) simulator
gun was used. Such a device is typically used for verifying discharge immunity for consumer products.
A schematic diagram of the gun’s circuitry is shown in Figure 4.5.4-1. [Ref. 4-17]

Rch Rd Discharge Tip
50-1000hms 330 Okhms
O— AN o >
High Voltage HV Relay
DC Supply 4 __CS
— . 150pF

>

Discharge Return

Figure 4.5.4-1: Schematic diagram of electrostatic discharge gun.
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When operating, the capacitor (C) is charged via an adjustable voltage source (DC), through a
charging resistor (R,). When the voltage across C, reaches that of the source, the device is ready for
discharge.

The total energy stored in the capacitor is given as:
| [
StoredEnergy = ECV : (4.5.4-1

Upon discharge, all this energy is released via R, and the spark channel between the Discharge tip and
the Discharge return connection. At discharge, maximum power will be transferred to the spark channel
if its resistance is equal to R, =330 Ohms, and the maximum energy released into the spark would be:

Maximum Spark Energy = %CV2 (4.5.4-2)

To validate the instrumentation, it was therefore necessary to detect a spark created by a voltage
meeting the following equation.

4x(0.2-10" Joule)
(150- 107> Farads)

V<231 sz\/ (4.5.4-3)

The Night Vision System, UVTron and AM radio were all verified and used only in such a way as to
reliably detect ESD gun sparks generated with less than 2.31 kV.
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4.5.5 “Full” PED Threat Level Test

Originally, three sets of tests were planned, whereby increasing levels of RF power would be applied
to the FQIS (using worst-case excitation modes). These tests were termed:

e Reduced: To simulate the condition of estimated worst-case PED coupling onto FQIS wiring,
based upon actual aircraft measurements of maximum induced power from a portable source
located anywhere within the passenger cabin.

e Full: To simulate the condition of the highest power PED, applying power directly from its
antenna terminal to the FQIS wiring over the entire frequency band.

e Excessive: To exceed the condition of a highest power PED, applying power directly from
its antenna terminal to the FQIS wiring over the entire frequency band. Power could be
increased up to the level of HIRF laboratory capability to establish a margin over any real
PED threat.

The Reduced threat level test was performed, and did not yield any evidence of discharge or heating,
even at the induced fault locations. In addition to conducted excitation, the Reduced threat level test also
included a radiated threat element, whereby power was applied to an antenna in the reverberation
chamber, at a power level reduced by the passenger cabin coupling factor, but increased by the tank-
chamber scale factor.

As noted in Section 1.3.2, the Phase-1 effort required testing to the Full test level, without introducing
artificial fault conditions. Because of similarity to the Reduced threat level test, and the fact that testing
at the Full level was required in Phase-1, setup and results for only the Full threat level test will be
provided in this section.

The Excessive test level was to be applied only if no arcing/sparking or excessive heating was
observed with the Full test level. However, as will be reported in this section, discharge events could be
generated with an intermittent short condition when applying the Full test level. Because of the time
required to quantify the minimum power required for a discharge event with an intermittent fault (see
Section 4.5.6), no Excessive threat level testing was performed.

4.5.5.1 Test Setup

From the PED threat analysis performed in Section 4.3, it was seen that the available power from
typical PEDs varies greatly over the frequency range 27 MHz to 6 GHz. Also, as shown in Appendix
C.2, the adapter between the FQIS wiring and 50 Ohm RF cable had a mismatch that was non-constant
with frequency. In the laboratory, it was possible to adjust the applied power while changing frequency,
but instrumentation limitations made this difficult and time-consuming. It was decided that the most
effective approach was to determine a worst-case constant for these factors, and select a constant source
output level to ensure a minimum power level of 10 W was applied to the FQIS wiring across the
frequency range 25 MHz to | GHz. Instrumentation was configured as shown in Figure 4.5.5.1-1. The
sweeping source output power was calculated as follows:
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40.0 dBm (Highest expected PED threat level. 10 W = 40 dBm)

+ 4.0 dB (Worst-case 50 Ohm source impedance mismatch. See Appendix C.2.)

- 493 dB (Power transfer function from source output, through cabling, amplifier and
directional coupler at worst-case PED emission frequency = 27 MHz.)

- 5.3 dBm  (Selected Source Output Level.)

The source was set to sweep from 25 MHz to | GHz every 26 seconds. This source setting resulted in
FQIS-delivered power ranging from 10 to 30 W, due to amplifier gain variation. Researchers continually
monitored the detection devices for evidence of sparking or heating. The intermittent short was applied
only between the HI Z terminal and Chassis at TP-6. (The other alternative maximum voltage
enhancement location: LO Z COMP to Chassis at TP-6, was not intermittently shorted for the Full level
test.) The test was repeated three times, once for each of the following excitation modes:

e HI Z Shield to Chassis
LO Z COMP (blue) to Chassis
LO Z (red) to Chassis

(The fourth possible common-mode excitation, HI Z to Chassis, was not tested because it did not result in
a maximum voltage or current enhancement, as determined in Section 4.4.5.6.) For each of these
excitation modes, the N-Male to Coaxial Socket-Adapter was configured as shown in Figures 4.4.5.3-1
and 4.4.5.4-1.

Dir.
Cplr. \\
RF
Amplifier
N-Male
Coaxial
Tracking To
Source Socket
Adapter
Spectrum
Analyzer
U

Figure 4.5.5.1-1: Instrumentation setup for “Full” threat level conducted coupling test.
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4.5.5.2 Test Results
e HI Z Shield to Chassis Excitation: No discharge events were detected in any location.

e LO Z COMP (blue) to Chassis Excitation: No discharge events were detected in any
location.

e LO Z (red) to Chassis Excitation: Sparking was detected at the intermittent short condition
induced at the TP-6 HI Z terminal. No other locations exhibited detectable discharge events.

The fact that no other locations exhibited discharge events was significant because it demonstrated
FQIS immunity to applied “Full” PED threat level RF power. This test essentially satisfied the contracted
requirement, because the introduction of intermittent fault conditions was not part of the Phase 1 task.

Some localized heating was measured by the thermal imaging system from within the M127 connector
shielded box. Temperature increases of about 5 °F were recorded, and are shown in the imaging system
display of Figure 4.5.5.1-2. In this figure, “Area 1” was the location of peak current enhancement (TP-
2), and “Area 2” was the location of peak voltage enhancement (TP-6). It can be seen that heating at
these locations was negligible.

These results indicated that applying 10 W (or more) RF power directly to the FQIS terminals could
not result in discharge or significant localized heating on the CWT FQIS wiring.

Ar{ea‘1
hdin hdean hax |
?D.ﬁ,?D.S 712

Areal
hin Mean hlax
TO8T1E 728

Areg?
Min Mean hax
nzF0d4 TOE

PR PNHE- 1M AWED 1A -

Figure 4.5.5.1-2: Thermal Imager display. For this image, power levels from 24 to 65 W were applied across
the LO Z COMP (blue) to Chassis terminals within the M127 connector. Temperature measurement
windows were defined at the current enhancement location (TP-2, defined as “Areal”), and at the voltage
enhancement location (TP-6, defined as “Area2”). A temperature measurement window was also defined at
wires exiting the M127 connector shielded box (“Area3”).
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4.5.6 Minimum Power for Discharge Test

4.5.6.1 Test Setup

To accurately measure the minimum threshold at which discharge events would occur on the
laboratory FQIS installation, a different instrumentation setup was required, and is shown in Figure

4.5.6.1-1.

Dir.
Cplr. | 1 |
RF ’
Amplifier
N- e
Coaxial
Tracking To
Source Socket
x Adapter
Spectrum
Analyzer
Power
Divider
Power
[Head
Frequency Power Meter
Counter
]

Figure 4.5.6.1-1: Instrumentation Setup for “Minimum Power for Discharge Test”.

The night vision detection system was reoriented to focus exclusively upon the intermittent short
location (TP-6). The tracking source was repeatedly swept slowlv across six frequency bands (at
increasing power levels) such that readings could be made from the frequency counter and power meter
when a discharge occurred. Six frequency bands were defined as follows:

1 - 25 MHz

25 -50 MHz

50 - 100 MHz
100 - 200 MHz
200 - 400 MHz
400 - 1000 MHz
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A calibration was performed to relate power readings at point |1 | to point , and the 50-Ohm FQIS
impedance mismatch loss (from Appendix C.2) was subtracted from the measured power to account for
reflections. Two test cases were run, according to the maximum voltage enhancement locations defined
by figures 4.5.1-3 and 4.5.1-4.

Excitation at M 127 FOIS Connector Intermittent Short at TP-6 Location
LO Z (red) to Chassis = = == === === = = = = = = = - - HI Z to Chassis
LO Z COMP (blue) to Chassis------------- LO Z COMP (blue) to Chassis

4.5.6.2 Test Results

As would be predicted by figures 4.5.1-3 and 4.5.1-4, somewhat less power was required for
generating discharge events at the LO Z COMP (blue) intermittent short location. The testing revealed
that an intermittent short circuit could cause FQIS discharge events with as little as 0.17 W of power at
frequencies below 10 MHz, when the short was placed at a worst-case location for voltage enhancements.
The optimal frequency for generating discharges in the laboratory installation was found to be 6.8 MHz.
Figure 4.5.6.2-1 shows each frequency and power level at which a discharge was detected. Figure
4.5.6.2-1 shows a still image of a video-taped discharge event as viewed by the night vision system.
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Figure 4.5.6.2-1: Test data showing power required at the FQIS M127 connector for arcing/sparking at
location TP-6 in the laboratory installation, with an intermittent short present.
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Detected
Sparking

Figure 4.5.6.2-2: Night vision system display showing a discharge event at TP-6. (Note that this image was
taken through a mirror, and is therefore reversed.)

Induced fault data was combined with PED threat data (adjusted to account for passenger cabin
coupling loss), and the plot of Figure 4.5.6.2-3 was generated. From this figure, it can be seen that a
safety margin of about 10 exists between the lowest susceptibility level and the maximum PED threat
level. This result indicated that worst-case typical PED RF power could not generate a discharge event on
CWT components, even when an intermittent fault condition was present.
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Figure 4.5.6.2-3: FQIS minimum observed arc/spark levels with different excitation and induced faults. Also
shown are the adjusted PED threats.
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4.5.7 Supplementary Analysis Regarding Threats Below 30 MHz

Early in this investigation, it was determined that all dominant emitters contributing to the TWA-800
EM environment were from pulsed sources operating at over 1 GHz frequency. As a result, the Section 3
analysis applies only to these sources. For the experimental data reported in Section 4.5.6, the laboratory
FQIS installation was found to be particularly sensitive to fault-induced arcing below 10MHz, requiring
as little as 0.17 W of applied RF power. Most military aircraft, as well as trans-oceanic commercial
aircraft are equipped with HF radios that operate between 2 and 30 MHz, and often transmit in excess of
several hundred watts.  Ground-based, early-warning, over-the-horizon RADAR systems operate
between 5 and 28 MHz and can radiate up to 100 MW. It was therefore decided to specifically evaluate
whether such transmitters could have been a threat to TWA-800. For this frequency range, the most
likely RF source would be the on-board HF radio. However, it is known that the TWA-800 HF radio was
not transmitting during its flight. The threat analysis, therefore, needed to consider sources external to the
aircraft. To assist in this analysis, the JSC provided supplementary data regarding dominant external
emitters in this frequency range. In all cases, the transmitters contributing to the (below 30MHz) TWA-
800 environment were other airborne HF communication radios. (See Table 4.5.7-1.)

HF Source Trans. | Trans. | Trans. | Dist Path Peak Peak
Freq. Peak Ant- Xmt / Loss Field Power
Power | enna Rev Intensity | Density
Gain | “Slant dBm
Range” (T]
(MHz) (kW) (dB) {nmi) (dB) {V/m)
USN P-3C BUNO 2.744 t 24 293 55.92 | 0.04215 -23.27
159319
USN P-3C BUNO 6.79 1 24 293 63.78 | 0.04215 -23.27
159319
USN P-3C BUNO 6.835 1 24 293 63.84 | 0.04215 -23.27
159319
USN P-3C BUNO 6.97 1 24 293 64.01 { 0.04215 -23.27
159319
USN P-3C BUNO 7.5 1 24 293 64.65 | 0.04215 -23.27
159319
USN P-3C BUNO 7.595 1 2.4 293 64.76 | 0.04215 -23.27
159319
USCG WPB-1333 7.75 0.2 24 5.41 70.26 | 0.01021 -35.58
ADAK

Table 4.5.7-1 JSC Data regarding dominant HF emitters. The last 2 columns in this table show the worst-
case (highest) EM environment at the TWA-800 explosion location.

Derivation of Maximum Power Intercepted by TWA-800 Aircraft.

For polarization matched antennas aligned for maximum directional radiation and reception, the
relationship between received and transmitted power is as follows [Ref. 4-16]:

Precelved _( A’

G trans max G eV max (4‘5'7-1 )
P 4 R e o

transmitted
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Where G is the maximum gain of the transmitting antenna, G

trans _max

v me 15 the maximum gain of the
receive antenna, R is the distance (Slant Range) between antennas, and A is the wavelength of the
transmitted frequency. The JSC data given above assumes orientation of transmitting antennas for
maximum gain at the TWA-800 aircraft location. If the aircraft was viewed as an airborne antenna, with
optimal alignment and polarization matching the transmitting antenna, Equation 4.5.7-1 describes the
maximum power that could have been intercepted. Rearranging the equation:

P anei A
P . - transmitte d , ~ (4.5.7-2
received !:{ 4R 2 }n‘ans_max j|{(47[ }'rcv_max } )

N~ A W S
—~" v
Power Density at Maximum Effective
Aircraft Aperture of Aircraft
Converting the equation to dB,
. dBm X . ,
P ceiveadnm = Power Density ——+ 10log o + Max Airframe Gain g, (4.5.7-3)
m- 2
~— 4
As reported in JSC “Wavelength

Data (Table 6.3-1) Factor”

Where wavelength is related to the transmit frequency (f) by:

8

a=2 flO (meters) (4.5.7-4)

Again, considering the aircraft as an airborne antenna, its maximum Airframe Gain needed to be
estimated. A good bounding estimate was obtained by comparing the aircraft to a dipole wire antenna of
the same overall dimension. An actual dipole antenna would have a resistive discontinuity at its
midpoint, where all power would be delivered. Because an actual aircraft structure will not deliver all
power to a single point, the dipole assumption is very conservative. With a length of about 71 meters and
span of about 64 meters, a B-747-100 aircraft could be approximated by dipole lengths ranging from 0.2A
to 7.1, when evaluated from 1 MHz to 30 MHz frequency. From Reference 4-16, the maximum gain of
a dipole antenna is about 3.3 (5.2dB) at about 1.25A.

Applying Equation 4.5.7-3 to the data in table 4.5.7-1, and assuming a worst-case maximum Airframe
Gain of 5.2 dB, the data shown in table 4.5.7-2 was obtained. Using all the stated worst-case
assumptions, it can be seen that the maximum power available in the TWA-800 environment was less
than 0.015 W. Even if it was assumed that all RF power available from the 2.744 MHz source was
intercepted by the aircraft, and focused at an intermittent short at a worst-case voltage enhancement
location in the CWT, there would still be a safety factor of about 11, when compared to the minimum
power required for sparking in laboratory testing (0.17 W).
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HF Source Trans. | Peak Wavelength | Rcvd. Revd.
Freq. Power Factor Power Power
Density 22
( dBm ) 1 0 lOg :‘_; received received
ter 2
(MHz2) Tbnl)e er (dBmeter’) (dBm) (mW)
4.5.7-1
USN P-3C BUNO 159319 2.744 -23.27 29.782644 11.72 14.843256
USN P-3C BUNO 159319 6.79 -23.27 21.912931 3.85 2.4241409
USN P-3C BUNO 159319 6.835 -23.27 21.855556 3.79 2.392326
USN P-3C BUNO 159319 6.97 -23.27 21.685671 3.62 2.3005509
USN P-3C BUNO 159319 7.5 -23.27 21.049101 2.98 1.9868948
USN P-3C BUNO 159319 7.595 -23.27 20.939771 2.87 1.9375006
USCG WPB-1333 ADAK 7.75 -35.58 20.764292 -9.62 0.1091603

Table 4.5.7-2: Maximum power available to a polarization matched, 1.25\. dipole antenna at the TWA-800
accident location, aligned for maximum directional radiation and reception from JSC identified HF emitter

sources.
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4.6 Conclusions for Internal Analysis

In Section 4.3, existing literature resources were used to estimate EM threats from PEDs that may
have been present aboard TWA-800. Upon reviewing FCC regulations, manufacturers specifications, and
an ANSI standard for evaluating medical devices, it was determined that the most significant PED threats
existed between frequencies of 27 MHz and 1 GHz, and were limited to less than approximately 10 W of
radiated power.

In Section 4.5, an experimental analysis was used to determine whether RF power emitted from PEDs
could cause ionization or excessive localized heating within a B-747-100 CWT. A series of unique and
valuable measurements were performed upon two retired B-747-100 aircraft. Detailed CWT data for
cavity reverberation, FQIS input impedance, and passenger cabin coupling were collected. A majority of
the experimental work involved duplicating the aircraft CWT FQIS installation in a laboratory
reverberation chamber, and establishing comparability between the two installations. Once the
limitations and scaling factors for this comparability were quantified, detailed laboratory measurements
were performed.

The primary laboratory task was to determine whether a discharge event or excessive localized heating
could occur if maximum practical PED-threat power levels were applied directly to the CWT FQIS
terminals, without introducing artificial fault conditions. A minimum power level of 10 W was applied to
the FQIS terminals over a frequency band of 25 MHz to 1 GHz, using all three excitation modes that were
experimentally demonstrated to provide maximum voltage and current enhancements. No detectable
discharge event was observed on the fault-free FQIS laboratory installation.

A secondary laboratory task was to determine the absolute minimum power required at PED
frequencies for a discharge or excessive heating event, when reasonable fault conditions were introduced
that could increase the likelihood of dielectric breakdown or localized heating. By inducing an
intermittent short circuit at a worst-case location for voltage enhancements, discharge events were
induced when applying as little as 1.5 W of RF power at 40 MHz. Considering the passenger cabin to
CWT FQIS coupling losses, 1.5 W was at least 10 times greater than the maximum PED threat, even if
the PED transmitted from an optimal coupling location in the passenger cabin.

Laboratory testing to determine the absolute minimum power required for a discharge was extended
from 25 MHz down to | MHz frequency. This testing revealed that an intermittent short circuit could
cause FQIS discharge events with as little as 0.17 W of power at frequencies below 10 MHz, when the
short was placed at a worst-case location for voltage enhancements. While this finding was unexpected,
analysis revealed that the whole TWA-800 aircraft could not have coupled more than 0.015 W of power
in this frequency range from the surrounding EM environment at the time of the accident. Commercially
available PEDs were determined to be insignificant in terms of radiated power below 25 MHz.
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5 Final Discussion and Overall Conclusions

Aircraft technology is becoming increasingly oriented toward the use of electronic systems. Theories
of operation and fundamental components of flight electronic systems are now commonly shared between
aircraft and spacecraft, both military and civil. As these electronic systems become more integrated and
complex, their designs require more digital circuitry operating at higher frequencies, and at lower power
levels. These trends require a continual development of theory, techniques, standards and products to
ensure the correct operation of critical electronic systems. These issues are of extreme concern to NASA
LaRC researchers.

This investigation provided an investment in tools, techniques, and expertise to be applied to future
NASA LaRC activities. Several new analysis and test methods were developed during this effort. A new
Modal Analysis/MoM computational EM code was produced for modeling large geometries (such as
aircraft) at high frequencies. A methodology for measuring RF impedance of standard aircraft wiring was
developed, and a statistical method for comparing impedances was applied. An efficient technique for
measuring peak coupling from the aircraft passenger cabin to FQIS wiring was also developed and
applied. Several existing technologies were applied to the problem of detecting various spectral
signatures of dielectric breakdown and resistive heating in a HIRF environment.

It was determined that the existing open literature reflects a very limited understanding of RF hazards
to fuel. Engineers at the NSWC provided insight into military guidelines and documents regarding this
issue. The experts at LTI provided valuable information regarding the issues of sparks, combustion
processes, and RF threats to fuel. Discussion of these issues was published under separate cover [Ref. 1-
6] .

In Section 1, it was stated that the goal of this investigation was to study the potential for RF sources
to have excited the TWA-800 FQIS enough to cause arcing, sparking or excessive heating within the
CWT. In Section 2, the FQIS and aircraft systems were described from the viewpoint of an EM system.
Subsequently, the analysis branched off into two different directions: computational for the external
source (HIRF) problem, and experimental for the intemal source (PED) problem. The external and
internal source efforts were completely reported in Sections 3 and 4, respectively, and conclusions were
given. In order to tie the entire NASA LaRC investigation together, conclusions for the external and
internal analyses are restated and discussed in this section.

5.1 Results of External Analysis

Using the maximum field strengths from signal sources identified by the JSC as dominant emitters, the
maximum energy available inside the aircraft passenger cabin for each source was estimated using simple
formulas. These dominant emitters were all pulsed sources, allowing the threat to be quantified in terms
of energy, instead of power. The total available energy inside the aircraft cabin from the maximum
dominant emitter (f= 2.875 GHz) was found to be less than 0.1 mJ. Even if this total energy could have
been focused into a single discharge event, it was still below the generally accepted estimate of the
minimum energy level (0.2 mJ) required to achieve ignition.

To provide a more accurate estimate of how much energy could actually be coupled to the FQIS
wiring within the passenger cabin from external sources, numerical modeling was used. The B-747-100
fuselage was assumed to be a large rectangular cavity with rectangular windows on each side. The cavity
was assumed to be homogeneous and lossless, with no seats or other structures present. A new, NASA-
LaRC developed numerical simulation technique, using a rectangular cavity Green’s function and the
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integral equation method, estimated EM threats to the CWT due to external EM sources. The
Modal/MoM code was validated through agreement with other analytical techniques and measurements.
The Modal/MoM approach resulted in a lower number of unknowns compared to other numerical
methods, such as the FEM and FDTD methods. Therefore, this new method was able to solve the large-
size problems up to frequencies of 1-2 GHz. When applied to the available energy from the 1.294 GHz
emitter source, the Modal/MoM approach estimated that CWT FQIS coupled energy levels were several
orders of magnitude ((1 to 30) x 10™) less than the maximum available energy.

5.2 Results of Internal Analysis

In Section 4.3, existing literature resources were used to estimate EM threats from PEDs that may
have been present aboard TWA-800. Upon reviewing FCC regulations, manufacturers specifications, and
an ANSI standard for evaluating medical devices, it was determined that the most significant PED threats
existed between frequencies of 27 MHz and 1 GHz, and were limited to less than approximately 10 W of
radiated power.

In Section 4.5, an experimental analysis was used to determine whether RF power emitted from PEDs
could cause ionization or excessive localized heating within a B-747-100 CWT. A series of unique and
valuable measurements were performed upon two retired B-747-100 aircraft. Detailed CWT data for
cavity reverberation, FQIS input impedance, and passenger cabin coupling were collected. A majority of
the experimental work involved duplicating the aircraft CWT FQIS installation in a laboratory
reverberation chamber, and establishing comparability between the two installations. Once the
limitations and scaling factors for this comparability were quantified, detailed laboratory measurements
were performed.

The primary laboratory task was to determine whether a discharge event or excessive localized heating
could occur if maximum practical PED-threat power levels were applied directly to the CWT FQIS
terminals, without introducing artificial fault conditions. A minimum power level of 10 W was applied to
the FQIS terminals over a frequency band of 25 MHz to 1 GHz, using all three excitation modes that were
experimentally demonstrated to provide maximum voltage and current enhancements. No detectable
discharge event was observed on the fault-free FQIS laboratory installation.

A secondary laboratory task was to determine the absolute minimum power required at PED
frequencies for a discharge or excessive heating event, when reasonable fault conditions were introduced
that could increase the likelihood of dielectric breakdown or localized heating. By inducing an
intermittent short circuit at a worst-case location for voltage enhancements, discharge events were
induced when applying as little as 1.5 W of RF power at 40 MHz. Considering the passenger cabin to
CWT FQIS coupling losses, 1.5 W was at least 10 times greater than the maximum PED threat, even if
the PED transmitted from an optimal coupling location in the passenger cabin.

Laboratory testing to determine the absolute minimum power required for a discharge was extended
from 25 MHz down to 1 MHz frequency. This testing revealed that an intermittent short circuit could
cause FQIS discharge events with as little as 0.17 W of power at frequencies below 10 MHz, when the
short is placed at a worst-case location for voltage enhancements. While this finding was unexpected,
analysis revealed that the whole TWA-800 aircraft could not have coupled more than 0.015 W of power
in this frequency range from the surrounding EM environment at the time of the accident. Commercially
available PEDs were determined to be insignificant in terms of radiated power below 25 MHz.
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5.3

Notes and Applicability

Subsequent versions of the B-747 included additional shielding on the FQIS system to mitigate
interference from other aircraft systems. This practice will tend to increase the safety margin
from EMI from non-aircraft systems as well.

This effort focused exclusively on coupling and the potential for ionization/heating caused by
FQIS components within the CWT, as the system was excited by non-aircraft generated EM
signals. Existing reports indicate that such signals were far more likely to interfere with, and
even damage, sensitive aircraft navigation sensors, displays, processors, and communication
equipment.

A parallel effort conducted by NAWCAD was focused on the susceptibility of the FQIS to

induced energy by aircraft-generated (B-747-100) electrical transients to ignite the fuel. The
results of their effort are not included in this report.
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Appendix A:  Definition of Terms

The following definitions are provided to assist the reader in understanding some of the terminology
used within this document. It is not intended to be an exhaustive list, nor are the definitions guaranteed to
be applicable outside the scope of this report.

admittance -The ratio of effective current to effective voltage in a circuit carrying an alternating
current. It is the reciprocal of impedance.

ampere -[A] The ampere is the basic unit of electric current. It is that current which produces a
specified force between two parallel wires which are one meter apart in a vacuum.

amplitude -The extreme range of a fluctuating quantity such as an alternating current, generally
measured from the average or mean to the extreme.

angle of incidence -The angle that an electromagnetic wave striking a surface makes with a line
perpendicular to the surface.

antenna -A device for transmitting and receiving radio waves. In radio transmission a radiating
antenna is used to convert a time-varying electric current into an electromagnetic wave or field,
which freely propagates through a non-conducting medium such as air or space. Depending on their
use and operating frequency, antennas can take the form of a single piece of wire, a dipole, a grid
(such as a yagi array), a log periodic, a horn, a helix, a parabolic-shaped dish, or a phase array of
active electronic elements upon virtually any flat or convoluted surface.

aperture  -An opening or gap through which electromagnetic energy may pass. A cross sectional area
of an antenna which is exposed to the electromagnetic signal.

arcing -The band of sparks or incandescent light formed when an electric discharge is conducted from
one electrode or conducting surface to another, characterized by relatively high current and low

potential difference between electrodes.

attenuation -A reduction in power or signal strength of an electrical source. The loss in power of
electromagnetic signals between transmission and reception points.

attenuation factor -The amount by which a signal is reduced in power or strength.
bandwidth  -The range of frequencies within a radiation band required to transmit a particular signal.
The range of frequencies occupied by a modulated radio-frequency signal. A measure of spectrum

(frequency) use or capacity.

calibration -Setting and measuring an instrument against known standards before measuring for
accurate results.

calibration standards  -A set of devices whose electrical characteristics are well known and traceable
to national standards. The devices are used to establish a measuring instrument’s operating baseline

and enhance measurement accuracy.

capacitance - The charge-storing ability of an electrical capacitor, defined as the magnitude of charge
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stored on either plate divided by the applied voltage.

characteristic impedance -(Z ) The impedance of a circuit that, when connected to the output
terminals of a uniform transmission line of arbitrary length, causes the line to appear infinitely long.
A uniform line terminated in its characteristic impedance will have no standing waves, no reflections
from the end, and a constant ratio of voltage to current at a given frequency at every point on the
line.

conductivity - The proportionality constant between current density and applied electric field; a
measure of the ease with which a material is capable of conducting an electric current.

coupling (general electromagnetic)  -The cause and effect relationship between two electromagnetic
entities. Electromagnetic entities include electron flow, electric field and magnetic field.

dielectric - Any material that is electrically insulating.

dielectric constant - A relative measurement of the degree of polarization (shift of positive charge
toward the negative electrode and negative charge toward the positive electrode) that occurs when a
material is placed in an electric field. The relative measure of the ability of a material to store an
electric charge.

dynamic range  -A term used to describe signals that are undergoing changes in amplitude across a
frequency band. Dynamic range has to do with the range between the extremes of amplitude of an
RF signal. Typically bounded by the noise floor at the lower extreme and the peak signal at the upper
extreme.

electric arc  -Continuous, high-density electric current between two separated conductors in a gas or
vapor with a relatively low potential difference, or voltage, across the conductors.

electric field  -The region around an electric charge in which an electric force is exerted on another
charge. Instead of considering the electric force as a direct interaction of two electric charges at a
distance from each other, one charge is considered the source of an electric field that extends
outward into the surrounding space.

Electric Field Shielding -(EFS) A logarithmic ratio of the external electric field to the internal electric
field of a given structure such as an aircraft fuselage. The value is expressed in decibels and
quantifies the shielding effectiveness of the structure.

Electromagnetic Environment -(EME) The sum total of all electromagnetic fields and the associated
frequencies, power levels, and polarizations in a given or defined region. The electromagnetic
environment is comprised of man-made and natural sources of electromagnetic energy and can be
very complex.

Electromagnetic Interference -(EMI) Electromagnetic energy that tends to interfere with the
transmission or reception of desired signals.

energy - In physics, energy is the capacity for doing work. It may exist in potential, kinetic, thermal,

electrical, chemical, nuclear, or other various forms, and be transformed from one form to another.
Electromagnetic energy is expressed in units of work, such as joules or kilowatt-hours.
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farad -(F] The farad is the SI unit of the capacitance of an electrical system, that is, its capacity to store
electricity. It is a rather large unit as defined and is more often used as a microfarad.

Finite Difference Time Domain -(FDTD) a computational method used in obtaining approximate
solutions to partial differential equations in complex electromagnetic models.

fourier transform  -A particular integral transform useful in harmonic analysis and the representation
of periodic functions such as electromagnetic waves.

frequency -The number of times that an alternating current goes through its complete cycle in one
second of time. One cycle per second is also referred to as one hertz; 1000 cycles per second, one
kilohertz; 1,000,000 cycles per second, one megahertz: and 1,000,000,000 cycles per second, one
gigahertz.

gigahertz -(GHz) One billion cycles per second. Signals operating above 3 GHz are known as
microwaves, above 30 GHz they are known as millimeter waves. As one moves above the millimeter
waves, signals begin to take on the characteristics of lightwaves.

hertz -[Hz] The hertz is the SI unit of the frequency of a periodic phenomenon. One hertz indicates that
1 cycle of the phenomenon occurs every second. For most work much higher frequencies are needed
such as the kilohertz [kHz] and megahertz [MHz].

HIRF Environments - High power electromagnetic fields designated as High Intensity Radiated
Fields or High Intensity Radio Frequencies that exists in a defined environment particularly in the

vicinity of high power radar sites, broadcast antennas, and other high power RF sources.

impedance -The total opposition offered by an electric circuit to the flow of an alternating current of a
single frequency; it is a combination of resistance and reactance and is measured in ohms.

incident wave - Electromagnetic radiation in the form of a plane wave propagating through space and
then acting upon a surface or material, at which point energy may be reflected by the surface or
material, transmitted through the material, absorbed by the material, or otherwise scattered by the
surface or material.

input impedance -The impedance presented at the input of a circuit, connector, or electrical system.

isotropic antenna  -A hypothetical omni-directional point-source antenna that serves as an engineering
reference for the measurement of antenna gain.

joule  -[J] The joule is the SI unit of work or energy. One joule is the amount of work done when an
applied force of 1 Newton moves through a distance of 1 m in the direction of the force.

ohm -The ohm is the SI unit of resistance of an electrical conductor. It is equal to the resistance of a
circuit in which a potential difference of one volt produces a current of one ampere.

plane wave  -An electromagnetic wave whose corresponding crests and troughs that at any instant are
in phase and propagates through space as a plane, rather than as a sphere of increasing radius.

polarization - Property of radiated electromagnetic fields, whereby the direction and magnitude of the
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harmonically oscillating electric field are related in a specified way.

portable electronic devices -(PEDs) An entire class of personal consumer electronic devices that are
small, light-weight, and typically carried with the individual for use wherever the person may travel.
Examples include but are not limited to laptop computers, cellular telephones, pagers, electronic
games, digital assistants, radios, etc.

power -The time-rate of doing work or delivering energy, expressible as the amount of work done W,
or energy transferred, divided by the time interval t--or W/t. The electrical unit of power is the Watt.

reactance  -The measure of the opposition that a circuit or a part of a circuit presents to electric current
insofar as the current is varying or alternating. Steady electric currents flowing along conductors in
one direction undergo opposition called electrical resistance, but no reactance. Reactance is present
in addition to resistance in alternating current circuits.

reflected wave  -Abrupt change in the direction of propagation of a wave that strikes the boundary
between different mediums. At least part of the oncoming wave disturbance remains in the same
medium.

resistance  -The property of an electric circuit or part of a circuit that transforms electric energy into
heat energy by opposing electric current. Resistance involves collisions of the current-carrying
charged particles with fixed particles that make up the structure of the conductors.

resolution  -The ability to distinguish detail, usually expressed in terms of the size or magnitude of the
smallest features that can be distinguished.

resonant frequency -The frequency at which an electrically conducting pathway containing both
inductive and capacitive elements will presents a low impedance to an alternating current. The
specific frequency of resonance is determined by the values of the circuit inductance and
capacitance.

reverberation chamber  -An electrically large, highly conductive, RF shielded enclosed environment
used to measure electromagnetic compatibility, emissions, and immunity of electrical and electronic
devices.

RMS current -In alternating current circuits, the root-mean-square or effective current.

RMS voltage -In alternating current circuits, the root-mean-square or effective voltage.

signal generator or signal source  -Electronic test instrument that delivers an accurately calibrated
signal at frequencies from the audio to the microwave ranges. It is valuable in the development and
testing of electronic hardware. The signal generator provides a signal that can be adjusted according

to frequency, output voltage, impedance, waveform, and modulation.

spectrum - The range of electromagnetic radio frequencies used in transmission of voice, data,
television, etc., Any particular distribution of wavelengths and frequencies.

transmitter  -An electronic device consisting of oscillator, modulator and other circuits which produce
a radio or other electromagnetic wave signal for radiation into the atmosphere by an antenna.
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volt -[V] The volt is the ST unit of electric potential. One volt is the difference of potential between two
points of an electical conductor when a current of 1 ampere flowing between those points dissipates
a power of | watt.

VSWR  -Voltage Standing Wave Ratio: A measurement of mismatch in a cable, waveguide, or antenna
system.

watt  -[W] The watt is used to measure power or the rate of doing work. One watt is a power of | joule
per second.

waveguide -Any of a class of devices that confines and directs the propagation of electromagnetic

waves, such as radio waves. Waveguides take many shapes and forms. Typical examples include
hollow rectangular metallic tubes, coaxial cables, and horns.
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Appendix B: Comparison of CWT Cavity Q with and without the
Antennas

The relationship between the cavity Q without the antennas, the cavity Q with the antennas, and the Q
of the antennas (two antennas in the CWT) is shown in the expression below.

1 _ 1 2 B-1)

Q( without _ antennas) Q( with _ antennas) Q(tmtenna)

The Q’s of the cavities (with or without the antennas) are based on actual measurements in the CWT.
The Q’s due to the antennas are theoretical values for a lossless and matched antenna, which provide an
upper bound on the cavity loading by any antenna. More details about theoretical Q of an antenna can be
found in Reference B-1. Figure B-1 shows the effects of the presence of the antennas in the CWT.

CWT Bay 1: Q Cdmparison
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Figure B-1: Cavity Q’s, with and without the two antennas, for CWT bay 1. Little effect on the cavity Q
caused by the presence of the measuring antennas is observed.
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[B-1] D. A Hill, et. al., “Aperture Excitation of Electrically Large, Lossy Cavities,” IEEE Trans. On
Electromagnetic Compatibility, Vol. 36, No. 3, Aug. 1994.
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Appendix C: Mismatch Correction for Out-of-Band Antenna and
50 Ohm Cable Adapter

C.1 Mismatch Correction for Antenna Used OQut-of-Band;

If the transmit antenna is used out of band, a numerical scale factor can be applied to the measured
data to simulate the in-band transmit antenna condition. This correction factor accounts for antenna
mismatch by correcting for the reflected power only. It does not correct for changes in antenna gain or
efficiency. The scale factor is computed as

ScaleFactor = (C-1)

2’

where I' is the magnitude of the antenna free space reflection coefficient. The scale factor for the
transmit antenna is shown in the chart below.

Antenna Mismatch Correction Scale Factor
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Figure C.1-1: Antenna mismatch correction scale factor

C.2 Mismatch Correction for the Adapter between the FQIS Wiring and 50
Ohm RF Cable

To measure RF power on the FQIS wiring, a custom adapter was fabricated to allow mating between
the FQIS wiring to the standard 50 Ohms connector with an N-type adapter. This custom adapter created
a mismatch, causing some RF power to be reflected, resulting in inaccurate reading at the power
measuring device. The goal was to estimate the power on the FQIS wiring before reaching the adapter.

Assuming the adapter was lossless, the scale factor to apply to the power reading at the spectrum
analyzer to correct for the mismatch caused by the adapter was as follows:
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ScaleFactor = ——, (C-2)

a

ScaheFactor(dB)=lOlog(1 ler , (C-3)

d

where I’ is the magnitude of the reflection coefficient due to the adapter only. It should be the same

whether measured from the FQIS wiring side or from the RF cable side. This fact can be derived using
reciprocity for a lossless system.

The trick is how to measure the reflection coefficient due to the adapter only, not of the system. This
measurement was accomplished by using a network analyzer to transform the reflection coefficient data
from the frequency domain to the time domain. The procedure involves gating out in time domain all
other reflections and retaining only those reflections caused by the adapter, then transforming the gated
results back to the frequency domain to obtain the desired results. This time-gating technique is very
common in network analyzer measurement techniques.

The mismatch correction scale factor in dB for up to 1 GHz is shown in Figure C.2-1 for the Passenger
Cabin to the FQIS measurement.
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Figure C.2-1: Cable mismatch correction factor.
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Appendix D:  FQIS Impedance Measurement Theory

D.1 Characteristic Impedance for Aircraft Systems

Impedance is the ratio of the voltage divided by the current in an alternating current circuit. It is the
total passive opposition offered to the flow of electric current. Impedance is determined by the particular
combination of resistance, inductance, and capacitance in a given circuit. Impedance is a function of
frequency, except in the case of purely resistive networks. It is not a property of energy dissipation, but
when the circuit, cable, or transmission line is considered lossy, impedance is a real number and
dissipation occurs.

Z = Voltage Wave / Current Wave (D-1)

Characteristic impedance (Z)) is the impedance of a circuit that, when connected to the output

terminals of a uniform transmission line of arbitrary length, causes the line to appear infinitely long. A
uniform line terminated in its characteristic impedance, will have no standing waves, no reflections at the
end, and a constant ratio of voltage to current at a given frequency at every point on the line. [Ref. D-1]

Characteristic impedance defines the electrical capabilities and operational environment of cable and
wiring systems like the aircraft FQIS. Basic electrical properties, such as, resistance, inductance, and
capacitance, which are all part of impedance help define the operational properties. It is the electrical
“fingerprint” of a cable.

Impedance is a complex mathematical function with real and imaginary components. The equation
that defines impedance in complex mathematics is:

Z=R+jX (D-2)

where the letter Z stands for impedance, the real part, R, is the resistance and the imaginary part, X, the
reactance. If X is positive, it is called inductive reactance. If X is negative, it is called capacitive
reactance. The letter j is the complex descriptor representing the square root of negative one. It defines
the phase relationship between resistance and reactance.

The impedance measurement plane can be visualized with the real element, or resistance, on the x-
axis and the imaginary element, or reactance, on the y-axis. Capacitors are typically found in the lower
half-plane, while inductors are in the upper half-plane. The more ideal an inductor or a capacitor the less
resistive it will be.

The values of characteristic impedance typically range from about 50 Ohms to 75 Ohms for coaxial
type cable and from about 300 Ohms to 600 Ohms for parallel lines. Special design applications may
also range in values from 100 to 200 Ohms for certain shielded pairs. {Ref. D-2]

D.1.1 Measurement Considerations

Impedance cannot be directly measured like voltage. Impedance measurements at radio frequencies
(RF) are especially challenging. Engineering trade-offs sometimes have to be made when selecting the
best measurement technique for any specific situation. Impedance is the most common measurement
performed to determine a cable or wiring network’s electrical characteristics. Because RF impedance
measurements are challenging, it is important to consider three factors during the measurement design
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process before conducting measurements of this kind.

First, one must consider and select an appropriate technique to use to make impedance measurements.
Second, if there are any special fixtures or adapters needed to connect to the system one desires to
measure, then they need to be acquired or designed and constructed. Third, calibration and compensation
techniques should be employed to insure sensible and accurate results.

Perhaps the most important criteria for selecting a measurement technique is the frequency range of
interest. Some methods are better suited for low frequency measurements while other methods are more
broadband in frequency. One must also consider the expected or anticipated range of impedance values
the system may have. Some techniques are limited to the measurement of low values of impedance and
others are limited to the measurement of relatively high value impedances. The required measurement
accuracy also factors into measurement technique. Increased accuracy is usually directly related to cost
and time. However, operator skill and attention to detail can go a long way in improving measurement
accuracy. Still, there are physical limitations inherent to all instrumentation that cannot be overcome.
These limitations need to be understood and taken into account when considering accuracy and
measurement uncertainty. The test conditions are another important consideration when conducting
measurements. Measurements in a laboratory environment can be quite different from measurements at a
remote field location in the desert. Environmental factors such as temperature, pressure, and humidity
can effect instruments and computers. Climate and meteorological factors such as wind and rain can
effect measurements as well as the operations and logistics at remote locations. Time itself can also be
considered a test condition and must be considered a factor. The measurement parameters of what one
needs to measure, such as impedance, and any additional parameters to augment the measurement such
as return loss, insertion loss, gains, other scattering or S-parameters and data formats should be
considered. Finally, it is very important that the physical characteristics of the system to be measured are
well understood and taken into consideration prior to conducting measurements. [Ref. D-3]

D.1.2 Theoretical Impedance of Aircraft Wiring

The electrical wiring typically encountered in the aviation industry can be generalized into three main
categories; coaxial, paired, flat, and fiber optic. The physical characteristics of these cable types vary
considerably. However, their general purpose is to transmit power or signals from one system to another.
The FQIS of the B-747-100 is a combination of coaxial cables, wired pairs, or single wires above a
ground plane. Cross sections of these types are depicted in the Figures D.1-1, D.1-2, and D.1-3.

Cable impedance in a coaxial cable at radio frequencies is primarily a function of the physical
dimensions and dielectric quality of the cable. As previously defined, cable impedance is the ratio of the
voltage to current of a signal traveling in one direction down a cable. For a coaxial cable, the value of the
impedance will depend upon the ratio of the inner and outer conductor diameters and the dielectric
constant of the material between the inner and outer conductors. The material parameters are defined by
the equation,

n=y% (D-3)
£

where, M is the intrinsic impedance for the material involved,
M is the permeability of the material, and
€ is the permittivity of the material.
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Then, the characteristic impedance for a lossless coaxial cable (see Figure D.1-1) is given by,

2r

a

Z,= uR ln[é). (D-4)

Teflon

Coaxial

Figure: D.1-1: Cross Section of a Coaxial Cable

LO Z Comp

LOZ
§ Ve

T

Wire Above
Conducting Surface

Figure D.1-2: Wire Pair Cross Section Figure D.1-3: Single Wire above Ground Plane

Impedance of a wire pair or a single wire above a ground plane is primarily a function of the
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geometry. The wire or wires diameter, distance separating wires and ground planes, and the dielectric
value associated with the separation distance all factor into impedance values. The dielectric value is
typically the value for the air that fills the separation space. But, in more complex models and in reality
the dielectric material filling a space will not only include air, but also teflon and other plastic wire
insulation materials. The wire could also be imbedded or submerged in some other gas, fluid, or solid
rather than air. These material changes can have significant effects on wired systems impedance.

Again, once the material parameter is defined, the characteristic impedance for a lossless wire pair

(see Figure D.1-2) is given by,
fn af b
Z,=.—cosh | — |, D-5
0 p [Za ) (D-5)

and the characteristic impedance for a lossless wire above a perfectly conducting surface (see Figure
D.1-3) is,

n A h
Z,=,—cosh | —|. D-6
0 o cos (a ) (D-6)

The value of the conductivity will affect the impedance to the extent that RF signals do not travel on
the surface of the conductor, but propagate into the conductor by what is known as skin depth. The finite
conductivity also causes losses that increase with RF frequency and can change the effective cable
impedance. Also, the construction of the cable can change along the length of the cable with differences
in conductor thickness, dielectric material, and outer conductor diameter changing due to limitations in
manufacturing. Thus, cable impedance can vary along the length of the cable. [Ref. D-4]

Cable impedance is a specification that is defined only at a discrete point along the cable and at a
discrete frequency. However, when commonly referred to, the impedance of the cable is some average of
the impedance over the frequency of interest. For the purposes discussed, cable impedance is the average
impedance presented at the input of the D3 ~ M 127 connector interface of the CWT over the frequency
span from 300 kHz to 1000 MHz.* These are the frequencies, based on surveys, where present PED
threats are most likely to occur.

This can be represented as:

S in;
mnax Z (f)
arvg = - df’ (D’7)
! / (fmax - min)

min

where Z_ is the input impedance, and
f is discrete frequency.

*During the measurements additional impedance data was taken from | GHz to 3 GHz to augment the

computational team’s study of high frequency external threats.
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D.2 Measurement Methodology and Technique

Specifications associated with any cable depend upon both the specification definitions and the
measurement methodology.

There are several measurement techniques available for conducting impedance measurements. These
included the Auto Balancing Bridge method, a current-voltage probe technique, an RF variant of the
current-voltage probe, Frequency Domain Network Analysis, and Time Domain Network Analysis.
These methods vary a great deal in complexity, frequency response, and accuracy depending on the
system to which they are applied. For the purposes of measuring the aircraft system described in this
report, it was determined through laboratory research that the Frequency Domain Network Analyzer
method would be most suitable for impedance characterization of the FQIS internal to the CWT. This
method is also known as the fixed bridge method.

D.2.1 The Bridge Methed

The fixed bridge method of impedance measurements is a technique for measuring characteristic
impedance using a vector network analyzer and its associated S-parameter test set, a set of calibration
standards, and a mathematical technique for emulating a variable bridge. The calculations give the
average impedance of the cable and compensation for adapters and connectors to the system under test.

The fixed bridge method with the network analyzer, S-parameter test set, calibration standards, and
connector compensation has several advantages. These advantages include minimization of cable
mismatch, rapid measurements, very wide frequency range, better directivity provided by the test set,
excellent repeatability, calibration enhanced accuracy, and automation that allows the operator to focus
on measurement results rather than measurement technique.

The only limitations of the technique involve the conversion of reflection data to impedance values.
Many modern network analyzers, such as the HP 8752A that was used, can do the conversions within
their own internal processors. An external computer can also be used to perform the mathematical
conversion, if required. The other limitation is that the characteristic impedance of a network analyzer
test set is typically 50 Ohms. Therefore, any and all measurements are referenced to 50 Ohms. The
technique provides very good accuracy if the system under test has an impedance around 50 Ohms, but
accuracy is sacrificed away from this central impedance. Nevertheless, the network analyzer method is
more than acceptable for impedance values that range between 9 and 600 Ohms. [Ref. D-3]

D.2.2 Basic Theory of Operation

The vector network analyzer fixed bridge method is a reflection measurement technique. An incident
wave of RF energy is transmitted or injected into a device or SUT, and the reflection back from the
device under test due to the incident wave is measured. The ratio of the reflected wave to the incident
wave is called the reflection coefficient (or I', gamma). This is shown pictorially in Figure D.2-1. The
reflection coefficient is directly related to impedance, and can be manipulated mathematically to give a
value for impedance. The network analyzer does this while precisely stepping its signal source through a
range of frequencies, thus measuring a unique reflection coefficient and calculating an impedance value
for every frequency in the established range. The system under test in this case was the aircraft FQIS
internal to the CWT. [Ref. D-5]
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Figure D.2-1: Diagram of the Basic Theory of Reflection Measurements
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Appendix E:  Statistical Analysis of Transmission Line Impedance
Using the Smith Chart

This appendix provides an overview of the Smith Chart related to its use in this report. The reflection
coefficient will be defined, and the relationship between the reflection coefficient and impedance will be
discussed. The Smith Chart will then be introduced as a coordinate transformation of the reflection
coefficient.  The basic principals of the Smith Chart are described with tllustrated examples. Plots
showing the reflection coefficient and the corresponding Smith Chart impedance plot will be described.
Finally, the use of statistics coupled with Smith Charts will be discussed.

E.1 Reflection coefficient

The reflection coefficient conveys how well the impedances of two transmission media are matched.
The efficient transfer of radio frequency (RF) energy from one location to another may require a
transmission medium to contain the energy. By examining a system using coaxial transmission lines to
transfer RF energy, an intuitive feel for the concept of reflection can be gained. In general, the best
coaxial cable is selected to minimize the reflection of energy back to the source. However, if a damaged
coax is inadvertently selected, the damage in the coax cable will cause energy that was intended to reach
the transmission destination to be reflected back to the source. This reflection will degrade the intended
receive signal.

incident _voltage_ wave

= (E.1-1)
reflected _voltage_ wave
_ 7.7 .
F= _i+z) =rR+Jr‘1 =Elh.féer (El_z)
Line Impedance (Z) Load(Ian ;))edance
 S———— e

Forward Traveling Wave

< = |

Reverse Traveling Wave

Figure E.1-1: Impedance diagram showing line impedance and load impedance.
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Equation E.1-1 and E.1-2 describe the reflection coefficient (F) [Ref. E-1]. The reflection coefficient
is defined [Ref. E-1] as the ratio of the forward traveling wave to the reflected wave (see Figure E.1-1).

The reflection coefficient is also defined in terms of the impedance of the transmission line ( Z_ ) and the

impedance of the load connected to the line (Z—L ). As shown in Equation E.1-2, the reflection coefficient

is in general complex; therefore, it can be written as a real part (T",) and an imaginary part (T',), or in polar
form as a magnitude (T, ) and phase (6r).

These concepts are easily described in an example. By assuming a loss-less transmission line with a
characteristic impedance of 50 Ohms hooked to a complex load impedance of 111.8 £63.4°, the reflection
coefficient can be calculated. Equation E.1-3 shows this calculation. The complex reflection coefficient
is calculated to be 0.707.45°. Figure E.1-2 shows this value plotted on a polar chart.

I =0.707.45°

180

270

Figure E.1-2: Reflection coefficient plotted on a polar chart.
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Z =1118163.4°
The normalized rectangular value

Figure E.2-1: Impedance value plotted on a Smith Chart.

222, HIB£033°50_p o ir —05+05/=T,, 26, =—=245 (E.1-3)
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E.2 Relationship between Impedance and the Reflection coefficient

For a given system impedance (Z, = 50 Ohms), Equation E.1-3 can be rearranged to solve for the load
impedance ( Z, ) [Ref. E-1].

Z,=Z (ﬂ] (E.2-1)
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Figure E.2-4: Arcs of the Smith Chart represent the reactive component of the
impedance.

If the reflection coefficient of Equation E.1-3 is plugged into Equation E.2-1, the load impedance
(Z,)is equal to 111.8 £63.4°. In order to plot complex impedance points, the Smith Chart is used. The

Smith Chart, (developed in 1939 by Phillip H. Smith) [Ref. E-2], has axes capable of displaying the real
and imaginary parts of impedance. In order to make use of the Smith Chart axes the impedance values

must be normalized to the system impedance (Z)). The impedance from the example above (111.8

£63.4°) becomes 2.2361 £63.4° or 1 + 2j when displayed in rectangular coordinates. Figure E.2-1 shows
this normalized impedance plotted on a Smith Chart axes.

The Smith Chart represents a coordinate transformation of the reflection coefficient. Actually, the
transformation is defined by the equation that changes the reflection coefficient to impedance. An
interesting and useful characteristic of this transformation is that if the polar axis from the reflection
coefficient axis is removed and replaced by an overlay of the Smith Chart, the data would fall on the same
locations as if it were plotted as impedance. This makes the Smith Chart very useful in displaying
statistics associated with the reflection coefficient.

The Smith Chart has a fundamental set of axes. These are the real Jine and the imaginary circle (see
Figure E.2-2). The coordinate system axes are shown in Figure E.2-3 and Figure E.2-4. These are
constant real circles, and constant reactive (imaginary) lines [Ref. E-1]. A purely resistive load
represents a point on the real axis corresponding to its normalized value. Also a completely reactive
value (like a lossless capacitor) represents a point on the imaginary axis corresponding to its normalized
reactance value.
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E.3 Statistical Display of Impedance Data

Figure E.2-5 shows a typical test setup used to measure the reflection coefficient of a device under test
(DUT). The network analyzer sends out a signal and measures the amount of signal that is reflected from
the DUT. This process is repeated for all the frequencies of interest. For example, as described in Section
4.4.1, the network analyzer was used to measure the reflection coefficient of the FQIS of a B-747-100
aircraft. This test was done for frequencies from 300 kHz to 1 GHz. The data from the measurement of
the input impedance of the aircraft are shown in Figure E.2-6 plotted on a reflection coefficient axis.
Figure E.2-7 shows the same data plotted on the Smith Chart. The data pattern is identical for each, and
is independent of the axis chosen. The erratically varying trace represents the impedance values as a
function of frequency.

Data
Computer

-, Frequency

Dependent
Impedance
I O
[ |G oo
= ooo
o ]
Network T, Test Port Cable
Analyzer

Figure E.2-5: Reflection coefficient measurement setup.
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Polar Plot, Aircraft 2 FQIS Reflection Coefficient, Hi-Z-W hite to Low-Z-Red

90

0.98632

; 0.73974

| 0.49316'

0 T T ¢ fovae X -] oo

270

Start Frequency 0.3 MHz Stop Frequency 1000 MHz

Figure E.2-6: Polar plot of the frequency dependent reflection coefficient, with the mean (red star) and the
standard deviation (green circle) displayed.

Smith Chart, Aircraft 2 FQIS Impﬁdance, Hi-Z-W hite to Low-Z-Red

Start Frequency 0.3 MHz Stop Frequency 1000 MHz

Figure E.2-7: Smith Chart of the frequency dependent reflection coefficient, with the mean (red star)
and the standard deviation (green circle) displayed.
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A method of comparing these (Figure E.2-6 and Figure E.2-7) seemingly random-looking traces was
developed for this effort. Because of the nature of the impedance values, a direct frequency-to-frequency
comparison of the impedance values was not practical; therefore, a statistical method was used to
compare independent data sets for similarity. The mean of the real part of the reflection coefficient, and
the mean of the imaginary part of the reflection coefficient can be computed by Equation E.3-1 [Ref. E-3]

l N
T e =—_§‘TF,- : (E.3-1)
<

where N is the number of points in the sequence, and T', is the frequency-dependent value of the reflection
coefficient. Figure E.2-7 shows the mean value of the real and the mean of the imaginary part of the
reflection coefficient plotted as the red star. The green circle on this figure represents a standard
deviation circle of the data. The standard deviation can be calculated as in Equation E.3-2 [Ref. E-3]

19| —

N — 2
rslandard_deviation = (ﬁ 2 (ABS( rj) - Fabs_mean ) ] , (E3-2)
j=1

where N is the number of points in the sequence, and ABS ( Fj) is the magnitude of the reflection

coefficient, and T, is the mean value of the magnitude of the reflection coefficient (Equation E.3-

abs _ mean
3). The standard deviation circle was realized by scaling a unit circle by the standard deviation of the
reflection coefficient, and plotting it around the mean value. These statistical concepts add a means by
which to can compare two data sets in a graphical manner.

L ats_mean = iﬁ‘, ('\/rReaI_jl + rhnag_j2 ) (E.3-3)
N 2

E. 4 References for Appendix E

[E-1] W. D. Stanley, and R. F. Harrington, Lines and Fields in Electronics Technology, Prentice-Hall, 1995.
[E-2] 1.J. Carr, Practical Antenna Handbook, 2™ Edition, Tab Books, 1994.
[E-3] B. Jones, MATLAB Statistics Toolbox User’s Guide, Natick, Mass.: The Math Works, Inc.
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Appendix F: RF Induced Voltage and Current Measurements in
the Laboratory

The task of characterizing the RF voltage and current coupling onto the FQIS required accurate
measurements from 300 kHz to 1 GHz. Specialized instruments and calibration fixtures were required.
Current and voltage probes that operate in this frequency range were commercially available. These
probes were designed to minimize perturbation of the attached RF circuit, and could be used with a RF
vector network analyzer. For accurate measurements over the required frequency band, a specialized
calibration fixture was designed and constructed.

F.1 Approach

Based upon discussion and experimentation, it was decided that the best technique to satisfy the
objective would be to use a network analyzer with high frequency voltage and current probes. A
photograph of the laboratory setup is shown in Figure F.1-1. Figure F.1-2 shows a schematic of the
measurement system. The network analyzer, with built in S-parameter test set, allowed quick and simple
calibration at the point of measurement, and quickly and accurately collected data over a wide range of
frequencies.

Figure: F.1-1: Photograph: Laboratory network analyzer and high frequency voltage/current probe setup
for measurements on the FQIS installation.
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Figure F.1-2: Diagram: Laborato;y network analyzer and high frequency voltage/current probe setup
for measurements on the FQIS installation.

In addition to the RF vector network analyzer, voltage probe and current probe, several specialized
cables and custom made adapters were needed. Calibration data for both probes was acquired with a
current-voltage sampling fixture (CVSF), which was designed and constructed at NASA LaRC for this

task. The CVSF design is discussed in Section F.5, and derivation of calibration terms is discussed in
Section F.6.
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F.2 RF Vector Network Analyzer and Data Acquisition Computer

The network analyzer (HP8752A) used to conduct these measurements was the same as used during
the aircraft and laboratory impedance measurements. The HP8752A was capable of performing one port
reflection measurements or two port transmission measurements in both the frequency and time domains.
The analyzer is comprised of a synthesized signal source, a switching S-parameter test set with a nominal
50 Ohm impedance, and a dual channel receiver to measure and display the magnitude and phase of
transmitted and reflected power. It contains built in digital signal processing and microprocessors to
perform complex mathematical manipulations of measured data and to improve measurement capability
and accuracy. Measurement results can be displayed on the network analyzer, plotted, or transferred via
GPIB to another data acquisition computer for storage or further analysis.

Figure F.2-1 shows the data acquisition PC and the network analyzer. The data acquisition computer
was a standard NEC portable laptop running the Windows 98 operating system. The computer was
configured with a GPIB interface for connecting to the network analyzer. Hewlett Packard Visual
Engineering Environment (HP VEE) software was installed on the data acquisition computer as the
primary control software. Several data acquisition routines were programmed to capture data from the
network analyzer in the required engineering formats specific to each type of measurement. The computer
was also used as a data storage device and a preliminary data analysis computer. Later, data was
transferred from the portable laptop to PC desktop workstations for more in-depth analysis and
presentation.

Figure F.2-1: Data acquisition computer and HP 8752A network analyzer.
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F.3 Prodyn I-320B Current Probe

The Prodyn 1-320B “clamp-on” type current probe was used to sense the magnetic field produced by
the alternating current flowing through a wire under test. This probe provides a transfer function between
current present on the wire under test to the current induced in its 50 Ohm matched output terminal.
Figure F.3-1 shows the current probe attached to the simulated FQIS wiring. The small probe size and
shape allowed for convenient and easy installation over conductors as they existed within their normal
established arrangement. There was no need to cut or break a conductor current path to insert the sensing
device. The probe had an aperture of 0.22 in. diameter, and could be clamped around a wire allowing for
the testing of a variety of cables.

Figure F.3-1: 1-320 probe used in induced current measurements on the laboratory FQIS installation.

The relationship between the sensed current and output voltage is

Voul = ZT X Isensed, (F'3"1)

where I, 1s the Current sensed in the conductor,
Z._ is the Transfer Impedance, and
V_.is the Voltage detected at the sensor output

The transfer impedance for the I-320 current probe was specified as Z, = 1. The transfer impedance is
a function of how the device was designed and built and relates to the coupling from the conductor to the
probe. The Z, =1 transfer impedance was useful, in that it mathematically simplified the probes current-
voltage relationship. The sensor had an output impedance of 50 Ohms, which minimized systematic
errors, when mated to the network analyzer measurement system.

The current probe’s 3 dB operation points spanned the frequency range from 200 kHz to 500 MHz,
with a bandpass characteristic of +/- 0.5 dB. By measuring calibration terms with the CVSFE, the reliable
range of the device was extended out-of-band to 1000 MHz. The CVSF and its use are described in
greater detail in Sections F.5 and F.6.
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F.4 Hewlett Packard 85024A High Frequency Voltage Probe

The HP85024A voltage probe (Figure F.4-1) was designed to directly connect to a circuit under test,
but provided high isolation due to a 1 MOhm input impedance and low input capacitance at the sensing
terminals. The probe was designed specifically for troubleshooting RF signal paths and identifying
problem areas, and therefore, was ideally suited for voltage and power testing of the RF-excited FQIS
installation. The probe provided a transfer function between voltage present between its sensing terminals
to the voltage induced across its 50 Ohm matched output terminal. The 50 Ohm matched output
characteristic minimizes systematic mismatch errors with a variety of measurement instruments, such as
spectrum analyzers, frequency counters, and oscilloscopes. For the purposes of this test, it was used with
the HP8752A vector network analyzer, for which it was particularly designed to operate. The network
analyzer supplied operating power for the active probe. The frequency bandwidth was 300 kHz to 3 GHz,
which more than covered the potential PED threat regime.

Figure F.4-1: HP 8572A probe used in induced voltage measurements on the laboratory FQIS installation. It
is shown here with the CVSF.



F.5 Current — Voltage Sampling Fixture (CVSF): Fabrication and Use

The CVSF was designed by LaRC engineers to provide a calibrated reference for determining the
current coupling characteristics of the Prodyn I320B current probe and voltage coupling characteristics of
the HP85024A voltage probe. These characteristics would later be expressed as transfer functions for
each probe, allowing absolute values of current and voltage enhancements at locations within the FQIS
simulator to be measured.

The CVSF consisted of an 8.5-inch length of semi-rigid coaxial transmission line that has had 1 inch
of the outer conductor stripped away from the middle so as to expose the Teflon dielectric surrounding
the center conductor. A small 1/16" of an inch section in the Teflon was cut away to expose the center
conductor. This gap allowed for the tip of the voltage probe to be directly connected to the center
conductor. This was the center conductor measurement point. In the same area, the current probe was
clamped around the Teflon dielectric while maintaining isolation from the center conductor of the coaxial
semi-rigid line. A CVSF schematic is shown in Figure F.5-1, and a photograph is shown in Figure F.5-2.

Shield “Cage”
Center Conductor Connector

Measurement Point j

Current

o Teflon Dielectric
Semi-Rigid Coax

I-320 Current Probe

Network Analyzer Test Port Cable

Figure F.5-1: Schematic of the CVSF.

A “cage” enclosed the test area where the probes could be connected to the transmission line. The cage
was an extension of the copper shield on the semi-rigid coax. It was a 1 inch wide piece of copper that
forms a 1.5 inch x 1.5 inch box around the test area. This shielded box minimized potential stray electric
fields that may cause interference or perturbations within the test section. The device had N-type male RF
connectors at each end of the semi-rigid coaxial transmission line.
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Figure F.5-2: Photograph of the CVSF. 1t is shown connected to the network analyzer and terminated into a
calibrated 50 Ohm load.

F.6 Current — Voltage Sampling Fixture (CVSF): Calibration

For conducted coupling measurements and detailed current-voltage characterization of FQIS installed
in the laboratory, it was necessary to characterize the CVSF first. With a given input power, induced
currents and voltages at the CVSF measurement point were calculated and compared to measured probe
outputs. This defined a calibration curve for both the Prodyn I-320 current probe and the HP 85024A
voltage probe. All measurements were performed on the CVSF with the RF vector network analyzer and
data acquisition computer, discussed previously. .

i

F.6.1 Network Analyzer Reflection Measurement [S, ]

The network analyzer and the data acquisition computer were set up first to measure and store the
reflection characteristics of the CVSE. By terminating the CVSF into a 50 Ohm precision load, and
calibrating the network analyzer for a reflection (S,,) measurement, the mismatch characteristics of the
CVSF could be obtained. A general discussion of reflection and transmission measurement theory is
provided in Appendix D.

The network analyzer was configured to measure the magnitude and phase of the reflection coefficient
from 1 MHz to 1 GHz in a logarithmically spaced frequency format. A 1-port (open, short, load)
calibration was performed to remove systematic errors. The CVSF was connected to the reflection port of
the network analyzer and the other end of the CVSF was terminated with a 50 Ohm matched calibration
load.

Three configurations of the CVSF were measured. First the terminated CVSF alone was measured.
Second, the terminated CVSF with its test section perturbed by the current probe was measured. The
current probe was loaded into 50 Ohms and clamped around the Teflon dielectric in the test area of the
CVSF. Finally, the terminated CVSF with the test area perturbed by the voltage probe was characterized.
The voltage probe was connected to the center conductor measurement point in the CVSF test section.

The complex reflection coefficient for each of the fixture states was measured and stored. These files
were used later for conducted coupling measurement calibrations.
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F.6.2 Network Analyzer Transmission Measurements (S, ]
F.6.2.1 CVSF Insertion Loss

The network analyzer and the data acquisition computer were next set up to measure and store the
transmission characteristics of the CVSF. The network analyzer was configured to measure the magnitude
data associated with signal insertion loss from 1| MHz to 1 GHz in a logarithmic format. A 2-port
response (thru) calibration was performed to remove systematic errors. The CVSF was connected to the
reflection port of the network analyzer and the other end of the CVSF was connected to the 50-Ohm
transmission port of the network analyzer by means of a low-loss test port cable. The transmission
insertion loss was measured for the three configuration states of the CVSF as in the case for the reflection
measurements described in the earlier paragraph; CVSF alone, CVSF with current probe, and CVSF with
voltage probe. The transmission data was stored for these files to also be used later for conducted
coupling measurement calibrations.

F.6.2.2 CVSF Probe Transfer Function

The final measurements made using the CVSF were the transfer function measurements. (Figure
F.6.2.2-1.) By terminating the CVSF into a 50 Ohm precision load, and calibrating the network analyzer
for a response (S,) measurement, a relationship between V, and V,, as well as I, and I, was measured
directly. This configuration setup measures the signal transfer characteristics from the network analyzer
into the CVSF through the probe connected within the CVSF test section and back into the network
analyzer. This measurement was very important because it, along with the CVSF characterizations, lead
directly to the conducted coupling measurements on the simulated FQIS.

Data
Computer

Network
Analyzer

T, Test Port Cable
R, Test Port Cable
Voltage Probe

or
Current Probe

— ey gl |.0ad

CVSF
Figure F.6.2.2-1: Transfer function setup showing the use of the CVSF.
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F.6.3 Voltage Transfer Function

For the HP85024A voltage probe, a CVSF Voltage Transfer Function (VTF) was defined as (see
Figure F.6.3-1)

\Y%
CVSF_VTF = Voltage Transfer Function = 72 . (F.6.3-1)

1

(RMS voltage is assumed.) Because the CVSF will introduce a small mismatch, the voltage (V) is
bound by [Ref. F-1]

V, = vV PiaZo (1 * F), (F.6.3-2)

where T is the magnitude of the reflection coefficient, measured by the network analyzer (I' =
IS | )} as described in Section F.6.1. The factor 1£I" bounds measurement errors due to

11" Lincar_Magnitudv

reflection. Reflection coefficient was measured with the voltage probe connected to the fixture. Because
the output of the probe connector was designed to be well-matched, V, can be written as

Vv, =,/P

sensed

Zo - (F.6.3-3)

HP85024A Voltage Probe

N l'emale

N Butlet

i

N Buliet

L]

odyn i-320B Current Probe

Figure F.6.3-1: Schematic representation of the CVSF, shown with the HP85024A and Prodyn 1-320B probes
it was intended to calibrate.
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The Voltage Transfer Function in dB is therefore

P >
CVSF_VTE,, = 20LOG|[ — et |22 | (F.6.3-4)
1+T N P, VZ,

Considering a network analyzer transmission measurement, as described in Section F.6.2,

IS,|(dB) = IOLOGFPSEMJ , (F.6.3-5)

fwd

then:

1 Z |Szll(dB)
CVSF_VTE,, = 20LOG| | —— | [=%2V10 10
1+T \ Z,,

[Sal0®)
CVSF_VTF = 20LOG(#)+ IOLOGI:—Z—Q:I + lOLOG{lO 10 } (F.6.3-6)

0l

CVSF_VTE,, =20LOG| —— |+ 10L0G| 22 +]S,,)@B)
1+T Zo | 12

And, since Z, =7, ,=50 Ohms, the CVSF_VTF reduces to

CVSF_VTE, = 20L00[ﬁ} +1S,,|dB). (F.6.3-7)

N~ /L v
I S

Reflection Transmission
Measurement Measurement
(Mismatch) Term (Probe) Term

Data for the HP85024A voltage probe, with error bars is shown in Figure F.6.3-2. The maximum
values of this data were subtracted from the FQIS voltage transfer measurements of Section 4.5.1 to
provide an estimate of voltage enhancement magnitude versus frequency, at each test point location. A
maximum CVSF_VTF magnitude results in a smaller predicted voltage, when subtracted from the
FQIS_VTF. This was considered to be the most conservative approach in estimating voltage
enhancements.
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Figure F.6.3-2: HP85024A Voltage Probe Voltage Transfer Function, a ratio of output voltage to reference
voltage. Error bars show potential bounds of measurement inaccuracy due to calibration fixture reflection.

F.6.4 Current Transfer Function

For the Prodyn I320B current probe, a CVSF Current Transfer Function (CTF) was defined as (see
Figure F.6.3-1)

I,
CVSF_CTF = Current Transfer Function = —I; . (F.6.4-1)
i

Because the CVSF will introduce a small mismatch, the RMS current (1)) is bound by [Ref. F-1]

I, = Eﬂ(l FI), (F.6.4-2)

01

where I' is the magnitude of the reflection coefficient, as measured by the network analyzer (I' =
IS} incsr ogninge) @S described in Section F.6.1. The factor 1¥I" bounds measurement errors due to

reflection. Reflection coefficient was measured with the current probe present in the fixture. Because the
output of the probe connector was designed to be well matched, I, was written as
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1, = [—xued (F.6.4-3)

The Current Transfer Function in dB is therefore

P
CVSF_CTF,, = 20LOG _' nea. Lot | (F.6.4-4)
1FT )\ Py VZos

Considering a network analyzer transmission measurement as described in Section F.6.2

|S,|(dB) = IOLOG[EE“E"—} : (F.6.4-5)
wad
then:
,Snl(dB)
CVSF_CTE,, =20LOG ” %10
Z, [S24](aB)
CVSF_CTF,, —20LOG(—_F]+IOLOG[Z }»mLOG 10 10 (F.6.4-6)
¥ 02
Zy,
CVSF_CTE,, =20LOG -_— +10LOG| =2 | +|S,,|(dB)
1FT Zo_
And, since Z,=Z,,=50 Ohms, the CTF reduces to
CVSF_CTEy; = 20LOG[ ] IS,,|@B). (F.6.4-7)

\ / \_ﬂ__J

Reflection Transmission
Measurement Measurement
(Mismatch) Term (Probe) Term

Data for the Prodyn 1320B current probe, with error bars is shown in Figure F.6.4-1. The maximum
values of this data were subtracted from the FQIS current transfer measurements of Section 4.5.1 to
provide an estimate of current enhancement magnitude versus frequency, at each test point location. A
maximum CVSF_CTF magnitude results in a smaller predicted current, when subtracted from the
FQIS_CTF. This was considered to be the most conservative approach in estimating current
enhancements.



(ITF.pgw)

Power Transfer, dB

1 10 100 1000

Frequency, MHz

Figure F.6.4-1: Prodyn I320B Probe Current Transfer Function, a ratio of output current to reference
current. Error bars show potential bounds of measurement inaccuracy due to calibration fixture reflection.

F.7 References for Appendix F

[F-1] P. A. Rizzi, Microwave Engineering, 1988, Prentice Hall.
[F-2] Prodyn I-320B Specifications

[F-3] HP85024A Specifications
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Appendix G: Manufacturers’ Data on Representative Portable

(Also includes data from the JSC report [Ref. G-1))

Devices/

Manufacturers Model/Product Standards

Cellular/PCS:
Qualcomm
Motorola

Satellite Phone:

Motorola
Wireless LAN:

Lucent Tech

ICOM

2-way Pager:

Motorola

QCP-2700 Analog_Cell
CDMA PCS
13241- 3W Analog_Cell

Satellite Phone Satellite

WaveLAN IEEE 802.11
WaveLAN/ISA DSSS

DSSS
WavePoint DSSS

DSSS

LAN Card DSSS

PageWriter2000
(2-way pager)

Family Radio Service (FRS):

ICOM, Motorola.

Kenwood
Military:

Utilicom

Portable Radio:

Motorola

Family Radios FRS

LongRanger
2000 & 2020

Spread Spec

Spirit MU22CV
Spirit SV52
Spirit SU42
SP10 VHF

G-1

Intentional Transmitters

Fregs
(MHz)

824 - 849
1850 - 1910
824 - 849

1616-1626.5

2400 - 2483 .4
902 - 928
2400 - 2483.5
902 - 928
2400 - 2483.5
2401 - 2483.5

901 - 902

462.5 -467.7

902 - 928

2400 - 2483.5

464.5 - 467.925
151.6 - 151.95
464.5 - 464.55
150.8-162

Max Power
(W)

0.6
0.2
’;

0.57 ave.

0.0316
0.1995
0.0316
0.3162
0.0316
0.1

0.5

0.8

0.063

[\ IR SRV S



Maxon

Tekk

ICOM

RadioShack

LandMobile:

ICOM

SP21 VHF
SP21 UHF
SP50 VHF
SP50 UHF
P1225 VHF
P1225 UHF
GP350 VHF
GP350 UHF
P110 VHF
P110 UHF
GP300 VHF
GP300 UHF

P200 VHF (LowBand)

SP130,140 VHF
SP130,140 UHF

GMRS-21A
T-20

T-40
IC-T7TH

IC-T81A

IC-T2H
IC-T8A

F30 (VHF)
F40 (VHF)

HTX-200
HTX-400
BTX-127
TRC-237
HH-940P

IC-F3
IC-F4

IC-F40LT

Ham

Ham
Bus.-2way
CB

Marine Radio

VHF Xceiver

UHF Xceiver

UHF Xceiver

G-2

151-159
462-470
150-170
450-470
150-174
450-470
146-174
438-470
136-174
438-520
146-174
403-470
30-50

148-174
440-470
462.575-462.625

151.6-154.6
462.5-464.5

144 - 148
440 - 450
50-54

74 - 174
400 - 470
1240 - 1300
74-174
50-54
144- 148
440-450
146-174
430-470

144-148
430-450
151.6-154.7
26.965-27.405
156-157

136 - 150
146 - 174
400 - 430
440 - 470
400 - 430
440 - 470

= W SO I SR I SR T IV

—_— N

[NV

Lhhhhnhhndbhhhnhnana N

— N = N

thtoh b = n



470-520 5
IC-A3 AM 118 -136.975 5

NOTE: The intention of this data was to provide an upper bound for possible PED power threat levels in
an aircraft. The information was gathered from various internet web sites belonging to equipment
manufacturers, online stores, and sale catalogs. However, accuracy was not formally validated with the
manufacturers. NASA does not endorse the use of this data for any purpose other than stated herein.

References for Appendix G

[G-1] D. J. Hughes, “Portable Electronic Devices (PEDs) Measured Emission Levels,” P1625 E3 Support to
the NTSB, 1999.






Appendix H: Partial List of FCC Limits on PEDs

Frequency (MHz)

Start
Part15: Low-Power, Non-License
Transmitter

Asynchronous (LAN)

* 1910

“ 2390

“ 1920

Frequency Hopping

“ 902

« 2400

* 5725

Part 20: Commercial Mobile Radio Services:

Data not available at the time of this analysis

Part 22: Public Mobile Services
Cellular Blocks A,B 824

Part 24: Personal Comm Service (PCS)

Narrow Band 901
" 930
" 940

Wide Band 1850
" 1930
" 2130
" 2180

Part 26: General Wireless Comm Service (PCS)
Blocks A,B,C,D.E 4660

Part 27: Wireless Comm Service (WCS)
Blocks A,B,C,.D 2305

Part 80: Marine Radio Service
¢  Marine Radio Service:
(shipboard) 156
(in harbor) 156
e Mobil Telephone Service:
(typ. handheld)

Part 90: Private Land Mobile Radio Service:

Data not available at the time of this analysis

Part 95: Personal Radio Service
GMRS (FC(C95.639) 462.5

Stop

1920
2400
1930

928
24835
5850

890

902
931
941
1890
1970
2150
2200

4685

2360

157.5
157.5

467.7

Power (W)

0.316
0.316
0.112

EE I S B NS LN BN RN |

0.2



Remote Radio Control

"

CB (FCC 95.D)

Family Radio Service
Lower Power Radio Service
Interactive Video & Data

27
27.255
72
26.965
26.965
462.56
216
218

H-2

27
27.255
76
27.405
27.405
467.72
217
219

4
25

0.75

4 (CW/AM)
12 (SSB)
0.5

0.1

0.1
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