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1.DOCUMENT CONVENTIONS

The following conventions are used throughout this document:

The term “formal testing” has two meanings. Traditionally, “formal testing” has been used to
describe an official test occurring at the end of each life cycle phase to demonstrate that software
is ready for intended use. It includes the following:

Approved Test Plan and Procedure

o Quality Assurance (QA) witnesses

o Record of discrepancies (Problem Reports)

o Test Report

(o)

With the invention of more advanced software, the term “formal testing” also refers to a type of
mathematical testing using Formal Methods. Formal Methods include the following types of tests:
o Model Checking
o Theorem Proving
o Static Analysis
o Runtime Monitoring

Therefore, to avoid on confusion in this document, the traditional use of “formal testing” has been
replaced with the term “official testing”. The term “formal testing” used in this document means
formal mathematical testing (i.e. Formal Methods).

The term “Program” is used as a generic term to describe a mission or project conducted at
NASA. For example, this document contains a survey of the Deep Space One Program, rather
than the Deep Space One Mission.

The term “Advanced Software” is used to describe model-based and/or artificial intelligence (Al)
software like model based reasoning software.
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2.EXECUTIVE SUMMARY

This report was prepared by the NASA Ames Research Center Automated Software Engineering (ASE)
group as the deliverable for Task 5.3.3.1 “Survey NASA V&V & IVHM V&V, highlighted in green on
Figure 1. It is the first of three reports for Task 5.3.3 “V&V”, highlighted in blue on Figure 1.

Space Launch Initiative (SLI)
2nd Generation RLV TA-5 IVHM

[ I .

5.1 IVHM Systems 5.2 IVHM Sub-System 5.31VHM [ 5.4 IVHM Integration/Validation

Analysis & Technol

Op:r%si;salion beabina. SVStems

Technology
r5.3.1 System Level Architecture 5.3.2 Diagnostic 5.3.3 V&\a
Modeling Environment (DME) e
5:3.3.1 Survey NASA V&V 5.3.3.2 Analyze Formal 5.3.3.1 New V&V
&IVHM V&V Methods for V&V Tools for Diagnostic
(Report 1) (Report 2) Modeling Environment (DME)
{Report 3)

Legend:
o SLI Space Launch Initiative
e |VHM Integrated Vehicle Health Management
o V&V Verification and Validation
e RLV Re-usable Launch Vehicle

(Note: The current space shuttle is the 1° Generation RLV. The goal of SLI is to upgrade the space
shuttle to the 2" Generation RLV)

Figure 1: SLI 2" Generation RLV TA-5 IVHM Project Structure

The purpose of this report is to describe current NASA V&V techniques and to explain how these
techniques are applicable to 2nd Generation RLV IVHM software. It also includes a list of NASA V&V
Standards for certification of airborne software. Finally, this report contains recommendations for special
V&YV requirements for IVHM.

This report is divided into the following three sections:
e Survey — Current NASA V&V Processes/Methods
o Applicability of NASA V&V to 2™ Generation RLV IVHM
o Special 2" Generation RLV IVHM V&V Requirements

Because the Survey of Current V&V Processes/Methods revealed that Advanced Software like IVHM has
been used primarily on experimental missions, additional investigation was conducted. Further research
revealed that Advanced Software has not been utilized more effectively because it is difficuit to
adequately verify and validate this software in accordance with NASA standards and guidelines for
certification of airborne software. Therefore, special effort was made to obtain the appropriate NASA
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standards and to review the required V&V tasks and provide recommendations for meeting these
requirements.

Report 2 uses Report 1 as a foundation and builds on that foundation by recommending new Formal
Verification processes and methods for V&V of Advanced Software.

Additionally, in order to provide a comprehensive recommendation for V&V, this section contains
information about software methodologies, project management and other topics implicitly related to V&V
because a successful V&V effort is dependent upon these items.

The Executive Summary includes an overview of the main points from each section. Supporting detail,
diagrams, figures and other information are included in subsequent sections. A glossary, acronym list,
appendices and references are included at the end of this report.

2.1.1. SURVEY - CURRENT NASA V&V PROCESSES/METHODS

A survey of current practice in Verification & Validation (V&V) of safety-critical software across NASA was
conducted to support initial planning and analysis for V&V of the 2nd Generation Re-usable Launch
Vehicle IVHM.

Software V&V is defined as the process of ensuring that software being developed or changed will satisfy
functional and other requirements (verification) and each step in the process of building the software
yields the right products (validation).?* ™ In other words:

e Verification — Build the Product Right

e Validation - Build the Right Product

Three missions were selected as being representative of current software V&V practices. They are listed
below and a summary of survey results follows:

o Deep Space One - Remote Agent (DS1 RA)

e X-37 IVHM Experiment

e Checkout & Launch Control System (CLCS)

2.1.1.1. Deep Space One Remote Agent Experiment *
The V&V process for Deep Space One Remote Agent Experiment resulted in the following:
e Successful V&V process contributed to the Remote Agent team becoming co-winners of the
NASA 1999 Software of the Year Award
« Operations Scenarios were used effectively to test nominal and off-nominal events.
e Baseline testing and effective use of different fidelity testbeds resulted in project team agility and
reduced testing costs
e Operational Readiness Tests resulted in identifying procedural problems during “dress rehearsal’
so they could be corrected before the actual mission

Note: Formal Verification was also conducted on the Remote Agent Experiment (RAX). The Formal
Verification included processes and tools to analyze and verify complex dynamic systems like
Advanced Flight Software, using mathematically sound analysis technigues. Formal Methods applied
to RAX are described in Report 2 - NASA V&V of Advanced Systems.

2.1.1.2. X-37 IVHM Experiment '

The X-37 plane is a reusable launch vehicle designed to operate in both the orbital and re-entry phases of
flight. The X-37 IVHM Experiment will involve running integrated vehicle health management software
onboard the X-37 plane. This experiment is still in the early stages. To date, the project team has
developed a comprehensive V&V Plan based on NASA standards. One test has been conducted with
successful results indicating that the V&V plan is being used to find anomalies, bugs, and incomplete
code. This test also demonstrated that the IVHM software was able to run a nominal scenario script for
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4.5 days without crashing and L2 (new version of Livingstone software) found an isolated single
component failure.

2.1.1.3. Checkout & Launch Control System (CLCS)

In 1999, it became apparent that the Atlas software delivery (part of CLCS) was late and over budget. An
Independent Assessment Team reviewed CLCS processes and recommended improvements. As a
result the CLCS pro;ect was re-structured with an emphasis on functional releases rather than system
software deliveries.

The CLCS project has comprehensive V&V plans based on NASA standards and contained in an online
repository (http://clcs.ksc.nasa.gov/docs/test-specs.html). To date, only the Hypergolic Maintenance
Facility has been validated under the new project structure. Specific information regarding Iessons
learned from V&V of the Hypergolic Maintenance Facility will be available in fourth quarter 2001.2

One umportant lesson learned to date is the necessity for evaluating IV&V budget requirements early in
the project.? A manned mission and any mission or program costing more than $100M will require IV&V.
Appendix D, “Independent Verification and Validation (IV&V) Criteria” contains recent criteria for this
evaluation.”

2.1.2. APPLICABILITY OF NASA V&V TO IVHM

The purpose of Section 4, “Applicability of NASA V&V to 2" Generation RLV IVHM” is to discuss which
NASA V&V processes and methods are applicable and beneficial to the IVHM system planned for the 2
Generation RLV.

General NASA V&V standards were reviewed, as well as, V&V activities described in the Surveys of the
Deep Space One Remote Agent Experiment, X-37 IVHM Experiment and CLCS. Each V&V task was
categorized as either a Process or Method and listed in the V&V Processes Applicability Matrix (Section
4.1.3.1) or the V&V Methods Applicability Matrix (Sectlon 4.1.4.1). Both Applicability Matrices include a
column designating whether the task is applicable to 2" Generatlon RLV IVHM. Tasks designated as
being applicable may be incorporated into the V&V Plan for the 2" ? Generation RLV IVHM system.

Seventeen V&V Processes and forty-three V&V Methods were analyzed. Sixteen V&V Processes are
applicable to IVHM and one process may be applicable depending upon the size and complexity of the
project. Forty V&V Methods are applicable to IVHM and three are not.

2.1.3. SPECIAL IVHM V&V REQUIREMENTS

The purpose of Section 5, “Specnal IVHM V&V Requirements” is to identify unique V&YV issues and
requirements specific to the 2" Generation RLV IVHM system. Special requirements were taken from
lessons learned on the Deep Space Remote Agent Experiment and the CLCS reorganization and include
the following recommendations:

e Educate mission operators about autonomous onboard planning technology in order to move
beyond the mindset of predictability from an autonomous system and to provide a basis for
acceptance of rigorous V&V as appropriate for certification so Advanced IVHM Software can fly
onboard 2™ Generation RLV.

e Use a combination of the Spiral and Waterfall methodologies when presenting new technology.
V&YV is different for each methodology as described in Section 5.

e Enforce accountability between partners to ensure V&V is performed effectively

e Organize modeling teams with responsibility for entire sub-systems to ensure internal coherence
of the resulting model and communication about models to the V&V team.

Evaluate testing coverage of autonomous software

o Develop tools to mitigate the effect of late changes to requirements because the V&V effort for
changes is currently a laborious process. The DS1 RA team was forced to forego some late
changes because there was insufficient time for V&V.

e Develop ground tools early and use them during testing
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o Design telemetry early and use during testing

« Develop better model validation processes and tools (some tools under development at NASA)

e Use new graphical tools being developed to provide visual inspection and modification of mission
profiles, as well as constraint checking

e Develop tools and simplify the modeling languages so spacecraft experts can encode models
themselves and explain the models to test engineers more effectively.

« Simplify the specification of goals (New graphical tools being developed at NASA) and automate
consistency checking

10/24/2001
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3.SURVEY - CURRENT NASA V&V
PROCESSES/METHODS

The purpose of the Survey of Current NASA V&V Processes/Methods is to provide actual examples of
software Validation and Verification (V&V) processes used at NASA.

Software V&YV is defined as the process of ensuring that software being developed or changed will satisfy
functional and other reqwrements gvahdatlon) and each step in the process of building the software yields
the right products (verification). °*'® In other words:

e Validation - Build the Right Product

e Verification — Build the Product Right

Three recent or ongoing NASA programs were selected as being representative of Software V&V
practices at NASA. They are listed below and described in subsequent sections of this report:

e Deep Space One - Remote Agent

e X-37 IVHM Experiment

e Checkout & Launch Control System (CLCS)

Note: Appendix A includes a list of other missions incorporating Livingstone software. Appendix B
includes a list of other projects reviewed but not selected for this report. It also includes a list of
Advanced Software projects that have been proven effective but have not been certified due to lack of
adequate V&V methods.

A formal survey was developed consisting of the questions listed in Figure 2 below. These questions
were derived from the following documents, as well as previous V&V and traditional software testing
experience:
e Software Test Plan (STP) — MIL STD 498 DI-IPSC-81438 %
o Software Considerations in Airborne Systems and Equipment Cemflcat/on Document No.
RTCA (Requirements and Technical Concepts for Aviation) /DO-178B *°

3.1.1. Figure 2 — Survey Questions

Number Question

Describe the program (brief overview of goals and hardware)

Program maturity (For example: software flew, earthbound experiment etc)

Describe program software

Which organization performed the V&V? Was this organization independent?

Provide an overview of V&V (optional, depending upon Program size and complexity)

What Verification Methods were used?

N [WIN]—

What Validation Methods were used?

e Describe Operations Scenarios, if applicable

o Describe Test Environment including the following, if applicable:
e Software
e Hardware

e Describe Testing Tools

o Describe the V&V Team

e Describe Testing Methods and Procedures

8 Describe Methods for Analyzing Test Resuits

9 Describe Review Methods

10 Describe the success of V&V Process (What worked/What needed improvement)
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Answers to survey questions were obtained from reading project documents and NASA V&V guidelines
and interviewing key project team members. References to project documents are listed in the Reference
Section in numerical order as cited in the report. Special thanks to the individuals tisted in Figure 3 for
their time in answering questions and providing project documents:

3.1.2.  Figure 3 — Individuals Participating in Survey

Project/Mission individual Location
DS1-Remote Agent Bill Millar NASA ARC
Nicola Muscettola NASA ARC
X-37 Scott Christa NASA ARC
Scott Poll NASA ARC
Jeff Samuels NASA ARC
Mark Schwabacher NASA ARC
CLCS Ric Hurt NASA KSC
Steven Raque NASA IV&V
Frank Rockwell NASA IV&V
Glenn Semmel NASA KSC
Scott Wilson NASA KSC
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3.2. Deep Space One Remote Agent

Information, diagrams and pictures presented below are from references 1and 3 - 6 in the references
section.

3.2.1. Program Description

Deep Space One (DS1) launched from Cape Canaveral on October 24,
1998. The objective of the DS1 mission was to test 12 advanced
technologies in deep space so these technologles could be used to
reduce the cost and risk of future missions.  One of the 12 technologies
on DS1 was called Remote Agent (RA). RA is an artificial intelligence (Al)
software product designed to operate a spacecraft with minimal human
assistance.

3.2.2. Program Maturity

RA software flew on DS1 and was flight validated between May 17 and
May 21, 1999

Artist Rendering of DS1

3.2.3. Program Software

RA is unique and differs from traditional spacecraft commanding because ground operators can
communicate with it using goals like “during the next week take pictures of the following asteroids and
thrust 90% of the time”. It is a model-based system composed of the three Al technologies listed below:
e Planner-Scheduler
e Smart Executive (EXEC)
e Livingstone or MIR (Mode Identification and Reconfiguration) — a model-based fault diagnosis
and recovery system

The Planner-Scheduler generates plans that RA uses to control the spacecraft. Given the initial
spacecraft state and a set of goals, Planner-Scheduler generates a set of synchronized high-level tasks
to achieve goals.

The Smart Executive or EXEC is responsible for the following:
o Requesting and executing plans from the planner

Requesting/executing failure recoveries from MIR

Executing goals and commands from human operators

Managing system resources

Configuring system devices

System-level fault protection

Achieving and maintaining safe-modes as necessary *

0O 0O0OO0O0O0

The EXEC is goal oriented, for example: EXEC’s goal: “keep device A on from time X to time Y”. If
EXE10 detects that device A was off during the prescribed time, it issues the commands to turn it back
on.

MIR is responsible for Mode Identification (diagnosis) and Mode Reconfiguration (recovery) explained
below:
o Mode ldentification observes the EXEC issuing commands, receives state information from the
spacecraft and uses model-based inference to deduce the state of the spacecraft and provide
teedback to EXEC
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o Mode Reconfiguration serves as a recovery expert. It takes EXEC constraints and uses
declarative models to recommend a single recovery action to EXEC®

The Remote Agent Architecture is shown in Figure 4.

Figure 4 - Remote Agent Architecture
Diagram from Validating the DS1 Remote Agent Experiment®

3.2.4. Organizations Performing V&V
NASA AMES Research Center and the Jet Propulsion Laboratory

3.2.5. Verification Methods *

RA was verified to prove it could autonomously command a system as complex as a spacecraft for an
extended period of time. Specific verification objectives are listed below:
o Planner-Scheduler
o Generate plans onboard the spacecraft
o Reject low-priority unachievable goals
o Re-plan following a simulated failure

o Enable modification of mission goals from ground
o EXEC

o Provide a low-level commanding interface

o Initiate onboard planning

o Execute plans generated onboard and from ground

o Recognize and respond to plan failures

o Maintain required properties in the face of failures
o Livingstone (MIR)
o Confirm executive command execution
o Demonstrate model-based failure detection, isolation and recovery
o Demonstrate ability to update Livingstone state via ground commands
o Other Verification objectives
o Address impact of introduction of RA into a “traditional” spacecraft software architecture
o Demonstrate that RA could be commanded at various autonomy levels
o Integrate RA (LISP) with DS1 Flight Software
o Adapt RA models and scenarios to reflect operational constraints imposed by the flight
team even late in development process

In order to achieve the verification objectives, the DS1 team used the following verification methods:
o Informal Reviews as needed:
o The RAX team was organized horizontally so team members specialized in one of the
Planner-Scheduler, EXEC or MIR engines and each team was responsible for modeling

10/24/2001



SURVEY OF NASA V&V PROCESSES/METHODS Page 15

all spacecraft subsystems for their engine. Test Engineers had to meet with individuals
from each team to gain a complete understanding of how a subsystem was commanded
by RA.
o Due to time constraints and the experimental nature of this mission, Official Reviews

were limited to the following:

e |ssues or change requests were recorded via Problem Reports.

e The Change Control Board reviewed Problem Reports and made “go-no go”

decisions.

3.2.6. Validation Methods

Validation of RA was very rigorous in order to qualify to run onboard DS1.* Because of the success of

RA, the following validation methods, specifically Operations Scenarios, have been incorporated in the

latest version of NASA Procedures and Guidelines '°. This is a big step toward getting Advanced

Software certified for use onboard spacecraft. Validation Methods are described in the following sections:
e Operations Scenarios

e Testing Environment (includes types of tests performed in each environment)
e Testing Tools
e V&V Team
e Testing Methods and Procedures
3.2.6.1. Operations Scenarios

Operations Scenarios carefully designed to test nominal and off-nominal events. These scenarios are
described below:
e Twelve-hour scenario — used for testing until March, 1999 *
* o Imaging asteroids with MICAS (Miniature Integrated Camera and Spectrometer) to
support optical navigation. Note: Tests Planner-Scheduler’s ability to reject low-level
unachievable goals because the optical navigation window had time only to image a
subset of the asteroid goals
o Simulated sensor failure
o Low-level command to flip a switch
o No onboard planning nor thrusting with IPS (ion propulsion system)
Note: Plan generated on the ground and uplinked to the spacecraft
e Six-day scenario — used for testing until March, 1999 4
o On-board planning
o Operating IPS
o Divided into 2 Planning horizons
= Horizon 1
¢ Planner-Scheduler generates a plan for the following:
o MICAS imaging for optical navigation
o |IPS thrusting
o Switching off MICAS where a stuck-on-failure injection in the
camera switch prevents RA from turning off the camera leading
to a plan failure
o Attempt to recover from plan failure and re-plan that produces a
second plan to leave the camera on and a third plan for the
second horizon
* Horizon 2
¢ Undo switch failure and ground informs MIR that switch is unstuck
IPS thrusting
Optical-navigation imaging
Two simulated failures
Communication failure on the 1553 bus (demonstrates successful
recovery of communication with a device)
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o Thruster-valve-stuck-closed failure (demonstrates how MIR infers from
an attitude error and models of the spacecraft dynamics that one
particular pair of thruster valves is stuck shut. MIR then recommends
switching ACS control modes to mmgate the problem)

o Two-Day scenario — used for testing after March, 1999 *
o The two-day scenario compressed the six-day scenario except MICAS was not switched
off due to concerns regarding thermal effects. Additionally, RA would be required to
produce at most 12 hours of thrusting to encounter the asteroid in July 1999.

To cope with time and resource limitations, a “baseline” testing approach was used to reduce the number

of tests. Baseline tests were developed for each scenario and run on lower fidelity testbeds when there
was a high confidence that test results would extend to higher-fidelity situations.

3.2.6.2. Testing Environment
Tests were distributed among low, medium and high-fidelity testbeds described in Figure 5 below:

Figure 5 - Deep Space One — Remote Agent Testbeds *°

Testbed Fidelity | CPU Hardware Availability | Speed Dates of

RAX

Readiness
on Testbeds
Spacecraft Highest | Rad6000 | Flight 1 for DS1 1:1 05/99
DS1 Testbed | High Rad6000 | Flight spares + DS1 sims | 1 for DS1 1:1 04/99
Hotbench High Rad6000 | Flight spares + DS1 sims | 1 for DS1 11 03/99
Papabed Medium | Rad6000 | Flight spares + DS1 sims | 1 for DS1 1:1 11/98
Radbed Low Rad6000 | RAX Simulators 1 for RAX 1:1 04/98
Babybed Lowest | PowerPC | RAX Simulators 2 for RAX 7:1 02/98
Unix Lowest | SPARC RAX Simulators only Unlimited 35:1 08/97
UNIX

Unix Testing °
The Planner-Scheduler team used the Unix testbed for unit testing. They repeatedly ran a batch of 269
functional tests with several variations of initial states, goals for the planner and model parameters. *

Babybed and Radbed Testing
The following tests were run on Babybed and Radbed °
e About 200 variations of the initial state and goals of the Planner-Scheduler while exercising
Livingstone in hundreds of the likeliest failure contexts
Planner-Scheduler and Livingstone tests exercised the EXEC
e System level interaction of all modules was tested with a suxte of 20 additional test scenarios
Total of more than 300 tests repeated for 6 software releases®

These tests were run rapidly because Babybed and Radbed used simuiators that permitted faster than
real-time execution. Even with simulators, testing was time consuming; therefore, to alleviate the time-
consuming and error-prone nature of these tests, an automated testing tool was developed to do the
following:

e Accept and encode scenario description as input

e Control the simulator and ground tools to execute the scenario

e Stop the test when appropriate by monitoring the telemetry stream

e Store all logs and downlinked files for later examination*

Total Run Time: about one week for all tests since tests could be scheduled overnight with no
monitoring*
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Test Schedule: Tests run after each major RAX software release.’

Papabed Testing

Once RA code was “frozen”, six off-nominal system test scenarios were run on Papabed. These
scenarios corresponded to the most likely and highest- |mpact scenarios. No bugs were detected in these
scenarios.® A total of ten tests were run once on Papabed

Hotbench and Testbed Testing
Reserved for testing nominal scenarios and a few requirements for spacecraft health and safety A total
of ten tests were run once on Hotbench. Two tests were run on Testbed for the final release. *

3.2.6.3. Testing Tools *
The following testing tools were used:

e Planner-Scheduier test suite including a Planner-Scheduler Test Generator that used Planner-
Scheduler model knowledge to generate tests corresponding to plans starting at, near, or
between boundary times. Boundary times were manually identified and indicate the topoiogy at
which the plans would change.

e Custom-built Automated Test Running Capability tool that allowed the team to quickly evaluate a
large number of off-nominal scenarios

The following ground tools were also used:

e To provide adequate coverage and visibility into RA’s onboard workings, a ground tools suite was
designed to interface with the real-time RA-generated telemetry

e To allow the DS1 team to gain confidence in the onboard planner, the RAX team used a ground
twin of the planner. It was identical to the onboard planner and could duplicate the onboard twin
by tapping into real-time telemetry.

e PS-Graph displayed the problem-solving trajectory by Planner-Scheduler for each of the plans
generated by the onboard planner

e A version of Stanley and Livingstone (MIR) was run on the ground to infer MIR’s full internal
representation of the spacecraft state from the telemetry

e Public Outreach via the Web — emailed summaries of events were presented in simple English
with a Java-Applet timeline on the web

Note: The DS1 RA team identified the need for better testing tools and some work has begun on these
types of tools at NASA ARC. Section 3.2.9, Suggestions for Improving V&V, contains a list of these tools.

3.2.6.4. V&V Team*

Four half-time engineers

V&V Team Training
All testers were trained on testing procedures

3.2.6.5. Testing Methods/Procedures®
Testing Methods and Procedures for DS1 RA included the Operations Scenarios described in Section
3.2.6.1 and Operational Readiness Tests and the Other Tests described below:

Operational Readiness Tests®

Operational Readiness Tests (ORT) included a “dress rehearsal” of the following:
e Operational procedures
e Sequences for running the experiment
e l|dentifying contingency procedures
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Two ORTs were performed as follows:
1. Ran through the first several hours of the 12 hour scenario focused on procedures for starting
RAX
2. Ran through the entire 2 day scenario

During ORT, RAX ran on the Hotbench testbed and data was sent to workstations in the mission control
center where RAX ground tools were running.

Result: A few problems were discovered and resolved prior to flight

Other Tests’
RAX was designed with “safety net’ that allowed it to be completely disabled with single command sent
either by ground or by onboard flight software. The only way RAX could affect spacecraft health was by
consuming excessive resources (memory, downlink bandwidth and CPU) or by issuing improper
commands. These two items were tested as follows:

e Executing a LISP script that consumed resources tested resource consumption.

e Subsystem engineers reviewed the execution traces of the nominal scenarios and performed

automated flight rule checking to test issuing of improper commands.

3.2.7. Methods for Analyzing Test Resuits

Engineers reviewed output from test tools and compared to expected results (specific examples
described above)

3.2.8. Review Methods*

Throughout 1998, the goal of testing was to discover bugs so they could be repaired. Beginning January
1999, the discovery of a bug did not automatically imply it would be fixed. Instead, a Change Control
Board (CCB) composed of senior RAX project members reviewed every bug and the proposed fix in
detail including specific lines of code to be changed. The CCB voted on whether of not to fix the bug
depending upon the associated risk. Closer to flight, the DS1 instituted another CCB to review RAX
changes. The CCB became increasingly conservative near mission launch date.

The effectiveness of testing process was analyzed through the Problem Reports filed between April 1997
and April 1999. Problem reports were grouped into categories and analyzed. The result is a list of
“lessons learned” and ideas for improving future projects listed in Appendix B.

3.2.9. Success of V&V Process

The V&V process for Deep Space One resulted in the following:

e Successful V&V process contributed to the DS1-Remote Agent team becoming co-winners of the
NASA 1999 Software of the Year Award

e Operations Scenarios were used effectively to test nominal and off-nominal events.

e Baseline testing and effective use of different fidelity testbeds resulted in project team agility and
reduced testing costs

e Operational Readiness Tests resulted in identifying procedural problems during “dress rehearsal”
so they could be corrected before the actual mission

e Formal Verification was also conducted. It included tools and processes to analyze and verify
complex dynamic systems such as advanced flight software, using mathematically sound
analysis techniques. Formal Methods applied to RAX are described in Report 2 — NASA V&V of
Advanced Systems.’

Suggestions for Improving V&V

The following list summarizes the Lessons Learned by the DS1 team performing V&V. Detailed
information for each item in this list is contained in Section 5 Special V&V Requirement for 2™ Generation
RLV IVHM.
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Educate mission operators about autonomous onboard planning technology in order to move
beyond the mindset of predictability from an autonomous system and to provide a basis for
acceptance of rigorous V&V as appropriate for certification so Advanced IVHM Software can fly
onboard 2™ Generation RLV.

Organize modeling teams with responsibility for entire sub-systems to ensure internal coherence
of the resulting model and communication about models to the V&V team.

Evaluate testing coverage of autonomous software

Develop tools to mitigate the effect of late changes to requirements because the V&V effort for
changes is currently a laborious process. The DS1 RA team was forced to forego some late
changes because there was insufficient time for V&V.

Develop ground tools early and use them during testing

Design telemetry early and use during testing

Develop better model validation processes and tools (some tools under development at NASA)
Use new graphical tools being developed to provide visual inspection and modification of mission
profiles, as well as constraint checking

Develop tools and simplify the modeling languages so spacecraft experts can encode models
themselves and explain the models to test engineers more effectively.

Simplify the specification of goals (New graphical tools being developed at NASA) and automate
consistency checking
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3.3. X-37 IVHM Experiment

Information, diagrams and pictures presented below are from references 8 - 11 in the references section.

3.3.1. Program Description

The NASA X-37 IVHM (Integrated Vehicle
Health Management) Technology Experiment
will involve running Integrated Vehicle Health
Management software on-board the X-37
spacecraft. Mission objectives as listed
below:

o Demonstrate benefits of in-flight IVHM to
the operation of a Reusable Launch
Vehicle

e Advance the Technology Readiness Level
of this IVHM technology within a flight
environment

e Operate IVHM software on the Vehicle
Management Computer

3.3.2.  Program Maturity®
Software on X-37 is being tested. First flight scheduled for 2002

3.3.3. Program Software®

The IVHM software consists of Livingstone 2.3 under the VxWorks 5.4 operating system running on
PowerPC microprocessors. It is being designed to do the following:

Perform diagnosis using qualitative, Model-based Reasoning

Search system-wide interactions to detect and isolate failures

Reason about complex system interactions within a real-time monitoring and control loop, rather
than requiring an engineer to reason through all possible interactions and ‘hardwire’ the
appropriate response to a pre-defined set of failures. Note: Updating and verifying the model is
straightforward and less labor intensive than the task of identifying changes required in explicit
procedural code.

» Streamliine software development process and maximize code reusability across vehicles
Facilitate the generation of an explanation or justification of the diagnosis, allowing the human
operator to decide whether the diagnosis is reasonable before selecting or confirming the
appropriate recovery action

As shown in Figure 6, the IVHM software will run as a task on the Vehicle Management Computer (VMC).
The Vehicle Management System (VMS) will be another task running on the VMC. The VMS will be
responsible for telemetry and power management. The IVHM task will communicate with the VMS task in
order to obtain sensor data and vehicle commands, and to send telemetry to the ground.
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Figure 6 — X-37 Hardware and Software ®
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Scope of the Experiment ®

¢ Monitor and diagnose Electro-mechanical Actuators and associated Electrical Power System
components

Real-time fault detection and isolation

Diagnosis, not prognosis

Shadow mode only (no reconfiguration commands)

Generate advisory recommendations for ground operations

Challenges®

e Limited resources (CPU, memory, telemetry bandwidth)
e Rigorous software safety standards

3.3.4. Organization Performing V&V °
NASA Ames Research Center

3.3.5. Verification & Validation Overview °

Verification and Validation exercises were combined for the X-37 IVHM Experiment. Specific V&V
activities have been defined for each phase of software development. Software development phases are
listed below:

Software Requirements Specification Phase

Software Architectural (Preliminary) Design Phase

Software Detailed Design Phase

Software Implementation Phase
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+ Software Integration and Test Phase
e Software Acceptance and Delivery Phase
e Software Sustaining Engineering and Operations Phase (revision and update of software)

For purposes of this survey, verification methods were separated from validation methods. Verification
Methods are described in section 3.3.6 and Validation Methods are described in section 3.3.7.

3.3.6.  Verification Methods”®

Verification methods inciude the following:
« Informal Reviews as needed. Software Developer or Livingstone Modeler may select the review
panel and present informal material like computer listings or hand-written documentation.
« Official Reviews at the end of each life cycle phase by an official review panel empowered to
make “go/no go” decisions. Official reviews include:
o Software Requirements Specification Review
o Software Preliminary Design Review
o Software Critical Design Review
o Software Test Readiness Review
e An Acceptance Review is conducted at the end of the project to indicate customer acceptance of
the product

3.3.7. Validation Methods®

Validation methods include informal and official testing described below.
¢ Informal Testing performed by Software or Livingstone Model Developer to measure progress
and find errors. Witnessing of these tests is not required. Tests include the following:
o UnitTests
o Component Tests to ascertain the following:
= Computational correctness
*  Proper handling of boundary conditions like extreme inputs/conditions that cause
extreme outputs
= Expected state transitioning
= Proper behavior under stress
» Adequate error detection, handling and recovery
o Subsystem Integration Tests
o Black Box testing or requirements-driven testing. (Select system input and observe
system output/reactions)
o White Box testing or design-driven testing (examine internal workings of code) to
ascertain the following: ,
* Correctness of all paths through the code or Livingstone model
= Bit-by-bit functioning of interfaces
* Size and timing of critical elements of software code
o Official Testing demonstrates that software and Livingstone models are ready for intended use. It
includes the following:
o IVHM team approved Test Plan and Procedure
o Quality Assurance (QA) witnesses
o Record of discrepancies
o Test Report
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3.3.7.1. Testing Environment °
Tests were and will be distributed among low and high fidelity testbeds described in Figure 7 below:

Figure 7 — Testbeds °

Testbed —~ Hardware Fidelity | CPU Speed | Operating System Tested
PowerPC 603e High 240 MHz Flight (VxWorks 5.4) | Not at this time —

success or failure
inferred from 120

MHz test
Force Computer High 120 MHz Flight (VxWorks 5.4) | Yes
PowerCore 6603e MPC603e
Dell Dimension XPS B600r | Low Simulator (Windows Yes
98)
3.3.7.2. Testing Tools ®

The following testing tools will be used:

e Concurrent Version System (CVS) — can record the history of source files. If a bug or “side-
effect” occurs when software or Livingstone models change, old source code can be reviewed to
determine which change caused the bug.

e Bug Tracking Software (GNATS) — several utilities for formulating and administering a database
of Problem Reports (PR)

o CodeTEST for Tornado with coverage and memory tool. The coverage tool can pinpoint untested
code and identify additional test cases to reduce likelihood of missing this code in future tests.
The memory tool can examine dynamic memory management behavior.

3.3.7.3. V&V Team®

Two testers will be required: One to test models and one to test software integration

V&V Team Training ®
All testers listed above must be trained on testing procedures

3.3.7.4. Testing Methods/Procedures®
The IVHM team will conduct official inspections involving line-by-line evaluation of the software. A team
composed of members with specific roles described below will perform inspections:
e Moderator — facilitates meeting
Reader - leads team through the item
Reviewers - look for faults
Recorder - notes faults
Author - explains the item being inspected

The above described inspection process may be applied to software design, code, documentation and
software product. A sample Code Inspection form is included in Appendix I, Code Inspection Form.

Types of tests
The following types of tests will be conducted:
e Recovery Testing — Livingstone stopped at various times when sharing memory etc and re-
started
+ Performance Testing — measures time for Livingstone engine to make a diagnoses when
under stress
+ Code Coverage — every line of software will be checked by CodeTEST
Memory Usage — memory overwrites etc checked by CodeTEST
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e Error Handling — checks graceful handling of errors
e Regression — to test for side effects from code or Livingstone model changes

3.3.8. Methods for Analyzing Test Results °

Tests will be analyzed using Pass/Fail criteria where passing is defined as
e System doesn’t hang

System doesn’t crash

Program doesn’t write outside its memory allocation

Software doesn’t harm vehicle

Livingstone makes correct diagnosis

3.3.9. Review Methods

Reviews will be conducted during and at the end of each phase of the Software Life Cycle to determine
whether established requirements, design concepts and specifications have been met. Reviews consist
of the presentation of material to the IVHM Team and customer. Reviews are most effective when
conducted by personnel who have not been directly involved in the development of the software or
Livingstone models being reviewed.

Specific reviews are listed in Section 3.3.6 and copies of the associated review forms have been included
in Appendix H, Review Forms.®

3.3.10. Success of V&V Process

The X-37 IVHM Experiment is still in the early stages. To date, the project team has developed a
comprehensive V&V Plan based on NASA standards and lessons learned from Deep Space One Remote
Agent Experiment.

Acceptance tests were run on May 22, 2001 from 09:30 to 19:00 at Moffett Field, California with the
following results:
e Version 2.3 of IVHM software was able to run a nominal scenario script for 4.5 days without
crashing
Isolation of a single component failure resulted in Livingstone finding the failure
« Completion of the following software is required before the next acceptance test on October 17,
2001:
o Integration of monitors and I/0 queue software and Livingstone software
o Fixes to Livingstone software
o Ground Processing Unit software
o Version upgrade of CodeTEST"

Suggestions for Improving V&V
No suggestions available because the X-37 IVHM Experiment is still in the early stages.
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3.4. CLCS - Checkout and Launch Control System

Information, diagrams and pictures presented below are from references 2 and 12 - 16 in the references

section.

3.4.1. Program Description

The objective of the CLCS Project is to replace major portions of the Launch Processing System (LPS),
the current Space Shuttle Ground computer checkout system. The CLCS system will be a real-time
computerized checkout system used throughout Shuttle processing to control and monitor test operations

and launch as shown in Figure 8.

Figure 8 — CLCS Subsystems 2
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The four CLCS subsystems are explained below:

¢ Real-time Processing System (RTPS) provides the capability to monitor and control the elements

of the Space Shuttle flight vehicle and Ground

Support Equipment (GSE)

e Shuttle Data Center (SDC) records and archives test data, hosts various databases and provides
the capability to build test packages for configuration of the RTPS
o Simulation System provides the capability to debug and certify RTPS software and to aid in

training the test team

e Business and Support information Service (BASIS) provides connectivity and access from
support workstations to non-RTPS applications '

3.4.2. Program Maturity

CLCS was recently reorganized. To date only the Hypergolic Maintenance Facility has been validated.
Results of this validation will be available Fourth Quarter, 2001.
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3.4.3. Program Software

Software developed for CLCS was divided into two major layers described below with Applications
Software running on System software:

Applications Software
e User Displays
e Automated Applications
. Web-based data analysis tools 2

System Software
¢ Functionality to acquire and distribute time, data and commands

. Interface application programs and displays to Operating Systems and Network Architecture,
System Configuration, and Health Operations & Maintenance features '?

Other layers of CLCS software include the following:

Hardware & Networks

o Data Distribution Processors (DDP)
Command & Control Processors (CCP)
Command & Control Workstations (CCWS)
Gateways
Data Recording Processors (DRP)
Support Workstations

Support Systems
¢ Building software loads

e Model support for Simulation
+ Recording & Retrieval

3.4.4. Organization Performing V&V

Qualified engineers perform V&V for Application and System Software. The NASA Independent
Verification & Validation (IV&V) team is performing IV&V for System Software. '

3.4.5. Verification & Validation Overview

Because CLCS is a very large project, V&V documents were reviewed and the following were selected as

being representative of the V&V effort:

e Application Control Board (ACB) Charter Level IV Change Control Board (CCB), Checkout and

Launch Control System (CLCS) Document Revision A, dated August 23, 2000

e System Validation Plan, Checkout and Launch Control System (CLCS) 84K07490-000-01, dated

July 31, 2001

o CCWS Design Verification Test (DVT), Command and Control Workstation Checkout and Launch

Control System (CLCS) 84K06548-005-02, dated August 24, 2000

Other V&V documents, called TEST SPECS, may be found on the following website:

http://clcs.ksc.nasa.qov/docs/test-specs.html. This website is part of an online document management

system that provides users the capability to search through project documents using key words.

To cope with the size and complexity of the CLCS project, V&V activities were grouped into Testing

Levels described in Figure 9. This figure also shows the flow of testing through each Testing Level. For

example, hardware testing begins at Level 1 with Subsystem Hardware Verification and continues to
Level 2, Instaltation and Link Validation.
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Acronyms used in Figure 9 are listed below in alphabetical order:
o CIT - CSCI (Computer Software Configuration Item) Integration Test

COTS - Commercial Off The Shelf

DCR - Design Certification Review

DP2 - Design Panel 2 — Requirements Design Panel

GSE - Ground Systems Equipment

HW - Hardware

HIT - Hardware Installation Test

HVT - Hardware Validation Test

ORR - Operational Readiness Review

Sw - Software

TRR - Test Readiness Review

3.4.6. Verification Methods

Verification will be accomplished via one of three possible means: 1) inspection, 2) demonstration, 3)
Vendor documentation (Certificate of Compliance falls under the Vendor documentation section). in some
instances, requirements may need to be verified by a combination of techniques.

Detailed verification test documents have been written for each component of CLCS and include the
following types of verification:
o Hardware Verifications
o System Software Verifications
* [nformal Reviews
= Official Reviews
+ Design Verification
e Early User Evaluation conducted during development
e User Evaluation conducted during integration
e Test Readiness Review
Power Specification Verifications
Cold Boot Verifications
Human Factors Verifications
Reliability, Maintainability, Availability (RMA) Verifications
Safety Verifications
Design And Construction Verifications
Other Verifications depending upon the component

O 00O O0O0O0O0
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3.4.7. Validation Methods

The CLCS Validation Process is shown in Figure 10 and described below.

Create a new Validation Plan
for each functional release

1. Validation Plan N

' 2. Validation Test Procedures

l Repeat tests if changes are made

> | 3. Test Readiness Review IE
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Figure 10: CLCS Validation Process

1. Validation Plan is developed for each functional release. The System Validation Plan'* dated July 31,
2001, was used as a sample for survey purposes and includes the following types of information.
e Validation Test Objectives !

e Validate the operational capabilities of a delivered system software baseline to ensure
that the baseline is in an acceptable state, ready to support official application validation
testing (Level 4B).

+ Validate that the hardware and software delivered meets or exceeds the system user’s
needs with respect to operability, functionality, reliability, and stability.

e Comprehensively test the CLCS software as a total system. This testing should include
system failure scenarios, typical system load conditions, and proper operational response
for normal and error environments.

e Perform regression tests on system software updates prior to release of those updates
back into an operational environment.

e Validation Ground-rules **
e Testbeds or hardware to be used
Software releases
Safety constraints
Description of discrepancies found during testing
Designation of Test Conductor (TC)
Explanation of TC responsibilities

2. Validation Test Procedures '* are written including the following:
e Test scope and intent (e.g., delivery identification, any deviations from planned test scope,
relationship to other test documents).
e Test cases, procedure steps and test dependencies (e.g., test tools, special configurations)
e Specific test results and sign off
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3. Test Readiness Review (TRR) is performed for the major software delivery milestones. The goal of
this review is to obtain concurrence from the CLCS and user communities that the system is ready for
validation testing. This concurrence provides authority to commence testing.

4. Test - A Test Conductor is appointed to coordinate the test. Using Software Validation Procedures
(SVP), engineers and customers perform the Official Validation.

5. Engineers analyze test results by comparing actual results to expected results. The Test Conductor
(TC) provides a recommendation about the suitability of the system software to support further testing or
to be released as a deliverable.

6. Problem Reporting. Official Problem Reports are generated and tracked using the RAZOR tool.
They are reported to CLCS project management on a regular basis and included in delivery
documentation.

7. Post-Test Review (PTR) may be held after testing. This review will summarize the testing completed,
problems found during testing, and any follow up actions required to declare the successful completion of
the test.

8. Test Report (TR) will be released after the completion of all Validation Testing and will be included in
the delivery package for the given system delivery. This report will include the following:
e Summary of the test procedures
Test results
Recommendation about the suitability of the System Software
Problems found
Copy of the “as run” test procedures, including any additions or modifications to the procedures
generated during the test

This report is the 3B Validation organization’s input to the Delivery Acceptance Review (DAR).

9. Application Control Board (ACB)

The ACB consists of representatives from the following organizations:
CLCS Real Time Control (RTC) Application Software Engineering
CLCS System Engineering

NASA and United Space Alliance (USA) Sustaining Engineering
NASA and United Space Alliance (USA) Shuttle Engineering

The CLCS RTC Application Software Manager or delegated representative will serve as the ACB
Chairperson and is the final approval authority for this Board. The ACB has the authority to approve
application software standards. All deviations and waivers to the approved standards will require CCB
approval.

The ACB also has authority to implement and maintain the Configuration Management (CM) of all
Software Requirements Specifications documentation (including any documents where changes have
potential impact to multiple organizations or design activities) and process flows, as well as, the authority
to establish and maintain product baselines with certain restrictions.

The ACB is responsible for

e Ensuring baseline changes are processed in a timely manner with appropriate assessments of cost,
schedule, technical, and risk impact across all teams and working groups

e Maintaining appropriate documentation and records and a list clearly identifying members with voting
authority

e Changes to the hardware and/or software under development that will impact operational hardware
and/or software
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10. Change Control Board (CCB)

The NASA CLCS Project Manager chairs a Change Control Board (CCB). The CCB must approve any
Application Control Board (ACB) changes exceeding defined cost or schedule limits. '® The CCB structure
is shown in Figure 11."°

CLCS Change Ceontrol Board

Structure
@ - Level lll (Project level)
¢ Configuration
of Control Board
£
£s
g50
uanw
§ Issue Management Level IV (Integrated level)
H Council

Level V (Product level)

Issue Management
Council

Engineering Review
Panel

Requirements Review
Panel

Design *Issues used to track problems
Panel And introduce changes and
New requirements into the system

Figure 11: CLCS Change Control Board

11.User Acceptance Testing is an official test performed by end users and is a key part of the system
certification process.

12. Delivery Acceptance Review (DAR) is a meeting, chaired by the CLCS Delivery Manager, at which
the delivery package is reviewed and the Delivery is declared complete. The delivery package includes
such things as magnetic tape copies of software to be delivered, all development documentation (users
guides, requirements, design documents), all test documentation (subsystem and system level tests) and
known problems.

3.4.71. Testing Environment

Figure 10 shows the different environments including the following:
¢ Development — environment where developers build individual software components
¢ Integration — environment where individual components are combined into a system
+ Operations — production environment where system works as specified

Testing begins with Design Verification/Unit Test (top left) and goes through User Acceptance Testing
(bottom right). Multiple boxes indicate the activity occurs more than once.
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Figure 12: cLCS Testing Environméhté !

Acronyms used in Figure 12 are listed below in alphabetical order:
e (CSC! - Computer Software Configuration ltem (a term used in NASA or Military standards to
describe a product like a jet engine or a computer system. CSCI in Figure 10 refers to a
functional release of software)

3.4.7.2. Testing Tools
The new CLCS architecture, will be tested using the following tools:
o ParaSoft (www.parasoft.com) including the following components:
Insure memory checker
Total Coverage Analysis
Code Wizard for static analysis of code
C++ Test for automated unit testing (not confirmed at this time

O 0 0O

)15

Note: The tools listed below are also used on the CLCS project:
e TogetherSoft to capture our UML design models
e Razor for configuration management
e DOORS to capture our requirements '°

3.4.7.3. V&V Team®

Qualified engineers perform V&V. The NASA Independent Verification & Validation (IV&V) team is
performing IV&V for System Software. **

3.4.7.4. Testing Methods and Procedures
Testing Methods and Procedures were documented in Section 3.4.7 Validation Methods.

3.4.8. Methods for Analyzing Test Results

Engineers analyze tests to ensure test results match expected results. If test results do not match
expected results, the Test Conductor must ensure that appropriate documentation is generated. This
documentation is called “Problem Reports”. Problem Reports must include proper classification of bugs,
anomalies, or issues, as well as, the impact of these problems. Testing may be suspended and re-
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scheduled depending upon the severity of the problem. Retesting will be scheduled if one or more of the
following occurs:

¢ Excessive number of bugs, anomalies or issues

o Failure of software to meet expected operability, stability and reliability expectations

3.4.9. Review Methods

Review methods are explained in detail in Section 3.4.7 and summarized below:
+ Peer Review conducted on individual software components or a group of integrated components
* Test Readiness Review conducted on a software product deemed ready for testing
e Post Test Review to summarize the results of the test
¢ Review of each delivery package by the appropriate change control board described in Section
3.4.7
o Delivery Acceptance Review conducted on the final delivery package

3.4.10. Success of V&V Process

In 1999, it became apparent that the Atlas software delivery (part of CLCS) was late and over budget. An
Independent Assessment Team reviewed CLCS processes and recommended improvements. As a
result the CLCS project was re-structured with an emphasis on functional releases rather than system
software deliveries. (Note: The Survey includes information from the re-structured CLCS project.) The
following were also implemented:
¢ Increased Direct Contractor Accountability
o “Broke out” development activity to make contractors more accountable
o Improved an award/performance fee approach
o Established System Engineering and Integration Team
o Provided project-wide system engineering and technical integration
o Provided focal point for systems architecture and requirements (Chief Engineer)
o Provided focal point for system integration, delivery and user interface (Operations
Integration Manager)
¢ Reviewed Project Execution Approach
o Clearly defined roles and responsibilities across the project
o Reviewed and improved project engineering and management processes as required
o Coordinated frequently with KSC and Shuttle management teams
* Attained Shuttle System Engineering Resource Commitments
o Developed agreements with NASA/USA to ensure resource availability
e Established Project Advisory Council
o Ensured contractor Project Manager’s participate in decision-making
o Improved top down communication on key issues
The CLCS project has comprehensive V&V plans based on NASA standards and contained in an online
repository (http://cics.ksc.nasa.gov/docs/test-specs.html). To date, only the Hypergolic Maintenance
Facility has been validated under the new project structure.'® Specific information regarding lessons
learned from V&V of the Hypergolic Maintenance Facility will be available in third quarter 2001.

Suggestions for Improving V&V

One important lesson learned to date is the necessity for evaluating IV&V budget requirements early in
the project before the budget is frozen. A manned mission and any mission or program costing more
than $100M will require IV&V. Appendix D, “Independent Verification and Validation (IV&V) Criteria”
contains recent criteria for this evaluation.’

Other suggestions include the following:
o Use a combination of the Spiral and Waterfall methodologies when presenting new technology.
V&YV is different for each methodology as described in Section 5.
o Enforce accountability between partners to ensure V&V is performed effectively
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4. APPLICABILITY OF NASA V’&V TO 2™
Generation RLV IVHM

The purpose of the Applicability of NASA V&V to 2™ Generation RLV IVHM is to determine which NASA
V&V processes and methods are applicable or beneficial to the IVHM system planned for the 2™
Generation RLV.

In order to properly evaluate the applicability of V&V to IVHM, the following assumption was made:
e IVHM will include functionality described in the following document:
2" Generation RLV, TA-5 IVHM, NASA In-House Task 1, IVHM Concept of Operations Document

Fi?ure 13: Derivation of V&V Activities Applicable to 2" Generation RLV IVHM

Within Scope of this Document

Activities

} L

~ Applicability Matrix |
Determines Yes or No for each V&V Activity

|

Yes, Applicable V&V

Outside Scope of this Document l

V&V Plan for 2" Generation RLV IVHM

As shown in Figure 13, in order to provide a comprehensive list of V&V tasks, NASA V&V standards were
reviewed, as well as, V&V activities described in the Surveys of the Deep Space One Remote Agent
Experiment, X-37 IVHM Experiment and CLCS. Each V&V activity was categorized and listed in a table
called an Applicability Matrix. Tasks designated as being applicable may be incorporated into the V&V
Plan for the 2™ Generation RLV IVHM system.

This section includes the following:
Overview of NASA V&V Standards
Applicability Overview
o V&V Processes including a description of V&V Processes, applicability criteria and V&V
Processes Applicability Matrix
o V&V Methods including a description of V&V Methods, applicability criteria and V&V Methods
Applicability Matrix

4.1.1. Overview of NASA V&V Standards
Specific NASA V&V Standards include the two documents listed below:
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¢ NASA Procedures and Guidelines (NPG) 2820.DRAFT, NASA Software Guidelines and
Requirements'® v

e NASA Procedures and Guidelines (NPG) 8730.DRAFT 2, Software Independent Verification and
Validation (IV&V) Management '

NPG 2820.DRAFT references the following IEEE/EIA Standards'® developed in accordance with ANSI:
e 12207.0 - Standard for Information technology — Software Life Cycle Processes (March,
1998)12207.1 - Standard for Information technology — Software Life Cycle Data (April, 1998)
e 12207.2 - Standard for Information technology — Software Implementation Considerations (April,

1998
The IEEE documents reference the ISO and IEC standards published as ISO/IEC 12207 in 1995.

In order to effectively use the NASA standards, they must be tailored to each specific project. Appendix F
includes an Introduction to IEEE 12207.0 with suggestions for tailoring it to 2™ Generation RLV IVHM.

In addition to the NASA standards, DO-178B, “Software Considerations in Airborne Systems and
Equipment Certification” contains guidance for determining that software aspects of airborne systems and
equipment comply with airworthiness certification requirements. Written in 1980 by the Radio Technical
Commission for Aeronautics (now RTCA, an association of aeronautical organizations of the United
States from both government and industry), it was revised in 1985 and again in 1992. During the 1992
revision, it was compared with international standards: SO 9000-3 (1991), “Guidelines for the Application
of ISO 9001 to the Development, Supply and Maintenance of Software” and IEC 65A (Secretariat) 122
(Draft — 11-1991), “Software for Computers in the Application of Industrial Safety-Related Systems” and
considered to generally satisfy the intent of those international standards.

NASA V&YV Standards Acronyms:
ANSI - American National Standards Institute

EIA - Electronic Industries Association -

IEC - International Electro-technical Commission
IEEE - Institute of Electrical and Electronics Engineers
ISO - International Organization for Standardization

NPG - NASA Procedures and Guidelines

4.1.2. Applicability Overview

V&V can be divided into the two categories listed below:

e V&V Processes — Management tasks like the following:
o Planning (Project Plans, V&V Objectives, Tasks required for Certification, etc)
o Organization (Staff, Project Meetings, Status Meetings, etc)
o Documentation (V&V Plans, Test Plans etc)
o Metrics (Project Statistics)

e V&V Methods — Technical tasks like the following:
o Engineering Reviews (analyzing, evaluating, etc)
o Testing Methods (engineering techniques and tools)
o Testing Environment (testbeds, etc)

4.1.3. V&V Processes

The following table called the V&V Processes Applicability Matrix, contains a combination of V&V
activities from the items listed below:

e Survey of Current NASA V&V Processes/Methods (Section 3 above)

e RTCA/DO-178B %

o NASA Software Guidelines and Requirements '

It includes the columns described below:
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o Applicability to IVHM — contains either “Yes” or “No”. “Yes” designates this task is applicable to
IVHM. “No” indicates this task is not applicable to IVHM. Tasks were evaluated as being
applicable if they have been proven necessary to mission success or believed to improve the
likelihood of mission or project success.

e Task — briefly describes the task

e Project — contains the project identifier listed below

o DS1-RAX - Deep Space One Remote Agent Experiment
o X-37 - X-37 IVHM Experiment
o CLCS - Checkout and Launch Control System

o Notes — any additional information regarding this task or its applicability to IVHM

Tasks are grouped into the following categories and some tasks contain examples from the Survey:
e Planning
¢ Organization
o Documentation
[ 4

Metrics
4.1.3.1. V&V Processes Applicability Matrix
Applicable | Task Project Notes
to IVHM
PLANNING
Yes Plan to conduct V&V throughout the Software Life Cycle. DS1-RAX
The Software Life Cycle is defined as the steps or phases X-37

required to develop software, starting with a concept and
ending with a working product or system. Standard Software
Life Cycle phases are described in IEEE 12207.0, a very
comprehensive guide including five primary processes, eight
supporting processes and four organizational processes.
Therefore, it must be tailored for each project. Because some
of these processes are applicable to 2™ Generation RLV
IVHM, Appendix F contains an introduction to IEEE 12207.0
and recommendations for tailoring this standard.

Additional V&V may also be needed for 2™ Generations RLV
IVHM as described in Section 3, Special V&V for IVHM.

CLCS

Appendix C includes a diagram showing the relationship
between Software Life Cycle phases and V&V activities.

Appendix G contains a summary of specific V&V activities for
each phase of the Software Life Cycle. These activities are
noted here and included as appropriate in subsequent tasks.

Section 1.2 of this document contains an example of how the
standards were tailored for the X-37 IHVM experiment, a
smaller, experimental project.

Section 1.3 of this document contains an example of how the
standards have recently been re-tailored for the CLCS
project, a large, complex software development project.
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Applicable | Task Project | Notes
to IVHM
Yes, if Plan to conduct independent V&V (IV&V) for projects CLCS For more
appropriate | meeting criteria described in Appendix D and other information:
projects as appropriate depending upon cost, size, NPG
complexity, life span, risk and consequences of failure. 8730.DRAFT?2
Independent V&V are V&V processes/methods performed Software
by an organization that is “not related to” or “independent Independent
of” the organization developing software. This ensures no Verification and
conflict of interest or other hindrance to finding and Validation (1V&V)
reporting bugs or anomalies. Management
dated 2/26/01
Yes Define and document specific, detailed verification DS1- Verification is “the
objectives. See Appendix G for specific verification RAX process of
information. X-37 evaluating a
system or
CLCS component during
or at the end of the
development
process to
determine whether
it satisfies
specified
requirements”?
Yes Define and document specific, detailed validation DS1- Validation is ‘the
objectives. See Appendix G for specific validation RAX process of
information X-37 evaluating a
system or
CLCS component to
determine whether
the products of a
given development
phase satisfy the
conditions
imposed at the
;tart of that phase”
Yes Create an information website including an online DS1-
document manager RAX
X-37
CLCS
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Applicable | Task Project Notes
to IVHM
ORGANIZATION
Yes Appoint a V&V Project Manager to ensure the following: DS1-RAX
e« V&V requirements are followed X-37
e Adequate V&V staff available and trained CLCS
e Communication of problems, failures and anomalies to
affected project teams
e Problems are tracked to closure
Yes For smaller projects create a Change Control Board (CCB) to DS1-RAX | For More
review bugs and manage change. For larger projects, create a X-37 Information:
hierarchy of Change Control Boards and clearly communicate DS1-RAX
and document the authority and responsibility of each CCB. CLCS [Section
3.2.8]
X-37
[Section
3.3.7)
CLCS
[Section
3.4.8]
DOCUMENTATION
Yes Verification Plan. Appendix G includes the IEEE 12207.0, DS1-RAX
Paragraph 6.4 standards that describe specific content for the
Verification Plan. X-37
CLCS
Yes Software Verification Results Report. Appendix G includes the
IEEE 12207.1 Paragraph 6.23 standards that describe specific
content for the Software Verification Results Report
Validation Plan. Appendix G includes the IEEE 12207.0, e
YeS | paragraph 6.5 and IEEE 12207.1 Paragraph 6.27 standards | Do ' "RAX SI\’/"I"L‘";‘%’
that describe specific content for the Validation Plan. X-37 498
In addition to the above mentioned IEEE guidelines, include CLCS ?gfttw;lren
end-to-end testing pians (Operations Scenarios like DS1-RAX) (S.?P)g?_a

per NPG: 2820.DRAF1?
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Applicable | Task Project Notes
to IVHM
Yes Software Test Description describes the test DS1-RAX Similar to MIL STD
preparations, test cases and test procedures s 498 Software Test2 ,
It also includes information like the following to ensure Description (STD)
that all tests are traceable to requirements:
e Trace-ability between the software
requirements and test cases is accomplished
by the requirements-based coverage
analysis®
e Trace-ability between the code structure and
test cases is accomplished by the structural
coverage analysis®
Yes Test or validation procedures as described in IEEE
12207.1 Paragraph 6.28 included in Appendix G
Yes Problem Reports (PR) used to track and report bugs DS1-RAX For more
information:
X-37
Note: CLCS used RAZOR tool for PR cLCS gg;}RAx [Section
X-37 [Section 3.3.7]
CLCS [Section 3.4.8]
Yes Test Report should be released after the completion X-37 For more
of official testing and should be included in the CLCS information:

delivery package for the given system. This report
includes the following:

e Summary of the test procedures
e Testresults

¢ Recommendation about the suitability of the
System Software

e Problems found

e Copy of the “as run” test procedures,
including any additions or modifications to the
procedures generated during the test

e CLCS [Section
3.4.8]

e See Appendix G
- IEEE 12207.1
Paragraph 6.29
Test or
Validations
Results Report

e Similar to MIL
STD 498
Software Test
Report (STR)
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Applicable | Task Project Notes
to IVHM
Yes Post Mortem or Project Review Document including “iessons DS1-
learned” and ideas for improvement RAX
METRICS
Yes Compute Metrics per NASA requirements listed in Appendix E 2
Enter Metrics in NASA Software Metrics web site: .
Yes Metrics
http://swmetrics.gsfc.nasa.gov/index.cfm must be
entered on
a quarterly
basis within
45 days of
the end of

the quarter
18 q

41.4. V&V Methods

The following table, called V&V Methods Applicability Matrix, contains a combination of V&V Methods
from each mission/project in the Survey of Current NASA V&V Processes/Methods. It includes the
columns described below:

e Applicability to IVHM — contains either “Yes” or “No”. “Yes” designates this task is applicable to
IVHM. “No” indicates this task is not applicable to IVHM. Tasks were evaluated as being
applicable if they have been proven necessary to mission success or believed to improve the
likelihood of mission or project success.

e Task — briefly describes the task

e Project — contains the project identifier listed below

o DS1-RAX - Deep Space One Remote Agent Experiment
o X-37 - X-37 IVHM Experiment
o CLCS - Checkout and Launch Control System

» Notes — any additional information regarding this task or its applicability to IVHM

Tasks are grouped into the following categories and some tasks contain examples from the Survey:
o Verification Methods

Validation Methods

Types of Tests

Test Criteria

Test Environment

Testing Tools

Tests and Reviews
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4.1.4.1. V&V Methods Applicability Matrix
Applicable | Task Project Notes
to IVHM
VERIFICATION METHODS
Yes Ensure requirements are accurate and From DO-178B<°
consistent™°
Yes Ensure requirements are verifiable™ From DO-178B°
Yes Ensure requirements conform to standards® From DO-178B%°
Yes Ensure software design meets requirements™ From DO-178B%
Yes Ensure software architecture meets From DO-178B
requirements®
Yes Ensure software code meets requirements® From DO-178B%°
Typical errors are listed below:
o Failure of algorithm to satisfy software
requirement
Incorrect loop operations
Incorrect logic decisions
Failure to correctly process legitimate
combinations of input conditions
¢ Incorrect handling of exceptions such as
arithmetic faults or violations of array
limits ,
Incorrect computation sequence
Inadequate algorithm precision, accuracy
or performance®
Yes Ensure use of proper naming conventions Enhances communication
between teams and aids in
software maintenance
Yes Verify expected test results™ DS1 RAX | From DO-178B*°
X-37
CLCS
Yes Ensure discrepancies between actual and DS1 RAX | From DO-178B°
expected test results are explained® X-37
Yes Ensure accuracy and consistency of source code From DO-178B%°

including the following:

e Stack usage

e Fixed p