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Abstract	

Security	is	one	of	the	most	if	not	the	most	important	areas	today.	After	the	several	

attacks	 on	 the	 United	 States,	 security	 everywhere	 has	 heightened	 from	 airports	 to	

communication	 among	 the	 military	 branches	 legionnaires.	 With	 advanced	 persistent	

threats	 (APT’s)	 on	 the	 rise	 following	 Stuxnet,	 government	 branches	 and	 agencies	 are	

required,	more	 than	ever,	 to	 follow	several	 standards,	policies	 and	procedures	 to	 reduce	

the	 likelihood	 of	 a	 breach.	 Attack	 vectors	 today	 are	 very	 advanced	 and	 are	 going	 to	

continue	to	get	more	and	more	advanced	as	security	controls	advance.	This	creates	a	need	

for	 networks	 and	 systems	 to	 be	 in	 an	 updated,	 patched	 and	 secured	 state	 in	 a	 launch	

control	 system	 environment.	 Attacks	 on	 critical	 systems	 are	 becoming	 more	 and	 more	

relevant	and	frequent.	Nation	states	are	hacking	 into	critical	networks	that	might	control	

electrical	power	grids	or	water	dams	as	well	as	carrying	out	APT’s	attacks	on	government	

entities.	NASA,	as	an	organization,	must	protect	its	self	from	attacks	from	all	different	types	

of	attackers	with	different	motives.	Although	the	International	Space	Station	was	created,	

there	 is	still	 competition	between	the	different	space	programs.	With	 that	 in	mind,	NASA	

might	get	attacked	and	breached	for	various	reasons	such	as	espionage	or	sabotage.		

My	project	will	 provide	 a	way	 for	NASA	 to	 complete	 an	 in	house	penetration	 test	

which	includes:	asset	discovery,	vulnerability	scans,	exploit	vulnerabilities	and	also	provide	

forensic	 information	 to	 harden	 systems.	 	 Completing	 penetration	 testing	 is	 a	 part	 of	 the	

compliance	 requirements	 of	 the	 Federal	 Information	 Security	 Act	 (FISMA),	 NASA	 NPR	

2810.1	 and	 related	 NASA	 Handbooks.	 This	 project	 is	 to	 demonstrate	 how	 in	 house	

penetration	testing	can	be	conducted	that	will	satisfy	all	of	the	compliance	requirements	of	

the	National	Institute	of	Standards	and	Technology	(NIST),	as	outlined	in	FISMA.	By	the	end	

of	this	project,	I	hope	to	have	carried	out	the	tasks	stated	above	as	well	as	gain	an	immense	
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knowledge	 about	 compliance,	 security	 tools,	 networks	 and	 network	 devices,	 as	 well	 as	

policies	and	procedures.	 	
	

Project	Description	

	 I	was	given	 the	 task	 to	conduct	a	 scaled	penetration	 test	on	a	 sandboxed	 test	bed	

network	of	multiple	computers	with	various	operating	systems.	The	goal	of	this	test	was	to	

show	 proof	 of	 concept	 that	 a	 penetration	 test	 can	 be	 carried	 out	 by	 using	 low	 cost	

embedded	devices	and	open	source	software.	In	the	near	future,	a	penetration	test	will	be	

conducted	by	an	outside	entity	and	 the	results	of	both	 tests	will	be	compared.	The	 three	

phases	 of	 a	 penetration	 test	 that	 were	 focused	 on	 were:	 asset	 discovery,	 vulnerability	

discovery	and	vulnerability	exploitation.	To	avoid	the	quality	of	the	project	being	hindered,	

the	scope	of	the	penetration	test	was	scaled	due	to	time	constraints.			

Methodology	

	 To	 perform	 this	 scaled	 penetration	 test	 I	 used	 a	 number	 of	 devices	 and	 tools.	 An	

embedded	device,	which	is	a	computer	system	with	a	dedicated	function,	was	used	to	run	

the	 open	 source	 penetration	 testing	 operating	 system.	 The	 open	 source	 penetration	

operating	 system	 came	 with	 a	 variety	 of	 penetration	 testing	 tools	 already	 installed.	 I	

conducted	extensive	 research	on	various	open	 source	 tools	 that	enabled	me	 to	 complete	

the	 penetration	 test	 in	 a	 guided	 manor.	 I	 compiled	 a	 list	 of	 these	 tools	 with	 a	 short	

description	of	their	functions.	These	tools	were	then	sorted	and	prioritized	by	the	function	

of	the	tool	and	the	amount	of	features	the	tool	had	that	were	useful.	I	installed	the	missing	

tools	to	make	the	penetration	operating	system	installation	more	geared	to	my	networked	

environment.		
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	 After	the	tools	were	installed,	I	tested	the	tools	for	full	functionality.	During	this	test,	

I	made	 sure	 that	 all	 of	 the	 tools’	 dependencies	were	 installed	 so	 that	 the	 tools	 could	 be	

opened	 successfully	 and	 operated	 to	 their	 full	 potential.	 After	 the	 dependencies	 were	

installed,	I	conducted	several	test	runs	of	the	programs	and	created	a	command	reference	

guide.		

	 Once	the	penetration	test	was	started,	the	selected	and	prioritized	tools	were	used	

to	 complete	 each	 phase	 of	 the	 penetration	 test.	 During	 each	 phase,	 documentation	 was	

thoroughly	taken	of	the	output	of	the	tools	to	document	the	steps	and	for	further	analysis.						

Results	

Asset	Discovery	

During	 the	asset	discovery	phase,	 I	 ran	multiple	programs	and	discovery	 scans	 to	

gain	 as	much	 information	 as	 possible	 about	 the	 assets	 on	 the	 test	 bed	 network.	 During	

these	scans,	 I	 found	out	whether	an	asset	was	up	and	running,	 the	 internet	protocol	 (IP)	

address,	which	OS	the	system	was	running,	which	ports	were	open,	the	SSH	host	key	and	

the	 network	 topology	 of	 the	 test	 bed.	 Figure	 1	 and	 Figure	 2	 displays	 the	 output	 of	 an	

intense	scanned	computer	system	on	the	network.		
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Figure	1:	Discovery	Scan	Part	1	

	

Figure	2:	Discovery	Scan	Part	2	

After	 the	 initial	 discovery	 scans	were	 complete,	 I	 conducted	 a	 trace	 route	 scan	 to	

determine	the	IP	addresses	of	any	hubs,	routers,	or	switches	that	might	be	on	the	network.	

Knowing	the	IP	address	and/or	media	access	control	(MAC)	address	of	a	connection	point	
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within	 a	 network	 would	 allow	 a	 non‐authorized	 entity	 to	 conduct	 a	 man	 in	 the	 middle	

attack	and	monitor	all	network	traffic.	The	trace	route	scan	discovered	that	there	was	one	

networking	device,	xxx.xxx.xxx.2,	on	the	network	as	depicted	in	Figure	3.		

	

Figure	3:	Trace	route	

Once	the	IP	address	was	known,	the	device	was	scanned	using	an	intense	scan.	The	

device	was	found	up	and	running	and	the	MAC	address	was	also	discovered.	The	OS	of	the	

networking	 device	 could	 not	 be	 determined	 but	 suggestions	 were	 produced	 with	 the		

percentage	of	likelihood	of	each	as	depicted	in	Figure	4.	

	

Figure	4:	Discovery	Scan	of	Networking	Device	
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After	the	scans	were	completed	on	the	networking	device,	a	clear	network	topology	

was	obtained	as	shown	in	Figure	5,	where	localhost	is	the	embedded	device.		

	

Figure	5:	Test	Bed	Network	

Vulnerability	Discovery	and	Exploitation		

	 The	 next	 phases	 of	 the	 penetration	 test,	 vulnerability	 discovery	 and	 exploitation,	

were	 performed	 in	 concurrence	with	 one	 another.	 This	was	 possible	 because	 one	 of	 the	

open	 source	 tools	 was	 comprised	 of	 other	 open	 source	 tools	 that	 had	 vulnerability	

discovery	 and	 exploitation	 capabilities.	 This	 program	 had	 the	 capability	 of	 performing	

discovery	 scans	 as	well.	 After	 performing	 a	 discovery	 scan	within	 this	 tool,	 the	 scanned	

systems	are	displayed	in	a	plane	with	the	OS	icon	identification	as	monitors	as	pictured	in	

Figure	6.		
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Figure	6:	Discovery	Scan	w/	OS	

	 After	the	scan	was	complete,	I	noticed	that	there	were	three	open	source	operating	

system	machines.	This	information	was	incorrect.	I	had	to	further	investigate	each	host	to	

see	 if	 I	 could	 find	 information	 that	 allowed	me	 to	 correctly	 identify	 the	 right	 operating	

system.	 I	 found	 that	 the	 discovery	 scan	 used	 also	 scanned	 for	 services	 that	 might	 be	

running.	In	Figure	7,	I	found	the	computer	system	that	was	misidentified	by	looking	at	the	

running	services.		

	

Figure	7:	Running	Services	
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Figure	8	shows	how	I	changed	the	OS	of	a	system	in	the	plane	after	discovering	the	

identification	was	wrong.			

	

Figure	8:	Changing	the	OS	

	 After	 the	 system	was	 changed,	 I	 delivered	 the	 exploitations	 found	 to	 compromise	

the	systems.	This	tool	found	thirteen	exploits	for	the	machines	on	the	network,	twelve	for	

two	of	 the	open	source	machines	and	one	 for	 the	commercial	machine.	 I	was	not	able	 to	

compromise	 the	 systems	 using	 the	 exploits	 found.	 Figure	 9	 shows	 the	 results	 of	

exploitation	attempts.		
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Figure	9:	Exploitation	Delivery	

	 	

Using	the	exploits,	I	could	not	exploit	the	computer	systems.	The	exploits	above	

attempted	to	create	a	secure	shell	(SSH)	session	between	the	embedded	device	and	the	

computer	systems.		If	this	would	have	been	possible	I	would	have	had	access	and	control	of	

the	system(s).		If	more	ports	were	opened	and	not	up	to	date	with	the	latest	patches,	the	

computer	systems	would	have	be	more	vulnerable.			
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Beneficial	Exposure	

Currently,	 I	 am	 completing	 my	 master’s	 degree	 in	 cybersecurity	 at	 UMBC.	 The	

program	 that	 I	 am	 enrolled	 in	 is	 geared	more	 towards	 government	 IT	 security,	 law	 and	

policies.	 Fortunately	 for	me,	 this	 internship	 has	 a	 direct	 correlation	with	what	 I	 learned	

before	coming	to	Kennedy	Space	Center	and	what	I	will	build	on	further	when	I	leave.		This	

experience	was	 great	 and	 I	will	 definitely	 take	 this	 experience	 and	 everything	 I	 learned	

while	at	KSC	with	me	in	my	future.		

Over	 the	 past	 semesters,	 this	 opportunity	 enhanced	 already	 possessed	 skills,	

exposed	me	to	new	skills	and	provided	hands	on	experience	with	software	and	hardware	

that	I	will	use	in	my	career	field.	My	communication	skills,	confidence	in	public	speaking,	

and	knowledge	about	numerous	IT	security	subject	matters	were	built	by	going	to	group	

meetings	and	actively	expressing	myself	within	them.	Also	by	me	receiving	real	work,	I	am	

gaining	real	world	IT	security	experience.	 In	graduate	school,	 I	 learned	about:	mitigation,	

risk	 analysis,	 policy	making,	 business	 continuity	 plans,	 disaster	 recovery	 plans,	 network	

devices,	 attack	 vectors,	 compliance	 laws,	 patch	management,	 and	 various	 other	 security	

tools.	By	being	here,	I	have	gained	a	real	world,	in‐depth	experience	on	all	of	those	topics	

and	how	they	are	implemented	and	sustained.	Being	involved	with	a	project	for	over	a	year	

and	given	a	vast	number	of	projects	and	responsibilities	really	gave	me	the	capability	to	see	

how	IT	solutions	are	researched,	evaluated,	purchased	and	then	implemented.					

This	opportunity	was	a	perfect	opportunity	for	me.	 I	am	doing	work	that	 interests	

me,	that	is	relevant	to	current	security	topics	and	I	have	gained	experience	that	employers	

are	looking	for	in	a	future	employee.	I	am	convinced	that	after	my	yearlong	internship	I	will	

have	a	considerable	advantage	over	the	average	graduates	competing	for	the	same	job.	This	
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is	 due	 to	 the	 fact	 that	 I	 am	getting	 a	 complete	 experience	 of	 the	 IT	 security	 field	 and	 IT	

security	insight	from	a	government	aspect.	

Conclusion	

	 To	date,	I	have	gained	valuable	knowledge	and	experience.	So	far,	I	have	worked	on	

compliance	projects,	a	project	management	project	carried	out	a	secure	programing	service	

analysis	 and	 assessment,	 analyzed	 security	 issues	 using	 risk	 automation	 software,	 and	

completed	 a	 penetration	 device	 testing	 and	 assessment.	 Also,	 I	 gained	 valuable	 non‐

technical	skills	dealing	with	budget	requirements	and	making	decisions	for	products	 that	

satisfies	the	most	security	requirements.	Over	the	four	semesters	I	have	been	involved	in	

many	different	facets	of	IT	security.	This	experience	is	the	highlight	of	my	career	so	far.	 I	

am	extremely	excited	to	hopefully	return	to	KSC	in	the	future,	to	get	new	relevant	projects	

and	expand	my	experience	and	knowledge.		

	

	

	

	

	

	

	

	

			

	
	
	
	


