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Non- conformmg Product °

Fraudulent Material
Counterfeit Parts . .,

LY

Technology companles now face
| supply chain they cannot trust

Mechanical parts

Materials

Source: GAD analysis of DOD and NASA data.
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Defining a Solution Space

Prevention

e Procurement
Controls

* Traceability
¢ Inventory

Management

» +

Detection

e Receiving

Inspection
e Screening
e Testing

Knowledge

® Product Data

¢ Training
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. Preventlon , L
. — Efforts to assure good parts/products :
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-are procured from reputable vendors

" = Most |mportant aspect of product

5 -quallty

- Detectlon

' Efforts to ver|fy authent|C|ty of
parts/products |

— Additional mvestlgatlon (usuaIIy
destructive) can be performed if
- discrepant characteristics are noted

., Knowledge _
2 Efforts to share |nformat|on on non-

conforming product’

—_Efforts to train employees-on how to

" identify. discrepant characteristics
=and/or suspicious attributes |nd|cat|ve _
of counterfeiting



Defining a Solution Space (cont.)

Supply Chain Evaluation

e Best: Original Component
Manufacturers (OCM)

e Better: Franchised
Distributors

e Good: Qualified Suppliers

o

1 Traceability

Procurement:

e 2

| o Certificate of Conformance |

{(e}{®
e Material Test Report (MTR)
e Purchase Orders

-

Quality Management System

e Industry Standards
e Quality Clauses

e Receiving Inspection
Clauses

Know what you’re buying, who made it, and

where it’s been since it was manufactured
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Receiving Inspection

e Dimensional Inspection
e Documentation
e Visual Inspection

o

+

Screening:

Non-Destructive Screening

e Chemical Analysis
e X-ray Radiography

Destructive Testing

e Decapsulation

¢ Electron Microscopy (SEM)
e Hardness Testing

e Tensile Testing

Verify the authenticity of what you bought and
submit samples to spot check for irregularities
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Investigation Team Additional Screening and Testing
e Legal e Destructive Testing (As needed)
e Quality e Non-destructive Testing (100%)

e Subject Matter Experts
e Test Laboratory

|nV€Stigation . Conduct in-depth investigation when

irregularities are noted

\_
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Notification

e GIDEP Notices
e NASA Advisory Documents

o
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Notification:

Knowledge Sharing

e GIDEP
e Lessons Learned

® NASA Supplier Assessment
System (SAS)

-

Isolation

¢ Build Records

e Material Information
Usage Lists (MIUL)

e Two-Way Traceability

Share product data on a need-to-know basis
until wider distribution is authorized
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Product Control NASA

Before you Purchase

'g— Establish a process to evaIuate quallfy, and monltor suppllers to
~ assess ongoing risk. level e -

| 75— Pre- determlne testlng procedures for |nd|v1dua| product Ilnes
WIth deflned samplmg rates and acceptance crlterla ¢

When VOu Purchase PR i .-
| Udlng I\/Iaterlal Test Reports (I\/ITRs)
| r V_reate chain of custody
g 5 Reqwre aI' :
-  .'— Evaluate tra
~+ Require higher e
.. _* Require. high r
 — Communicaterequt
organization
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Product Control NASA

When you Recelve . . 3
3— Segregate lnbound product unt|I evaIuated and cIeared for use

gl Review and compare documentatron and phy5|cal product/packagrng
for’ data’ |ncon5|stenc1es (e.g. part number, etc.)

',— Randomly sample Iot and submlt samples for testlng

Iy o nt) 7 ) s . . . ‘. ZUaS

When you Test | SRR S S
- Verify compllance; : o'cureme'nt specification

. Involve subject matter experts for questions -

= Report resu’l ,As" c .;‘;“e‘_wﬁh procurement documentatlon
When you e oo
'v,i— Share you Y an ernally, it could save a lifel
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Product Lines
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Raw Materials
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Product Lines — EEE Parts @M

Quallflcatlon of suppher onIy aIIowed when parts are
procured from Original Component Manufacturer
(OCM) or franchlsed dlstrlbutor : -

- Documentatlonrewewfor a’lzlf’p'roc?ufrfe ments -

_j,,_";dffor non- quallfled suppllers

wed by EEE Parts Control Boa rdto
i'."‘ .gul.s apperrlate | ' |

. Valldatlon t" "
. Procurem_'_‘; |
.. determine

- Non-destructive evaluati ‘med when approprlate ‘
e Destructive Physical Analysis (DPA) on samples when appropriate
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Product Lines — EEE Parts (cont.)
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Product Lines — EEE Parts (cont.) N‘%a

-
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Product Lines - Gases f@m

Samplmg Ievel W|II depends upon usage of gas
e Breathmg every bottle must be tested
S Research/Manufacturmg lot acceptance

. Valldatlon testmgi-ls; coh‘_"'b_lnatlon of |nd|v1dual tests

(nOt |IC|UEfJ\\
— Particle fallout — used to verify state of gas
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Product Lines — Fasteners & Mechanical Parts f@m

Quallflcatlon of suppller follows pre determmed
process to evaluate quallty system and product Imes

. Traceablllty IeveI requlred for parts varies based upon
appllcatlon/usage of parts (e g fracture crltlcal
structural etc ) e | |

. VaI|dat|on t;
manufactur
developed for.nc

~ — Chemical tes

e . TenSIle tes'»" £
— Hardness testing
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51-90

Quallfled Suppller

Complete .
Traceablllty

: Incompleté"
- Traceability-

onts0. =

e t151 280
2814 500
501-1200
1201-3200
- 3201- 10, ooo
1o 000-35, 000
- 35,001- 150,000
150,001-500,000

500,001+
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- Complete
- Traceability

Product Lines — Fasteners & Mechanical Parts

o ..I‘\lon-Qu'a_Iifie‘d.'SUp?p_-Ii.é'r; =
* Incomplete
- TJraceability ..

NASA
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0 failuures

0 failures

O failures
. Ofailures
0 failures

0O failures

O failures ‘

O failures

"0 failures
0 fail-u‘res'

0 failures

O failures

-0 f_ai.lures ,

=0 0 failures

 Acceptance
-Criteria -

O failures
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Product Lines — Fasteners & Mechanical Parts

ok '??NASA Recewmg;lnspectnon and
+' - Test Facility (RITF) tests Iots of

- fasteners for NASA, G
e '-'-;-r’contractors and other
.,_'corporatlons ’
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Product Lines — Raw Materials NASA

Quallflcatlon of suppller follows pre- determmed process to
evaIuate qUallty system and product Ilnes ' Fay

VaI|dat|on testmg is comblnatlon of |nd|V|duaI tests
dependmg on prlmary element and sub category of
metal/aIon '. e |
- Chemlcal testlng _.
L Ten5|le testing
~ — Hardness testil
 — Conductivi

Valldatlon -:-te'_,. |

ting Is egardless of quallflcation
~when material'orig :

eign source
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