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Different Aspects of Mitigation: ﬁ
Things to Think about during '
Presentation

* Detection: ;
— Watchdog (state or logic monitoring)
— Checking ...Decoding
~ Action
* Masking
- Not letting an error propagate to other logic
— Redundancy or checking
— Turn off faulty path
e Correction
- Error state (memory) is changed
~ Need feedback
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Mitigation Concerns @
e Are you reducing error rate?
- Strategy may NOT reduce error rate but reduce system error
(Masking)

— Be careful not all FPGAs have the same Single Event Upset (SEU)
error signatures

— Poorly selected/implemented Mitigation scheme may increase
upset rate instead of decrease

¢ Accumulation versus Multiple Bit Upsets (MBUs) may need
to be handled differently :

» Tradeoffs: Is your scheme buying you anything?
— May reduce system error rate at a high cost (area, power,
complexity, cost)
— STOP.... Requirements may not need Mitigation
s ou can't validate that it meets re uuirements ~then you can’t fly it

Helanie Berg ot the Revoltionary Eiectronics n

How Safe is Your Design? _ @

* Understand the SEU error mode specifics?

 Are there lock-up conditions in my design?

« Does your strategy protect the entire critical path?

* Is the synthesized design fail-safe?

* Did you mitigate where you expected to mitigate?

» Can your watch-dog catch failure?

e Will your recovery scheme work?

» What are the limitations of your verification strategy?

The list goes on... Based on error signatures of the target
FPGA, the designer must keep all points in mind at all stages
of the design
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Agenda @

¢ Section I: Single Event Effects (SEEs) in Digital Logic

* Section lI: Application of the NASA Goddard
Radiation Effects and Analysis Group (REAG) FPGA
SEU Model

* Section lll: Reducing System Error: Common
Mitigation Techniques

Break

« Section IV: When Your Mitigation Fails
» Section V: Xilinx V4 and Mitigation
» Section VI: Fail-Safe Strategies
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Agenda (First Half) @
e Section I: SEEs in Digital Logic

* Section II: Application of the NASA Goddard
Radiation REAG FPGA SEU Model

* Section lil: Reducing System Error: Common
Mitigation Techniques
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Van Allen Radiation Belts Have
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Source of Faults: SEEs and lonizing
Particles

@ Terrestrial devices are Energy emitted from
susceptible to faults mostly ;’1 gﬂﬁ‘? ol g;‘*dws

due to:
2 Alpha particles: from packaging
and doping and
o Neutrons: caused by Galactic
Cosmic Ray (GCR) Interactions
that enter into the earth’s
atmosphere.

waves of partcles

@ Devices expected to operate at higher altitude
(Aerospace and Military) are more prone to upsets

caused by:
@ Heavy ions: direct ionization
¢ Protons: secondary effects
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Device Penetration of Heavy lons and W
Linear Energy Transfer (LET)

* LET characterizes the
deposition of charged
particles

» Based on Average energy
loss per unit path length
(stopping power)

+ Mass is used to normalize - - V:
LET to the target material Average energy

deposited per unit
LET =

2 th length
14k . MeVL

pdx’ s mg
Units
Density of target material
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LET vs. SEU @

Error Cross Section (Cggy)

Terminology: _H#errors
¢ Flux: Particles/(sec-cm?)| *  fluence
* Fluence: Particles/lcm? | — LET vs. (Oggy)
¢ The oggyis calculated at
several LET values 10007 Toar
(particle spectrum) 2
~ LET Threshold (LET,) isthe | § e
point where errors are first §
observed (on-set) o :
- LET Saturation (LETg,y) is 100609 1
the point where errors stop LET
statistically increasing with 1.00E-10 [ th
LET 0 2 40 60 B0 100
LET (MeV*em¥mg)
et s I Wyt s S Lt e 10
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Single Event Faults and Common @
Terminology

» Single Event Latch Up (SEL): Device latches in high
current state

¢ Single Event Burnout (SEB): Device draws high
current and burns out

« Single Event Gate Rupture: (SEGR): Gate destroyed
typically in power MOSFETs

* Single Event Transient (SET): current spike due to
ionization. Dissipates through bulk

« Single Event Upset (SEU): transient is caught by a
memory element

» Single Event Functional Interrupt (SEFI) - upset
disrupts function

1 and o b 8 sens naes ooy
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Single Event Effects (SEEs) and FPGA @
System Error

* FPGA SEUs or SETs can occur in:

— Configuration

— Combinatorial Logic (including global routes or
control)

-~ Sequential Logic
— Memory Cells

\

Every Device has different Error Responses - We
must understand the differences and design
appropriately
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Agenda (First Half) | @
* Section I: Single Event Effects in Digital Logic

» Section lI: Application of the NASA
Goddard REAG FPGA SEU Model

- conﬁguration Oseu (Pconfiguration)
— Functional Data Path oggy (PyynctionatLogic)
— Microsemi (Actel) ProASIC3 Example

¢ Section lll: Reducing System Error: Common
Mitigation Techniques
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The NASA Goddard REAG FPGA SEU W
Model : Top Down Approach

Top Level Model has 3 major categories of ogg :

(f S )error Conﬁgumr ion +P (f s ) Sfunctional Logic . SEFI

Deslign Osey Configuration o'sEu Functlonal logk: SEFI Ogey
Oseu
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N\
‘P (f N )error o“I:C;onﬁgurat ioy+ P (-f S) Sfunctional Logic # P SEFI
—

Configuration SEU Cross Sections
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Place, Route, and Gate Utilization are
Stored in the FPGA Configuration

/0 CONNECTS
* Configuration Defines: R‘:‘f""f AT 1/
Arrangement of pre-existing 7
logic via programmable —_—

switches

— Functionality (logic cluster)
— Connectivity (routes)

— Placement

* Programming Switch Typeq: FR%%:?;'I:HE;BLE

— Antifuse: One time Programmable (OTP)
— SRAM: Reprogrammable (RP)
— Flash: Reprogrammable (RP)

To be presanted by Melanks Barg af the Revols In Space (e / Muzacy and o Logic Devices 16
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Programmable Switch Implementation and@
SEU Susceptibility

SRAM (RP)

Read or Write

= rei )

Piogramming Bit

17
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Configuration SEU Test Results and
the REAG FPGA SEU Model

Antifuse B B oo v gy ShE I O T 4
g i ‘i,ﬁ-P(fs,_)e;r“b[ff ‘Pfun?ﬁr{ml{égi'c_(f s)+ PSEF {
SRAM (nom- ) =P
mitigated). P (f S)error F Configuration
FlaSh P (f s)error [Pe P funcrtonall.oglc (fs)+PSEFI “
Hardened SRAM (f S)error o Man + P SunctionalLogic (f &) ) + RS'EFI
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(f N )error Conf igurat ion JP ( f N ) functional Log;c j- P SEFI

- g

Functional Data Path SEU Cross
Sections

Concepts of Synchronous Design

roumwmugnmmmmmnwmmfmynmmmmm 19

Synchronous Design Basic Building @
Blocks: Combinatorial Logic and Flip-
Flops (DFF’s)

Combinatorial Logic: Output is a
function of the inputs after some

delay( Tmy)
Output=f(input,7,,)

DFF: Captures data input at clock edge
and is a function of the clock perlod (7o)

CLK CLKB a—f(D fclk)

>
&,
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Component Libraries: Basic Designer @
Building Blocks

» Combinatorial logic e
Tabl
blocks T

Q Vary in complexity
Q Vary in /O

* Sequential Memory blocks ==
(Flip-flops or DFFs)

O Uses global Clocks

O Uses global Resets

O May have mitigation

A0 0N AASS SO sl e

DFF’s in a Synchronous Design @

Clock Tree

* All DFFs are connected to a clock
* Clock period: 7
* Clock frequency: f,

1

b =

A

DFFs are BOUNDARY POINTs in a synchronous
design
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Deterministic Data Capture...Adhering to @
Setup (1, ) and Hold Time (1, ) for a DFF

Data Launch from z;' I'_-
StartPoint

b~ ol D™ g

>

StartPoint 7 dly EndPoint
|

Data Capture is Deterministic when:

- dh > B |
Data Delay through - ley < Tclk (Tsu +z:skew+ Tjitter)1
combinatorial logic and Setup Clock Clock
routes Time  Skew  Jitter

A, D 001 G ecenms A 3 At 2253 2011, anct e At dpreion 514 S 23

StartPoint DFFs — EndPoint DFFs (Y
Taly and the “Cone of Logic” |

T-1 T T T+1

O EndDFF (lT) = f(StartDFFs(T —1))

2ns "8, End Point
" = 1 DFF
" 3| (AXOR B ) AND (C XORD)

Signal will arrive at
destination by 7, ...
but it will not be

| “

o captured until the next
S / “Cone of Logic” clfck pubnton
W
R e ey B e ey i a4
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Synchronous Design Take Away @
Points

* Basic Blocks: DFFs and Combinatorial logic

* DFFs are boundary points

~ For each DFF (EndPoint) there is a backwards trace to
start point DFFs

- There is delay between StartPoint DFFs and endpoint
DFFs
« Combinatorial logic
* Routes
* SEU analysis is based on utilized DFFs in a
design because a functional data path upset is
not an upset unless it is captured by a DFF

The question is... If an upset occurs will it
reach and affect an endpoint DFF?

roummm'nymmummmmnmmwtmnwmmmmnmm 25
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(fS )ermr Confgurar ion —I{P(fs)ﬁmmonal Logtcj- PSEF!

Functional Data Path SEU Cross
Sections
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Configuration versus Data Path @
(Functional Logic) SEUs

» Configuration and Functional logic are
separate logic

» Can be implemented with different
technologies within one device

» Configuration is static and data paths are
not. Requires a different test and analysis
approach

This explains why there are separate categories of
error:

P configuration vs. P SfunctionalLogic
hhMWMhpurmmwmw:mmfwmﬁmwﬂmw 27

SEUs and SETs ina Data Path @

Captures and holds state of
_.- | data input at rising edge of
‘|clock

Logic tunctlon generatlon
(computation) e

SET: Glitch in the
combinatorial logic: Capture
is frequency dependent

SEU: State changes until
next cycle of enabled Input
Next state capture can be

ot /\ frequency dependent
' Double Sided © Single Sided
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Data Path Model and DFF Logic Cones @

“"'T!ﬂ End Point
e ﬂ,-_.‘ DFF
.y (AXORB)

Evaluate
for Each
DEF 7 b & " 3 1
§ #StartPoint DFFs "g‘/ #Combinator ialCells
= z P(fS)DFFSEU—i.S’EU(j) * z P(f$)ser—sev iy
J=l StartPoint =\ combinatorial
L DFFs logic J
DFlf,sogone of Logic

Programmabile Logic Devices 29

] &

o
P (f S)error F Configurat ion -KP (f S) funcl;analmﬂ) + & SEFI

— pn

Functional Data Path SEU Cross Sections
and Combinatorial Logic Effects
(Capturing SETS) _ = = o

P(J3) punctionai togic ° P(f S‘)DFFSEU-aSEU T P (f: S)SET—»SEUJ'

_— o
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SETs and a Synchronous System @

Generation (P,,,)
Propagation (7,,,,) .
Logic Masking (P,,;.)
Capture

All Components comprise:

P(fs)ser—sev
To ba presentad by Maisnia Barg at the y Ee " Tm Sy mﬁn_:;hm o Logic Devices 31
SET Generation: P,,, @
« SET generation occurs due
to an “off” gate turning “on”.
* SET has an amplitude and
width (1) based on:
— Amount of collected charge (i.e. I— ] Current
small LET —small SET) Flows
— The strength of the gate’s load -through On
— The strength of its —..L Transistor
complimentary “ON” gate
o i Collected  Critical
T:iecilsslpat!on strength of the Charge Charge
process. Qcolt > Qcrit
an‘r = Chnode * Vnode
Node Node
Capacitance Voltage
To be presented by Meisnie Berg sf the * Mm #5p ‘m:l“m.ymﬂwm 32
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SET Propagation to an EndPoint DFF: P,

rop

* In order for the data path SET to become an upset, it
must propagate and be captured by its Endpoint DFF

* P, only pertains to electrical medium (capacitance of
path... combinatorial logic and routing)
~ Capacitive SET amplitude reshaping
— Capacitive SET width reshaping

* Small SETs or paths with high capacitance have low Poisa

* P,, contributes to the non-linearity of P(fs)szr_.sev
because of the variation in path capacitance

4 Dyg 0
i ; ;?# ; _;.-\_\’;_\_.:'_.,:
o) I S0
. Different ;
StartPoint Caosslianct EndPoint
To be presaniad by Malanw oerg s me ¥ :umm :nﬂmmm.;- Logr Lavices 33
SET Logic Masking: P,,,;. W

* Py, Probability that a SET can logically propagate
through a cone of logic. Based on state of the
combinatorial logic gates and their potential masking.

“AND” gate reduces
probability that SET
will logically propagate

0
0<P Logic 0 Masks
logic other data path i
Determining P,,,;. for a complex
system can be very difficult
To ba presented by Melsnie Berg ot the A ¥ Ek " Lﬁ Sp mmm_:“m le Logic Devices 34
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SET Capture at Destination DFF @

The transient width (7,,4,,) will be a fraction of
the clock period (7,) for a synchronous design
in a CMOS process.

T.un  Probability of capture is

Wi
P(T) ser—ssev < proportional to the width
clk of the transient as seen
from the destination DFF
P(f3) sgr-ssev < Criam)S
To be presanied by Malanke Berg at the Revolutionsry w;m[mlmﬁm“wmm 35

Data Path Model and Combinatorial @
Logic SETs

#Combinator ialCells #CombinatorialCells
P (.fs)sa'f—)ssu(i) oc E'Pgen(f)P prop(l')P togic() Fwidtn (i) JS

i=l i=l

#CombinatorialCells

< Z Pgen(i)P prop() Ewidin(i) IS

i=1

Upper Bound SET P, !agic=  §

To be presenied by Melanis Barg at the In Space | / Military and Asroapace Programmabis Logic Devicas 36
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-~
(f S)error Conf iguration -PP (f S) _ﬁmcrtonang:) + PSEFI

hII-AI-I"—

Functional Data Path SEU Cross
Sections and DFF Effects
(Capturing StartPoint SEUSs)

P(fs)funcnona![.og:c °<P(fS)DFFSEU—> SELV P(fs)SETASEU

-y s =

To be prasantsd by Malanls Berg af the Revolutionary Elsctronics in Space (ReSpace) / Miltary and Asrospace Programmable Logic Devices ar
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Conventional Theory: W
System Upsets Have a Static '
Component+Dynamic Component

Composite Cross Section

S) error
/ P(fs )em:.'r Porrseu P(fS)ser-sseu

Pprrsev® Porrusy Takes into account upsets
from combinatorial logic in
SEU DFF data path and the DFF

P(fs) ST potential for flipping its state

O.DFFerm:.__.___.

Frequency

Does not fully characterize DFF upsets as they
pertain to a synchronous system

To be presanted by Melanls Berg st the Revolutionary Electronics in Space (ReSpace) / Milltary and Asroapace Programmable Logic Devices 38
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StartPoint SEUs and a Synchronous @
System: New Stuff

Generation (Pprrser)
* P,,~=1for hard state switch
Logic Masking (P,,;.)

Capture

All Components comprise:
P(fs)prrsev—sev

Ta be presenied by Meianie Berg at the ¥ In Space (RaS; )/ Mittary and apace Progr Logic Devices ag
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Generation of DFF Upsets: Py.rqy @

* Probability that a DFF will flip its state
* Can be a hard flip: ‘ ‘
— Will not change until the next clock cycle
— Amplitude and width are not affected as with a
SET ) -
« Can be a metastable flip Tﬁl‘ > “?‘EW—D‘—’—‘
— No real defined state : _
— Otherwise known as a “weak” state
— Can cause oscillations in the data path

IPDFFSEU

To be presentad by Melanle Berg at the In Space (ReSpace) / Miltary and A Logic Devices 40
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Generation P ppy VErsus
Capture P (fs)DFFSEU—J,SEU

S il ‘-&}E .. R T T,
. _;ﬂ?* Sk

i b it TR CERT
o e T

Probability a StartPoint - - Probablllty that the -
DFF becomes upset StartPoint upset is -

i ' .~ 7 |captured by the endpomt
- |DFF

Occurs at some point in Occurs ata clock edge
time within a clock period | (capture)

th frequency dependent - F_requency dependent

00 NAn0. CAA SOy ek site
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Logic Masking DFFs... P,,,; @

* Logic masking for DFF StartPoints is similar to
logic masking of combinatorial logic.

* DFF logic masking is generally the point where
Triple Modular Redundancy (TMR) is inserted

o logic>0 _
Jor Voter... its upsets
are not masked

P, logic=0
for DFFs... their
upsets are masked

numwmmnwnmmmmhwmw;mnumwmm 42
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StartPoint SEU Capture Example: @

Start Point Assume 7, =15ns
DFFs

End Point
2ns DFF.

0.5n |
ins
?2?? E '

3ns (AXOR B ) AND (C XOR D)

If DFF,, flips its state...
Tdiy = 9.5ns 0<7<(5.5)ns
The upset will get caught...

otherwise it’s as if the event
never occurred

mumwmmmmmmwumsmmrmmmwm Davices 43
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Percentage of Clock Cycle for SEU Capture:@

— Upset is caught within
T<T7 1k Tdiy this timeframe

T T Tay 1 Tay  Fraction of clock
= =& period for upset
Tc!k (7 Tdk capture

) Voo upset capture with resbect
T fS < 1-7 dly fS to to frequency
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Data Path Upsets and StartPoint DFFs W

#StartPoint DFFs #StartPdnt DFFs '
Z P(f$) presev —SEU(j) ©° ZP DFFSE(U)PIOgic( ) (1- T j)f 5)
j:l j:l

#StartPoint DFFs
< ZPDFFSEUU)(I _ley(j)fs)

Jj=I
#StartPoint DFFs

< Z Poreseuy
=
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P (fs) FunctionalLogic
Putting it all together:

P(f: s)funcﬁonall.ogicoc P(fs)prrsev—sevtP(fS)ser—sev
Data Path Upsets  StartPoint DFF SEU  Combinatorial

capture Logic SET
capture
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NASA REAG FPGA Data Path Functional |
Logic Susceptibility Model ‘

P (f S) Junctionalogic

o?.r (P(fS)DFFSEU i. + P(fS) ser s sev )

#SrartPoint DFFs #CombinatodalCells

3i(. zpnrfssum(l_fdry(j)f:‘)‘vlogfcu))"‘ Z(Pgrn(n%mp(!)ﬂogirrufdf!t(flfs))!
N 0=

DF 7=l

\¥)
mhmnmmmummuhmm.j_—, A R S—— 47
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1 and in be oenn wehialte

NASA REAG FPGA Upper Bound E

Susceptibility Model
#StartPoint DFFs . #CombinatordalCells
D% ( Z PDFFSEUU} (l - Tdb'{j}fs)gogidj} ) + z]: (‘Pgm(i)ﬂ)mp(i)ﬂogfrrwdﬁ(i)fs)]
j=1 i=

Upper-bound assumes P,,,.=1 (no mitigation) and
NO DFF frequency (fs) dependency

#Sranf’oimDFFs #Combinator ialCells _
3 ' Z Poppsey + Z(Pgen(np prop() Ewidih(iy JS )
DFF - -
j=1 . i=l 3
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How DFF or Combinatorial Logic @
Dominance Affects oggy

P(fs)orrsevseu. PUS)ser.seu

Logic® ™= "%\ . |DFF Capture ... . |Combinatorial SET

.2 P g R ok | Capture s

Capture percentage ("

of clock period (l“ﬂ' =(1-7,f5) _:d'f_h = Ty I

clk clk -

_Frequency 5 Increase Frequency |ncrease Frequency

Dependency P decrease USEU lncrease GSEU

Combmatorial Loglc Increase lncrease in

Effects Combinatorial logic | combinatorial logic
increases Ty and increases Py, and
decreases Oggy increases Oggy
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Which String Would You Expect to Have a
Higher SEU Cross Section? WSR, or

WSR,

Startpoint - Endpoint
b wg e Vi = InsS 5
>>DFFa” D

WSR, .
>DFFa
Pang Combinatorial Logic: Inverters

You can’t answer the question until you understand the
relative oggy contribution of DFFs to Combinatorial Logic...

numnmqmmnwmwu’ﬁ there Lo&f MMuféarion ammable Logic Devices 50
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NASA REAG Models + Heavy lon Data:

ProASIC3
numwmmnmhmw'-hmm)mﬂ-m_:wmmmm 51

Background: Micro-Semi (Actel) @
ProASIC3 Flash Based FPGA

e Originally a R i oot
commercial device

* Configuration is flash
based and has proven
to be almost immune to

SEUs 3
¢ No embedded ; N \/Floaung Gate § Switch In
| mitigation in device il h'M—I[L' e
" Evaluation of user o
itigation insertion has""*”
m g eSwitch Out
been performed
rauwwmunnmmmwhm{mxmﬂmammmDmm 52
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L -Combinatorial Logic .

.ID 'f‘-’o - - D0
WSR, > S
S an.Q . an Q

[y T Faee A
WSR, |21 ;.f.b_"‘f.lzq'
Combinatorial Logic: Inverters |5

ot i fvenatsgoet dbm g s e oo s et At oo wcaiissnl 53

bl

Actel ProASIC3 Shift Register Study @

» Shift Register Functional Logic Designs Under Test:
— Six WSR strings with various levels of combinatorial logic

P(fS )ermr oc PCMOH T P(fs)ﬁmcrfonamogt'c + RS'EF!

: 74 Inverters
DgF[P(fs)DmMEu ZP(ﬁ)SMEum]

i=0
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ProASIC3: Which String Would You
Expect to Have a Higher SEU Cross

Section? WSR, or WSR;

Startpoint Endpoint
D'“FQ WSR, Ty = lns — G
>DFFa. >DFFb

TwQ e
DG @ mrd{y = 8ns —> D

If the DFFs are not mitigated they will have the dominant ogg,
Oseu™ (1-74y f5): Osgy is inversely proportional to 7,
osey WSR, >05-y WSR,

To ba prasenied by Msianie Barg at the Ravol ¥ In Space / Miirary and Asvospace Programmabls Logic Davices
LAAtael D1 2011 Coategeace Albucuecue. S A 22.25 20

11 sod tabe had oo pens oasd.ony wel e 55

Ogey Test Results: Windowed Shift
Registers (WSRs) No-TMR

* No Mitigation: Oszy; WSR > Ogpy WSR For every LET

No-TMR100MHz CheckerboardLET Versus SEU Cross

Section
2.5E-07 |

20E-07 © - \WSRN=8 ®WSRN=0

-
Kol
o
E
o
S
=
w
w
©

- . N |
3.96 8.60 12.16 20.30
LET MeV*cm?mg
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Agenda(First Half) @
* Section I: Single Event Effects in Digital Logic

» Section II: Application of the NASA Goddard
Radiation Effects and Analysis Group (REAG) FPGA
SEU Model

* Section lll: Reducing System Error:
Common Mitigation Techniques
- —Triple Modular Redundancy (TMR)

— Embedded RHBD
roumdwmuoummmﬁﬁﬁt. Sp "T..m..f.f:'.'f._.._:...,... Logle Devices 57
Example: TMR Mitigation Schemes will @
use Majority Voting
MajorityVoter = INLAI2+I0AI24+1I0AT1
10 " 12 Maijority Voter
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 7 i1
[5CS
fohmmn‘h;IMth'ﬁ-. y Eh " f',_."ﬂ- Sp ‘ff.".:f:.._‘:....;. o Logic Devices 58
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TMR: Correction .vs Masking

* TMR with feedback will correct
an error

 TMR with no feedback will mask

an error

— May not buy you anything if a large
amount of circuitry has no ‘
correction capability

- Tripie the circuitry without
correction:

e triples the upset rate

* may end up with the same upset
rate using this scheme

To be presenied by Meianie Berg &l the :mwa«mwmm
W
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Block Triple Modular Redundancy: BTMR @

Copy 1 Can Only
Mask Errors

P

Copy 2 Comp!e?f
functfom
,wifh‘ I 3x the error rate with

Copy3__» |DFFs triplication and no
correction

* Need Feedback to Correct

* Generally can not apply internal correction from voted
outputs

+. Errors can accumylate

ot an effective technigue

To be presented by Melanie Berg at the Revolutionary Electronics in Space (ReSpace) / Military and
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Local Triple Modular Redundancy @
(LTMR): Only DFFs
Voter+Feedba'ck-Correctlon

o _
P (fs)error configuration * +P (fs)funcﬁau ILogic d 3 SEFI

r_
P(fs) FSEU —SEU + P(f)ser—sev
mumwmmummmmm Space) wmwmmm. 61

ProASIC3 LTMR Shift Register Data Path @
Model

3

Z P(f$) persev »sev ey + Z P(fs) ser—sev

#StanPo int DFFs #Combinator ialLogicGa tes
j=1 i=l

LTMR: P,yy;=0

#Combinator ialLogicGa tes ]

D;L. P DFFSEU »SEU T P(f$) sersev
i=1

#Combinator ialLogicGa tes
Z P(f5) ser—sev iy ° Peentty Porop iy Poogic Twiden (1 I

i=1

As we increase #combinatorial logic gates we increase Oggy
Hence for LTMR (disregarding Pp,,;), Osgy WSRg> Oggy WSR,

To be presented by Melsnie Barg 51 the Ravolutlonary wzﬁr&mymmmmmw 62
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Oggy Test Results: Windowed Shift
Registers (WSRs) No-TMR versus TMR

 LTMR is effective and has reduced Py
* LTMR: SEU cross Sections WSR,<WSR; For every LET

No-TMR and LTMR 100MHz Checkerboard
LET Versus SEU Cross Section

WSR N=8 No-TMR

B WSR N=0 No-TMR
1.0E-07 = WSR N=8 LTMR
: mWSR N=0 LTMR

1.0E-06

1.0E-08

O sey(cm?/bit)

1.0E-09 | L g! - _i :
g ﬁl:- i i
1.0E-10 +— | | ! --

2.80 3.96 8.60 12,16 20.30 28.71
LET MeV*cm?mg

No-TMR vs. LTMR: @
Combinatorial Loglc Eﬁects

%5,,.‘ TUHBTOASICS

Slgniilcant StartPoint DFF Comblnatorlal SET caplure

circuit type | (sequential): SEU capture

Slgnlflcanl PDFFSEU'{T'fGry!s) Pg’nppmprmmhfs

Model

component

Error Type - | One sided function Two-sided function

Osey WSRS vs. Osey WSR, <Ogey WSFIQ Oseu WSHB >0seu WSHD

Osgy WSRO

Relative o,y |WSR8hasmore .~ | WSR8 has more

reasoning combinatorial Logic and | combinatorial Logic and has
% more 7, between DFFs | more opportunity for SET

¥ . : generallon :
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No-TMR vs. LTMR: [:]
Frequency Effects '

* The same reasoning as tdly can be used for
Frequency

¢ No-TMR:
- Inverse relationship to frequency: Ppgegey(1-74,fS)
- Increase Frequency Detrease ogg,

* LTMR
~ Direct relationship to frequency: Pg,,Ppop twiainfS
~ Increase Frequency increase oggy

I'obr Usisnie Barg at the Ravolutionary khﬂﬂm!w and Asrospace Programmabie Logic Davices

Distributed Triple Modular Redundancy

(DTMR): DFFs + Data Paths
All DFFs wi

i
et

. Minimally
P (fs)erm?cp configuration £y (f ttionalLogic + 1 swl.ower ed

. Low
P(fs)p

}ﬂj —SEU %r—»sw
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w | Lowered
' (fs)erm?cp configuration +P (f ctionalLogic +P, M

' ow Low
P(f: SM_.SEU ':?sr—.szv
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GTMR Proves To be A Great Mitigation@
Strategy... BUT...

 Triplicating a design and its global routes takes up a
lot of power and area

* Generally performed after synthesis by a tool- not
part of RTL

» Difficult to verify

* Does the FPGA contain enough low skew clock trees?
(each clock + its synchronized reset)x3

To ba presanted by Melanis Sarg af the In Space (ReSpace) / Milkary and Asrospace Programmabls Logic Davices
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Agenda(First Half) @

Section I: Single Event Effects in Digital Logic
Section lI: Application of the NASA Goddard

Radiation Effects and Analysis Group (REAG) FPGA
SEU Model

Section lll: Reducing System Error:
Common Mitigation Techniques

~ Triple Modular Redundancy

—Embedded RHBD

Section IV: When Your Mitigation Fails

Section V: Xilinx V4
» Section VI: Fail-Safe Strategies

To be presented by Malanle Berg at the Revol Y In Space / Military and Prog Logic Devices
L L e e Sl ST O

L andiobe 00 [Ann SR Doy weh gie

DFF with Embedded LTMR: Microsemiw
(Actel) RTAXs Family of FPGA

* Localized (only at DFF)
¢ Microsemi uses Wired “OR” approach to voting — no

SETs on voters
e g — 4—% pb— O
=14 -
ax
Voter

C

]
2
|

F

cx OK 3 ||
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DFF with Embedded Dual Interlock Cell@
(DICE): Aeroflex Eclipse FPGA

* Uses a Dual Hedundancy Scheme instead of LTMR

* Single nodes can become upset but their partner
node will pull the output in the correct direction

T T
= r |:' 2
B}d

To ba pressnted by Malanie Berg at the Revolutionary Elsctronica In

Embedded Temporal Redundancy (TR): &
SET Filtration '

* Temporal Filter placed directly before DFF
¢ Localized scheme that reduces SET capture

* Delays must be well controlled. FPGA designers should
not implement- best if embedded

* Maximum Clock frequency is reduced by the amount of

new delay
Combinatorial Temporal o
provoniod : . Redundanc

To be presented by Melanie Berg at the Revolutionary Electronics in Space (ReSpace) / Military and
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Combining Embedded Schemes W

« Some Radiation Hardened by Design (RHBD) schemes
combine embedded temporal redundancy with localized
redundant latches:

- TR+LTMR
~ TR+DICE

* New Xilinx RHBD FPGA (Virtex SQV) has embedded
TR+DICE

Low

P (fs)erroroc confi iguration ¥ & (fp)fdall.oglc +P SEFI

LoweYed
Py + PO o

To be prasanted by Melinie Berg ai the Revolutionary Elacironics In mm}xm«rmm Programmable Loglc Devices
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o

RHBD for Global Routes
Clqck Tree

* Many RH FPGAs contain Y
hardened clock trees and - \/ V,
other global routes ' v

¢ Global structures are
generally hardened by using
larger buffers

e TR will not work on a global
- network (signal integrity,
skew balancing, speed and
area would be significantly
affected)

To be prassnted by Melanie Berg at the y E in Space }/ Miittary and pace Progr Logic Devicas 74
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Break!
10 minutes

mumummntmmmwfmwmumwwwmmm 75
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'Agenda @

« Section I: Single Event Effects in Digital Logic

« Section II: Application of the NASA Goddard
Radiation Effects and Analysis Group (REAG) FPGA
SEU Model

« Section lll: Reducing System Error: Common
Mitigation Techniques

Break

« Section IV: When Your Mitigation Fails
* Section V: Xilinx V4 and Mitigation |
-« Section VI: Fail-Safe Strategies
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Agenda (Second Half) W

* Section lll: When Your Mitigation

Fails
* Section V: Xilinx V4 and Mitigation Strategies
* Section VI: Fail-Safe Strategies

Toibe rasanted by Meianl Barg 1 tha Roveisionsey Electronics in Space (ReSpace)/ Millary and Asrospace Programmable Logic Dovioss =
| (404P1 002011 Cootecancn Albuouecoue N buust 22,25 2011 and o be pusblisied 00 0200.0058

LTMR Failure

* Shared Data Path
into DFFS

* Voters can upset
* Global routes

in Space (ReSpace) / Milltary and Asrospace Programmabis Logic Devices
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¢ Global routes

¢ Domain placement
— possible for domains to share common routing matrix
— Hit to shared routing matrix can take out two domains .

To be presanted by Meiania Berg st the Revolutionary Electronics in Space (ReSpace) / Milltary and Asraspace Programmable Logic Devices 79
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¢ Domain placement
— possible for domains to share common routing matrix
— Hit to shared routing matrix can take out two domains

¢ Clock Skew

* Asynchronous clock domain crossings need additional
voter insertion — tools don’t auto handle
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TR Failures ‘ W

t1
I 2| || Temporal
> ¢ || Filtering
R
Narrow SETs: No overlap : Wide SETs: Overlap
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DICE Susceptibility @

¢ One particle strike can take out 2 nodes and break
Dice

—Source: “Radiation Hard by Design at 90nm" ; Warren Snapp et. al, MRQW
December 2008

Minimum spaced DICE flip flop
(lines show critlcal node)

Multiple bit upset ion
strike simplified
geometric model
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DICE Susceptibility @
a
L | W | | 4L |40
—1 ' QNg
G{___l C!s.ld G'N__I 7
B | ?

v 17
Agenda (Second Half) @

» Section lll: When Your Mitigation Fails

e Section V: Xilinx V4 and Mitigation
Strategies
» Section VI: Fail-Safe Strategies
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General Xilinx Virtex 4 FPGA
Architecture

o

Functional Logic

Lookup Table (LUT)
10 11 12 ]

LTI E i | L A enee Sencniatrin Pl Suosier co-gn ol ae

Xilinx SX55: Radiation Test Data @

Xilinx Consortium: VIRTEX-4VQ STATIC SEU CHARACTERIZATION SUMMARY: Aprll/2008

Probability |Error Rate [LEO GEO
Upsets Upsets
fdevice—day |device—day
Configuration |P__ 7.43 4.2
Memory: configuration | ¢ configurat ion
XQR4VSXS55
dt
Combined P ' 7.5x10°% [2.7x10°
SEFIs per = % ari .
device dt

For non-mitigated designs the most significant upset factor

is: PC

onfiguration

To be presaniod by Melanis Borg &t the Revolutionary Blectronics in Space (ReSpace}/ Miltary and Asrospsce Programmable Logic Devices 86
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Because P ,figuration IS Dominant, Use @
XTMR (also known as GTMR) for
Critical Applications

How does

XTMR affect
_resource

utilization?

Logic Davices a7

Predlctmg Available Resources after
XTMR Insertion

Goal: Determine how many devices
are required to implement design after
XTMR insertion '

Because of mapping... not as much
room as you think

Check project FPGA maximum
capacity requirements (usually 80% to

90%) of device
* XA SRDEF s S DFF sasea,
To be pressnted by Malanis Berg st the A ¥ Ek - :em L wgm:.wmwm 88
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Xilinx V4 Takeaway Points @

* Can be used in non-critical missions without any
mitigation :
— Upset rates in the order of days
— Will need to be reconfigured periodically
~ Watchdog required
— Great for non-critical data processing
e Can be used in a critical path (beware of SEFIs) with
mitigation
— Utilize mitigation tools from a proven vendor, otherwise:
* Design may break after GTMR (XTMR) insertion
» Mitigation may not be placed where expected
— Upset rates are extremely low

OOnan SAss Ay sk aite

|18

Agenda (Second Half) @

* Section lll: When Your Mitigation Fails
« Section V: Xilinx V4 and Mitigation Strategies

* Section VI: Fail-Safe Strategies
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How Safe is Your Design? @

* Understand the SEU error mode specifics?

* Are there lock-up conditions in my design?

* Does your strategy protect the entire critical path?

* |s the synthesized design fail-safe?

* Did you mitigate where you expected to mitigate?

¢ Can your watch-dog catch failure?

* Will your recovery scheme work?

* What are the limitations of your verification strategy?

The list goes on... Based on error signatures of the target
FPGA, the designer must keep all points in mind at all stages
of the design
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Conclusion @

* Understand the device’s error signatures and upset rates before
mitigation is implemented

* Not all designs are critical and may not need mitigation
* Be aware when correction is necessary:
— Make sure you are correcting your state

— Masking without correction can incur error accumulation and
eventually break

* Detection circuits don’t generally have redundancy and can be
susceptible — make sure they are not making your design more
susceptible (e.g. state machines)

» Perform proper trade studies to determine the type of mitigation
necessary to meet requirements:

—~ Upset rates
- Area+Power
— Complexity... completion and verification with time specified
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