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What Is it? ( / <

* A hardware design that integrates live and algorithmic inhabitants to
produce patterns of gene expression in vivo and in silico

 Protocols and algorithms based upon the processes of regulation of
gene expression to produce cryptographic representations of genes,

RNA, proteins, and gene expression to perform authentication and
confidentiality functions for computers and networks

* A network concept of operations integrating all of the above into existing
legacy networks




Business Applications for the IntegrateQd / (
Genomic Proteomic Security Protocols

« Subscription service for smartphone security app
« Peer-to-peer would be the simplest implementation,
« Personal authentication services (digital bio-signatures)

« SaaS Subscription services

- Data at Rest, Data in Motion, Critical Network restoral data, Data
integrity services

» Corporate Data Centers/Cloud data security

 Trusted 3" party (Bio-Certificate Authorities)

* Digital Rights Management

* Network-Network Authentication, Virtual Private Networks
* Bio-firewalls




Packet filtering Packet filtering (/
Connection state of packets Connection state of packets
Application firewalls Application firewalls \
Accept, reject, or drop based Outside Accept, reject, or drop based
Source or destination )\ Source or destination
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Bio-firewall (Network Bio-ID & Bio-firewall (Network Bio-ID &
Ciphercolony) pg | recognize you? Ciphercolony) recognize you?
Did | know you in the past? Did | know you in the past?
What have we shared? What have we shared?
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Research Progression

DNA Authentication for MANET
One wav authentication

* Small, fixed alphabet

*Fixed plaintext codeword dictionarv

*Floating point source coding algorithm

*Fitness selection for ciphertext

*Diffusion and Confusion trust metrics LN

for route selection DNAkeved HMAC for Authentication {200 100

Svnthetic chromosome encrvption kevs *One way authentication
*Full english alphabet. No plaintext dictionary
*Ciphertext structured to resemble biological genes
*Floating point source coding algorithm
*Biclogical chromosome encrvption kevs
*Fixed infrastructure network or MANET capable
*Epigenetic-capable coding
*Higher-order DINA structure coding capable

Genomics and Proteomics Secure Protocols
*All the characteristics of the DNAkeved HMAC protocol
*One-wav and two-way authentication, two-wayv confidentialitwv
* Information entropv driven
*Floating-point source coding methodology with either majoritv-weighted source error correction
or fitness selection of error correction candidates bv genetic algorithm
*Encrvption based on processes of gene transcription, translation and regulation of gene expression
phertext derived from the regulatory structure and processes of eukarvotic and prokarvotic gene expression
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Motivation for this Research ( ( (

 Conventional security protocols are becoming increasingly
vulnerable due to more intensive, highly capable attacks on the
underlying mathematics of cryptography.

« Security protocols are being undermined by social engineering
and substandard implementations by IT organizations.

* Credible alternative concepts face a high barrier to entry in the
IT security market due to the perceived cost and effort of
Implementation

Definition of Insanity - Repeating the same action over and

over and expecting a different outcome




Why Genomics and Proteomics? (

« Genomics and proteomics involve modelable networks which
can be converted into cryptographic codes at many levels.

1. Nucleic acid — protein level (networks of nucleic acid-protein

interactions and nucleic acid — nucleic acid interactions for regulation
of gene transcription and translation)

Patterns of gene expression (networks of gene interactions)
Intercellular systems (networks of cellular interactions, e.g. biofilms)
And so forth (complex eukaryotic and prokaryotic systems)

W

Most of today’s discussion is at Level 1



Background: What are the “omics” and ( <
the “omes”

* There is a plethora of “omics” in the lexicon. In this talk, | will refer to
genomics, proteomics, transcriptomics

« Genomics Is the study of the set of genes in genome, their functions,
interrelationships, and characteristics

« Proteomics, Is the study of the set of proteins derived from a genome,
(the proteome) their functions, interrelationships and characteristics

* Transcriptomics Is the study of the transcriptome, the products of
transcription which are RNA their functions, interrelationships, and

characteristics




Funaamental premise oft the ( <
protocols

1. EKIeAr\ )plaintext message can be converted to a representation in DNA (why

2. The DNA text Is operated on by codes representing the interactions of:
a. Proteins on proteins
b. Nucleic acids on proteins
c. Nucleic acids on nucleic acids

3. Encryption is based upon the processes of gene expression using
transcription and translation using the interactions described above in (2.)

4. The set of all interactions represents a cryptographically hard scheme which
can be used for

Confidentiality
Authentication
Data Integrity
Access Control
Non-repudiation

©ToO0TO



Relationship between Cryptography and (
the “omics”

* The ability to authenticate the identity of participants in a network is
critical to network security. Bimolecular systems of gene expression
“authenticate” themselves through various means such as transcription
factors and promoter seguences.

* They have means of retaining “confidentiality” of the meaning of genome
sequences through processes such as control of protein expression.

* These actions occur independently of a centralized control mechanism.

* The overall goal of the research is to develop practical systems of
authentication and confidentiality such that independence of
authentication and confidentiality can occur without a centralized third
party system.




Overview of the Cryptographic protocol

PV P Clpherproteln mRNA
I oA | Citargen i

I 2 Ciphergene | Pre- I 3A
transcriptional
complex
(PTC)
Basal Ciphergene
transcriptional
complex
(BTC)

AR 3B Cipher A 1 Ciphergene | DNA text
messenger
RNA (c-
MRNA)

Cipherprotein [End |-  |DNAftext | Plaintext |

LN FAEN AT I rvhl AR IFN FAEm A SN SN AR AL IR SIS A TR o R B B P e N I -~ . . - . . -~ . S . o R R D T



Organization of genes (

» Genes contain regulatory sequences that control expression through
binding of proteins instead of expression of products through
transcription

* Binding to these sequences can enhance or reduce levels of expression

* The types of sequences include types such as
* Promoters
* Enhancers
 Silencers

* They are generally short sequences (up to 200 base pairs) but
recognition of these sequences is required for proper levels of gene
expression



General Transcriptional Complex and its
representation

The square blocks are regulatory sequences in a gene.
These sequences are required to bind the transcription factor
Proteins required for transcription

The ovals are general transcription factor proteins. They are
Required to bind to the regulatory sequences so the RNA
Polymerase Il can effect transcription of the gene into RNA

Protein |

Promin The red dotted lines are protein-protein interactions
cenez | BRE | TaTa|——{ine] {oee The solid black lines are protein-nucleotide interactions

Genez | |BR

Protein | o _TFAIB J——+[__TFIF ]
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Propabpilistic binding
conditions

Sufficientfor
; Binding
interaction

Insufficient for
Bindinginteraction

For example, there exists a condition of binding such that codes from BRE
and TFIIA and TATA and TFIIA satisfy a condition at a binding threshold.

] =P(BRENTFIIA) N P(TATANTFIIA)
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Coding for Control of Transcription Factor Bir(ding
An example

LetV ={0,1,2,4,5,8,9} 7-tuple alphabet of transcription

Let I = {1, 2, 3, 4, 5}, a 5-tuple alphabet for gene factor codes for members of TFIIx (TFIIA, TFIIB, etc.)

regulatory sequences with type 7 consisting of Let % consist of sets that conform to

Pg1= (2/10) = 0.2
Pg2 = 0.4
Pg3 = 0.1
Pg4 = 0.1
Pg5 = 0.2

T( g) ={1122223455112225534,...,.554322221T}

T (r ] - ( 2!1::!2!) — 37,800

TFIID as tf= 5089292414 fits the condition which contains

BRE as g = 2455222113 as a member of the type T which can the codes for all of the transcription factor proteins

contain all the codes for those regulatory sequences
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Joint distribution of gene regulatory
seguences and transcription factor codes

J N N S N O T T M I
g | [o1 jo1 |02 | 02 o010l 02

2 J o4 | | jom oo | | |
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Define a new type, (2, such that it conforms to the joint

distribution of 7"and W as shown above. Using the examples of
BRE as g = 2455222113 and TFIIA as tf= 5089292414 and the
output is a codeword complying with the statistical distribution
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The process described is used for all (
interactions |

» Define the Types

 Create network diagrams of interactions of the Types
 Define the joint probabilities of the interactions of the Types

» Generate the codewords

» Applies to transcription, translation, regulation of gene expression
processes, efc.




Process overview

FP code

Plaintext
Floating Point . .
& — 7 Floating Point

Source Coder e «  Will work with any Plaintext to DNA coding
| scheme as a starting point
Gene : .-. « Optional off-ramps at different encryption

levels

o _ _LedlCode S

Message + Pre-Transcriptional ! ¢— Level 1, Ky

Regulatory Complex
Level | and Level

Message + Basal Transcriptional /el 3A [¢— Level 2. Kps

Regulatory Complex
DNA-to-RNA Substitution

N
Message + Basal Transcriptional Level 3A. Ky,
Regulatory Complex+ mRNA

&

RNA-to-AA Substitution

Message + Basal Transcriptional ) B )
Regulatory Complext mRNA+ v < Ciphergene ID. Level 3B, Pr
Protein

Optional Off-ramps
—_——

NN AT IRl AR PN NI A ZSE™ 7277NA AR A1 IR 117 A" T 17NA 1/ NN T 7T~ NI\ 7161 7R | T~ Il vt~ s Ll lAave s Cleminys ot e~ Aibvrrms Al AN~nANA l Actiivress CAavimcars tim AMAAAlAArms AV TA Avn MSAtbr~AiAaAr O DYN1 0 ATA A NN APFYNES AP AP P 1750 1T 7N ==~



Progression of the structure of the
ciphertext

DNA Text
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Security Features unique to
these protocols



Advantages to this approach (

* There are millions of processes and combinations of molecular
Interactions available

« Conventional attack methodologies cannot be applied
* IN Vivo Instantiations can result in a new type biological authentication

* Higher levels of abstraction can be coded through networks of gene
expression.

 Ciphercolonies can exchange patterns of gene expression as If they
were In physical contact as a means of authentication via recognition.




The organization of genes provides
for both confusion and diffusion

1) Diffusion: any redundancy or patterns in the plaintext
message are dissipated into the long range statistics of the
ciphertext message.

2) Confusion: make complex the relationship between

the plaintext and ciphertext. A simple substitution cipher
would provide very little confusion to a code breaker.

C. Shannon, —Communication Theory of Secrecy Systemsl,
Bell System Technical Journal, p. 623, July 1948



Elementary confusion and diffusion factors In
the organization of the eukaryotic genome

Start codon

3" untranslated region

Mot a stop codon Mot a start codon  Stop codon Fesulting Errer Amino Acid Translation
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A lightweight implementation example

Alice

Alice and Bob establish a session

_ECooPubobl 5 pic,,prBob)

D(Cp ,,Pr_Alice) E(S,, Pu_Alice]

E(C, 0_gglabins Pu_B Db} 5 D 1 C 0_Belobin F'I'_BC"J}

E(Level3,,, .. Pu Bob) . R .
Qﬂh_er;ene——. D((Level Juut_:iphergenerF'l'_BC’b}

Plaintext length =18, 371 bits

E(F-globinssenyence PU_Alice)
Plaintext length = 16,413 hits

. Processor Processar
Alice acknowledges Bob

Alice and Bob exchange
sensitive information
CID.' f{?"g'rﬂbm.ﬁ.ﬁsequen:e
Joint Probability Codes for Fglobin The amino acid sequence at leve3C
expression corresponding to given by joint probability codes
the Cpg corresonding to the Cyg

Bob’s Network BiolD
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Use of gene expression data for handshaking

time time.

User1

W‘

V] ser'Z,_hM
- usend

= 1

—— 00622,
00866, 0,147,

e

Us

—_—
——

1.6696 10=t
0.5305 11=t

2 0 |
—ah_‘_sie-ﬁli?_@qt__g§gﬂi .
0.1399, 01790,
User2 Re'(_Useth )

 authentication complete

User‘z,heno_fdone |

Exchange of ciphercolony state information Handshaking protocol between User 1 and User 2.
about Proteins A and B between User 1 User 1 Stimul

and User 2. |

User 1 patterns -
of expression

User 1 patterns of expression

Non-secure

User 2 patterns
of expression

User 2 patterns of expression

Secure

User 1 StimU|iEJ-. Xfection

MIRNA

Y T T A WL N ] R RIS P A SN vl AR B IR IE S A TEEE B [ s e g e o o s o i imd e o] mi s Ll s O mins it e A At 5 UHmmam ] mmdr v O vt " Mmoo AIA e SNt e N1 0 T



Implementation Options using a Certificate Authority

Plaintext

DNA Precode
Sender Level 1

DNAtext

Bio-Certificate Authority
Assign Ciph

Cio

E(Cip,Pu(Bio-CA))

D(GSK,Pr{Sender))

D(Cyo, Pr(Bio-CA))

Cip

| GSK,Cpp

Generate Gene Sequence Key

Level 1, Sender

DNA text
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D(Bio-LCR, GSK)

Bio-LCR

[ E(DNAtext,Bio-LGR) || E(C o, Pu{Sender)) ]—/

E(GSK,Pu(Sender))

%

Ciphergene || Cp

M ciphergenc NN |

From Sender Level 2

Pre-Transcriptional Complex || Cp

Can
Tmnsmmmhdnrséo\a snope;uund,.:i T
| PRGN |

D(C g, Pr{Sender))

E(Cp, Pu(Bio-CA))
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L
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[ E(PTC.RPS)IIE(CID Pu(Senden) [&——

E(RPK,Pu{Sender))
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Bio-ID
Ciphercolony

Retrieve transcription factors key
(Bio-TF)
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Level 3, Sender — Part B: Transcription

D(Cyp, Pr(Sender)) Bio-ID

Ciphercolony

Cio

(Bio-TR)
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( Retrieve Transcription Instruction key]

[

Generate Gene Transcription
Key (GTK)

¥

E(GTK,Pu(Sender))

Level 3B Sender Encryption.

D(GTK,Pr(Sender) D(Bio-TR,GTK)

GTK, Cp

E(BTC,Bio-TR)|E(CID Pu(Sender)) |

)

cipher-mRNA Wl | HENNEE

To Sender Level 3C




Post-transcriptional, Post-translational and Protein Detection Optio

From Sender Level 3B

From Sender Level 3B

Level 3 Sender — Part C: Translation

c-mRNAJ| C,p

| | ‘cipher-mRNA W | ENNEN N

D(C 5, Pr(Sender))

E(C 5, Pu(Bio-CA))

[ D(Cyp, Pr(Bio-CA))

Generate Gene Translation
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Retrieve Amino
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Translation key

(Bio-TL) Bio-ID
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Translation key key Instruction Key (Bio-PTL)
(Bio-TL) (Bio-AA)

D(Bio-TL,GLK)

D(Bio-TLGLK)

D(Bio-PTL,GLK)

D(Bio-AA,GLK)

D(Bio-AA,GLK)
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Level 3, Receiver — Part C: Expression
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Authentication failure
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An authentication challenge using protein
codes

Cipe NH2-ALYX....W5K- COOH

NH,< D cEiSEe b @ COOH

Cipher'rnRNA - L _ - Level 3c decnding

cipher-mRMA sequence

11

ug ulag

—— s Level 3b decoding

Basal Trancription Complex sequence

o T

Transcription factofs AV __SIOR8} UoRdiS Level 3a decoding

:ﬁc,\ﬁ'a ||

[
w
]
L
-
T
=
o
w
=
=
=
-
-
T
[ =]
=]
=
=
o
a3
-
o
=3
=g
w
=
-
3
w

Pre-transcriptional Complex

ESS

el B O
ade

ohergene

. B cipchergene T I Level 2 decodir

5 185N )¢

H{pss,DMNA key)

P=ANZFNE AP AT SA Ll ARIFSN IS A 7™ 77 A AR A1 IR 107N A "I 1 /7NA 1/ PPN/ T /<"~ i\ 70 ~07~SA | T~ bl vt~ lir Llavim s Claminr ~t 4+l MMitr~ Al A~nA l Adtiavress CAavicecae v MMMAaAlAacdmrs VA A MSAbr~AlhAarO DTN 1 0 ATA A NN APFYNES AP AP P 1750 1T 7N ==~



AcCronyms (

 RNA — Ribonucleic Acid

 DNA — Deoxyribonucleic Acid

« HMAC — Hashed Message Authentication Code
« MANET — Mobile Ad Hoc Network
 IT — Information Technology

* National Health Service

 Office of Personnel Management
 PTC - Pretranscriptional complex
 BTC — Basal Transcriptional complex
* MRNA — messenger RNA

« C-mRNA - cipher messenger RNA



AcCronyms ( <

* TFIIA — TFIIH: Transciptional Factor IIA through Transcriptional Factor
IH

 BRE: B Recognition Element

* TATA: Thymine Adenine Thymine Adenine

* INR: Initiator

« MTE: Motif Ten Element

 DPE: Downstream Promoter Element

* FP: Floating Point

* AA: Amino Acid



