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Figure 1: Overview of the proposed unsupervised anomaly detection approach.
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The modern National Airspace System (NAS) is an extremely safe
system. The industry has experienced a steady decrease in fatalities
over the years. This can be contributed to both improved flight
critical systems with redundant hardware and software protections
as well as an increased focus on active monitoring and response to
real time and historically identified vulnerabilities by implementing
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more resilient procedures and protocols. The main approach for
identifying vulnerabilities in operations leverages domain exper-
tise using knowledge about how the system should behave within
the expected tolerances to known safety margins. This approach
works well when the system has a well-defined operating condi-
tion. However, the operations in the NAS can be highly complex
with various nuances that render it difficult to clearly pre-define
all known safety vulnerabilities. With the advancement of data
science and machine learning techniques, the potential to automat-
ically identify emerging vulnerabilities in the observed operations
has become more practical in recent years. The state-of-the-art
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anomaly detection approaches in aerospace data usually rely on su-
pervised or semi-supervised learning. However, in many real-world
problems such as flight safety creating labels for the data requires
huge amount of efforts and is largely impractical. To address this
challenge, we develop a Convolutional Variational Auto-Encoder
(CVAE), an unsupervised learning approach for anomaly detection
in high-dimensional heterogeneous time-series data. We validate
performance of CVAE compared to the state-of-the-art supervised
learning approach as well as unsupervised clustering-based ap-
proach using KMeans++ and kernel-based approach using One-
Class Support Vector Machine (OC-SVM) on Yahoo!’s benchmark
time series anomaly detection data. Finally, we showcase perfor-
mance of CVAE on a case study of identifying anomalies in the first
60 seconds of commercial flights’ take-offs using Flight Operational
Quality Assurance (FOQA) data.
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« Computing methodologies — Machine learning; Neural net-
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1 INTRODUCTION

As the National Airspace System (NAS) has evolved over the years it
has been able to accommodate commercial passenger demand while
maintaining exceptional levels of safety. According to the National
Transportation Safety Board (NTSB): since 2000 the accident rate
per 100,000 flight hours has been cut in half, from 0.306 to 0.156
in 2018 [8]. While the number of passenger enplanements have
increased 20% from 706 million in 2009 to 851 million in 2017,
the number of departures has decreased 5% from 9.7 million to
9.3 million over the same period [7]. This trend has resulted in a
historically high passenger load factor 82.3% in 2017 [31]. While the
number of flights have remained relatively flat, the passenger load
factor is approaching saturation and will result in more departing
flights in the future. To remain at this historically low level of
accidents per year the NAS will need to innovate and proactively
identify operationally significant safety events that are currently
not being tracked.

Identifying situations where unknown risk or vulnerabilities
exists is not a trivial problem. Much of the knowledge of adverse
events comes from after-the-fact analysis using forensic investiga-
tions to determine the root cause of an incident or accident such as
the manual process that NTSB uses when investigating accidents
[6]. In 2007 the Federal Aviation Administration (FAA) partnered
with the MITRE Corp to develop the Aviation Safety Information
and Sharing (ASIAS) system to archive air carrier flight data and pro-
mote proactive analytics that could identify safety risks in the NAS
before they lead to a significant incident or accident. One aspect
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of the program acts as a repository for Flight Operational Quality
Assurance (FOQA) data. These data are comprised primarily of 1 Hz
recording for each flight, covering a variety of systems including:
the state and orientation of the aircraft, positions and inputs of
the control surfaces, engine parameters, and auto pilot modes and
corresponding states. The data is acquired in real time on-board the
aircraft and downloaded by the airline once the aircraft has reached
the destination gate. These time series are analyzed by domain
expert derived threshold based algorithms post-flight to flag known
events that are deemed to be of operational significance by each
of the airlines. These events are monitored over time to determine
emerging trends or quantify safety improvements. The ASIAS pro-
gram acts as an independent broker that does not have regulatory
authority and can provide each airline a centralized assessment
of their safety performance compared to other similar airlines in
a de-identified context. However, in 2013 an Inspector General’s
(IG) report [26] found that the “system lacked advanced analytical
capabilities” and tasked the FAA to further improve the system.
In October of 2019 the IG began a follow-up review to assess the
progress of ASIAS in addressing the IG’s 2013 recommendations
[27].

Improving the ability to identify emerging vulnerabilities in cur-
rent operations helps to increase awareness of new threats. Proac-
tively addressing safety requires developing, testing, and validating
new approaches that can process and model large amounts of histor-
ically recorded heterogeneous data that describe the operations of
millions of flights over multiple years and covering various diverse
regions in the NAS. Data science and machine learning approaches
have the potential to automatically identify anomalous events in
these observed data. The events identified will still need to be re-
viewed and assessed by the subject matter experts familiar with
the procedures to help better understand how the operations are
carried out and the safety implications. Highlighting these possi-
ble vulnerabilities can be addressed by mitigating the contributing
factors with countermeasures, such as improved pilot/controller
training, or developing automation safety processes that, when in
place, help to avoid states that result in an increased likelihood of
an incident or accident that may result in damage to the aircraft,
injury, or loss of life. It is important that any decision support tool
has both low false positive and false negative rates, to ensure the
user has trust in the system and takes appropriate actions.

In order to improve and automate identification of these vul-
nerabilities, we have developed an unsupervised machine learning
algorithm that constructs models based on the observed operations
and identifies operationally significant safety anomalies. This algo-
rithm is demonstrated to have improved performance as compared
to existing anomaly detection methods used in this domain. The
paper is organized as follows: We cover related work in Section 2.
In Section 3, a description of the proposed method is discussed
with a background on the existing concepts used to construct the
method and the innovative contribution we have made. In Section 4,
we demonstrate the performance on the publicly available Yahoo!
benchmark time series data and real world FOQA data against three
existing methods: Kmeans++ [3], One-Class SVM [12], and ADOPT
[20]. Finally in Section 5 we will discuss our conclusions and future
work.
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2 RELATED WORK

The standard anomaly detection technique in aerospace data is
exceedance detection, in which specific parameters are compared
with pre-defined thresholds identified based on the domain knowl-
edge. The exceedance analysis is described in FAA document on
FOQA program [1] and implemented in flight data monitoring soft-
ware used by airlines and aviation equipment manufacturers (e.g.
eFOQA from GE or AirFase from Teledyne). The exceedance de-
tection method performs well on known issues, but is incapable of
identifying unknown risks and vulnerabilities.

In order to be able to identify unknown risks and vulnerabilities,
we need to go beyond simplistic rule-based thresholding approaches.
Recent advancements in the field of machine learning have shed
light on their application for identifying anomalies in aviation data.
Generally, machine learning approaches used for anomaly detection
can be categorized into supervised and unsupervised methods. The
presence of the labels is a key differentiator between the two, and
with the difficulties in obtaining labels even for known anomalies
in aerospace data, the unsupervised approach often becomes the
only feasible one. Unsupervised machine learning algorithms used
for anomaly detection in aerospace data include proximity-based
methods (nearest neighbors and clustering-based), support vector
machines (SVM) and, more recently, deep learning methods.

Bay and Schwabacher [4] is among proximity-based approaches
that develop an algorithm defining an anomaly as a point in the fea-
ture space whose nearest neighbors are far from it. This algorithm
was applied to detect anomalies in Space Shuttle main engines. An-
other line of work rely on clustering methods, such as the Sequence
Miner algorithm for discrete flight parameters (cockpit switch flips)
[9] and Inductive Monitoring System (IMS) [19] for continuous pa-
rameters. These studies rely on identifying "normal" regions in the
feature space, and then computing an anomaly score by measuring
the distance between the observed data and these regions. In the
investigation of the Space Shuttle Columbia disaster, IMS has been
applied to the data from temperature sensors on the Shuttle’s left
wing, detecting in retrospect the damage after the foam impact
[25]. The ClusterAD-Flight method [24] transforms FOQA time
series data into high-dimensional vectors, making different flights
comparable by sampling each flight parameter at fixed temporal
or distance-based intervals starting from the anchoring event (e.g.
time from takeoff or distance from touchdown) with subsequent
clustering using the density-based spatial clustering algorithm.

One-class SVM (OC-SVM) is among other popular approaches
that is an unsupervised approach developed for anomaly detection.
OC-SVM constructs an optimal hyperplane separating normal data
in the high dimensional kernel space by maximizing the margin
between the origin and the hyperplane. This approach has been
developed for anomaly detection in aviation data as well [13]. A
major challenge in implementation of OC-SVM is the computational
complexity of the kernel building step, which is quadratic with
respect to the number of training examples. Moreover, they usually
perform poorly in detecting short-duration anomalies.

Anomaly detection using deep neural networks has caught most
of the attention recently reflecting rising trend in popularity of
deep learning due to their flexibility and scalability. One of these
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approaches is Autoencoder (AE), which is a feed-forward multi-
layer neural network, trained to copy its input to its output by
minimizing the reconstruction error. It could be viewed as a nonlin-
ear generalization of Principal Component Analysis (PCA) that uses
a multi-layer encoder network to transform the high-dimensional
data into a low-dimensional latent space and a decoder network
to recover the input data from the latent space [18]. Anomaly de-
tection with AE uses the reconstruction error as an anomaly score.
Reddy et al. [29] applied AE to raw time series data from multiple
flight sensors by using sliding overlapping time windows to form
input vectors (much earlier example of applying AE to spacecraft
data can be found in [16]). Zhou et al. [38] implements AE with
regularization term (called “robust AE”) to eliminate outliers in
case of lacking clean training data. The main difficulty of applying
autoencoders is the choice of the right “degree of compression”, i.e.
dimensionality of the latent space and finding its right trade-off
with over-fitting.

Work by Kingma and Welling [23] and Rezende et al. [30] bridged
recent advancements in deep learning with variational inference
by introducing Variational Auto-Encoder (VAE) (see details in sec-
tion 3 of this paper). VAEs have been used for various applications,
with anomaly detection becoming increasingly popular one. An
and Cho [2] proposed anomaly detection method based on VAE
with anomaly score as Monte Carlo estimate of the reconstruc-
tion log-likelihood, which they called “reconstruction probability”.
Haowen Xu et al [35] used this approach for detecting anomalies
in univariate time series representing seasonal key performance
indicators in web applications, with the input vector formed by
applying sliding time window. Following success of using deep Re-
current Neural Networks (RNN) for machine learning applications
with sequential data, some approaches of using VAE with RNN for
anomaly detection in time series have been actively explored. They
usually use long short-term memory (LSTM) constructs for encoder
and decoder networks in VAE to handle temporal dependencies in
data [10, 28, 33, 36, 37]. LSTM-VAE approach has been also applied
for anomaly detection in telemetry data from Soil Moisture Active
Passive (SMAP) satellite and Mars Curiosity rover [32]. Another
example is ADOPT algorithm for mining precursors to “outlier
flight events” [20]. However, VAE based on the RNN architecture
are computationally expensive to train for high-dimensional time
series and may overlook local temporal dependencies.

3 METHOD

Unsupervised detection of anomalous patterns in high-dimensional
heterogeneous time series such as flight operational quality assur-
ance (FOQA) data is an extremely challenging task. The model
trained for this task must be able to capture the complex patterns
in correlated heterogeneous data in order to identify anomalous
trends. If there exist significant amount of labelled anomalous pat-
terns within the data, then the problem can be approached using
an appropriate supervised machine learning model such as ADOPT
[20]. However, in many real-world problems such as flight safety,
creating labels for the data requires huge amount of efforts and is
largely expensive.

In this paper, we develop a Convolutional Variational Auto-
Encoder (CVAE), specifically designed for anomaly detection in
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high-dimensional heterogeneous time series data. VAEs [23] are
a family of machine learning models combining deep neural net-
works with variational inference, where the model is comprised of
two main parts: (1) an encoder, which maps the original data space,
x € X, into a compressed low-dimensional latent space, z € Z, and
(2) a decoder, which reconstructs the original data by sampling from
the low-dimensional latent space. As illustrated in Figure 1, given all
data entries, if we over-fit the model to the unbalanced training data,
which contains significantly lower number of anomalous examples
compared to the nominal ones, then CVAE is able to successfully
learn the optimal mapping of the nominal data to the latent space,
and reconstruct them with small error. However, for the anomalous
data, this mapping to the latent space is not optimized and hence
would result in significantly higher reconstruction error, which can
be used as a metric to identify anomalous patterns. It should be
noted that the level of over-fitting to the training data needs careful
consideration, as the CVAE might be able to also over-fit to the
anomalous patterns, if anomalies are present in the training data.
This means that the reconstruction error for the anomalies would
be as low as the nominal data, which is an undesirable outcome.
We take inspiration from [17] to control the level of over-fitting by
introducing a hyper-parameter in the loss function. We start with
summarizing a basic understanding of variational inference and
VAEs, and then explain the proposed model in detail.

3.1 Variational Inference

Let us assume this problem: given the original data, x € X and
the latent variables z € Z, the goal is to estimate the conditional
density of the posterior of the latent variables, i.e., p(z | x), which
can be computed using the Bayes rule,

p(z,x)
1
plx)
The denominator in the above equation is called the evidence. In
order to calculate this evidence, one needs to compute the following
integral,

p(z | x) =

plx) = / Dz x)dz )

However, computing this integral is usually intractable. In order
to approximate the posterior of the latent variables, i.e., p(z | x), two
paradigms are used: (1) Markov chain Monte Carlo (MCMC) [15],
which uses sampling across an ergodic Markov chain on the latent
variable z whose stationary distribution is the posterior p(z | x);
and (2) variational inference (VI) [5, 21], which uses optimization
instead of sampling to approximate the posterior by minimizing the
Kullback-Leibler (KL) divergence between the estimated posterior
and the exact one,

q"(2) = argmin, oKL (q(2)l[p(z | x)) ®)

While MCMC provides guarantees of producing samples from

the exact posterior distribution, they are computationally intensive,

specially when data sets are large and models are very complex.

On the other hand, VI is faster and applicable to complex prob-

lems, while sacrificing the guarantee of convergence to the exact
posterior.
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Moreover, the objective defined in Eq. (3) is not tractable to
compute as it requires computing the log of evidence, i.e., log p(x).
To see this, we need to extend the definition of the KL divergence,

KL (¢(2)||p(z | ) = / 9(z)log ( pfz(f);c)) &

= By(z)llog q(2)] - By llogp(z | )]

= Eq(z)[log q(2)] = Eg(z)[log p(z, x)] + log p(x)

©

Due to the dependence of KL divergence to the evidence, we

cannot compute it. As a result, VI relies on optimizing an alternative
objective, which is called the evidence lower bound (ELBO),

ELBO(q) = Eq(z) [log p(z, x)] - Eq(z) [log q(2)] ©)

As noted, ELBO is the negative KL divergence (defined in Eq. (4))

plus log p(x), which is a constant when we take expectation with

respect to g(z). As a result, maximizing the ELBO is equivalent to

minimizing the KL divergence, which is the main objective of VI's
optimization, i.e., Eq. (3).

3.2 Variational Auto-Encoder

Variational auto-encoder (VAE) approximately optimizes the evi-
dence defined in Eq. (2). It should be noted that VAEs are called
autoencoders because their training objective resembles an encoder
and a decoder [14], as we discuss later. Re-organizing the definition
of the KL divergence in Eq. (4) we have,

KL (q(z | 9)llp(z | %)) = By 2 l0g a(z | x) ~ logpg(x | 2)

—logp(z)] + log pg ()
(6)
Where ¢ and 0 are parameters of functions g and p that map X
to Z (i.e., encoder) and Z to X (i.e., decoder), respectively. Using the
KL divergence definition again Eq. (6) turns into,

log pp(x) = KL (q4(z | 9)lIp(z | %)) =Eg(zpllog po(x | 2)1-

KL (q4(z | )lpo(2))

Eq. (7) is the key equation in VAEs: The left hand side is the
term that we would like to optimize, which is the sum of the log-
likelihood of the data X minus the error in approximating the true
posterior pg(z | x) with the approximate one g(z | x). The right
hand side of the equation is equivalent to the definition of the ELBO
in Eq. (5) and is an objective that we can optimize using stochastic
gradient descent given the right choice of g (refer to [14] for further
details). Hence, the objective function of the VAE is defined as
follows,

L(60.¢3%) = By llogpo(x | 2] - KL (g4(z | 0llpo(2)  (3)

However, taking the gradient of £(6, ¢; x) with respect to ¢ is
problematic specially for the first term. Kingma and Welling [23]
propose a solution called reparameterization trick, which introduces
variable e ~ N(0, I), and reformulates the objective function so that
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the expectation is only with respect to fixed X and e. This ensures
the objective function to be deterministic and continuous in 6 and ¢,
which makes the backpropagation with stochastic gradient descent
possible.

Let the prior over the latent variables z be a standard Gaussian,
i.e., pg(z) = N(z;0,1), and the variational approximate posterior
also a multivariate Gaussian with a diagonal covariance function,
q¢(z | x) = N(zp, o?I). Then the objective function in Eq. (8)
becomes,

L
1
LO.¢ix) =7 Y logpg (x| 27) +
I=1
; ©)
1 2y_,2_ 2
3 (1+10g(0'j)—pj—0'j)
Jj=1
Where, z(0) = U+ e and e ~ N(0,I). It should be noted
that the first term is a negative reconstruction error in the autoen-
coder terminology and the second term is the KL divergence of the
multivariate Gaussian posterior from the standard Gaussian prior.

3.3 Convolutional Variational Auto-Encoder
(CVAE)

Recently, there has been a growing interest in modifying the loss
function of VAEs to improve the disentanglement of different di-
mensions of the latent space with the goal of having each latent
space dimension correspond to a continuum of a meaningful do-
main specific attribute. Higgins et al. [17] formulates this problem
as a constrained optimization problem,

Ig?;( IE;x~D [Eq¢(z |x) [logp9 (x | Z)]

(10)
st KL (q¢(z | x)||p(z)) <e
And then uses Lagrangian KKT conditions to define,
F (0,9, %, 2) =Eqy(z|x)[log po (x | 2)]-
(11)

B (KL (452 1 llp(2) )

Higgins et al. [17] finds that increasing  improves the disen-
tanglement in the latent space dimensions, however, it decreases
the reconstruction quality. More recent works [11, 22] have intro-
duced extra terms to factorize latent space and improve the total
correlation of the latent space dimensions, which has shown to
improve the disentanglement of the latent space. Although, this
disentanglement is easy to quantify and validate when dealing with
imagery data, it turns out that such disentanglement is not quite
clear when it comes to time series data. Inspired by the work of
[17], we define the CVAE loss function as follows,

L£(0.4:%) = g,z [logpa(x | 2)] - KL (a4(z | 2)llpe(2)) (12)
Since f and € in Eq. (11) are both positives, then £ is the lower
bound for 7: F(0, ¢, B;x,z) > L(0, §;x, z, §). It should be noted
that we do not introduce f to improve disentanglement in the
latent space, rather we use it as a regularization hyper-parameter.
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Recall that the KL divergence term in the loss function penalizes
posteriors of the latent variables that are far from the prior (which
is standard normal distribution). As a result, one can imagine that
hyper-parameter f serves as a metric on how much we want CVAE
to over-fit on the training data. Given that we are dealing with
a completely unsupervised approach in this article, it means our
training data consist of both nominal and anomalous time series
and there should be a trade-off in how much we want CVAE to
over-fit the mapping to the latent space for this data. As a result,
we treat  as a regularization hyper-parameter that needs tuning.

CVAE uses windowed time-series data as an input and applies
series of convolutional operations with different filter sizes to in-
corporate local and global temporal dependence into account. Then
the results of each series of convolution is concatenated together
before going into the latent space. CVAE uses a similar architecture
for both encoder and decoder. As a result, the decoder is comprised
of series of deconvolution and up-sampling with different filter
sizes. Figure 2 shows the general architecture used for all of the
results presented in the paper.

Original time series window

S LN\

Series of
ConviD &

Series of Series of

| Concatenate |

| Concatenate

!

| Conv2D, filter=1

Reconstructed time series

I BN

Figure 2: Network architecture of the Convolutional Varia-
tional Auto-Encoder (CVAE).

4 RESULTS AND DISCUSSION

We first comprehensively validate the performance of CVAE on
the recently published benchmark data set of Yahoo!’s Data for
time series anomaly detection [34]. This dataset is comprised of
four different time series, A1-4, where A1l and A2 are univariate
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Figure 3: Performance comparison on Yahoo!’s benchmark data for CVAE, ADOPT and OC-SVM.

real and synthetic production traffic to some of the Yahoo! prop-
erties respectively, and A3 and A4 are synthetic multivariate time
series with outlier and change-point anamalies, respectively. The
multivariate data has additive noise and 12-hour, daily, and weekly
seasonality associated with the actual values of the traffic.

Then, we evaluate the effect of the hyper-parameter § on the
interpretability and the anomaly detection performance of CVAE. Fi-
nally, we validate CVAE’s performance in identifying operationally
significant anomalies in FOQA data, specifically on a case study of
identifying anomalies in the first 60 seconds of commercial flight’s
take-offs.

We compare performance of the proposed CVAE to three alter-
natives: (a) ADOPT [20], which is a supervised anomaly detection
approach based on RNN and can serve as a upper bound for the
CVAE'’s performance (since CVAE is unsupervised, we expect to
perform worse than ADOPT), and (b) two very well-known unsu-
pervised anomaly detection methods, i.e. One-Class SVM (OC-SVM)
[12], which is a unsupervised kernel-based classification algorithm,
and Kmeans++ [3], which is an unsupervised clustering algorithm.

4.1 Validation on Yahoo!’s Data

We evaluated the best window size and dimension of the latent
space for all of A1-4 benchmark time series and found the best
performance using a 50-step window for A1-2 with 2-dimensional
latent space, and a 20-step window for A3-4 with 100-dimensional
latent space (we used the same window size for all approaches).
Figure 3 shows the ROC curves (top panels) and precision-recall
curves (bottom panels) for the performance of CVAE, ADOPT and
OC-SVM across the four benchmark time series dataset. Since the
training and testing data are imbalanced, meaning that there are sig-
nificantly less samples of anomalous patterns compared to nominal

ones, then the precision-recall curve is a better choice of compar-
ison, however, for the sake of clarity, we have included the ROC
curves with reported AUCs as well.
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Figure 4: Anomaly detection in Yahoo’s data using CVAE,
ADOPT, OC-SVM and KMeans++.

As it can be seen, CVAE performs significantly good, compared
to the ADOPT, which is a supervised approach, and outperforms
OC-SVM significantly. The difference between the performance
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of CVAE and OC-SVM is more significant in multi-variate data
(A3-4), which kernel-based approaches such as OC-SVM struggle
to identify anamolies accurately.

Figure 4 reports average precision and recall for CVAE, ADOPT,
OC-SVM and KMeans++ on Al-4 datasets. As shown in the figure,
CVAE performs significantly better than OC-SVM (~ 51% higher
precision and ~ 21% higher recall) and KMeans++ (~ 72% higher
precision and ~ 38% higher recall), while at the same time perform-
ing close to the supervised ADOPT (~ 10% lower precision and
~ 17% lower recall).

4.2 Effect of Regularization Parameter

In this section, we evaluate the effect of hyper-parameter f on per-
formance of CVAE. We use the case study of identifying anomalies
in the first 60 seconds of commercial flight’s take-off for the valida-
tion. Our database for this case study consists of 30,000 nominal
take-offs and 1000 anomalous ones identified by the subject matter
experts. The surrogate labels for operationally significant anomalies
in the take-off are created based on the drop in the computed air-
speed. For the purpose of illustrations and simplicity in this section,
we evaluate the anomaly detection performance based on using
only the computed airspeed variable from the FOQA data (using
only computer airspeed variable allows us to set the dimension
of the latent space as 2D, which is ideal for illustration). We will
extend this to anomaly detection using the entire FOQA data later
on.

Figure 5 visualizes the effect of  on the performance of anom-
aly detection (A-B) as well as the distribution of the nominal and
anomalous data in the latent space (C-D). We have tested different
values of f € [0, 1] and have shown only two values for the sake
of illustration here: (a) § = 0.001: as an example of a model with
a high variance, and (b) f§ = 0.5: as an example of a model with
a high bias. As it is clear, the model with a high bias significantly
outperforms the model with a high variance. The reason for this is
the existence of anomalous examples in the training data; a model
with a high variance (i.e., § = 0.001) is able to learn the optimal
mapping from the original data space to the latent space for both
nominal and anomalous examples and as a result, reconstructs the
anomalous data with low error as well (Figure 6). On the other
hand, the model with a high bias, only optimizes this mapping for
those data that represent the popular trend of the nominal examples
(Figure 6), and hence result in a high reconstruction error for the
anomalous examples.

It should be noted that this is not the case for all datasets and that
is the reason we treat f} as a hyper-parameter that needs tuning. For
example, in the case of Yahoo!’s data presented in Section 4.1, the
best performance was obtained by the model with a high variance
(B = 0.001). The reason is that there are significant differences in
the patterns of the time series in the Yahoo!’s data, which requires
a model with a high variance to capture them. In Figure 6, True
Negative and True Positive are the nominal and anomalous data
that are labelled correctly, respectively.

On the other hand, although the model with a high bias performs
better in anomaly detection, the interpretability of the distributions
of anomalous and nominal examples in the latent space completely
vanishes (Figure 5 C-D). The model with high variance is able to
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distinguish the anomalous and normal data very good and as a
result, there is a clear separation between the samples from the
posterior distribution of the normal and anomalous data in the
latent space. This separation easily disappears as we increase the
hyper-parameter 8, which forces the posterior of the latent space
to be very close the prior (standard Normal distribution).
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Figure 5: This figure illustrates the effect of hyper-
parameter § on the interpretability and performance of the
CVAE.
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Figure 6: This figure illustrates the effect of hyper-
parameter S on the reconstruction quality for two example
data.

4.3 Anomaly Detection in Flight’s Data

As discussed before, we use the case study of identifying anom-
alies in the first 60 seconds of commercial flight’s take-off for the
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validation. We group the FOQA data of these flight records into
five groups based on the domain expert opinion, where groups
represent roll attitude, altitude information, pitch attitude, speed
information, and yaw attitude. CVAE sends each group into its own
encoder (as illustrated in Figure 2) and concatenates the outcome of
each encoding before passing the information to the shared latent
space. After that, each group have its own decoder to reconstruct
the inputs by sampling from the shared latent space. This grouping
is done purely based on the domain expert knowledge without
any correlation analysis, so that there is no supervision from data
involved in the process.

In addition to ADOPT, OC-SVM and KMeans++, in Figure 7
we compare the performance of unsupervised CVAE to the semi-
supervised version as well. In the semi-supervised approach, we
only train CVAE on the nominal data (meaning that our training
data does no include any anomalies), which is an approach that most
of literature pursue [2, 10, 28, 32]. As it can be seen, unsupervised
CVAE (CVAE-Un) outperforms both KMeans++ and OC-SVM and
achieves higher precision, recall and F1-score. A more significant
difference is achieved when the semi-supervised CVAE (CVAE-
Semi) is used, where it achieves ~ 25% higher precision and recall
compared to the unsupervised CVAE and performs significantly
close to the results obtained by supervised ADOPT (~ 10% lower
precision and recall).

These results show a promise in first steps of developing and
deploying an unsupervised and scalable machine learning algorithm
basing upon recent advancements in VAEs, that is able to identify
anomalies in high-dimensional flight time series with reasonable
accuracies.

10 = ADOPT
BN CVAE-Semi
B CVAE-Un

0.8 m OC-SVM
B KMeans++

0.6

0.4

0.2

0.0

Precision Recall F1 Score

Figure 7: Validating the performance of CVAE on the FOQA
data.

5 CONCLUSIONS

In order to improve and automate identification of unknown vulner-
abilities in flight’s operations, we have developed an unsupervised
machine learning approach for identifying operationally significant
anomalies in high-dimensional heterogeneous flight’s time-series.
The proposed approach constructs models based on the observed
operations and identifies operationally significant safety anomalies.

Memarzadeh et al.

This algorithm is demonstrated to have improved performance
as compared to existing anomaly detection methods used in the
aviation domain. Majority of approaches in the aerospace litera-
ture either rely on rule-based thresholding or supervised learning
approach. Although the supervised approaches show a good per-
formance, creating labels for the data in aviation requires huge
amount of efforts and is largely impractical. Our approach bases
upon recent advancements in combination of deep learning and
variational inference to develop the Convolutional Variational Auto-
Encoder (CVAE), an unsupervised approach for anomaly detection
in high-dimensional heterogeneous time-series data (Figure 1).

We validate CVAE compared to the several supervised and unsu-
pervised approaches used in the literature for anomaly detection
on several datasets. Validating on Yahoo!’s benchmark time series
anomaly detection database, we show that (Figure 4) CVAE per-
forms significantly close to the supervised approaches (~ 10% lower
precision, and ~ 17% lower recall) and outperforms unsupervised
clustering and kernel-based approaches (on average ~ 62% higher
precision and ~ 30% higher recall). Moreover, we illustrates the ef-
fect of hyper-parameters in the CVAE model on the interpretability
of the findings and performance of anomlay detection (Figures 5
and 6).

Application of CVAE to anomaly detection in Flight Operational
Quality Assurance (FOQA) shows promise in further development
of this line of work for anomaly detection in high-dimensional
heterogeneous time series. Specifically by designing a case study
of anomaly detection in the first 60 seconds of commercial flight’s
take-off (Figure 7), we show that CVAE outperforms clustering
and kernel-based anomaly detection approaches (on average ~
24% higher precision and ~ 26% higher recall). The performance
significantly improves when the semi-supervised CVAE approach
is used (on average ~ 58% higher precision and ~ 46% higher
recall) and it performs significantly close to the supervised approach
(~ 11% lower precision and ~ 7% lower recall).

Future Work: potential next steps will focus on developing an
architecture to handle different heterogeneous time series data such
as binary channels or categorical inputs. One possible approach
may be to map multiple inputs into a state space representation to
capture the changes in the time series modes. Additionally, eval-
uating the method for scalability and practical deployment of the
algorithm on more complex operationally significant real-world
data sets is something that would need to be tested and validated
before the algorithm can be adopted into an existing vulnerability
discovery program.
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