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NASA Requirements for Defect 
Management

NPR 7150.2C Requirements STD 8739.8 SA Tasking (New Draft)
5.5.1 201 The project manager shall track and 

maintain software non-conformances 

(including defects in tools and applicable 

ground software). 

1. Confirm that all software non-conformances are recorded 

and tracked to resolution. 2. Independently verify closure of 

non-conformances; confirm that the same non-conformance 

does not exist elsewhere in the system. 3. Confirm that 

accepted non-conformances include the rationale for the non-

conformance.

5.5.2 202 The project manager shall define and 

implement clear software severity levels 

for all software non-conformances 

(including tools, COTS, GOTS, MOTS, 

OSS, reused software components, and 

applicable ground systems). 

1. Confirm that all software non-conformances severity levels 

per are defined.  2. Assess the application of the defined 

definitions as applied to identify software non-conformances. 

3. Confirm that the project assigns severity levels to non-

conformances with tools, COTS, GOTS, MOTS, OSS, reused 

software components, and applicable ground systems.

5.5.3 203 The project manager shall implement 

mandatory assessments of reported non-

conformances for all COTS, GOTS, 

MOTS, OSS, or reused software 

components. 

1. Confirm the necessary evaluations of reported non-

conformances for all COTS, GOTS, MOTS, OSS, or reused 

software components are occurring throughout the project 

lifecycle. 2. Assess the impact of non-conformances.

5.5.4 204 The project manager shall implement 

process assessments for all high severity 

software non-conformances (closed loop 

process). 

1. Perform a root cause analysis on all identified high severity 

nonconformances. 2. Confirm that the project assesses the 

processes for all high severity software non-conformances. 3. 

Independently track corrective actions from assessments to 

closure.4. Assess opportunities for process improvement.



A DCR Example
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Outline

• Case study with application to NASA data

• Defect Discovery/Resolution Modeling

• Defect Lifecycle Modeling



Summary of frequencies by 
DTT type and build found

Extracted defects and change requests from major and minor versions 

exhibiting a large number of events
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Cumulative failures

Plot enables comparison of data and model fits

Cu1mul,ative Faillures vs Cumullative Test Time 
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Time between failures

Times between failures should increase (indicates reliability growth)
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Failure intensity

Failure intensity should decrease (indicates reliability growth)
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Failure Predictions

Time to achieve target reliability can help identify potential schedule overruns

3     Inflexion S-Shape 207.73900 0.639518 1 2.12015

Time to achieve R = 0.9 
Expected # of Expected times 

Model 
for mission of length 10 

failures for next 10 Nth failure to next 1 
time units failures 

AII __J All [ All l All All 

1 Delayed S-Shape 342.43212 2.916884 1 3.349118 

2 Goel-Okumoto 3.57428 1 2.797767 
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Defect Lifecycle Modeling

• 2000 defects

• Times between thirteen possible stages of the 
defect lifecycle from creation to closure

Stat rip,tion 
0 In. Work 
1 1On Hold 
2 
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Defect Lifecycle Modeling: 
Data before cleaning

• Initial impressions
– Individuals logging 

data may not
• See value in activity

• Receive consistent 
training

• Perform when events 
occur

– May benefit from 
models that inform 
progress



Defect Lifecycle Modeling: 
Data after cleaning

State De cription State De cription 
0 Created 7 In Work 
1 Assigned 8 On Hold 
2 Build Integration 9 Ready for Closure 
3 Canceled 10 Ready for Test 
4 Closed 11 Te t Complete 
5 Closed with Defect 12 Work Completed 
6 In Te t 



Defect Discovery/Resolution 
Modeling

• Mean time to resolve defects reasonable fit to closure curve

• More process oriented modeling and analysis will likely be more informative
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Distribution of time between 
defect discovery and resolution

Not broken down by severity, number of defects in queue, or other process factors
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Maximum Likelihood 
Estimation for censored data

• Identify distribution to best fit defect resolution 
times, when only subset of defects discovered 
has been resolved
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Distribution of time between 
defect creation and assignment

• Can model defect resolution as semi-Markov process 

• Nonidentical and non-exponentially distributed transitions

• Can break down by severity, number of defects in queue, or other process factors

• Need help identify practical process related issue to model and if present data would support
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Online defect resolution 
prediction

• Simpler distributional model predicts nearly as well as state model

• Hypothesis test suggest state transitions follow first order Markov process 
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Inferences enabled by defect 
resolution model 

• Models predict intensity of defects resolved well

• Covariate models could do even better
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