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Abstract 
The use of sensor redundancy is crucial in aerospace systems to maintain safe, reliable operation. 

While hardware redundancy is more common in application, analytical redundancy can provide a viable 
alternative in systems where the installation of multiple redundant sensors is not viable. To this end, the 
use of Kalman filters to analytically validate sensor measurements within rocket engines was explored. 
First, a dynamic model of the RS-25 engine, a derivative of the Space Shuttle Main Engine (SSME), was 
reduced to a subset of relations, focused around the main combustion chamber pressure. These relations 
were used within the Kalman filter algorithm to generate an estimate of sensor measurements to be 
compared with true measurements for data validation purposes. By using a bank of Kalman filters, the 
residuals between the estimated and true measurements were used to detect and isolate sensor faults. 
Through fault simulations, the sensor validation performance of this Kalman filter bank design was 
compared to a hardware redundancy check. Sensor bias and drift faults of various magnitudes were 
injected into nominal RS-25 engine test data. Results for both approaches show comparable fault 
detection with most bias faults found nearly instantaneously by both algorithms. Drift fault detection 
results show certain cases where one algorithm is faster than the other. The key advantage of the Kalman 
filter algorithm is shown in fault isolation performance where it can isolate faults between two redundant 
sensors while the hardware redundancy comparisons cannot. 

Nomenclature 
CCV Chamber Coolant Valve 
FP Fuel Preburner 
HGM Hot Gas Manifold 
HPFTP High Pressure Fuel Turbopump 
HPOTP High Pressure Oxidizer Turbopump 
HRF Hardware Redundancy Failure 
LPFTP Low Pressure Fuel Turbopump 
LPOTP Low Pressure Oxidizer Turbopump 
MCC Main Combustion Chamber 
MFV Main Fuel Valve 
MOV Main Oxidizer Valve 

 
*Summer Intern in Lewis’ Educational and Research Collaborative Internship Project (LeRCIP). 
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OP Oxidizer Preburner 
SLS Space Launch System 
WSSR Weighted Sum of Squared Residuals 

1.0 Introduction 
In order to ensure safe operation, most aerospace systems have some type of redundancy in flight 

hardware to insure fault tolerance. If a hardware fault occurs, there must be some way to first detect the 
fault and then to identify or isolate the faulty component. Launch vehicles in particular have a strong need 
to do this for sensors. In the past, sensor failures dominated engine anomaly reports for the Space Shuttle-
(Ref. 1). This led to numerous aborts and investigations. Given the high costs associated with launch 
vehicles, technologies to help avoid unnecessary delays will be critical to overall program development. 
More recently, with the current push for humans to explore deep space, the need for increased reliability 
of launch vehicles is growing. The investigation of more reliable sensor validation techniques therefore 
becomes an important area of research. 

Traditional sensor validation algorithms for launch vehicle systems rely on limit checks and hardware 
redundancy checks (Refs. 2 and 3). Limit checks ensure that individual sensor readings are within an 
expected nominal operating range. Hardware redundancy checks insure that a set of similar sensors, 
placed together at the same location, all read similar values. However, hardware redundancy checks have 
several limitations. First, these checks rely on having multiple sensors at the same location. This may be 
particularly difficult in aerospace systems where weight reduction is a fundamental design driver. 
Additionally, placement of redundant sensors (known as a sensor “redundancy group”) at one location 
may not be ideal or even possible given geometric space restrictions or extreme environmental operating 
conditions. For example, the Main Combustion Chamber (MCC) pressure of a rocket engine is an 
important measurement for successful vehicle operation, but it presents practical challenges for sensor 
placement. Another consideration is that ideally there should be at least three sensors for sensor fault 
detection and isolation. Having three sensors allows for a faulty sensor to be easily discriminated from the 
other two. When there are only two sensors within the redundancy group, it is possible to detect a sensor 
fault when the sensor measurements do not agree, but it will not be possible to isolate which sensor is 
faulty. This situation is known as the two sensor problem. A previous study explored solutions to this 
problem using statistical methods (Ref. 4).  

Due to the limitations of hardware redundancy, a better solution to sensor validation may be 
analytical redundancy. Analytical redundancy leverages known mathematical relationships between 
system parameters to produce estimates of sensor measurements. With this approach, it is possible to base 
redundancy on a set of disparately located, nonhomogeneous sensors, which measure different types of 
parameters, as long as the number of sensors is sufficient to provide observability into the system and the 
mathematical relationships between these sensors can adequately model the dynamic states of the system. 
For the two sensor problem, this approach is able to determine not only which sensor is faulty, but also if 
both sensors are faulty. Algorithms based on analytical redundancy have been shown to be effective for 
sensor validation on launch system power distribution systems (Ref. 3) as well as for the Space Shuttle 
Main Engine (SSME) performance monitoring (Ref. 1). Of particular interest is the SSME performance 
monitoring. Here an algorithm based on Bayesian decision theory was able to reliably detect sensor faults 
using relations between groups of two sensors for 22 sensors within the engine. 

This paper focuses on applying analytical redundancy based on the Kalman filter for sensor validation 
in the RS-25 rocket engine. The Kalman filter was chosen as a reliable and proven filtering technique. It 
has been used extensively since its conception in 1960 (Ref. 5). In fact, it saw its first application within 
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the space industry during its use in Apollo navigation computers (Ref. 6). More recently, it has seen 
extensive investigation for use in aircraft gas turbine engine health management systems (Refs. 7 to 13). 
Several Kalman filter-based diagnostic techniques have been developed and applied to the SSME 
(Refs. 14 and 15). Given their widespread use within the aerospace industry, analytical redundancy 
algorithms based on Kalman filter techniques are good candidates for application in the health 
management system of the Space Launch System (SLS). 

This paper is organized as follows. Section 2.0 provides an overview of two methodologies explored 
in this paper. These methods include: 1) an approach using a bank of Kalman filters, and 2) a hardware 
redundancy algorithm. Next, Section 3.0 presents background information on the RS-25 engine, which 
functions as the host system of this study. A simple RS-25 mathematical model is presented along with 
discussion on how the Kalman filter is applied to the RS-25. The employment of fault simulation in this 
work is also explained. In Section 4.0, results are shown and discussed. Finally, a conclusion is provided 
in Section 5.0. 

2.0 Methodology 
The study documented in this paper explores the application of a Kalman filter-based analytical 

redundancy method for validation of RS-25 sensor data. For the purposes of assessing the performance of 
this approach, the results are compared against those provided by another sensor validation method based 
on hardware redundancy. The following subsection will provide a general overview of the Kalman filter, 
followed by a more specific explanation of the sensor fault detection and isolation methodology based on 
the application of a bank of Kalman filters. Finally, a subsection is included that provides a brief 
explanation of the hardware redundancy algorithm. 

2.1 Kalman Filtering 

2.1.1 Kalman Filter Selection 
The specific Kalman filter chosen is a steady-state continuous time Kalman filter. A good description 

of many Kalman filter types and methods is given by Simon (Ref. 16) and Zarchan (Ref. 5). In a 
conventional Kalman filter implementation the Kalman gain matrix and the state estimation error 
covariance matrix are continuously updated. However, in a steady-state Kalman filter implementation the 
Kalman gain matrix and state estimation error covariance matrix are pre-calculated off-line and held 
constant (Ref. 13). This means that repeated on-line solving of the differential Riccati equation is no 
longer required, reducing both system complexity and computational power required (Ref. 16).  

2.1.2 Kalman Filter Algorithm 
The continuous time Kalman filter uses a continuous time linear state space model given by the 

following set of equations 

�̇�𝒙 = 𝐴𝐴(𝒙𝒙) + 𝐵𝐵(𝒖𝒖) +𝒘𝒘  

𝒚𝒚 = 𝐶𝐶(𝒙𝒙) + 𝒗𝒗 

𝒘𝒘 ~ (0,𝑄𝑄𝑐𝑐) 

𝒗𝒗 ~ (0,𝑅𝑅𝑐𝑐) 

(1) 
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where 𝒙𝒙 is the change in the state vector, 𝒖𝒖 is the change in the control input vector, 𝒚𝒚 is the change in the 
measurement vector, 𝒘𝒘 is the process noise, 𝒗𝒗 is the measurement noise, and matrices 𝐴𝐴, 𝐵𝐵, and 𝐶𝐶 
describe the system dynamics. The process noise and measurement noise are assumed to have a 
zero-mean normal distribution with covariance 𝑄𝑄𝑐𝑐 and 𝑅𝑅𝑐𝑐, respectively. The changes in the state, control, 
and measurement vectors are with respect to nominal trim values. In a linearized system, such as that 
considered in this study, these trim values can be selected as the point around which the system is 
linearized (Ref. 10). This state space model is used to construct the Kalman filter. The state estimation 
error covariance matrix, 𝑃𝑃, is determined by solving the differential Riccati equation as given by 

�̇�𝑃 =  −𝑃𝑃𝐶𝐶𝑇𝑇𝑅𝑅𝑐𝑐−1𝐶𝐶𝑃𝑃 + 𝐴𝐴𝑃𝑃 + 𝑃𝑃𝐴𝐴 + 𝑄𝑄𝑐𝑐 (2) 

where the initial conditions are 

𝑃𝑃(0) = 𝐸𝐸[�𝒙𝒙(0) −  𝒙𝒙�(0)��𝑥𝑥(0) −  𝒙𝒙�(0)�𝑇𝑇] (3) 

where 𝒙𝒙� is the state estimate, 𝑥𝑥 is the true state, and 𝐸𝐸 is the expected value function. Assuming steady-
state, as done in this study, the derivative in Equation (2) becomes zero and an algebraic equation is left to 
solve for 𝑃𝑃.  

After the calculation of 𝑃𝑃, the next step in the algorithm is to update the state estimate based on the 
observations. One must first calculate the Kalman gain from the following 

𝐾𝐾 = 𝑃𝑃𝐶𝐶𝑇𝑇𝑅𝑅𝑐𝑐−1 (4) 

where 𝐾𝐾 is the Kalman gain. Once the Kalman gain is calculated, the state can be updated with the 
following 

𝒙𝒙�̇ = 𝐴𝐴𝒙𝒙� + 𝐵𝐵𝒖𝒖 + 𝐾𝐾(𝒚𝒚 − 𝐶𝐶𝒙𝒙�) 
 

𝑦𝑦� = 𝐶𝐶𝒙𝒙� 
(5) 

where the first two terms in the first equation come from the state space model in Equation (1) and the last 
two terms are updates from the measurement error. The Kalman gain can be thought of as the amount of 
confidence one has in the measurements versus the dynamic model. From Equation (5), one can see that a 
higher gain will lead to a higher weight on the measurement portion of the state update.  

2.1.3 Kalman Filter-Based Sensor Validation 
Kalman filter-based sensor fault detection and isolation can be performed by applying a bank of 

Kalman filters (Refs. 7 to 11). Here, multiple Kalman filters are constructed, each designed to detect a 
specific sensor fault. In the event that a fault does occur, all filters except the one using the correct 
hypothesis will produce large estimation errors, thereby allowing isolation of a specific sensor fault.  

Each Kalman filter is designed with the hypothesis that one sensor is faulty and, therefore, discards 
that measurement along with its associated row in the C matrix and the measurement vector 𝒚𝒚. A 
requirement for this approach is that each resulting matrix pair (𝐴𝐴, 𝐶𝐶) must be observable in order for the 
corresponding Kalman filter to converge. The bank of Kalman filter design, is shown in Figure 1, and 
includes m Kalman filters—one for each potential faulty sensor measurement. The process involves three 
stages: sensor sorting, Kalman filtering, and error computation. The incoming measurement vector, 
composed of all system measurements under consideration, is sorted into m different vectors, each of 
length m-1 and excluding a different hypothesized faulty measurement. The shortened measurement 
vectors are then passed as inputs to the corresponding Kalman filter in the second stage of the process. 
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Figure 1.—Kalman filter bank design. Incoming 

measurement signals are sorted and passed to 
each Kalman filter, excluding the hypothesized 
faulty measurement. A measurement estimate 
is generated and compared to the incoming 
measurement signals (Ref. 9). 

 
Each Kalman filter generates an estimate of the m×1 measurement vector as determined by the second 
equation in Equation (5) and passes this estimate to the error computation stage. In the error computation 
stage, the measurement estimates are compared to the true sensor measurements. The residuals are first 
calculated as given by 

𝑒𝑒𝑖𝑖 = 𝑦𝑦�𝑖𝑖 − 𝑦𝑦𝑖𝑖 (6) 

where 𝑒𝑒𝑖𝑖 is the error vector of the ith Kalman filter estimate, 𝑦𝑦�𝑖𝑖 is the measurement vector estimate 
produced by the ith Kalman filter, and 𝑦𝑦𝑖𝑖 is the sensor measurement vector input into the ith Kalman filter. 
This error vector is then used to calculate a weighted sum of squared residuals (WSSR) signal using the 
following equation presented by Kobayashi (Ref. 8) 

𝑊𝑊𝑊𝑊𝑊𝑊𝑅𝑅𝑖𝑖 = 𝑊𝑊𝑟𝑟
𝑖𝑖�𝑒𝑒𝑖𝑖�𝑇𝑇�Σ𝑖𝑖�−1𝑒𝑒𝑖𝑖 

Σ𝑖𝑖 = 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑�𝜎𝜎𝑖𝑖�2 
(7) 

where 𝜎𝜎𝑖𝑖 is a vector of standard deviations of the ith sensor subset and 𝑊𝑊𝑟𝑟
𝑖𝑖 is a scalar weight chosen so 

that the WSSR is less than a given threshold. Tuning of this parameter is a process that involves a tradeoff 
between false alarms and missed detections. While not explored in this study, it should be noted that 
analytical approaches for selecting these weights have been established in other works. Since the 
weighting used to determine the weighted sum of squared residuals is based on the standard deviation of 
the sensor measurements, which is assumed to be zero-mean normally distributed noise, the resulting 
WSSR signal will be a chi square distribution with k degrees of freedom (where k = number of sensors 
used in calculating the WSSR). Therefore, it is possible to calculate the threshold value needed to provide 
a desired false positive rate. 
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In order to detect when a fault has taken place, the WSSR of each Kalman filter in the entire bank 
of filters is examined. In the event of a sensor fault, any Kalman filter that uses the faulty sensor 
measurement will produce inaccurate sensor measurements, which will result in increased WSSR. If one 
or more WSSR signals exceeds the chosen threshold, a fault is detected. Isolating the faulty sensor is 
more difficult. The WSSR signal with the correct hypothesis should not change due to a fault as it does 
not include the faulty sensor. By looking at which estimate does not change, it is therefore possible to 
isolate which sensor is faulty. However, in the presence of sensor noise, this can be more difficult as some 
signals may be more prone to instantaneous changes than others.  

2.2 Hardware Redundancy Check 

The Kalman filter algorithm was compared to the hardware redundancy check sensor validation 
approach as described by Wong (Ref. 2). The hardware redundancy check algorithm compares the sensor 
data values from a group of hardware redundant sensors, which are concurrently sampled. The sensors 
comprising such a redundancy group are of a homogeneous sensor type and are generally co-located at a 
point within the engine to enable them to measure the same physical property at the same sensing 
location. As a result, if a sensor provides measurements that are unreasonably dissimilar from the 
measurements provided by the other sensors within the redundancy group, the algorithm is able to detect 
and identify the outlier.  

During each computation cycle, the algorithm calculates the absolute value of the differences (i.e., the 
delta) between all unique pairs of sensors within the redundancy group and compares these values to a 
predefined threshold limit value. If the threshold limit is exceeded by the delta for any pair combination, 
an individual “delta limit violation” counter is incremented for each sensor involved in calculating that 
particular delta value. The threshold limits used by this algorithm are pre-defined for an application 
system and are generally based on the error tolerance specifications for the specific sensor devices used 
for acquiring measurements on that system.  

Once the deltas for all unique pairs have been assessed for the current computation cycle, the delta 
limit violation counters are tallied for all of the sensors. If only one sensor has the maximum possible 
amount of delta limit violations possible (i.e., accrues a delta limit violation for every pair combination 
with which it is involved), it is considered an outlier and a Hardware Redundancy Failure (HRF) strike 
counter is incremented for this sensor for the current computation cycle. All other sensors’ HRF counters 
are reset to zero for the cycle, as well. If a sensor continues to demonstrate the outlying value persistently 
for three consecutive computation cycles, which corresponds with the HRF counter associated with the 
sensor reaching a persistence limit value (defined as three), the sensor is permanently disqualified from 
use. If the sensor value does not demonstrate a violation in a cycle following a cycle during which it does, 
the associated HRF counter is reset to zero. This persistence criteria requiring a violation for three 
consecutive cycles helps guard against the false positive disqualification of sensor data based on spurious 
violations.  

If there are three or more sensors in the redundancy group and two or more sensors have the 
maximum possible delta limit violations, the faulty sensor cannot be determined by this algorithm alone. 
Therefore, the algorithm can only detect single occurrence failures. In practice, the Hardware Redundancy 
check is implemented in conjunction with other types of sensor data qualification algorithms, which will 
be relied upon in this scenario.  

In the case where there are only two valid sensors in the redundancy group and the absolute delta 
between them violates the threshold limit, the algorithm can detect that there is a fault but cannot isolate 
which sensor is faulty. As a result, the HRF counter is incremented for both sensors.  
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3.0 Application 
3.1 RS-25 Rocket Engine 

3.1.1 Engine Description 
This study investigates the use of Kalman filter-based sensor data validation for rocket engines 

systems. Specifically, the RS-25 engine was selected for this purpose as it is currently being utilized as 
the booster engine for the SLS. A diagram of the engine is shown in Figure 2. A summary of the engine 
operation is given here, but a more complete description of is provided by Tanguchi (Ref. 15). The RS-25 
engine is a bipropellant, staged combustion cycle engine. In the staged combustion cycle process, an 
initial combustion of propellant takes place in fuel and oxidizer preburners, creating fuel-rich gas to 
power high and low pressure turbopumps before traveling to the Main Combustion Chamber (MCC). This 
process leads to an efficient, but complex system. 

The RS-25 uses liquid hydrogen and liquid oxygen as fuel and oxidizer, respectively. Initially, the 
fuel and oxidizer are pumped into the engine by the Low Pressure Fuel Turbopump (LPFTP) and Low 
Pressure Oxidizer Turbopump (LPOTP), respectively. These pumps provide a net positive pressure to the 
two high pressure pumps. The discharges of the low pressure pumps are passed into the High Pressure 
Fuel Turbopump (HPFTP) and High Pressure Oxidizer Turbopump (HPOTP) where the pressures of each 
liquid are further increased. Here similarities between the fuel side and oxidizer side of the engine end.  

 

 

 
Figure 2.—RS-25 engine diagram. Shows the main architecture of the RS-25 rocket engine used in this study 

(Graphic by NASA). 
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The fuel is discharged from the HPFTP through the Main Fuel Valve (MFV) where it becomes 
gaseous. Part of the flow is used as coolant and splits, passing along the walls of the nozzle and MCC. 
The other portion of the flow passes through the Chamber Coolant Valve (CCV), combines with the 
coolant flow from the nozzle walls and enters the combustors of the two preburners, namely, the Fuel 
Preburner (FP) and the Oxidizer Preburner (OP). The coolant flow around the MCC is first diverted into 
the LPFTP before entering the two preburners. This flow drives the LPFTP. Once in the preburners, 
combustion takes place and the hot-gases are routed through the high-pressure pumps and Hot Gas 
Manifold (HGM) into the MCC. After combustion within the MCC, gases are accelerated through the 
nozzle to generate thrust. 

The oxidizer side of the engine is simpler as no oxygen is used as coolant. There are two oxidizer 
lines from the HPOTP. The first drives the LPOTP and the second splits into two lines to the Main 
Oxidizer Valve (MOV) and into the boost pump. The boost pump is mounted on the end of the HPOTP 
and increases pressure to that necessary for the fuel preburners’ fuel injectors. The flow through the MOV 
leads directly into the MCC fuel injectors for combustion.  

3.1.2 Engine Dynamic Model 
In his thesis, Lozano-Tovar (Ref. 18) derives a dynamic model of the entire RS-25 engine and lists 

engine constants where necessary. While this model is based on an earlier iteration of the engine, it was 
assumed to be applicable to the current design because the main architecture of the RS-25 engine has 
remained essentially the same. Although it is expected that some constants may differ in the current 
engine design, this model is sufficiently representative for the purposes of this study. Also, it is important 
to note that some measurements assumed by Lozano-Tovar were removed from the current RS-25 sensor 
suite. For example, there is no longer a sensor to measure the HPOTP turbine speed. Despite this, a subset 
of sensors and dynamic equations that could be used was identified and selected. 

The dynamic model by Lozano-Tovar consists of 38 coupled differential equations. These equations 
are derived from the principles of rotational and fluid dynamics, energy balance, heat exchange, and time 
delay. Using the governing differential equations at different engine locations yields the 38 equations 
given by Lozano-Tovar. 

3.1.3 Reduced Model 
Due to the complexity of the equations, a subset of sensors and the dynamic model were selected as 

the basis for a proof of concept demonstration. A reduced engine model was formed using a subset of four 
sensors and three differential equations. The MCC pressure was the focus when forming this model since 
MCC pressure is an essential parameter in engine operation. Due to its significance, the MCC pressure is 
measured using four redundant sensors installed on the RS-25. Therefore, the performance of the Kalman 
filter-based analytical redundancy algorithm could be compared with the hardware redundancy check. 

With MCC pressure as the starting point, its dynamic equation was examined to find which 
parameters would be needed to propagate the engine state forward in time for the Kalman filter time 
update. The differential equation of the MCC pressure is given by 

�
𝑉𝑉

𝐽𝐽𝑅𝑅𝑔𝑔𝑇𝑇𝑐𝑐
�
𝑑𝑑
𝑑𝑑𝑑𝑑
𝑃𝑃𝑐𝑐 =  �̇�𝑚𝐹𝐹𝐹𝐹 +  �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚 −  �̇�𝑚𝑐𝑐𝑐𝑐 (8) 

where � 𝑉𝑉
𝐽𝐽𝑅𝑅𝑔𝑔𝑇𝑇𝑐𝑐

� is reduced to an engine constant given as 0.00025, 𝑃𝑃𝑐𝑐 is the MCC pressure, �̇�𝑚𝐹𝐹𝐹𝐹 is the mass 

flow rate through the main fuel injector, �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚 is the mass flow rate through the MOV, and �̇�𝑚𝑐𝑐𝑐𝑐 is the mass 
flow rate through the nozzle. The mass flow rate through the nozzle is given by the following set of equations 
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�̇�𝑚𝑐𝑐𝑐𝑐 = 𝐶𝐶∗𝑃𝑃𝑐𝑐 
(9) 

𝐶𝐶∗ =
29122

35000 + 210500𝑟𝑟∗ − 173500(𝑟𝑟∗)2 (10) 

𝑟𝑟∗ =
�̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚 + �̇�𝑚𝑚𝑚𝑜𝑜3

�̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚 + �̇�𝑚𝐹𝐹𝐹𝐹
 (11) 

where 𝐶𝐶∗ is defined as the equilibrium flow rate factor, 𝑟𝑟∗ is the mass flow rate ratio (oxidizer to fuel), 
and �̇�𝑚𝑚𝑚𝑜𝑜3 is the flow rate through the oxidizer boost pump. The simplifying assumption of a constant 
mass flow rate ratio was made to reduce nonlinearity and simplify the required state variables to 
exclude �̇�𝑚𝑚𝑚𝑜𝑜3. This mass flow rate is given by a separate differential equation. It is calculated by several 
other state parameters and would expand the problem greatly. For simplicity, 𝑟𝑟∗ was assumed to be 
constant. Overall, the engine is assumed to be in quasi-steady state, so a constant mass flow rate can be 
expected for most of the engine as valves should not change position significantly during this time. The 
MOV for example remains fully open for most of engine operation. 

By making this assumption, 𝐶𝐶∗ becomes a constant and Equation (8) becomes a function of �̇�𝑚𝐹𝐹𝐹𝐹, 
�̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚, and MCC pressure only. Therefore, expressions for �̇�𝑚𝐹𝐹𝐹𝐹 and �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚 are still needed. The derivative 
of the mass flow rate through the MOV is given by 

�
𝐿𝐿
𝑑𝑑𝐴𝐴

�
𝑑𝑑
𝑑𝑑𝑑𝑑
�̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚 = 𝑃𝑃𝑚𝑚𝑜𝑜2 − 𝑃𝑃𝑐𝑐 − 𝑓𝑓(𝐴𝐴)𝑚𝑚𝑚𝑚𝑚𝑚�̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚

2 − �
𝜆𝜆

2𝑑𝑑𝜌𝜌𝑚𝑚𝑜𝑜𝐴𝐴2
� �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚

2  (12) 

where � 𝐿𝐿
𝑔𝑔𝑔𝑔
� is a constant given as 0.04, 𝑃𝑃𝑚𝑚𝑜𝑜2 is the HPOTP discharge pressure, 𝑓𝑓(𝐴𝐴)𝑚𝑚𝑚𝑚𝑚𝑚 is the pressure 

drop due to the MOV position, and � 𝜆𝜆
2𝑔𝑔𝜌𝜌𝑜𝑜𝑜𝑜𝑔𝑔2

� is the flow/friction loss of the supply pipe and main injector 

given as a constant 0.0003573. 𝑃𝑃𝑚𝑚𝑜𝑜2 is a parameter, taken from sensor data. This pressure was calculated 
by Lozano-Tovar (Ref. 18) with an expression involving the HPOTP turbine speed rather than the actual 
sensor measurement. The reason for this is unclear when the data are available through sensor data. It is 
thought that this may be due to the use of an older engine design. The 𝑃𝑃𝑚𝑚𝑜𝑜2 sensor used may not have 
been available to Lozano-Tovar. The expression for 𝑓𝑓(𝐴𝐴)𝑚𝑚𝑚𝑚𝑚𝑚 is given by  

𝑓𝑓(𝐴𝐴)𝑚𝑚𝑚𝑚𝑚𝑚 = 0.001358 �
𝐴𝐴𝑡𝑡
𝐴𝐴
�
2
 (13) 

where 𝐴𝐴𝑡𝑡 is the nominal flow area and 𝐴𝐴 is the effective valve area. The ratio of these two are given by 
the expressions 

𝐴𝐴𝑡𝑡
𝐴𝐴

= ��1 −
𝜃𝜃
𝜃𝜃𝑐𝑐
� −

1
𝜋𝜋

sin �𝜋𝜋 �1−
𝜃𝜃
𝜃𝜃𝑐𝑐
�� ,  𝑓𝑓𝑓𝑓𝑟𝑟 𝜃𝜃 < 𝜃𝜃𝑐𝑐

                        0,                              𝑓𝑓𝑓𝑓𝑟𝑟  𝜃𝜃 ≥ 𝜃𝜃𝑐𝑐
 (14) 

𝜃𝜃 = 𝜋𝜋
2

(1 − Χ𝑚𝑚𝑚𝑚𝑚𝑚) and 𝜃𝜃𝑐𝑐 = 2asin (𝑟𝑟
𝑅𝑅

) 
(15) 
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where Χ𝑚𝑚𝑚𝑚𝑚𝑚 is the valve position fraction of the MOV, r is the radius of the pipe, and R is the radius of 
the valve ball mechanism. The ratio of 𝑟𝑟

𝑅𝑅
 is given as 0.6. For nominal operation in steady state, the MOV 

is fully open and Χ𝑚𝑚𝑚𝑚𝑚𝑚 is therefore taken as equal to one, making Equation (12) a constant, 0.001358. 
The mass flow rate of the main fuel injector, �̇�𝑚𝐹𝐹𝐹𝐹, is the remaining parameter that requires an 

expression. This mass flow rate is a result of a time lag in the fuel injector mass flow rate due to a small 
channel radius-to-length ratio in the fuel injector. The mass flow rate at the fuel injector can be calculated 
given surrounding conditions, but shifts due to the conditions within the injector (Ref. 18). The 
expression for this is given by  

𝑑𝑑
𝑑𝑑𝑑𝑑

 �̇�𝑚𝐹𝐹𝐹𝐹 =
1
𝜀𝜀

(�̇�𝑚𝑓𝑓𝑖𝑖 − �̇�𝑚𝐹𝐹𝐹𝐹) (16) 

where �̇�𝑚𝐹𝐹𝐹𝐹 is the fuel injector mass flow rate after considering the time lag, �̇�𝑚𝑓𝑓𝑖𝑖 is the fuel injector mass 
flow rate before considering the time lag, and 𝜀𝜀 is the time lag in the fuel injector taken as 0.02. The mass 
flow rate before considering the time delay is given by  

�̇�𝑚𝑓𝑓𝑖𝑖 = 𝐶𝐶𝑓𝑓𝑖𝑖
𝑃𝑃𝐹𝐹𝐹𝐹
�𝑇𝑇𝐹𝐹𝐹𝐹

 ��
𝑃𝑃𝑐𝑐
𝑃𝑃𝐹𝐹𝐹𝐹

�
2/𝛾𝛾

− �
𝑃𝑃𝑐𝑐
𝑃𝑃𝐹𝐹𝐹𝐹

�
𝛾𝛾+1
𝛾𝛾

 (17) 

where 𝐶𝐶𝑓𝑓𝑖𝑖 is a constant taken as 19.387, 𝑃𝑃𝐹𝐹𝐹𝐹 is the fuel injector pressure, 𝑇𝑇𝐹𝐹𝐹𝐹 is the fuel injector 
temperature, and 𝛾𝛾 is the heat capacity ratio. This equation assumes that the fuel injector flow is not 
choked. If the fuel injector flow is choked, the fuel injector mass flow rate would be given by 

�̇�𝑚𝑓𝑓𝑖𝑖 = 𝐶𝐶𝑓𝑓𝑖𝑖
𝑃𝑃𝐹𝐹𝐹𝐹
�𝑇𝑇𝐹𝐹𝐹𝐹

��
2

𝛾𝛾 + 1
�

2
𝛾𝛾−1

− �
2

𝛾𝛾 + 1
�
𝛾𝛾+1
𝛾𝛾−1

 (18) 

with the choked condition of 

𝑃𝑃𝑐𝑐
𝑃𝑃𝐹𝐹𝐹𝐹

> �
2

𝛾𝛾 + 1
�

𝛾𝛾
𝛾𝛾+1

 (19) 

If Equation (19) no longer holds, Equation (18) must be used for the fuel injector mass flow rate in place of 
Equation (17).  

The fuel injector pressure is a measured parameter with a redundancy of two. The fuel injector 
temperature is not measured or given in an expression by Lozano-Tovar. However, temperatures at the fuel 
and oxidizer high pressure turbopumps are measured with a redundancy of four. These can be used in a mass 
weighted averaging to approximate the temperature at the fuel injector. The expression for this is given by 

𝑇𝑇𝐹𝐹𝐹𝐹  ≈
𝑟𝑟∗𝑇𝑇𝑃𝑃𝑃𝑃 +  𝑇𝑇𝑃𝑃𝐹𝐹

1 + 𝑟𝑟∗
 (20) 

where 𝑇𝑇𝑃𝑃𝑃𝑃 is the oxidizer high pressure turbopump discharge temperature and  𝑇𝑇𝑃𝑃𝐹𝐹 is the fuel high pressure 
turbopump discharge temperature. The results of this approximation show a 2 to 4 percent error compared to 
tabulated results given by Lozano-Tovar (Ref. 18) for all steady state operating modes. 
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The heat capacity ratio is given by the expression 

𝛾𝛾 = �1 +
𝑅𝑅(15𝑟𝑟∗ − 16)

𝑟𝑟∗𝐶𝐶𝑜𝑜𝑚𝑚𝑜𝑜 + 16(1 − 𝑟𝑟∗)𝐶𝐶𝑜𝑜𝑓𝑓
�
−1

 (21) 

where R is the gas constant given as 4.37 Btu*Kmol*R-1, 𝐶𝐶𝑜𝑜𝑚𝑚𝑜𝑜 is the specific heat of oxygen given as 
18.26 Btu/Kmol/R, and 𝐶𝐶𝑜𝑜𝑓𝑓 is the specific heat of hydrogen given as 16 Btu/Kmol/R. 

To summarize, three main dynamic equations, Equations (8), (12), and (16), represent the reduced 
model to be used in the Kalman filter algorithm. They describe the dynamics of the MCC pressure, flow 
rate through the MOV, and fuel injector flow rate and depend on measured parameters of MCC pressure, 
HPOTP discharge pressure, fuel injector pressure, and fuel injector temperature. 

3.2 Application of Steady State Continuous Time Kalman Filter Bank to RS-25 Engine 

3.2.1 Selection of State, Measurement, and Input Variables 
For this study, the selected state, measurement, and input vectors are shown in Equation (22). A state 

of three parameters were chosen based on dynamic relations described in Equations (8), (12), and (16). 
The state consisted of the MCC pressure, Pc, the mass flow rate through the MOV, �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚, and the fuel 
injector mass flow rate, �̇�𝑚𝐹𝐹𝐹𝐹. The control inputs were seen as inputs into the system rather than control 
variables and were taken as the fuel injector pressure, PFI, and temperature, TFI. To consolidate the 
redundant sensor measurements, all measurements for these two control parameters were averaged by 
calculating their mean before use in the input vector. Finally, the measurements consisted of six sensor 
measurements involving two parameters, the MCC pressure and the HPOTP discharge pressure, Pod2. All 
four MCC pressure sensors and the two HPOTP discharge pressure sensors were used. It is important to 
note that the second Pod2 sensor is a ground facility sensor only and is not used in-flight. This sensor is 
critical as the algorithm developed depends on at least two sensor measurements per measured parameter 
at all times. If the Pod2 sensor was unavailable, the algorithm could not be used without some 
redevelopment. However, this may also suggest the inclusion of additional sensors in-flight at certain 
locations, such as the Pod2, as a possible risk-reduction strategy if necessary. 

𝒙𝒙 = �
𝑃𝑃𝑐𝑐

�̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚
�̇�𝑚𝐹𝐹𝐹𝐹

� ,       𝒚𝒚 = � 𝑃𝑃𝑐𝑐𝑃𝑃𝑚𝑚𝑜𝑜2
� ,       𝒖𝒖 = �𝑃𝑃𝐹𝐹𝐹𝐹𝑇𝑇𝐹𝐹𝐹𝐹

� (22) 

3.2.2 System dynamics 
The relations of such a system are given by the state-space equations 

�̇�𝒙 = 𝒇𝒇(𝒙𝒙,𝒖𝒖) (23) 

𝒚𝒚 = 𝒉𝒉(𝒙𝒙,𝒖𝒖) (24) 

where 𝒇𝒇(𝒙𝒙,𝒖𝒖) and 𝒉𝒉(𝒙𝒙,𝒖𝒖) describe the relations of the state and input vectors to the state derivative and 
measurement, respectively. Here, 𝒇𝒇 is given by the three differential equations in Equations (8), (12), and 
(17), however, 𝒉𝒉 is not as easily defined. One must have a relationship describing the known sensor 
measurements in terms of the unknown states. This is done by assuming steady state as shown in the 
following equation 
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𝒉𝒉 =

⎣
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎡

𝑃𝑃𝑐𝑐
𝑃𝑃𝑐𝑐
𝑃𝑃𝑐𝑐
𝑃𝑃𝑐𝑐

𝑃𝑃𝑐𝑐 + �𝑓𝑓(𝐴𝐴)𝑚𝑚𝑚𝑚𝑚𝑚 + �
𝜆𝜆

2𝑑𝑑𝜌𝜌𝑚𝑚𝑜𝑜𝐴𝐴2
�� �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚

2

𝑃𝑃𝑐𝑐 + �𝑓𝑓(𝐴𝐴)𝑚𝑚𝑚𝑚𝑚𝑚 + �
𝜆𝜆

2𝑑𝑑𝜌𝜌𝑚𝑚𝑜𝑜𝐴𝐴2
�� �̇�𝑚𝑚𝑚𝑚𝑚𝑚𝑚

2
⎦
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎤

 (25) 

Because the MCC pressure is both a state and measurement, there is a one-to-one relationship between 
these within the 𝒉𝒉 function for the four sensors. The relationship of Pod2 to state variables is solved for by 
assuming steady state, setting the derivative of Equation (12) equal to zero, and solving for Pod2. There are 
two of these equations within the 𝒉𝒉 function as there are two sensors measuring Pod2.  

Engine dynamics are highly nonlinear, so one must first linearize the system around a nominal value. 
The three matrices from the linear state space form, Equation (1), in continuous time were found by 
computing the Jacobian of each nonlinear function with respect to the state and input vectors as given by 

 

𝐴𝐴 =  �
𝜕𝜕𝒇𝒇
𝜕𝜕𝒙𝒙
�
𝑜𝑜𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

 
 

𝐵𝐵 = �
𝜕𝜕𝒇𝒇
𝜕𝜕𝒖𝒖
�
𝑢𝑢𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

 
 

𝐶𝐶 = �
𝜕𝜕𝒉𝒉
𝜕𝜕𝒙𝒙
�
𝑜𝑜𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

 

 

(26) 

where each Jacobian is evaluated at the respective trim value. Trim values of the dynamic state variables, 
control inputs, and measurements were established based on 5 s of quasi-steady RS-25 measurement data. 
This is done by first taking the mean of individual sensor and control measurements over this 5 s section to 
determine trim values for these parameters. Next, the state variable trim vector was calculated by setting the 
derivative terms of Equations (8), (12), and (16) to zero to establish the steady state assumption and solving 
the system of three equations to determine the state variable trim vector.  

3.2.3 Fault Detection and Isolation 
As described above, a bank of Kalman filters is applied to detect and isolate sensor faults. Each 

Kalman filter had an input of five sensor measurements and produced an estimate of the sensor 
measurements after applying the algorithm described in Section 2.1.2. These estimates were compared to 
the actual sensor measurements to calculate the WSSR using weights (the 𝑊𝑊𝑟𝑟 terms in Equation (7) of 
1/18 and 1/19 for MCC pressure sensors and HPOTP discharge pressure sensors, respectively). For this 
study, a unity detection threshold was desired (i.e., threshold value was set to 1), and the weights were 
manually selected accordingly. Furthermore, these weights were selected to prevent false alarms in the 
nominal data but remain sensitive enough to detect faults. As previously noted, it is possible to determine 
these weights through analytical means. Although not employed in this study, it is recommended that 
future work explore such methods for selecting these weights. Values for the standard deviation of each 
sensor were computed by calculating the standard deviation of each over a region of nominal data within 
the data set. A sensor fault is declared (detected) if the WSSR signal of a Kalman filter exceeds the 
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detection threshold for a persistence of three consecutive samples. Once a fault was detected, fault 
isolation was performed by examining all WSSR values and assuming the minimum signal as having the 
correct hypothesis. Consequently, the sensor excluded from this signal was considered faulty by the 
algorithm.  

3.3 Fault Simulations 

Actual test data from an RS-25 engine test that was nominal was used for generating simulated fault 
data. A data set from an RS-25 engine test operating at 109 percent of the reference MCC pressure over 
80 s, sampled at 50 Hz, was selected. 

Two fault types were injected into this data, bias and drift. A bias fault is defined as a signal that is a 
constant value above or below the correct value. For this study, a bias fault was constructed as 

𝑊𝑊𝑓𝑓𝑓𝑓𝑢𝑢𝑓𝑓𝑡𝑡𝑓𝑓 = (1 + 𝑏𝑏𝑑𝑑𝑑𝑑𝑏𝑏%)𝑊𝑊 (27) 

where Sfaulty is the biased sensor measurement, 𝑊𝑊 is the nominal sensor measurement and 𝑏𝑏𝑑𝑑𝑑𝑑𝑏𝑏% is the 
percent bias added to the nominal measurement. This value was consistently added at all time steps from 
the chosen fault start time onward. A notional example of a bias fault is shown in Figure 3. As shown, the 
faulty signal steps up to a specified percent above the nominal signal once the fault occurs. A drift fault is 
defined as a signal that slowly drifts from the correct value. For this study, a linear relationship was 
employed as defined by 

𝑊𝑊𝑓𝑓𝑓𝑓𝑢𝑢𝑓𝑓𝑡𝑡𝑓𝑓 = �1 +
𝑑𝑑 − 𝑑𝑑𝑚𝑚
𝑑𝑑𝑓𝑓 − 𝑑𝑑0

𝑑𝑑𝑟𝑟%�𝑊𝑊 (28) 

where 𝑑𝑑 is the current simulation time, 𝑑𝑑𝑚𝑚 is the simulation start time of the fault, 𝑑𝑑𝑓𝑓 is the final simulation 
time, and 𝑑𝑑𝑟𝑟% is the drift percentage. This means that the sensor measurement will drift to a value away 
from the correct signal and will reach its maximum deviation by the end of the simulation. A notional 
example of a specified percent drift fault is shown by Figure 4. As shown, once the fault occurs, the faulty 
signal linearly increases to the specified percent above the nominal signal.  
 

  
Figure 3.—Notional drift fault. Fault begins at 40s 

and linearly drifts to a specified percent above 
nominal (representative data shown). 

Figure 4.—Notional bias fault. Fault begins at 40s. 
A constant specified value is added afterwards 
(representative data shown). 
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4.0 Results and Discussion 
4.1 Bias Fault Simulation Results 

As stated above, simulated bias faults of various magnitudes were injected into nominal sensor data 
from an actual RS-25 engine test. Bias and drift percentages evaluated were 1, 5, 10, 15, 20, 25, 30, and 
70 percent. These values were chosen to give a larger sample size of lower bias magnitudes. Faults were 
individually inserted into all six sensors. The sensors are described with their associated identification 
number in Table 1. The MCC pressure measurement is shown as being quad redundant, while the HPOTP 
discharge pressure measurement is dual redundant. These two measurements are typically used for 
closed-loop engine control of rocket engine propulsion systems, such as the RS-25. False readings due to 
sensor failures in these cases are particularly undesirable, since the engine will be controlled to them. 
Therefore, hardware redundant sensors are typically employed to better assure the acquisition of valid 
measurement data. It should be noted that the simulation approach used in this study of superimposing 
simulated faults onto nominal data will not be able to represent the closed-loop sensor behavior present in 
an actual system. 

Bias faults were first injected into the nominal data in the case where all six sensors are initially free 
of faults and available. Sensor fault detection and isolation results for both the hardware redundancy and 
Kalman filter approach for this bias sensor case are shown in Table 2. As shown, both algorithms detected 
all faults with the exception of the hardware redundancy algorithm’s inability to detect a 1 percent bias 
fault in sensor 5. Because sensor 6 readings were typically greater than the reading for sensor 5, adding a 
1 percent bias to sensor 5 actually decreased the difference in the readings and consequently made its 
fault detection more difficult. Therefore, after the fault was introduced the difference between these two 
sensor readings remained smaller than the delta limit threshold chosen for the hardware redundancy check 
algorithm. The hardware redundancy check algorithm relies on this difference exceeding the delta limit 
threshold. As a result, this algorithm could not detect the fault. However, the Kalman filter was able to 
detect this fault scenario as it does not rely on this difference. In all other cases, both algorithms found the 
fault in 3 time steps as this was the persistence value chosen. While detection results are similar, the 
Kalman filter performed better because it could isolate faults in sensors 5 and 6, while hardware  
 

TABLE 1.—SENSOR DEFINITIONS 
Sensor no. Description 

1 MCC pressure 1 
2 MCC pressure 2 
3 MCC pressure 3 
4 MCC pressure 4 
5 HPOTP discharge pressure 
6 HPOTP discharge pressure 

 
TABLE 2.—BIAS RESULTS, NO DISQUALIFIED SENSORS 

 Hardware redundancy Kalman filter 
Sensor 
failed % Detected Isolated % Detected Isolated 

1 100 Correct 100 Correct 
2 100 Correct 100 Correct 
3 100 Correct 100 Correct 
4 100 Correct 100 Correct 
5 87.5 No 100 Correct 
6 100 No 100 Correct 
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redundancy could not. With only two sensors in this redundancy group, the Hardware Redundancy 
algorithm could not discriminate which sensor was faulty. This represents an example of how the Kalman 
filter can solve the two sensor problem. 

Next, bias faults were injected into the nominal data at 40 s, assuming one of the four MCC sensors 
was disqualified or unavailable. Bias magnitudes in all remaining five sensors were simulated for the four 
scenarios of one of these MCC sensors already being disqualified. Results for this case are shown in 
Table 3. As shown, results are identical to the no disqualified sensor scenario. All faults were detected by 
both algorithms except for the 1 percent bias in sensor 5 case. Again, the hardware redundancy could not 
detect the fault while the Kalman filter algorithm could. Similarly, the Kalman filter correctly isolated the 
fault.  

Finally, bias faults were injected into the nominal sensor data at 40 s, assuming two of the MCC 
sensors were disqualified or unavailable. In one case, sensors 1 and 2 were considered disqualified and in 
a second case, sensors 3 and 4 were considered disqualified. Results are shown in Table 4. Again, the 
hardware redundancy algorithm could not detect a 1 percent bias fault in sensor 5. The Kalman filter 
algorithm was able to detect this fault when sensors 3 and 4 were disqualified, but was not able to when 
sensors 1 and 2 were disqualified, leading to the 93.75 percent detection.  

In summary, the two algorithms perform similarly when diagnosing sensor bias faults. Both 
algorithms can detect and isolate all faults injected into the MCC pressure data. The main difference 
between the two algorithms was the two HPOTP sensor scenarios. The hardware redundancy approach 
had a slightly lower detection rate than the Kalman filter bank, possibly due to its reliance on differences 
between sensor readings, and could not isolate any of the HPOTP sensor faults. The Kalman filter 
algorithm could detect and isolate nearly all faults in both the MCC and HPOTP sensors.  
 
 

TABLE 3.—BIAS RESULTS, ONE DISQUALIFIED SENSOR 
 Hardware redundancy Kalman filter 

Sensor 
failed % Detected Isolated % Detected Isolated 

1 100 Correct 100 Correct 
2 100 Correct 100 Correct 
3 100 Correct 100 Correct 
4 100 Correct 100 Correct 
5 87.50 No 100 Correct 
6 100 No 100 Correct 

 
 

TABLE 4.—BIAS RESULTS, TWO DISQUALIFIED SENSORS 
  Hardware redundancy Kalman filter 

Sensor 
failed % Detected Isolated % Detected Isolated 

1 100 No 100 Correct 
2 100 No 100 Correct 
3 100 No 100 Correct 
4 100 No 100 Correct 
5 87.50 No 93.75 Correct 
6 100 No 100 Correct 
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4.2 Drift Fault Simulation  

Drift faults of various magnitudes were injected into the nominal sensor data at 40 s. The drift 
percentage values chosen were the same as the bias percentage values, but were inserted linearly over 
time. A similar series of tests were performed by replacing bias faults with drift faults across all scenarios. 
Unlike the results for the bias faults, the detection times varied significantly across the drift fault test 
scenarios. Therefore, graphs showing the differences in fault detection times between the two algorithms 
are also given. 

First, drift faults of the various magnitudes were injected into the data, assuming no sensor was 
disqualified. The difference in fault detection times of the Kalman filter and hardware redundancy 
algorithms, respectively, are shown in Figure 5. As shown, the Kalman filter algorithm detected sensor 
faults faster than the hardware redundancy algorithm for all sensors except for sensors 2 and 6. There is 
also a general trend of a lower fault detection times at higher drift percentages in all cases. 

Faster fault detection with increasing fault magnitude is expected as the increased fault magnitude 
brings the signal closer to the threshold value faster. However, the Kalman filter algorithm was not 
always reliable in isolating the faulty sensor as shown in Table 5, which indicates the percentage of 
correct isolations for each sensor fault. It did not correctly isolate the faulty sensor when sensors 1, 2, 3  
 

 
Figure 5.—Drift fault results, no disqualified sensors. Data points 

indicate the difference calculated for each drift percentage by 
subtracting the Kalman filter detection time from the hardware 
redundancy detection time. Negative values indicate faster 
detection by the Kalman filter. 

 
TABLE 5.—DRIFT RESULTS, NO SENSOR DISQUALIFIED, 

CORRECT ISOLATION PERCENTAGE 
Sensor failed Hardware redundancy, 

percent 
Kalman filter, 

percent 
1 100 87.5 
2 100 87.5 
3 100 75 
4 100 100 
5 0 100 
6 0 50 
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and 6 were injected with a 1 percent drift fault, when sensor 3 was injected with a 30 percent drift fault, 
and when sensor 6 was injected with a 5, 15, 30, and 70 percent drift fault. All other cases were correctly 
isolated. The missed isolation cases are possibly a result of the fact that the scalar weights used to 
calculate the WSSR, described in Equation (7), were not optimized, particularly with respect to the 
presence of specific noise in the original data for particular sensors. Extensive tuning of these weights or 
employing previously mentioned analytical approaches for selecting them were not investigated due to 
the limited scope of the current study. The hardware redundancy algorithm was able to isolate all faults 
correctly except in the two sensor case when either sensor 5 and 6 were given faults. Again the Kalman 
filter was able to isolate the fault in the two sensor case of HPOTP sensors 5 and 6 while the hardware 
redundancy could not. 

Next, drift faults were injected into the nominal sensor data at 40 s, assuming one of the four 
MCC pressure sensors was disqualified. The difference in fault detection times of the Kalman filter and 
hardware redundancy algorithms over the various drift percentages is shown in Figure 6. The general 
trends are similar to the scenario where no sensors are disqualified. For this reason, the scenario where 
sensor 1 is disqualified is shown as an example in Figure 6, however, the other three MCC disqualifica-
tion scenarios were examined as well. In all cases, the Kalman filter algorithm was quicker to detect faults 
in sensors 3, 4, and 5. Isolation of the faulty sensor was again not always correct. Table 6 shows the 
percentage of correct faulty sensor isolation taken over all four disqualified MCC sensor scenarios. As 
was the case with the previous set of results, the Kalman filter bank was only able to isolate a fault in 
sensor 6 in about half the cases. Although an improvement over the hardware redundancy algorithm, 
which was not able to isolate either of the faults in sensors 5 or 6, the Kalman filter bank incorrectly 
identified the faulty sensor as sensor five in all cases of incorrect isolation. Here again, it may be possible 
to improve performance with more extensive tuning or analytical selection of the scalar weights used to 
calculate the WSSR. 
 

 
Figure 6.—Drift results, sensor 1 disqualified. Data points indicate 

the difference calculated for each drift percentage by subtracting 
the Kalman filter detection time from the hardware redundancy 
detection time. Negative values indicate faster detection by the 
Kalman filter. 
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TABLE 6.—DRIFT RESULTS, ONE SENSOR DISQUALIFIED, 
CORRECT ISOLATION PERCENTAGE 

Sensor failed Hardware redundancy, 
percent 

Kalman filter, 
percent 

1 93.75 100 
2 100 93.75 
3 100 90.63 
4 100 100 
5 0 100 
6 0 53.13 

 

 
Figure 7.—Drift results, sensors 1 and 2 disqualified. Data points 

indicate the difference calculated for each drift percentage by 
subtracting the Kalman filter detection time from the hardware 
redundancy detection time. Negative values indicate faster 
detection by the Kalman filter. 

 
Finally, drift faults were injected into the nominal engine data, assuming two MCC sensors were 

disqualified or unavailable. Similar to the bias fault simulations, only the two scenarios of disqualified 
sensors 1 and 2 or disqualified sensors 3 and 4 were examined. The fault detection time difference of the 
Kalman filter and hardware redundancy algorithms, respectively, are shown in Figure 7 for the sensors 1 
and 2 disqualified scenario, while Figure 8 shows results for the sensor 3 and 4 disqualified scenario. In 
general, when sensors 1 and 2 are disqualified, the hardware redundancy algorithm is faster at detecting 
faults except in the case of a fault in sensor 5 or for some of the sensor 3 fault cases. However, when 
sensors 3 and 4 are disqualified, the Kalman filter bank is faster at detecting faults in sensors 1 and 5, but 
slower when sensors 4 and 6 are faulty. Though, the main advantage of the Kalman filter bank in this two 
sensor scenario is that it can isolate faulty sensor signals while the hardware redundancy cannot. The 
Kalman filter was able to correctly isolate the correct sensor fault 78.1 percent of the time again with all 
errors associated with faults in sensor 6, as shown by Table 7. When a drift fault was injected into 
sensor 6, it was often seen by the algorithm as a fault in sensor 5.  
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Figure 8.—Drift results, sensors 3 and 4 disqualified. Data points 

indicate the difference calculated for each drift percentage by 
subtracting the Kalman filter detection time from the hardware 
redundancy detection time. Negative values indicate faster 
detection by the Kalman filter. 

 
TABLE 7.—DRIFT RESULTS, TWO SENSORS DISQUALIFIED, 

CORRECT ISOLATION PERCENTAGE 
Sensor failed Hardware redundancy, 

percent 
Kalman filter, 

percent 
1 0 100 
2 0 100 
3 0 100 
4 0 100 
5 0 100 
6 0 78.1 

 
In summary, results show that there are some scenarios where the Kalman filter has a faster fault 

detection time and others where the hardware redundancy algorithm is faster. Generally, results appear 
fairly similar, with the exception of the scenario of two valid sensors. The Kalman filter algorithm was 
able to isolate faults in both the two HPOTP discharge pressure sensors and when MCC pressure sensors 
were reduced to two while the hardware redundancy could not perform fault isolation in any of these 
scenarios.  

5.0 Conclusion 
In order to address the limitations of hardware redundancy-based sensor fault detection and isolation, 

an analytical redundancy algorithm based on a bank of Kalman filters was explored. This algorithm uses 
Kalman filters constructed using a set of three dynamic equations and six sensors, four MCC pressure 
sensors and two HPOTP discharge pressure sensors. Sensor measurements of the fuel injector pressure 
and two high pressure turbopump discharge temperatures were also taken as inputs into the system. The 
set of dynamic equations used is a subset of the RS-25 engine model given by Lozano-Tovar (Ref. 18) 
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and forms the basis of the Kalman filter time update. Using updates from the dynamic model and sensor 
measurements, the Kalman filter generates an estimate of the measured parameters that can be used to 
validate their values.  

Fault simulations were conducted to compare the Kalman filter bank’s ability to detect and isolate 
both bias and drift sensor faults simulated in real RS-25 test data. It was found that the Kalman filter 
algorithm and conventional hardware redundancy check algorithm perform similarly with respect to fault 
detection when presented these two types of sensor fault scenarios. In some scenarios, faults were 
detected faster with the hardware redundancy check, while in other scenarios, the Kalman filter bank 
detected the faults faster. However, the key difference between the two algorithms is their fault isolation 
performance. The hardware redundancy check cannot isolate a faulty sensor when there are only two 
valid sensors of a given type and location while the Kalman filter algorithm can. Although the bank of 
Kalman filter algorithm has some issues with correct isolation of faulty sensors, it is thought that further 
refinement of the algorithm can help address these issues. Particularly, it is recommended that future 
work explore optimization of the Kalman filter WSSR weights and thresholds, as well as the overall fault 
isolation logic applied. 
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