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Origins: Two 2017 Proposals

HOLII GRAILLE: Enabling Teaming System for Identifying Reward Functions for

and Measuring Trust in Autonomy Time-Critical Human-Machine Decision Making

(Pl/co-Pl: BDA/NMA) (Pl/co-Pl: NMA/BDA)

Idea: Engender trust in human-machine | - | Idea: Treat every action in cyber-physical-

teaming via: human (CPH) ops as a multiobjective

1) natural human-machine interaction optimization problem under uncertainty.
(speech, gestures, mixed-reality) and Engender trust and trustworthiness via correct

2) reliable behavior in time-critical and objectives and shared decision-making models.
safety-critical situations.

CAS encouraged merging of proposals related to Autonomy.
These two proposals served as a starting point for the development of
the ATTRACTOR proposal.
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The Problem

.AAM/UAM — target Unprecedented

environments . - - complexity
,,4&' - e _ 5 2z

How to achieve trustworthiness and justified trust in autonomous
cyber-physical-human (CPH) systems in safety-critical, time-critical,
and certification-dependent environments?



ATTRACTOR Relevance

* ARMD Strategic Thrusts & Outcome Addressed: 1, 5, 6 Q:‘/ by
e NASA Advisory Council Aeronautics Committee Report (November 2019)

“NASA’s aeronautics domain expertise bridges the gap between intelligent systems and civil aviation : ) )
In-Time System-Wide
= Applies emerging machine intelligence technologies to aviation applications \/ Safety Assurance
= Applies domain expertise in integrated human-machine operations, airspace management, o
and aviation safety.”
Assured Autonomy for

* McKinsey and Booz Allen Hamilton UAM market studies: @ Aviation Transformation

“For UAM to be viable, it is necessary to address the technical, physical, operational,
and integration challenges of a highly interdependent system-of-systems.”
“Significant legal/regulatory, certification, public perception, infrastructure, and
weather constraints exist, which reduce market potential in the near term for UAM.”

ATTRACTOR addresses technical development requirements outlined in all use cases:
— Autonomous Flight Technology | \
— Detect and Avoid NASA Advisory Council Aergnautics Committee Report " ™
— GPS-denied technology o e
 ATTRACTOR is building foundations for developing trustworthiness and T v |
(justified) trust in autonomous systems — directly supportive of AAM,
UAM and all future transportation models, as well as space exploration

environments, that rely on autonomous systems.
— UML-4: Medium Density and Complexity Operations with Collaborative

S S -

A 2 5

and Responsible Automated Systems H I
— UML-5: High Density & Complexity Operations w/ Highly-Integrated Automated Networks * W Deny and omplskty Opertonswhth Hehi tegratd Ausomated Ntwrks
— UML-6: Ubiquitous UAM Operations with System-Wide Automated Optimization i TR R | B l
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Trustworthiness < Justified Trust &5

I —

Multi-agent System for
Mission Planning and Execution

Trustworthiness:

» Attribute of cyber-physical-human (CPH)

» Assurance that CPH does what is
required and not what is prohibited

» Necessary to deploy CPH in safety-critical
environments

+

Trust:

» Attribute of the participants/
users/observers/ controllers of the CPH

» Measure of readiness to rely on another

system participant for decision/advice/
action

» Trustworthiness should be a prerequisite to trust
» Unjustified mistrust reduces the system’s trustworthiness
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The ATTRACTOR Challenge

Build a basis for certification of autonomous systems via establishing
(1) metrics for trustworthiness and trust (2) in multi-agent team interactions,
(3) using Al explainability and (4) persistent modeling and simulation, in the context of
(5) mission planning and execution, with (6) analyzable trajectories.

Measurable trustworthiness Heterogeneous multi-agent (including human-machine)

of fundamental functional teaming is essential .
components Teaming

Context:
Trajectories "0

andDRM = = P = Efficient two-way
e < | <) learning/ training loop.

Coodour  © - SOIELICRITRY =

‘Basis for Trust : -
Explainability
g e e These are two UAVs. Because...
Sound multi-objective e They are quadrotors. They have four
decision-making AR 'ODCllers. They have four legs.
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Measurable trustworthiness Heterogeneous multi-agent (including human-machine)

of fundamental functional teaming is essential .
components Teaming

Context:
Trajectories ‘¥
and DRM
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The ATTRACTOR Challenge:
Design Reference Mission (DRM)

Measurable trustworthiness
of fundamental functional
components

Context:

DRM for Scope
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. ATTRACTOR

ﬁ

Human or &

Machine MAKE PRE-MISSION
Defines MODIFICATIONS |

Initial
Flight
Paths

Natural H-M Interaction
Facilitates Trust

Generate Mission

Risk-Aware
Execution

Adjust and
Approve
Mission

11



w=» ATTRACTOR Concept @
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Multi-Asset SA(A)R Mission

Integrated demo to be conducted if/when we are back on center. m
This demo was/is impacted by the furlough and COVID. .

AUTONOMOUS
MIXED-REALITY
MULTI-MODAL
MULTI-AGENT
SEARCH & RESCUE




The ATTRACTOR Challenge:

Search and Rescue Under The Canopy

Measurable trustworthiness
of fundamental functional
components

Context:

DRM
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The ATTRACTOR Challenge:

Search and Rescue Under The Canopy

Measurable trustworthiness
of fundamental functional
components

Context:
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SARUC i @

Search and Rescue Under The Canopy
e Partnership between MIT and LaRC - originated during CAS DELIVER

e Transitioned to ATTRACTOR as an instantiation of our DRM
 National press about SARUC flights at LaRC

— http://news.mit.edu/2018/fleets-drones-help-searches-lost-hikers-1102

— https://www.bostonherald.com/2018/11/03/mit-nasa-develop-tech-
that-could-be-used-to-find-missing-hikers-or-on-mars-moon/

— https://nypost.com/2018/11/05/drone-fleets-could-help-find-missing-hikers/
— https://newatlas.com/mit-nasa-search-rescue-drone-fleet/57082/

— https://dronebelow.com/2018/11/05/search-and-rescue-under-forest-canopy-
using-multiple-drones/

— https://www.redbull.com/int-en/mit-autonomous-drone-seeking-lost-hikers

— https://www.gpsworld.com/in-mit-project-drones-map-without-gps/

— https://www.digitaltrends.com/cool-tech/drones-find-lost-hikers/

https://www.foxnews.com/tech/drone-fleet-could-help-find-lost-hikers-mit-researchers-say

e AUVSI XPONENTIAL Humanitarian Award 2019
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(] P ,. @ A person is reported missing.

. ATTRACTOR Integrated Demo =

. PN
LoLuTIoNS -} , @ First responders identify search area(s) using last

known location and missing person data.
(age, mobility, clothing, etc.)
VTOL UAV takes off.

VTOL UAV captures high altitude video of last known
location and surrounding area(s).

Mission operator identifies a wooded area and a nearby
building as areas of interest for an in-situ search.

An operator uses a touch and speech interface to
request a search mission for the exterior and interior of
the building of interest with identified risk areas.

Several UAVs enter into the woods to map the area to
search for the missing person while additional UAVs
search the exterior of the building and monitor the exits.

@
LK
. ®

@

@®

A single UAV enters the building interior through a
partially-open bay door.

)

The interior drone navigates through a room(s) that is
cluttered with equipment and/or furniture.

@

While moving through the room, the UAV observes a
person, but identifies they are not the missing person of
interest and continues its search.

The interior drone alerts the mission operator that it is
too large to proceed through a small opening inside the
building.

The mission operator instructs the rover to search
beyond the partially-open bay door.

The rover enters the building and searches beyond the
partially-opened bay door.

communication make decisions planning/info gathering The rover searches the area using its onboard sensors
3 (LIDAR, camera, etc.) and locates the missing person

under a desk.

" Information Authority to f Human team (first responders)
[ ]

® @® @ @

The rover signals that the lost child has been found and

Decision making ((fﬂﬂ\ Sensors, e.g., lidar
= all participants stand down.
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¢+, Capability Integration into DRM Demo

* Search and Rescue DRM Integrates: ;
— Multi-vehicle operation (Trajectory Generation and Intelligent Swarms) | ATIRACTOR
— Own- Shlp knowledge (Anomaly Detectlon State Estlmatlon)

— Navigagon
— Simula"’on (BR.A.\V

e and reqli=S a u que,‘\n\.
— Sim-to-Flight:
e Same software can be used m‘*-’wmul
e A.E.O.N.-vehicle command and controi
— LVCDE:
e Sensor data can be supplied to simulation environment. Or sciis
in simulation environment to real vehicles. Or both.
e Unity-based Simulation provides physics engine
— Plug-n-Play: Publish/Subscribe framework using DDS



The ATTRACTOR Challenge:
Modeling & Simulation (ModS|m)

Measurable trustworthiness Heterogeneous multi-agent (including human-machine)

of fundamental functional teaming is essential .
components Teaming

Context:
Trajectories "W "
and DRM
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Persistent “TwinSim” (AEON/BEAM)@

(7

Digital Twin Artifacts/Environments “Digital Twin” Ecosystem Qs

05/14/2020 ARMD TechnicgliNominal il P2t




LaRC Autonomous Systems Simulator: AEON BEAM

Distributed Framework for Modeling, Simulation and Realization of Autonomous Systems

* DDS - Data Distribution System

LaRC-AFRC-ARC

' GIS-based Cer_\té‘r;y ‘
, == Sim I__En):(jrp

Autonomous Entity Operational Network (AEON)

e AEON is an architecture
framework for
sim-to-flight.

e AEON is a suite of
libraries and self-

| 3 ! Taskl Task2 Task3 eee Task‘k’
contained applications
supporting myriad
I Behavi
features of critical - - cnavior -
cprgc Pat Object Precision Behavior
autonomous capabilities. |, e ||oetection|| Landing | *** | ‘v

e The AEON Framework
is modular and easily
extensible by developing
new nodes to add

system capabilities.
05/14/2020

ARMD Jech

§ LVCDE - Live Virtual Constructive Distributed Environment

Baseline Environment for Autonomous Modeling (BEAM)

g _L 2 o

ML Sy

e Unity-based persistent
sim that uses AEON
and other frameworks

* Single- and Multi-Agent

e Mixed Reality for Data
and Performance Analysis

e Multi-user with optional
dependency on central \ Ty
servers. Also standalone. D§Reallty

e Modular plug-in capability g

e Common communication
interface (DDS) to support
external research code

e

= (Vs & ey -
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hicgliSetingh
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%@’ BEAM Inter-Center Distributed Sim @

ATI'RACT OR

Inter-Agency
Connectivity

via DDS e

LaRC-AFRC-ARC

23
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#
AT
ATI'RACTOR

e Unity-based simulation environment

e Multi user

e No/Minimal dependency on central servers

e Modular plug-in capability

e Common communication interface (DDS)
supporting external research code

05/14/2020 ARMD Technlc,,alﬁemmar 24



Heterogeneous
Agents

Maze environment with Crazyflie™ vehicle

- ATTRACTOR
05/14/2020 ARMD TechniegliNtminal RACT




i+, BEAM Extensibility: LIDAR Data &
Tools: Data Tiles — Jason Holland

the original dataset =~ =

Using a grid format,
the simulator can now load
nearest neighbor datasets
versus the entire data set for
an increase in performance

data organized in a grid format
05/14/2020
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The ATTRACTOR Challenge:

Under The Hood: Trajectories

Measurable trustworthiness
of fundamental functional
components

Context:
Trajectories -7
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tﬂm e
~ ATI'RACTOR a ﬂ(’(‘t A :

Search and rescue mission

. with spatial and temporal

deconfliction/coordination

_

temporal window
1 1 5 min TSN

; ¢, + 4min [
But applicable to many RN
domains (merging, spacing, S

|anding patterns, etc.) t4 — .

05/14/2020




Bezier-Based Trajectories and
Polytopes - Javier Puig-Navarro

Components
e Temporal Queries
* Proximity Queries

Distance from a Bézier curve to a polytope: 2.22 m

EEE\FNKST e To limit the scope, obstacles are
OBSTACLES represented as polyhedrons

e Trajectories are represented by a set of time
parameterized polynomial (Bézier) curves
Enables
* Time Coordination/Deconfliction
e Spatial Coordination (Proximity Ops)
e Trajectory-Based Operations

Tolerance Verification = TQ + PQ

Convergence & Advancing the SOA:
e Tolerance Verification
e Silhouette Informed Planning




'Advancmg the SOA - Javier Puig-Navarro
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* Adaptation of trajectory/path planning to local geometry of the environment
IS a unique capability crucial in building a trustworthy autonomous system.

* The approach does not resort to curve sampling (e.g., discrete waypoints); it
checks the entire curve. As a result, it is scalable — a requirement for multi-
vehicle operations. It is 20 times faster than distance computation, on average.

z[m]




=

Effects of an earthquake in Ecuador,

05/14/2020

ApriI 2016. Image credit: Juan Cevallos/AFP/ Getty
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An analog for a cluttered
environment in simulation...

and in reality.
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ere IVIaze Fllght Demo
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John Cooper

* New application of “old” ATM methods
* Generate velocity commands using gradient of o
potential field

e Points represent centers of search regions
— Gaussian radial basis functions around each point
— Vertices can be evenly distributed as a grid or
have variable densit 4

il
) r I A [
¥ £ 25 240 255 270 285 300

0 —— S e L
.. 0 2 4 6 8 10
- ~ . Clutter Thresholding: agents recognize

regions that are not pentrateable

Hardware-in-the loop (HITL) demonstration:
John Cooper & Danette Allen

Integration with persistent simulation
05/14/2020 ARMD €€
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i3 ,
H E Infrastructure Inspection
I ’ﬁ +—_ _ Vehicles needed: 10 E____;
I_ Service Rate: 60 min

I_ Injured Person j Dropped Job
I Vehicles needed: 15 O_/
I_Serwce Rate: 30 min

ot Fire I

{ &‘ Vehicles needed: 5 M

J J Service Rate: 15 min J
il
| =T Swarm
b 7t e

O O
LS

Swarm Search & Service
(SSS) Missions

e * ® *

Job Site 1

Job Site 2

Job Site 3

e o o o o
e o o o o
e o o o o
e o o o o
o o o o ®

e ..-O°'I>.

Goal: Send robots to each site to

accomplish job.

Method: Push a single line of

robots out of the swarm

e Maintain connectivity with
main swarm

 Allows for multi job sites to
be simultaneously serviced



..., Demo: Sub-swarm Breakoff and Rejoin @
Gzt Meghan Chandarana

05/14/2020 ARMD TechhirgliSImiTal 36



The ATTRACTOR Challenge:

Human-Machine Teaming

Heterogeneous multi-agent (including human-machine)
teaming is essential

Teaming
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HOLII GRAILLE

ARMD Technicalrysimiir s

|dea: Engender
trust in human-
machine teaming
via natural
human-machine
interaction

e speech

e gestures,
 mixed-reality
e etc.

“Put that there”

38




Mixed Reality with HoloLens
Fea5|b|I|ty Study - Erik Coltey

“~ TRAJECTORY SEGMENT

e s ) % 5 n.‘.
| Select an agent to perform the missio "\,
-
il
Agents

Rover

Quad

Cessna —

05/14/2020 ~ ARMD chnic,@EI'@;emin-@r | 39



e Multi-modal mission planning assisted
by intelligent systems

Mission Complete
Time Remaining: 1:53

e Preference of input modality
e Natural

The 'Amelia’ speech indicator was not
detected.

e Performance

* Trust
e Effective or invasive autonomy?
 Feedback methods for users to |mprove

experlence

i)

Amelia Helper

Amelia: Some assets are positioned
too closely. Would you like to move
this asset?

05/14/2020
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Individual Differences @

Lisa Le Vie

e What should agents say (not say) and when? And how?
e Maze Experiment: “ ‘When’ and ‘how often’ do people ask for help from Al ”

Level of detail
“The first right or either of
the left turns will lead you ’
to many dead ends, the
second right will eventually

lead you to the goal”

Summer 2019 Study —
or e 13 participants

38% never asked for help (2:29)
15t request at 3:11 (5:53)

Varied level of detail

Need more data

“Second right”
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Toward Trustworthiness & Trust (T&T)
in Autonomous CPH Systems

Efficient two-way
learning/ training loop.

Good

h‘ TN | Ba5|s

‘_,__-v-\

B m% These are two UAVs. Because...
Sound multi- objective : They are quadrotors. They have four
decision-making 2 k - propellers. They have four legs.
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T&T

o T&T: attributes of system and participants

e The remainder of the presentation describes the
components of ATTRACTOR that support

decision-making in training and operation of the
system.



:s., Machine Learning (ML): Explainable Al &2
—. ML-enabled Safety-critical Systems
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Explainability

N These are two UAVs. Because...
= 8 They are quadrotors. They have four
propellers. They have four legs.
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Motivation
* ML is fragile. Why ML in safety-critical environments?

— Situational awareness with sensors that require interpretation (perception)
relies on ML

— ML can also serve in an advisory capacity

e Why XAI?

https://www.darpa.mil/program/explainable-artificial-intelligence

TOday ' g * Why did you do that?
— Understand decision- | I B S :v§"°e°”
making processes; debug; iy — e
T T&T train; a posteriori analysis
XA' ! Task

— Humans prefer decisions New Simgeac T
Training L Machine B Explainable | Explanation « | know when you succeed

° . . i M rf .| w when you fail
with explanations in P || G fresabves o

accessible terms

User

DARPA’s ongoing XAl research



Explaining ML with Variational Autoencoders (VAE)

Loc Tran

 |dea/Concept: Is there a network neuron with high selectivity to a feature that can be clearly
described (e.g., is there a ‘red shirt’ neuron?) and can we overcome entanglement?

The B-Variational Autoencoder
places weight on disentanglement * Autoencoders are neural

networks that learn

eessnetnuston i Induce latent neurons that are e eentation GEaT
L(x,y) = SSE(x,y) + BIDxu(q,..-C 10|70, 1)] describable, disentangled, and selective

e Autoencoders compress and
reconstruct input images

/ “ i = mean vectol

X
) e B-VAE goal: learn disentangled
g. latent parameters from

unsupervised data

*  MOISTURIZE Tool: developed in
house to explore
implementation of VAE

variance vector

05/14/2020 46



Search and Rescue (SAR) Mission

latent
representation

Deploy UAV Search Phase

2.4
-1.8
oy
8.7
i |
BCO

Detect Person
W o S

Findings:
e VAE are a feasible tool for representing human
interpretable features from complex data sets

e VAE do not produce completely disentangled
representations

e Suitable as additional info or advisor; not for direct safety-
critical action

latent latent
representation

2.4
-1.8
7:2
8.7

-9.1
Detected Face 55

Missing Person L



James Ecker

Deep Learning for Neuro-visualization

 |dea/Concept: Describe an object of interest via neuro-visualization: tell a machine what it is looking for

Neuro-Visualization System

Input I[
|
\
Attention
Mappings
Images in

- Simularity
Metric

oc Tran

p——

Deep Attention Environment

Object
Detector

Network S N

A

Encoded Similarity
Module

r— "
| Realor |
| Synthetic? |

Operator —,-’ Description

| S —

Imaginative Module

—_

Imaginative : . / : :
| Module | Generates pixel-space representation of object described in natural language

Converts target and observed image pairs into respective feature vectors
via a pre-trained model

05/14/2020 ARMD TechnicgliSSriinall

Generative Adversarial Network

Synthetic
Image

S
2
@
e
@
c
']
o

Gradient Descent
Learning Signal

Generator: Generates synthetic data
to try to fool the Discriminator

Discriminator: Classifies whether an
instance of data is “real” or not

Minimax Game: Generator and
Discriminator engage in game that
ends when the discriminator can get
no better than chance (50% accuracy)

48



Birds Humans

§8, .This Bird is Black with
¥ White Eyerings and a Red

A Boy Playing
Baseball

Good results rely on description COCO dataset: Descriptions
context and localization of object contain information holistic to
in the training data the image, with low object
specificity
Findings:

e Given properly configured data, this system can reliably
generate explainable images of the subject classes

e Generated images, if not accurate as a whole, possess
a collection of features meaningful to the algorithm

e Shows promise for operational xAl in the context of SAR;
feasible as advisor to decision-maker

Neuro-visualization: Examples of Findings

Machine Imagination

L'

'a

Synthetic ‘ Ground Truth

this is a small black bird with a white
spot on its nape, it has a very large head
and bill for its body.

Reconstruction
from ground
truth shows
highly accurate
but imperfect
recall




“Improving Trust in Machine Perception through Explanations Y
Adrian Agogino, Ritchie Lee, Dimitra Giannakopoulou 6

 |dea/Concept: Use explanation by example, nearest neighbors (KNN), in latent
space for transparent and understandable decision making

e KNN is a viable but more intuitive alternative to standard decision-making for

deep neural networks
e Test Domain: Neural Networks for Forest Trail Image Classification

— UAS navigates with front facing camera; determines direction to follow trail

__&_ =Y Heading: e
g ? A > Left, right Direction
A - or center

UAS Image Deep NN Classifier



Deep NN Classification

KN N, cont. K-Nearest Neighbor

Input

KNN Left,
| Classifier right,
center

Time-Series Images

g Training Set & Test Image

KNN identified
unknown problem
in time series data

Corrections were
made to give more
realistic

i s P "
g o -
| -
2 est Image Nearest Neighbor in Training Set
- 1 il : :
. - B 4 ok
= WS Y Lo Wt~ P &
; at n e
S - A
e i - R » %
g 2 e K - ‘ N
5 : - ¥ S Xt B .
Test Image Nearest Neighbor in et m Test Image Nearest Neighbor in Training Set
t y t y :
"
-
.
"
"
-

performance
Finding.s:: I e
e Performance similar to SOA deep NN e Decisions are transparent
* Nearest neighbors help detect errors in training  Explanations are intuitive since they relate
e  Visualization of neighbors indicates quality of distance functions decisions to training data
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Trustworthiness of ML-enabled Safety-critical Systems
Alwyn Goodloe

Findings:

At current SOA, it may not be possible to write specifications of the function
correctness for SOA ML systems. This makes them not amenable to traditional
software verification techniques.

Basic research remains to be done on how to verify functional correctness of ML
enabled systems.

A number of researchers are investigating verifying correctness properties of neural
networks.

For the foreseeable future, runtime verification will have to be used extensively.
However, runtime verification faces the same challenge as formal verification
approaches: the need to specify the property being verified.

Perception poses a special problem because properties amenable to formalization are
highly specialized and have yet to be invented for perception.



Supporting T&T System Design and
Operations
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788.0°) Incorporating Human Knowledge in AS through ML
#/Nikunj Oza, Kevin Bradner, David Ilverson, Adwait Sahasrabhojanee, Shawn Wolfe

e |dea/Concept: Facilitate trust in autonomous systems by using domain expert knowledge
to identify anomalies and their precursors. Explain anomalies during operations.

Inductive Monitoring System

Nominal IMS
*
Data

b

Anomaly
Detection
Pipeline

model

d Meta Monitoring System

Active
Learning
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IMS deviation scores
need interpretation

MMS post-
processes IMS
scores

MMS score
evaluates
probability that
each observation
was generated from
an off-nominal
system
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Active Learning

Anomaly Detection, cont.
Multi-instance Learning (MIL)
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Adaptive Stress Testing of Trajectory Planning Systems
Ritchie Lee, Javier Puig-Navarro, Adrian Agogino, Dimitra Giannakopoulou,

Ole Mengshoel, Mykel Kochenderfer, Danette Allen

|dea/Concept: Validation of Trajectory Planners (TP) using Adaptive Stress Testing
(AST) to increase confidence in TPs

Step-wise
simulator of
joint system

Simulator S

Under Test

System

4 Most Likely
> Failure Path

{Environment
Values of A
stochastic ) action
variables in

A

observation,

environment

Reinforcement
Learner

reward

Reward feedback to guide

search — Higher reward for
more undesirable situations

SOA (Monte-Carlo) does not scale

AST

Formulates finding the most likely failure path as
a sequential decision-making problem

Apply reinforcement learning algorithms for
finding failures

Successful applications in Aircraft collision
avoidance systems (ACAS X) and self-driving cars



Experiments:

Stressed for collision with obstacles; considered
planning failures, implementation issues, etc.

 Testing dimensions: Sensor noise, initial
configuration, replanning condition, computation
time, dynamics noise

Results:

e 1600 total scenarios searched

e 386 successfully reached goal

e 19 collisions

e 1195 terminated in planning failure

Adaptive Stress
Testing Algorithm

N

| Modified Monte Carlo

seed a

AST: Application to Wire Maze Scenario

Testing Architecture

Stochastic
environment

| Tree Search
[ TreeSech |

reward r

Rewm

Imperfect

Simulator 8

environment
state

/

Environment (wind,

obstacles, other actors)

sensors *' noisy
Sensor observation Vehicle
5L Controller/Dynamics

transition probability p.
event e, miss distance d

noisy
observation

Function

Findings:

Trajectory Planner |

plan

(SUT)

Stochastic
vehicle

vehicle state dvnamiCS

Ve

\

Computation time
of planning

AST can be extended and scaled to trajectory planning

AST can run unanticipated scenarios and find a variety of errors
Helped understand the residual risk, failure modes of the system
Increased understanding of system’s trustworthiness



... Leveraging Fault-Tolerance Concepts

as a Basis for Distributed Trust
Paul S. Miner

e |dea/Concept: Justifiable trust is derived from a collection of trustworthy monitors that
are coordinated using trustworthy consensus mechanisms

o T
&S
S
4
S,

- ¢

e Approach (work in progress): The working conjecture is that we can develop a workable
model of trust by identifying/defining monitors and consensus mechanisms and
determining how to ensure that the monitors and consensus mechanisms are
sufficiently trustworthy for the level of trust required of the overall system

e Example of included attributes: Availability, Reliability, Safety, Confidentiality, Integrity,
Maintainability; Relevant Knowledge; these are reasonably mature concepts but difficult
to establish

e Hypothesis and Ongoing work: Well-established concepts from Dependable Computing
apply to autonomous system and must be focused in specific contexts



Actionable Models of Trustworthiness and Trust A&®
Natalia Alexandrov &

* |dea/Concept: At the basis of every action in the system, at every scale, lies an
explicit optimization problem. Consider T&T of optimization/decision making,

individual and aggregated. Trustworthiness ~
e Trustworthiness: constraint f(1/Risk; thresholds)
for rational trust Z A
2000 |- lfethreatening |  Neurosun geon (T=099) o

e Agent A is trustworthy if: e psroer 12090)
- It has sufficient and anof

correct information, sound [ Lowyer (T=0.75) o

decision-making i

processes, and shares = S S I o A .

mental models with other = = "

agents Threshold for trust-based decisions, Abbas et al.

Ideal: Realistic:

- It exhibits accuracy, e Homogeneous operational aircraft ¢ Heterogeneous aircraft of uncertain state

robustness, resilience, e Deterministic speed/position e Uncertain speed/position

reliability, integrity, e  Sufficient time buffers e  Uncertain time/space buffers

adaptability e  Known intent and shared rules e Uncertain intent and rules



Risk = f(uncertainty, impact of bad outcome)

- — Ve
— =4

e Proposed approach to modeling the total
epistemic uncertainty: Dempster-Shafer
Evidence Theory

Minimize {f; (x;, p;, w;(x;, p;)} A
Subjecttox;el’, i=1,..,m )
I" = constraint set ey

Propagate uncertainties to uncertainty in soluti('fi}n/-’

e Two components:

Representation of confidence in a proposition, due to
evidence

R

—
J
g )
Uncertainty in vehicle and sensor state, location, perception of the

environment, obstacle avoidance, ...

. / + Uncertainties about intent of the other vehicles’ and their state, mental
(Vehicle = MDO problem) models, rules, and algorithms...

Dempster’s rule for combining evidence from various sources

m(C) = (2 ..p,-c M AIMy(B)) .., (D)) /
_ (ZAJ_(I\_"Dk=@ my(A;)my(B)) ...m, (D))

/

Findings:

e Optimization problem formulation and analysis, combined with evidence theory and logical-probabilistic
representation is a feasible framework for explicit quantification of system’s trustworthiness, for use in system
design and real-time operations

* Practical usefulness depends of the quality of UQ, data, and models; development in specific context required

e Safety and performance of CPH are subject to irreducible uncertainties and must include externally imposed risk
thresholds; robust/resilient design offers risk mitigation



Cybersecurity Analysis

Ricaurte Chock, Kristen Hauser, Paul Nelson

Findings:

e The DRM is near-term feasible and achievable from a security
perspective.

 The Protection Needs will not interfere with the project’s goal.

e Opportunities afforded by DRM to test for various security

concerns at scale “in the wild”:

— How to field UAV, so that their information can be protected and
tampering quickly identified as part of regular operations.

— Authenticating and Authorizing UAV “in the wild” in an operational
context in order to flexibly create trusted communication channels
as needed during evolving operations.

e Trust issues and security principles such as those involved in the operational authentication and
authorization are complex to solve in generalized environments such as the NAS.

e Area of concern: ML and its uses within the mission. This is due to the nature of ML.

e Projects such as ATTRACTOR needed to explore and provide a better understanding of how ML behaves
and interacts within the overall system.
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ATTRACTOR:
Concluding Remarks

Measurable trustworthiness Heterogeneous multi-agent (including human-machine)
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ARMD/AOSP/SWS
— Adaptive stress testing
— Actionable T&T modeling
— Anomaly detection

ARM D/AOSP/ATM—

[ )
>
P
<
)
=L
_I
=

o
0p)
_I
<
O
S
N
(V)]
J>
7

— Tra Jectory
— Modsim
— Multi-agent systems, swarms
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e Status:

—Established either feasibility or clear direction of
continued investigation into feasibility.

—The majority of capabilities have been integrated.
Furlough of 2019 and COVID 2019 affected demo.

—Comparative measures of progress difficult as we are
dealing with enabling, rather than improving

—Promising feedback from internal and external
stakeholders (industry, OGA)

—V&V and T&T efforts are working to inform certification

e Sample of future work directions:

—Focus all development on specific application context
—Establishing safe operation envelopes for Al/ML
—Tractability of real-time computations during operations
—Explicit incorporation of context-relevant uncertainty
guantification and risk for real-time decisions
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2016—-2019 PROGRESS REPORT:
ADVANCING ARTIFICIAL INTELLIGENCE R&D

From the Executive Office of the President of the United States

NASA investments in aeronautics have resulted in a new
algorithm for active learning that uses limited domain
expert feedback to reduce the false positive rate of data-
driven anomaly-detection algorithms.? NASA devised a
new algorithm for automatically identifying precursors to
known anomalies, where the precursors may happen
significantly in advance of the anomalies. A project called
Autonomy Teaming and TRAjectories for Complex Trusted
Operational Reliability (ATTRACTOR) is developing a large
set of technologies to enable explainable Al for multi-UAS
(unmanned aircraft systems) missions during mission
planning and execution.
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