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I. Nomenclature
CPE	=	Common Platform Enumeration
CVE	=	Common Vulnerabilities and Exposures
COTS	=	Consumer Off The Shelf
EGS	=	Exploration Ground Systems
JSON	=	JavaScript Object Notation
LCS	=	Launch Control Systems
NVD	=	National Vulnerability Database

II. Abstract
[bookmark: _GoBack]During the Summer 2020 session, I worked with intern Destani S. Van Arsdalen of EGS Software. Together, we co-created a tool to aid the dynamic investigation, updated over time, of the security compliance of LCS COTS and open source software. We originally planned to use spreadsheet software for management and analysis, but through this exploratory project, chose to use Python and JSON after receiving feedback on our project’s current and desired capabilities at that time.
At first, the project was solely designed to help on-board new COTS software, based on a questionnaire that could be filled out for each software package. This, combined with using the spreadsheet application’s web-query capabilities to fetch information from the NVD, allowed presentation and analytics cells to automatically populate as elements of the manually-filled questionnaire changed. While this system was promising, we decided to change technologies for a few reasons. In the spreadsheet, single cells could not hold complex data like arrays and objects. The automatic population of cells and dynamic updates made it difficult to manage and add new features. And finally, it had limited extensibility since adding new software required significant understanding of how both the spreadsheet was constructed, and the more obscure, proprietary scripting languages packaged with it.
The pivot to a standard computer science database language of JSON, aided by the scripting capabilities of Python, greatly helped to improve the project’s functionality. First, and most importantly, the script’s import and analysis of database data is easily reproducible. Additional data analysis can be modularly added without requiring modification of the script and is capable of routine scheduling. The revised process can be split into three parts. First, the conversion of LCS asset and software documentation into the JSON hierarchical database format. Second, the merging of this database with the NVD, forming a new data structure, using CPEs of the CVE object as a linking element between them. And third, the automatically performed analytics and analysis of the combined data, in a modular and extensible format, to produce better informed business decisions. The outputted graphs, for example, are automatically generated by the Python script in connection with the combined database. This allows updated graphs and any analytics to be re-rendered automatically following updates to the LCS’s initial asset documentation. A final report can then be programmatically and easily constructed from these sources to allow fully reproducible metrics for heavily evidenced risk management decisions.
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