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Acronyms and Abbreviations

« AMSAT: Radio Amateur Satellite * RHA: Radiation Hardness Assurance
Corporation * SEE: Single-Event Effects
* BN: Bayesian Network * SEFI: Single-Event Functional Interrupt
* COTS: Commercial Off-the-Shelf « SEL: Single Event Latch-up
* GSN: Goal Structuring Notation « SEU: Single-Event Upset
* JWST: James Webb Space Telescope . SRAM: Static Random Access Memory
* LEO: Low Earth Orbit « SysML: System Modeling Language
* MBSE: Model-Based Systems * TID: Total lonizing Dose
Engineering « VUC: Controller Board

* NASA: National Aeronautics and Space , \wpT- Watchdog Timer

‘ Qg‘rl\';ll-n:::;:;;; and Maintainabilit * WDI: WDT Input
' y Y . WDO: WDT Output

* RAMS: Reliabilit d Maintainabilit
A S \e lability and Maintainability | WebGME: Web-based Generic Modeling
ymposium -
Environment

* REM: Experiment Board
—



Introduction

* CubeSats: Platform for affordable, quick-turn spaceflight
- Volume, mass, and power constraints
- Use of rad-hard parts prohibitive

 Traditional Radiation Hardness
Assurance (RHA)

- System reliability based on
parts reliability

* Commercial off-the-shelf (COTS) RHA

- Sys.terr) reliability based on sy§tem AO-85 égineerin
mitigation of part faults and failures Prototype (AMSAT)

—
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Outline

* Background
- Radiation Effects
- Radiation Hardness Assurance
- NASA Reliability & Maintainability
- CubeSat Experiment Block Diagram
* Goal Structuring Notation (GSN)
- Custom Modeling Environment - WebGME
- Goal Structuring Notation (GSN)
- GSN Case for CubeSat Experiment
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Radiation Effects

Radiation Physical Effect on
Effect Mechanism CubeSat System
Total lonizing Charge deposited 1) Increased power
Dose (TID) In insulating oxides consumption

over time 2) Early system failure
Single Event Self-sustaining 1) Premature system
Latch-up (SEL) high-current failure

condition 2) Drain battery
Single Event Bit flip in 1) Unknown behavior
Functional microcontroller 2) System crash

Interrupt (SEFI) from particle strike
I —————————



Radiation Hardness Assurance (RHA)

* Methodology for ensuring systems against radiation
environment

- Define system requirements, define radiation
environment, test COTS, design radiation-tolerance

VS.

JWST CubeSat Deployment
(Northrop Grumman) (NASA)

—
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NASA Reliability & Maintainability (R&M)

* Old Paradigm: Reliability proven through list
of tests passed — _

P Proposed New Paradig m : over the lifecycle to satisfy mission objectives
NASA R&M Hierarchy created
to change reliability e copasiios 5 noadot o i

an acceptable level of functionality

requirements to be e
objective-based
(Groen, RAMS 2015) S — -

B a S e d O n G S N conforms to design intended lifetime, ft;illi ﬁgt;ﬁ;ao"::i’r acceptable level of
intent and performs emflronmen't: areilts iniamal aval!ablllty and
as planned operating conditions maintenance

(1) and usage At sloiial everiis demands

- Integration with @ & @
MBSE R&M Hierarchy (Groen, RAMS 2015)
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CubeSat Experiment Block Diagram

Record the number of SEUs in 28nm bulk
SRAM in LEO for a period of 1 year.

Logic Qo
Addr, Data, Control [MEUEENEUN ~ Addr Data, Control -

Power Domain Color Key:
Blue: Spacecraft 3V - 3V_switch

Green: 3V_uC Red: SRAM Voltages il

Core Regulator Load Switch 2 ¥

Load
Switch 1

I/O Regulator Load Switch 2

Logic Regulator Load Switch 2




Custom Modeling Software - WebGME

* Models include:

Goal Structuring
Notation (GSN)

SysML
Fault Propagation
Function Model

e Links across models
and external
documents

https://webgme.org/

GSN

Radiation environment for
ooooooooooooooo

rrrrrrrrr

.............

Supportie!

Model Editor
Canvas

nnnnnnnnnnnnn
failures(NASA RAM maod).

Model
Tree
Browser

Attributes
Panel



https://webgme.org/

Goal Structuring Notation (GSN)

-1 -
Assumption:1 Goal:2 Context:5
Radiation tests are P System and s elemaents Parts that did not pass
applicable to parts with are designed to withstand proton SEL requiremaent or
the same part numbar and nominal and axtrame did not have proten SEL
manufacturer (net fot loads and stresses testing perfermed:
testing). {radiation) for the life of Microcontroller, WDT,
the mission {(NASA REM). regulators, logic
translator, and
¢ muxidemux,
Cl o o N
Justification:1 Strategy:3 Strategy:4 !
i
Heavy-ion SEL tests were {.--. Perform proton SEL Perform TID Strategy:§ g
not performed because the characterization tests on characterization tests on -
heavy-ion environment system parts. system parts. ™| Effects of SEL are
does not significantly mitigated on system parts.
contribute to the radiation
environment and there are +
system-level latch-up Goal:5 Goal:6 [E]
mitigation schemes. COTE parts pass mission COTS parts pass TID Ref - Goal:7
proton SEL requirement: requirement at 30 System recovers from
No latch-up seen up to 5e8 krads(Si02). SELs.
protonsicm2 for 200 MeV
protons.
+ Y
0| 4|
Assumption:3 Goal:8 Goal:18
FM24C168 and FM24V10- {__,__ FRAM [FM24V10-GTR} FRAM{FM24V10-GTR)
GTR are similar enough passes SEL mission passes TID mission
that the SEL results from requirement. requirement: Read and
FM24C16E can be used for write functions.
FM24V10-GTR.
Selution:2 Solution:T
Results from IUCF: No Results from B. Dahl |IEEE
latch-up seen on 2015 NSREC
FRAM{FM24CIEB) up to Datawerkshop: RIW
6.2e9 protonsicm2 for 200 functionality to 300
Me\ protons. krads(Si02).

—
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Goal Structuring Notation (GSN)

Goal

Ton tests ane
applicable to parts with
the same part number and
manufacturer (not lot

—
Goal:2

System and its elements
are designed to withstand

nominal and extrame
loads and stresses

testing). {radiation) for the life of
the mission {(NASA REM).
o] [ o
Justification:1 Strategy:3 Strategy:d
Strate .ﬂgav%-ian SEL tests were Perform proton SEL Perform TID
@ the characterization tests on characterization tests on
/ heavy-ion & mlies)em parts. system parts.
does not significantly
coentribute to the radiation + +
environment and there are o 0]
system-level latch-up Goal:5 Goal:6
L DAL COTS parts pass mission COTS parts pass TID
proton SEL requirement: requirement at 30
No latch-up seen up to 5e8 krads{5i02).
protonsicmz for 200 MeV
Supported by —
+ h 4
Goal:8 Goal:18
FRAM (FM24V10-GTR} FRAM[FM24V10-GTR)
GTR are similar enoi passes SEL mission passes TID mission
that the SEL results from uirement. requirement: Read and
FM24C16B can be used for write functions.
FM24V10-GTR.
h 4
&
Selution:2 Selution:T
= Results from IUCF: No Results from B. Dahl IEEE
- latch-up seen on 2015 NSREC
FRAM{FM24CISE) up to Dataworkshop: RIW
o u I o n 6.2e9 protonsicm2 for 200 functionality to 300
MeV protons., krads{Si02).

Context:§

Parts that did not pass
proton SEL requirement or
did not have proten SEL
testing performed;
Microcontroller, WDT,
regulators, logic
translator, and
muxidemux,

A

Strategy:5

v

Effects of SEL are
mitigated on system parts.

v

Ref - Goal:7

System recovers from
SELs.
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Goal Structuring Notation (GSN)

- L]
Assumption:1 Goal:2 Context:§
Radiation tests are | -~ | System and s elemaents Parts that did not pass
applicable to parts with are designed to withstand proton SEL requirement or
the same part numbar and nominal and extrame did not have proten SEL
manufacturer (net ot loads and stresses testing perfermad:
testing). {radiation) for the life of Microcontroller, WDT, o n ex
the mission {(NASA REM). regulators, logic
translator, and 4
muxidemux,
] [ [
Justification:1 Strategy:3 ategy 4
Heavy-ion SEL tests were {.--. Perform proton SEL
not performed because the characterization tests on characteriza ul
heavy-ion environment system parts. system parts.
does not significantly
coentribute to the radiation + +
environment and there are o n o n ex o
system-level latch-up Goal:5 Goal:6
itigati F :
T e ] COTS parts pass mission COTS parts pass TID
oton SEL requirement: requirement at 30 ers. from
krads(Si02).

Assumption:3 Goal:9

Assumption

FM24C16B and FM24V10- g FRAM (FM24V10-GTR}
GTR are similar enough passes SEL mission
that the SEL results from requirement.

FM24C1E6E can be used for
FM24V10-GTR.

A 4
Selution:2 Solution:T
LW oL n

Results from IUCF: No Results from B. Dahl |IEEE J u St I fl cat I o n
latch-up seen on 2015 NSREC

FRAM{FM24CISE) up to Datawerkshop: RIW

6.2e9 protonsicm2 for 200 functionality to 300

MeV protons., krads{Si02).

12



Goal Structuring Notation (GSN)

Goal

muon tests ane
applicable to parts with
the same part numbaer and
manutacturer (not fot
testing].

@rategy/ —

o] [
Justification:1 Strategy:3 ategy 4
Perform proton SEL
characterization tests on characteriza n
mlies)em parts. system parts.
does not significantly
coentribute to the radiation + +
envirohment and there are o
system-level latch-up Goal:5 Goal:6

mitigation schemes. \

Supported

by

— 4|
Goal:2

System and its elements
are designed to withstand

nominal and extrame
loads and stresses
{radiation) for the life of
the mission (NASA REM).

Context:§

Parts that did not pass
proton SEL requirement or
did not have proten SEL
testing performed;
Microcontroller, WDT,
regulators, logic :
translator, and

muxidemux,

COTS parts pass mission
oton SEL requirement:
clp seen up to 5e8

FM24C168
GTR are similar enoi
that the SEL results from
FM24C16B can be used for
FM24V10-GTR.

e

Solution

Goal:8

FRAM (FM24V10-GTR}
passes SEL mission
uirement.

A 4
Selution:2

COTS parts pass TID
requirement at 30
Krads{Si02).

passes TID miss
requirement: Read an
write functions.

Solution:T

Results from IUCF: No
latch-up seen on
FRAM[FM24CIEE) up to
6.2e9 protonsicm2 for 200
MeV protons.

Results from B. Dahl IEEE
2015 NSREC
Dataworkshop: RIW
functionality to 300
krads{Si02).

Context

In Context of

ers from

Assumption

Justification
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CubeSat Experiment GSN Model

* Goal 1: Survives radiation
environment to complete science
mission objective

* Strategy 1: To complete science
mission goal, the radiation
environment is understood and
mitigated

e Goal 2: Parts can survive the

& &
Goal:1 Context:1
System remains functional Radiation environmen t for
for intended radiation Phoenix mission.
environment (NASA R&M o
mc:\d) in or_del: to cm:npl.ete Context:2
ccccccccccccccc bjective:
Record the number of Funtional model of REM.
upsets in 28nm bulk SRAM r== o
in LEO for a period of 1 Context:3
year.
System model of REM.
1
v | 7
1
B Context:4
Strategy:1 -
Mi traints.
Understand radiation | | | ooloncontraints

failure mechanisms,
eliminate and/or control
radiation failure cause and
degradation,

and limit radiation failure
propagation to reduce
likelihood of failure to an
acceptable level (NASA
R&M mod).

3

radiation environment

Ref - Goal:2

* Goal 3: System can survive
radiation faults and failures

Ref - Goal:3

System and its elements
are designed to withstand
nominal and extreme
loads and stresses
(radiation) for the life of
the mission (NASA R&M).

v

System is tolerant to
radiation faults and
failures (NASA R&M mod).

l

—
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CubeSat Experiment GSN Model

Goal 13:
Goal 14:

Goal 15:
Goal 16:

SEL Detection
SEL Recovery

SEFI Detection
SEFI Recovery

Goal:4

System is able to recover
from anomalies affecting
functions that are
important to top-level
expectations (NASA R&M).

v

fe)
Strategy:6

Provide fault management
(detection, active isolation,
recovery) capabilities
(NASA R&M).

v

Iil
¥
[

v

Ref - Goal:13

Ref - Goal:14

Ref - Goal:15

Ref - Goal:16

Physical and functional
pathways for SEL fault
propagation or
combination are limited
(NASA R&M).

v

System recovers from

SELs.

System detects SEFI in
microcontroller.

System recovers from
SEFI in the
microcontroller.

—
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Results and Conclusions

* Radiation-reliability assurance case made for CubeSat
Experiment

- Based on R&M Hierarchy
- Dependence of claims and solutions made explicit
- Compatibility with MBSE

* RHA for using COTS in CubeSats
- TID testing
- SEL and SEFI system mitigation

—
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