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Summary 
The Regenerative Fuel Cell (RFC) project is developing a system that combines a fuel cell subsystem 

for energy production with an electrolysis subsystem for energy storage. The system is being developed 
primarily at the NASA Glenn Research Center with support from the NASA Johnson Space Center under 
the Space Technology Mission Directorate’s Game Changing Development Program. Currently, the intent 
is to operate the RFC system in an environment equivalent to that of a lunar equator location for several 
lunar day/night cycles with minimal operator input. Demonstrating an automated RFC system in this 
environment is a step toward showing the extensibility to a flight system. This paper describes the RFC 
software team’s approach for development of the monitoring and control software that allows for the 
automated operation of the RFC system. We describe the rationale for the choice of core Flight System 
architecture, as well as the plan for software and hardware integration. 

1.0 Introduction 
The primary objective of the Regenerative Fuel Cell (RFC) project is to advance RFC technology 

from technology readiness level (TRL) 3 to TRL 5 (Ref. 1) or greater by designing, developing, and 
demonstrating, via ground test, an automated RFC within a thermal vacuum (TVAC) facility that 
simulates the temperature and pressure environment of an equatorial lunar landing site. This takes RFC 
technology from proof of concept through operation in a relevant environment. To be judged minimally 
successful, the system must fully support an external load profile throughout at least one full lunar 
day/night cycle within the TVAC chamber, have a significantly higher system-level specific energy than 
the state-of-the-art (SOA) packaged Li-ion battery system, and provide round-trip efficiency greater than 
50 percent. Furthermore, system reliability is greatly valued, so the RFC must also demonstrate operation 
over more than 13 total lunar cycles in a laboratory environment. At the time of project formulation, SOA 
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packaged Li-ion battery systems have a specific energy of 150 to 200 Wh/kg (540 to 720 kJ/kg) (Refs. 2 
and 3). There currently exist no packaged RFCs to provide a comparable SOA value. 

Alone, the electrochemical and fluidic balance of plant (BoP) cannot deliver the performance required 
to meet this success criteria. This paper describes the design of the software that enables the discrete 
components within the BoP to effectively operate as an integrated system. Following a brief description 
of the RFC system, operational modes, state machine, health monitoring, and fault detection, the software 
development approach is detailed from initial architectural considerations through operational 
qualification. Although the RFC project is not a flight program, the Space Technology Mission 
Directorate encourages advancing relevant technologies, components, and/or features toward flight 
certification as early in the development process as feasible. To that end, the benefits are evaluated for 
core Flight System (cFS) architecture with electronic data sheets (EDS) support. The resulting RFC-
specific software architectures and application components are described. Lastly, an integration approach 
using a software breadboard system is outlined.  

2.0 Regenerative Fuel Cell Overview 
An RFC system integrates an electrochemical fuel cell and an electrochemical electrolytic cell into a 

closed-loop integrated system. Many such cells are often assembled in series and called stacks, becoming 
a fuel cell stack or an electrolyzer stack. This RFC system is based on conversion and storage of liquid 
water and gaseous hydrogen and oxygen. When electrical power is required, such as during a lunar night, 
the fuel cell converts the stored chemical energy of hydrogen and oxygen into heat, water, and electricity. 
The system recharges when an external power source, such as a solar array, supplies electricity to the 
electrolyzer to dissociate the fuel cell product water back into hydrogen and oxygen gases.  

There are many subsystems within the RFC to manage, including fluid, thermal, electrochemical, and 
power management and distribution (PMAD) functions. Hardware units requiring software control are 
primarily the fluidic and thermal components and the electrochemical stacks. The process control loop 
diagram shown in Figure 1 illustrates the major operations of the RFC fluidic system. These same 
processes typically exist for all closed-loop RFCs based on the hydrogen/oxygen/water cycle.  

2.1 Fuel Cell Stack 

An aerospace fuel cell is different in design than one intended for terrestrial use (Ref. 4). Whereas 
most hydrogen fuel cells obtain oxygen from air flowing through a stack, lack of atmosphere leads space 
designs toward utilization of pure oxygen. This is not a trivial modification, even though cell voltage 
performance is improved by use of pure, pressurized hydrogen and oxygen reactants. Without the ability 
to remove generated water from the reaction site by airflow, an alternative technology is necessary. 
Several NASA programs have coordinated to fund aerospace proton exchange membrane (PEM) (also 
known as polymer electrolyte membrane) stack development since the 2000s (Refs. 5 and 6). Non-flow-
through stack designs emerged as the leading candidate for further research due to their successful 
performance and because there is no need for an active reactant or water recirculation. These are highly 
functional stacks when supplied with high-purity reactants, but not all BoP components are passive within 
the current system designs. 

Along with the fuel cell stack, several other components require control, such as heaters, solenoid 
valves, and a coolant pump. Significant data inputs include individual fuel cell voltages, current load, and 
fluid temperatures and pressures. Based on these inputs, the avionics system must execute appropriate 
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Figure 1.—Regenerative fuel cell system process control diagram within 

medium temperature thermal envelope. Proton exchange membrane, 
PEM.  

 
commands to maintain the stack in a preferred operational condition. For example, coolant temperature or 
reactant differential pressure off-nominal deviations can severely and permanently impair stack 
performance and life. Therefore, the software must be structured to effectively and timely prioritize and 
execute all tasks. For this system design, these actions encompass pulse-width modulation of solenoid 
valves and feedback control of pump speed, among many others. 

2.2 Electrolyzer Stack 

Several different electrolyzer concepts exist; this RFC design is specific to a liquid anode feed stack. 
This type theoretically enables the highest electrolysis rate performance, but the required fluidic BoP is 
more complicated than that of other conceptual designs. Hydrogen and oxygen product gases must be 
fully separated from water upon exiting the electrolyzer. Water will make up a significant fraction of the 
fluid mixtures exiting the stack. It is imperative to capture and recirculate all water to avoid water loss, 
both to minimize initial total water storage quantity and to accommodate the cold temperatures to which 
the gas storage vessels will be exposed in the TVAC chamber and on the lunar surface. A lunar RFC 
system presents a unique thermal challenge, specifically at night during fuel cell operation, but it is the 
electrolyzer, and the associated BoP lunar day performance, that establishes overall system effectiveness.  

Electrolyzer operation requires more complex BoP system control than fuel cell operation. In the 
electrolysis mode, water management becomes more challenging throughout the system. Electrolyzer 
feed water must be pressurized, thermally managed, separated from hydrogen and oxygen product gases, 
and recirculated in coordination with a simulated lunar solar array power profile. Therefore, in addition to 
controlling solenoid valves, heaters, and the coolant pump, the software is responsible for several other 
actions with respect to the electrolyzer system. The software determines when it is worthwhile to recharge 
while monitoring the system charge level via storage vessel pressures and available charge power. The 



NASA/TM-20205008402 4 

stack performance must be monitored via cell voltage values and gas purity metrics. The software must 
also manage reactant transfer through backpressure regulator piloting and pump cycling based on liquid-
level-sensor feedback. 

2.3 Operational Modes 

The operational modes define functional steady-state conditions of the RFC system. Within each 
mode, system state tables define operational parameter inputs and the active state of actuators. Where 
required, the onboard avionics execute health monitoring and fault detection per the system fault tables to 
ensure system safety for both personnel and hardware. The operational modes, outlined in Table I, consist 
of the following: 

 

• Unpowered mode. This is the default mode when the RFC system is nonoperational. The system 
is completely de-energized and inert, including all actuators. No electrical power is available for 
actuators or avionics such as instrumentation, processors, and so forth. 

• Safe mode. This mode is defined as “safe” from a health and safety perspective. With all the 
actuators in the de-energized/fail-safe state, select portions of the avionics subsystem are 
electrically energized to enable passive monitoring of the system process state and/or basic 
software operations (downloading data, conducting system diagnostics, or uploading software 
updates). 

• Standby mode. This mode is effectively an idled fully operational power system. The health 
monitoring and fault detection systems are fully operational and monitor all aspects of the system. 
The RFC utilizes the fuel cell subsystem to power all internal hotel loads, avionics, thermal 
control systems, and fluidic control systems. 

• Normal: Fuel Cell mode. This mode differs from the Standby mode only in that PMAD enables 
the RFC to supply electrical and thermal power across the interface to the external system. 

• Normal: Electrolyzer mode. This is the active charge mode for the RFC. The onboard avionics 
enable the electrolysis subsystem to receive electrical power through the RFC system interface. 
This power supports all internal electrical loads, including the electrolyzer. 

 
TABLE I.—REGENERATIVE FUEL CELL (RFC) OPERATIONAL MODES 

Mode Unpowered Safe Standby Normal:  
Fuel Cell (FC) 

Normal:  
Electrolyzer (EZ) 

RFC status Off Processor only Ready Discharge Charge 

Status description System de-energized System dormant FC powers RFC 
system only 

FC powers lander 
and RFC system 

Lander powers RFC 
system electrolysis 

Avionics Off Processor access with 
limited data 
collection 

Full data collection 
with active health 
monitoring and fault 
detection 

Full data collection 
with active health 
monitoring and fault 
detection 

Full data collection 
with active health 
monitoring and fault 
detection 

Thermal control Lander Lander RFC RFC RFC 

Power source Not applicable Lander FC FC Lander 

Powered 
elements 

Not applicable 
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Figure 2.—Regenerative fuel cell operational mode transitions. 

 

2.4 State Machine, Health Monitoring, and Fault Detection 

A state machine control architecture is utilized to execute the processes of the active functional mode 
and the transitions between modes. When transitioning from one mode to another, the onboard avionics 
execute defined RFC system state changes, as conceptually depicted in Figure 2. 

Only an operator may initiate mode transitions toward more complex modes (upward), whereas the 
avionics, operator, or safety interlock system may initiate mode transitions to less complex modes 
(downward). Automated transitioning between the Normal: Fuel Cell mode and Normal: Electrolyzer 
mode is based on the available power from the lander and the system state of charge, as calculated from 
the quantity of reactants stored within the reactant storage tanks. 

Health monitoring entails calculating system health parameters and reporting the results to the 
operator. Actuator states are also checked against the state table of the current operational mode to verify 
appropriate system outputs. 

Finally, fault detection entails regularly comparing current sensor values against the caution, warning, 
and alarm ranges defined in the system fault tables for the current operational mode. Operational data, 
such as individual cell voltages and stack pressures, verify that the system is operating as intended. Any 
anomalous event triggers a response in the software based on the severity of the fault, up to and including 
rapidly transitioning the system back to Safe mode. 
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3.0 Regenerative Fuel Cell Software Approach 
The software enables automatic operation of the RFC without continuous human interaction. The 

RFC software consists of three computer software configuration items (CSCIs): 
 
• Operational Program (OP)  
• Operator Interface (OI)  
• Hardware Simulator (HS)  
 
The OP runs on the embedded processor in the RFC hardware and is based on a cFS architecture. The 

primary functionality of the OP is to directly monitor and control the RFC hardware. It manages the state 
machine that handles the RFC in each operational mode and in transitions between operational modes. 
Regular health monitoring and fault detection based on the system fault tables is performed, which may 
yield additional necessary fault actions. Operational data, incoming commands, and faults are stored in 
log files that can be downloaded by the operator for future analysis. 

The OI runs as a standalone application on a remote computer that interfaces with the OP, allowing 
the operator to monitor and command the RFC system. The OI receives OP telemetry data that includes 
operational data and event messages to be presented in various formats (e.g., value fields, tables, and 
graphs) in the display. Depending on the authentication level of the operator, command requests to 
download log files, change operational modes, and turn on/off individual actuators are available to send to 
the OP. 

The HS is a tool that simulates RFC hardware responses to informally test the OP and OI software. 
As such, the HS will be limited as a development tool only and will not be used for formal software 
verification. It facilitates software evaluation and fault testing when it is not feasible to use actual 
hardware. The HS is also based in a cFS architecture and can run on the same processor as the OP or as a 
standalone application with appropriate analog and digital interfaces to the OP. 

3.1 Benefits of Using Core Flight System Architecture 

After evaluating the requirements and the risk posture associated with developing all the necessary 
functionality of RFC software, cFS was selected as the software architecture. cFS was originally 
developed in-house by the NASA Goddard Space Flight Center for satellite applications to provide the 
core structure commonly required in spaceflight software (Refs. 7 and 8). After numerous successful 
flight software developments, cFS has become an open-source foundation for spaceflight software that 
continues to be improved by users across NASA. A group from Goddard is tasked with managing and 
maintaining the software to benefit all NASA centers (Ref. 9). Numerous NASA projects have 
contributed to the growth, verification, and validation of cFS. By using cFS architecture, the RFC 
software becomes more extensible to a potential flight system. 

For the RFC project, the software team obtained access to NASA’s Spacesuit Caution/Warning System 
(CWS) project software repositories. The CWS software was based on a cFS architecture and had 
requirements similar to those of the RFC software. CWS consists of an input/output interface with a set of 
sensors and actuators, a state machine, and a fault management system. This functional similarity makes the 
CWS codebase an excellent basis for developing the monitoring and control software for the RFC system. 

The base cFS distribution comes with a series of core Flight Executive (cFE) applications that provide 
the framework used to build the RFC-specific CSCIs. One of the most utilized applications is the Software 
Bus (SB), which serves as an interapplication communication service. Applications can publish data to the 
SB, and then any other application can subscribe to receive and use that data. This simplifies the design by 
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providing a proven internal messaging system. Within this framework, applications can be added and 
removed in a modular fashion, making it easier to develop and test functionality in a piecewise manner. 

cFS provides a layered architecture that streamlines development. The target operating system and 
drivers are abstracted out, meaning that application software does not need to be rewritten if the operating 
system or hardware changes. This allows a relatively straightforward transition between simulated and 
actual hardware when switching between various testing scenarios. A community of core flight 
developers is available to help if problems occur during development, and bug fixes can be quickly 
uploaded to the cFS codebase. 

3.2 Electronic Data Sheets 

The use of electronic data sheets (EDS), defined in the Consultative Committee for Space Data 
Systems (CCSDS) Recommended Standard 876 (Ref. 10), helps with the interface between software 
programs, as EDS files define all of the data structures needed for any type of communication message. 
The data structure definitions, metadata, and application program interface (API) functions are compiled 
in a linkable library called EdsLib (Ref. 11). In general, EDS is application agnostic and can be used 
within any program architecture. However, a distribution of cFS with EDS support creates a secondary 
library called CFE_MissionLib, which interfaces the data structures of EDS with the messaging system of 
cFS (Ref. 12). 

In addition to these libraries, Python bindings have been developed so that both EDS and interface 
objects can be created and used within Python. The OI utilizes these objects to create the command 
messages sent to the OP and automatically decode telemetry messages from the OP. This is the primary 
method for conveying RFC operational data to the operator and allowing the operator to send commands 
to the RFC system. 

3.3 Operational Program Architecture 

Figure 3 diagrams the OP cFS architecture.  
 

 
Figure 3.—Operational Program architecture. Regenerative fuel cell, RFC; core Flight Executive, cFE; core Flight 

System, cFS; platform support package, PSP; RFC Executive, RFCEXEC; analog/digital converter, ADC; 
digital/analog converter, DAC. 
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For any cFS-based CSCI, the primary structure is given by the cFE services. Not only do these 
services handle common objects such as files, tables, and events, but they also provide the message-
passing service via the SB (Ref. 8). This allows all the other applications to consistently communicate 
with each other. Applications from the cFS community (Ref. 9) provide additional functionality common 
among spaceflight software applications but not explicitly needed to run a cFS-based CSCI. These 
applications cover sending and receiving SB messages with an external program, scheduling, and data 
storage. 

Specific to the OP, the software team has developed applications to satisfy project needs. The RFC 
Executive (RFCEXEC) application manages the state machine, health monitoring, fault detection, and 
fault actions of the RFC system. The Input-Output (IO) application handles the interface between 
RFCEXEC and system hardware. A more detailed discussion of the application functionality is given in 
Section 3.5. 

Finally, hardware-specific components are incorporated in the architecture. Applications such as IO 
and Data Storage (DS) interface with volatile memory for temporary data storage and nonvolatile memory 
for long-term data storage. Hardware drivers are managed in platform support package (PSP) modules 
that can be easily swapped in and out as hardware is changed. 

3.4 Hardware Simulator Architecture 

Figure 4 illustrates the cFS architecture diagram for the HS. 
The HS uses many of the same applications as the OP. Most notable is the IO application, which can 

be easily configured to meet the needs of the HS while leaving the application itself unchanged. If the OP 
and HS are running in a processor-in-the-loop (PIL) testing scenario, the IO interfaces with a shared 
memory buffer to send information between both programs. Alternatively, in a hardware-in-the-loop 
(HIL) testing scenario, the IO instead interfaces with a series of analog-to-digital converters (ADCs) and 
digital-to-analog converters (DACs) to transmit physical signals between the OP and HS. 

 
 

 
Figure 4.—Hardware Simulator architecture. Regenerative fuel cell, RFC; core Flight Executive, cFE; core 

Flight System, cFS; platform support package, PSP; processor in the loop (PIL); hardware in the loop, 
HIL; analog/digital converter, ADC; digital/analog converter, DAC. 
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The only application that is unique to the HS is the Simulation (SIM) application, which simulates 
sensor responses based on the current state of all the RFC actuators. When commanded, SIM also injects 
fault conditions to test that the OP performs appropriate fault responses. 

3.5 Regenerative Fuel Cell Developed Core Flight Applications 

Along with the base core flight software, such as the cFE applications, the RFC software team has 
developed several applications specific to the RFC project. 

3.5.1 Regenerative Fuel Cell Executive Application 
RFCEXEC is the heart of the OP. First, it manages the state machine, including the RFC operational 

modes and the transitions between modes. Within each operational mode, this application performs fault 
detection in appropriate sensors based on fault tables specific to that mode. If a sensor value is not within 
the appropriate bounds, the application creates an event using the Event Generator (EvGen) library to 
perform appropriate response actions. A set of function calls to the IO allows the use of up-to-date sensor 
values for the fault detection process. 

In addition to fault detection, system health parameters are regularly calculated and reported in 
telemetry messages to the OI, such as RFC state of charge and overall efficiency. The reported parameters 
can be used by operators to determine the overall health of the system and whether any additional actions 
need to be taken by the system to return it to a healthier state. 

3.5.2 Input-Output Application 
The IO manages the interface between the hardware and the OP or HS. Using a configuration file that 

is generated with a Lua script (Ref. 13) during the build process, the IO sets up the configuration for all of 
the hardware channels (both actual hardware and simulated hardware). It also configures the output 
telemetry messages to be sent to the OI. During normal operation, the IO manages the data acquisition 
rate of all of the sensor values and has functions that allow other applications to obtain the latest sensor 
values for any channel. 

3.5.3 Simulation Application 
The primary function of the SIM application is to simulate sensor responses of the RFC system based 

on current actuator values. Interfacing with the IO in a manner similar to that of the RFCEXEC, SIM uses 
a set of function calls to get up-to-date actuator values for simulating sensor responses. If the HS is 
running in a PIL simulation, SIM calls a PSP module to create a block of memory that is shared with the 
OP in order to read/write actuator and sensor values. Further details on both PIL and HIL simulation 
scenarios are given in Section 3.7. 

The SIM application can also be commanded to simulate fault responses for a particular sensor and 
operational mode. In these cases, the fault table values drive the sensor responses as opposed to the state-
of-the-system actuators. The duration of each fault simulation is set to assure that a fault triggers in the 
OP. After the necessary fault persistence, the SIM returns to normal operation. 
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3.5.4 Configured Core Flight System Applications 
To streamline development of common functions, the cFS community developed many applications 

for use with cFE in a plug-and-play manner (Ref. 9). For the RFC project, we have configured the 
following applications for use in both the OP and HS: 

 
• Command Ingest (CI). The CI application listens for user datagram protocol (UDP) command 

messages on a specified port. When a message is received, it is decoded into an SB message and 
sent along the SB. 

• Telemetry Output (TO). The TO application takes the telemetry messages from the SB and sends 
them out to a specified internet protocol (IP) address via UDP message. 

• Scheduler (SCH). The SCH application sends a command message every second to all other 
applications, which causes them to send a housekeeping telemetry message. These messages 
contain application status updates that can be used to determine if the applications are working 
properly. 

• Data Storage (DS). The DS application writes SB messages to files, allowing the OP to create and 
store log files for operational data, commands, faults, and so forth. 

3.6 Operator Interface 

The OI is a Python3-based CSCI using the PyQt5 framework (Ref. 14). It allows a user to send 
commands and receive telemetry to and from the OP. The OI consists of three modules: the viewer, the 
controller, and the data model. Figure 5 shows an overview of the three OI modules and how they interact 
with a user, the OP, and each other. 

 

 
Figure 5.—Operator Interface (OI) architecture.  
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Figure 6.—Operator Interface viewer. 

3.6.1 Operator Interface: Viewer 
The viewer is the main interface between the operator and the rest of the OI. It displays the 

operational data stored in the data model to relay meaningful information to the user. Furthermore, it 
provides a way to send commands to the OP by allowing the operator to send command requests to the 
controller. Figure 6 shows a sample screenshot of the OI viewer currently in development. 

Drawing from lessons learned in previous fuel cell activities (Refs. 15 and 16), the OI contains 
various images that help the operator navigate the RFC system. These are representations for the fuel cell 
subsystem, electrolyzer subsystem, and full system, which are shown within a collection of three tabs in 
the upper left-hand corner of the display. Each subsystem contains associated valves, tubing, sensors, and 
stack readings. 

A labeled telemetry indicator (i.e., a set of colored lights) acts as a heartbeat from the OP. It changes 
at a rate of approximately 1 Hz and indicates that telemetry has been received by the OI from the OP. If 
no telemetry is received within 1 second, the indicator no longer changes and an alert is displayed to the 
operator. This provides a quick visual indicator for the operator to determine if there is a problem with the 
OP. 

The right side of the OI viewer contains six tabs: Control, Alerts, Plots, Events, Calibrate, and 
Command. The Control tab allows the operator to log in, control the state machine, and download log 
files. The Alerts tab displays caution, warning, alarm, and error messages captured in incoming telemetry 
from the OP. The Plots tab shows updated sensor values as time elapses. The Events tab displays 
telemetry related to event messages. The Calibrate tab displays sensor and actuator data. The Command 
tab allows the operator to send command requests to the OP, given the appropriate authentication level. 
These commands could change operational modes, turn actuators off and on, or download telemetry files. 

There are three authentication levels available: read-only, operator, and manual. The read-only 
authentication level is limited to two available command requests: downloading log files and sending an 
emergency stop (E-STOP) signal. The operator authentication level allows the operator to set sensor 
calibrations and send command requests for the state machine. The manual authentication level allows the 
operator to send command requests for all aspects of the RFC hardware. 
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Additional external computers running the OI in read-only mode would potentially need to receive 
telemetry data in parallel with the OI that is directly connected to the RFC system. The additional OIs 
would need to connect to the primary OI via transmission control protocol/internet protocol (TCP/IP). 
Once a connection is established, the primary OI can forward telemetry messages to the other remotely 
connected OIs. Operators can only send commands to the RFC system through the primary OI. Any 
command sent by a remote OI will fail the authentication process handled by the controller. 

3.6.2 Operator Interface: Controller 
The controller handles the logic behind the telecommand and telemetry systems of the OI as follows: 
 
• Telecommand system: With the use of EDS, the controller has the ability to create command 

messages to be sent to the OP. Using these commands, the controller can determine if it is logged 
in to the OP by sending a “No Operation” command and receiving a response from the OP in the 
form of an event message. When the operator sends a command request by clicking on a button in 
the display, authentication data is sent to the controller based on the login password the operator 
entered as well as the IP address of the sender. The controller uses this authentication data to 
determine if the command request is valid. Upon verification, an appropriate command message 
is created and sent to the OP. This authentication process serves multiple purposes: it assures that 
the operator is experienced enough to know the correct login password, and it prevents remote 
OIs from sending commands to the OP. 

• Telemetry system: When telemetry messages arrive from the OP, or are forwarded from the 
primary OI, the controller can automatically decode the telemetry packet with the use of EDS. 
Depending on the message type, the relevant data structures in the data model can be updated 
with the telemetry information, whether it be operational data, an event message, or an alert. 
When the viewer refreshes, it is updated with the latest data contained in the data model 
structures. 

3.6.3 Operator Interface: Data Model 
The data model is a local memory database that stores information contained in telemetry messages, 

including operational data, event messages, and alerts. Data structures based on EDS can be used to store 
information for different purposes in the viewer. For example, a data structure containing all of the 
current operational values can be used for updating the main display. Arrays are used to temporarily store 
received channel data, allowing the viewer to create rolling plots showing channel values over time. 
Throughout operation the data model writes all data to log files stored on the computer running the OI, 
freeing up buffer space for incoming data. 

3.7 Software Breadboard System 

As the RFC design develops and the software evolves, a software breadboard system is necessary to 
integrate the software with prototype hardware. System hardware such as valves and pressure transducers 
can be wired into the necessary electrical interfaces to connect with the OP. Hardware not represented can 
be simulated using the HS running on a separate processor with input and output signals running through 
appropriate ADC and DAC devices. This HIL testing scenario is used both to develop the initial software 
and to debug the software and procedures as issues arise during hardware integration. Because the HS is 
sending physical signals via the connected DACs, replacing the HS with real system hardware should be 
transparent to the OP and require no additional code changes. 
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Figure 7.—Interface between computer software configuration items (CSCIs) in processor-

in-the-loop (PIL) scenario. Operator Interface, OI; regenerative fuel cell, RFC; 
transmission control protocol/internet protocol, TCP/IP; user datagram protocol, UDP; 
Command Ingest, CI; Telemetry Output, TO; core Flight Executive, cFE; RFC Executive, 
RFCEXEC; Input-Output, IO; Simulation (SIM). 

 
 

Figure 7 shows an interface diagram between the three CSCIs, including the CubeSat Space Processor 
(CSP) board, in a PIL scenario. In this scenario, the OP and HS only interface with each other indirectly 
through the shared memory block that is accessed via the IO application. The OP and HS use this shared 
memory block to read and write all the sensor and actuator values, effectively creating a virtual hardware 
system. 

The OI and HS interface run on a separate computer that is connected to the hardware via a serial 
communication link. They can send messages to the corresponding port where the desired CI application 
is listening. They can also listen on the ports where the TO applications are sending messages to receive 
telemetry data. If the computer running the OI goes offline during testing, that computer can be rebooted 
while the OP continues to monitor the RFC system. Once restarted, the OI can verify communication by 
sending a “No Operation” command and receiving an event response from the OP. 

Figure 8 shows an interface diagram between the three CSCIs, including the CSP board in a HIL 
scenario. In this scenario, the OP and HS now run on separate processors. The IO applications are 
connected to each other through a series of ADC and DAC devices. The OP connects to both the OI and 
HS through a custom HIL board currently in development by the RFC avionics group. This HIL board 
contains the appropriate ADCs and DACs to send and receive external hardware signals. 
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Figure 8.—Interface between computer software configuration items (CSCIs) in hardware-in-the-loop (HIL) scenario. 

Core Flight Executive, cFE; Command Ingest, CI; Telemetry Output, TO; regenerative fuel cell, RFC; RFC 
Executive, RFCEXEC; Input-Output, IO; Operator Interface, OI; user datagram protocol, UDP; programmable logic 
controller, PLC; Simulation (SIM). 

 
 

The hardware side of the HIL scenario is driven by a programmable logic controller (PLC), which is 
also being put together by the RFC avionics group. With a PLC system, hardware signals can be driven 
either by messages sent from the HS or directly connected hardware. This way, real and simulated hardware 
can easily be changed by swapping components directly connected to the PLC system and making 
appropriate adjustments in the IO configuration files. An operator can also control the HS (e.g., set 
simulation parameters or inject fault scenarios) using the HS interface running on the laboratory computer. 

4.0 Concluding Remarks 
With the Regenerative Fuel Cell (RFC) project goal of demonstrating an automated RFC in a 

simulated lunar environment, this paper examined the software approach to the monitoring and control 
software needed for such a system. Using core Flight System (cFS) architecture provides a foundation 
that helps with the extensibility of the software to a flight system. The RFC software team has developed 
several prototype cFS applications to meet many of the RFC system requirements. The RFC Executive 
application handles the majority of the RFC functionality needs, including a state machine, health 
monitoring, and fault detection. The Input-Output application provides the necessary software interface 
between the system hardware and the Operational Program (OP) or Hardware Simulator (HS). Finally, the 
Simulation application provides the development tool needed during hardware/software integration and 
testing. A prototype operator interface has also been developed that allows an operator to send commands 
to the RFC system and view telemetry data in a useful format. 

The next steps in development include compiling and running the OP and HS on the CubeSat Space 
Processor board to first test the computer software configuration items in a processor-in-the-loop testing 
scenario. Then, using the hardware-in-the-loop board and programmable logic controller system, the OP and 
HS can interact with each other via physical voltage signals. As RFC hardware is developed, it can be 
integrated into the system and tested with the OP. 
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Appendix—Acronym List 
ADC analog/digital converter 
API application program interface 
BoP balance of plant 
cFE core Flight Executive 
cFS core Flight System 
CCSDS Consultative Committee for Space Data Systems 
CI Command Ingest1 
CSCI computer software configuration item 
CSP CubeSat Space Processor 
CWS Caution/Warning System 
DAC digital/analog converter 
DS Data Storage1 
EDS electronic data sheets 
E-STOP emergency stop 
EvGen Event Generator1 
HIL hardware in the loop 
HS Hardware Simulator 
IO Input-Output1 
IP internet protocol 
OI Operator Interface 
OP Operational Program 
PEM proton exchange membrane  
PIL processor in the loop 
PLC programmable logic controller 
PMAD power management and distribution 
PSP platform support package 
RFC regenerative fuel cell 
RFCEXEC RFC Executive1 
SB Software Bus 
SCH Scheduler1 
SIM Simulation1 
SOA state of the art 
TCP transmission control protocol 
TO Telemetry Output1 
TRL technology readiness level 
TVAC thermal vacuum 
UDP user datagram protocol 

                                                      
1Application. 
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