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Urban Air Mobility (UAM) has become a focus for the next generation of aerial passenger
transportation. One of the main focus areas of UAM traffic management is cybersecurity. The
Secure Airspace Technology Group (SATG) will analyze current cyber threats and security
controls associated with UAM environments. Since the cyber threat landscape changes daily,
cybersecurity awareness and cyber threat mitigation must be systemic to the emerging UAM
environments and a continuous presence in all its stakeholders and participants. In order to
realize the potential of UAM, an assurance of cybersecurity is critical for public acceptance.
This paper discusses the approach that SATG took to identifying cyber threats and controls
associated with the presently envisioned UAM environment. SATG used information from
The Massachusetts Institute of Technology Research and Engineering (MITRE) Adversarial
Tactics, Techniques, and Common Knowledge (ATT&CK) model for the identification of
cyber threats. The SATG leveraged guideance from the National Institute of Standards and
Technology (NIST) in order to ascertain safeguards and countermeasures for identified cyber
threats.

1. Introduction

Urban air mobility (UAM) is a concept that proposes to develop short-range, point-to-point transportation systems
in metropolitan areas using vertical takeoff and landing (VTOL) or short takeoff and landing (STOL) aircraft to
overcome increasing surface congestion. [9] In order to realize the potential of UAM, an assurance of cybersecurity
is critical for public acceptance. Cybersecurity has come to the forefront highlighting the need to protect these
networks and systems from cyberattacks. The growth in the development of UAM systems, and the associated data
exchange and service interactions will be at risk due to numerous types of cybersecurity attacks. As these threats
evolve, the UAM cybersecurity capabilities must adapt to these changes as well.

This paper identifies potential threats, vulnerabilities, and weaknesses of Urban Air Mobility (UAM) environments
that could lead to system compromises and disruptions. Furthermore, this paper studies and identifies the required
security controls to maintain the security posture of the UAM environment.

The UAM environment is derived from the Unmanned Traffic Management (UTM) concept of operations. [2]
Within the environment, UAM operators work independently to mange aerial vehicles in the urban environment.
Providers of Services, UAM operators, and Supplemental Data Service Providers provide services to support flight
operations within the UAM environment. Also, various views of UAM flight information are provided to the public
and public safety entities. Through the Flight Information Management System (FIMS), the Federal Aviation
Administration (FAA) can coordinate flight information between the FAA controlled National Airspace System
(NAS) and the UAM environments. [§]
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Figure 1 provides a high-level architecture of a potential UAM environment
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Figure 1 — Potential UAM Environment

II. Environment

The primary means of communication and coordination between operators, the FAA, and other stakeholders is
through a distributed information network. The service-oriented Unmanned Traffic Management (UTM) concept is
designed to support the demand and expectations for a broad spectrum of operations with ever-increasing complexity
and risk. UTM requires the establishment of regulatory frameworks, development of new operating rules and
performance requirements commensurate with demands of the operation, and a data exchange and information
architecture that provides shared situational awareness among participants [8]. UAM environments will leverage
concepts, from the UTM design, including its service-oriented architecture with independent operators. As shown in
Figure 2, in addition to the aerial vehicles, the UAM environment will consist of a wide range of diverse systems
supporting flight missions. The UAM environment can be viewed from the perspective of four significant high-level
components, end-users, cyber-physical systems, cloud services, and on-premise computing services.
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Figure 2 - UAM High-Level Components



Threats, vulnerabilities, weaknesses, and security controls for the UAM environment, are studied from these four
components' perspective. The applicable threats, vulnerabilities, and weaknesses of the UAM environment's four
component areas will differ due to the cyber-physical, cloud, and on-premise architectures.

III. Identified Threats for UAM Environments

The SATG used the UAM High-Level Components diagram for the identification of cyber threats for each level.
Cyber-physical systems such as drones, may be subject to exploitation using a public-facing application or system
through system bugs or glitches, system design vulnerabilities, weak identity, and inadequate access management
policies. End-user’s are subject to cyber-attacks via the exploitation of their accounts. Adversaries could also steal
account credentials from UAM operators and support staff through phishing attacks.

Cloud platforms computing systems, are subject to being hacked through established, trusted relationships. Trusted
Relationships are established to allow third party access to internal network systems. However, end users are
suseptable to succoming to sophisticated phishing attacks. The personnel operating the UAM services can be
compromised through phishing attacks. On-premise support personal are prone to phishing attacks as well.
Additionally, on-premises computing systems are subject to exploitation by introducing unauthorized computer
accessories, computer, or networking hardware.

The tools and tactics used for cyber-attacks are evolving continuously, which will lead to ever-changing threats to
UAM environments. The MITRE ATT&CK is a model and framework for describing the actions an adversary takes
while operating within compromised enterprise networks. The MITRE ATT&CK model is used to characterize post-
compromise adversary behavior to distill common behaviors across known intrusion activity into individual or
combinations of actions that an adversary may take to achieve their goals. The ATT&CK framework provides threat
matrices, including a wide range of computing and cloud services. The ATT&CK framework is leveraged to study the
identified threats discussed below.

A. Eavesdropping
Data protection requirements are crucial in the day to day activities of the UAM environment. Data integrity of

the information transmitted between the UAM components requires data confidentiality, availability, and integrity.
Data in transit protection measures need to be implemented and monitored. Eavesdropping is the unauthorized
interception or sniffing of a conversation, communication, or data transmission. Passive eavesdropping is an approach
that allows a cybercriminal to identify sensitive information by listening to message transmission on a network. Active
eavesdropping is when the cybercriminal infiltrates a network and is actively communicating with other nodes on the
network. Mitigations for eavesdropping attacks include the use of virtual private networks (VPNs) and anti-malware.
Other mitigations methods use network packet filtering and configuring router blocks to reject any packets with
spoofed addresses.

B. Man-in-the-Middle Attacks (MITM)

Adversaries may attempt to position themselves between two or more networked devices using a man-in-the-
middle (MiTM) technique to support follow-on attack behaviors such as Network Sniffing or Transmitted Data
Manipulation. By abusing features of standard networking protocols that can determine the flow of network traffic
(e.g., Address Resolution Protocol (ARP), Domain Name Service (DNS), etc.), adversaries may force a device to
communicate through an adversary controlled system so they can collect information or perform additional actions.
For sensitive or proprietary information, such as data transfers between UAM service providers and customers, MiTM
creates the risk of loss of data confidentiality. Mitigations include disabling legacy network protocols, encrypting
sensitive information, network intrusion prevention, and end-user training. Detection of MiTM attacks consist of
monitoring network traffic for anomalies that have been associated with MiTM behavior.

C. Phishing Attacks
A primary method of day to day communications consist of electronic transmissions in the UAM environment.

Cybersecurity education needs to be a fundamental goal to minimize the opportunity for a phishing attack to occur.



Adversaries may send phishing messages to gain access to victim systems. Phishing can be targeted, known as
spearphishing. In spearphishing, a specific individual, company, or industry will be targeted by the adversary. More
generally, adversaries can conduct non-targeted phishing, such as in mass malware spam campaigns. Adversaries may
send victims emails containing malicious attachments or links, typically to execute malicious code on victim systems
or to gather account credentials . Phishing may also be conducted via third-party services, like social media platforms.
Mitigations include the use of anti-virus/anti-malware software, network intrusion prevention, and user training.
Detection of phishing attacks include email gateway technology to detect malicious attachments being transmitted,
SSL/TLS inspection using detection signatures, and updated antivirus on end user's computers to detect malicious
document or file attachments.

D. Distributed Denial of Service (DDoS)
The UAM architecture consisting of end-users, cyber-physical systems, cloud services, and on-premise computing

services is a prime target for malicious degradation attacks. A single system or multiple systems may be used to
perform a Denial of Service (DoS) or Distributed Denial of Service (DDoS). The purpose of the attack is to degrade
or block the availability of services to users. Botnets are commonly used to conduct DDoS attacks against networks
and services. Mitigations against DoS or DDoS attacks include leveraging services provided by Content Delivery
Networks (CDN) or providers specializing in DoS mitigations and filtering boundary traffic and blocking source
addresses performing the attack. Network-level detections, endpoint logging, and instrumentation can be useful for
detection. Network logs need to be monitored on externally facing web applications to identify DoS or DDoS attacks.

As threats are identified, an approach to protect these UAM networks from cyber-attacks is required. The National
Institute of Standards and Technology (NIST) Computer Security Resource Center (CSRC) has developed computer
security resource publications for the public and private sectors, which applies to the UAM environment. The NIST
publications to be leveraged for this paper includes the NIST Special Publication 800-53 and NIST Cybersecurity
Framework.

IV. Cybersecurity Framework (CSF)

In the future UAM environment, the operational needs of UAM service operators and users will need to be balanced
with cybersecurity risks. A mechanism is needed to consistently balance the operational needs and cyber risks with
stakeholder interests and assets. The NIST Cybersecurity Framework (CSF) provides a common language for
understanding, managing, and expressing cybersecurity risk to internal and external stakeholders. It can help identify
and prioritize actions to reduce cybersecurity risk, and is a tool for aligning policy, business, and technological
approaches to managing that risk. It can be used to manage cybersecurity risk within and it can be focused on the
delivery of critical services within the environment. [4]. This study uses four of the five Cybersecurity Framework
Core functions to address the identified risks in UAM environments,. The four core functions provide approaches to
enable secure data exchange and service interactions environments:

Identify — This function helps develop an organizational understanding to manage cybersecurity risk for the
UAM environment- systems, people, assets, data, and capabilities. A CSF deliverable for the UAM
environment would be a data protection policy. The policy would ensure that data protection is implemented,
maintained, and monitored for identified sensitive data.

Protect — This function develops and implements appropriate safeguards to ensure the delivery of critical
services. Categories within this function include identity management, access control, awareness and
training, data security, information protection processes and procedures, maintenance, and protective
technology. A CSF deliverable would be the development of secure system images that are updated regularly.
This process would ensure that new systems being added to the UAM environment would not introduce
security risks.



Detect — This function develops and implements appropriate activities to identify the occurrence of a
cybersecurity event. Categories within this function include anomalies and events, continuous security
monitoring, and detection processes. A CSF deliverable would be the implementation of a cybersecurity
process for the identification of a security event. This process would be used in day to day security operations
to identify anomalous network behavior.

Respond — This function develops and implements appropriate activities to take regarding a detected
cybersecurity incident. The Respond function supports the ability to contain the impact of a potential
cybersecurity incident. [5] A CSF deliverable would be an Incident Response process that would support the
UAM environment's day-to-day activities.

The CSF can be used to establish a cybersecurity approach for UAM environments. By implementing the
framework per their specific circumstances, UAM service providers can manage their cybersecurity risks in the most
cost-effective way possible, maximizing the return on investment in the organization's security. Furthermore, as the
CSF incorporates response, the organization benefits from being able to quickly return to business as usual while
minimizing the risk of an incident.

V. Safeguards and Countermeasures

Security controls are the safeguards/countermeasures prescribed for information systems or organizations that are
designed to: (1) protect the confidentiality, integrity, and availability of information that is processed, stored, and
transmitted by those systems/organizations; and (2) satisfy a set of defined security requirements. The NIST Special
Publication 800-53, Security and Privacy Controls for Information Systems and Organizations, is used for security
control identification and selection. The selection of security controls should reflect the objectives of the information
and system to be protected. It is essential to be as thorough as possible when reviewing the Security and Privacy
controls. Four examples are listed below, that identify the safegards and countermeasures from security controls for
threat mitigation:

A. UAM data in transit will be part of day to day operations. Transmitted data and opens up the opportunity of
eavesdrop attacks. Data encryption security controls should be implemented in UAM environments, in order to
provide protection to the data. Organizational control of cryptographic keys can be implemented by encrypting
and decrypting data inside the organization as data is sent to and received from the external system or by
employing a component that permits encryption and decryption functions to be local to the external system but
allows exclusive organizational access to the encryption keys. [1]

B. UAM service providers will leverage cloud environments to offer services to customers. The UAM
environment comprises highly automated systems using application programming interfaces (APIs), to enable
data exchange. As new services are added, new APIs need to be developed and tested for vulnerable
encryption or key exchange, in order to limit security threats such as MiTM attacks.

C. UAM operators will be targeted for phishing attacks. Security controls to include cybersecurity literacy
training and awareness will need to be implemented. Practical exercises include social engineering attempts to
collect information, gain unauthorized access, or simulate the adverse impact of opening malicious email
attachments or invoking malicious web links via spear phishing attacks. [1]

D. UAM envrionments may be targeted for DDoS attacks. Implementing the appropriate security detection
methods for identifying DDoS attacks is critical to detecting the attack. One method of DDoS attacks, involves
repeated high volume login attempts, from multiple sources. Countermeasures need to be implemented, in
order to limit impact of these types of DDoS attacks. For example, take subsequent action, such as temporary
automatic lockouts initiated by the systems, when the maximum number of attempts is exceeded.



VI. Conclusion

This paper, identifies four specific cyber threats to a service-oriented UAM traffic management environment, and
provides an overview of the cyber threats as well as detection and mitigation techniques. An overview of the NIST
CSF is provided with details on using the CSF to establish and improve a UAM cybersecurity program. The NIST
Special Publication 800-53 is proposed as an approach to identify, implement, and maintain UAM network's security
controls. Security controls will support and maintain a secure network posture. A proactive cybersecurity approach
should be taken for network systems that are internet facing. The NIST documents and the MITRE ATT&CK
framework are a great start. Since the cyber threat landscape changes daily, cybersecurity needs to be an ongoing
activity for every organization within the UAM environments.
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