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ABSTRACT

This paper presents an approach, QuantifyML, which employs
model counting to assess the learnability and robustness of ma-
chine learning models. Typically the efficacy of machine learning
models is determined by computing their accuracy statistically on
test data sets. However, this may be misleading, if the test data is
not representative of the problem that is being studied. Further,
two different models may have the same accuracy on a given data
set, measured statistically, but may be very different in their behav-
ior on unseen data. Also, models with high accuracy could have
poor adversarial robustness. In QuantifyML, our goal is to precisely
quantify the extent to which machine learning models have learned
and generalized from the given data. In QuantifyML, a trained
model is translated into a C program, which is fed to the CBMC
model checking tool to produce a formula in Conjunctive Normal
Form (CNF), which in turn is analyzed with state-of-the-art model
counters to efficiently obtain precise counts w.r.t different outputs.
QuantifyML enables i) evaluating the learnability of models by
comparing the counts for the outputs to ground truth, expressed
as logical predicates (if available), ii) comparing the performance
of different models that may be built with different machine learn-
ing algorithms (e.g., decision-trees vs. neural networks), and 1iii)
quantifying the robustness of trained models around given inputs.
Our evaluation demonstrates these applications of QuantifyML
on decision trees and neural networks trained to learn relational
properties of graphs, for which we know the ground truth, and to
perform image classification, for which we do not have the ground
truth, but we can quantify local robustness.
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1 INTRODUCTION

Recent years have seen a surge in the use of machine learning algo-
rithms in a variety of applications to analyze and learn from huge
amounts of data. For instance, decision-trees are a popular class of
supervised learning techniques that can learn easily interpretable
rules from data. They have found success in areas such as medical
diagnosis and credit scoring [1, 2]. Another example is Deep Neural
Networks (DNN), which have gained immense popularity in fields
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such as banking, health-care, image and speech recognition, as well
as perception in self-driving cars [3, 4].

Machine learning models are typically evaluated statistically,
by computing their accuracy on test sets, to determine how well a
model learned and generalized from the train sets. However, this is
an imperfect measure, as the train and test sets may not cover well
the inputs space. Furthermore, it is often not clear which learning
algorithm or trained model is better suited for a particular problem
(e.g., neural networks vs. decision trees), and simply comparing the
accuracy of different models may lead to misleading results. It is
also the case that machine learning models that have high accuracy
on test sets may have poor accuracy on adversarial inputs, which
are inputs that are very similar to validly classified inputs but fool
the network into mis-classification [5-7].

In this paper, we present an approach, QuantifyML, that aims
to precisely quantify the learnability and robustness of machine
learning models. A given model is translated into a C program,
enabling the application of the CBMC tool [8] to translate it to
the Conjunctive Normal Form (CNF), which in turn enables the
application of state-of-the-art approximate and exact model coun-
ters [9-11] to obtain precise counts w.r.t different output classes.
QuantifyML enables i) evaluating the learnability of models by
comparing the counts for the outputs to ground truth (expressed
as logical predicates, if available), ii) comparing the performance of
different models that may be built with different machine learning
algorithms (e.g., decision-trees vs. neural networks), and iii) quan-
tifying the robustness of neural network models. Our evaluation
demonstrates these applications of QuantifyML on decision-tree
and neural network classifiers for the problems of learning rela-
tional properties of graphs and image classification.

We derive inspiration from the recent paper [12] which presents
the Model Counting meets Machine Learning approach to evaluate
the learnability of binary decision trees. QuantifyML generalizes
MCML by providing a generic procedure that can handle more re-
alistic multi-class problems, such as decision trees with non-binary
inputs and with more than two output decisions, and also neu-
ral networks. Other learning algorithms can be accommodated
provided that the models can be translated into C programs. As
a consequence, QuantifyML applications beyond MCML include
comparison of the performance of different models, built with differ-
ent learning algorithms, and quantification of robustness in image
classifiers, as we demonstrate in this paper.

The key contribution of QuantifyML is enabling precise quan-
tification of the performance of any machine learning model in a
bounded input space. This has several benefits as enlisted below.

(1) Evaluation of the true performance of models. Quanti-
fyML enables evaluating the true accuracy of a model by com-
paring the actual outputs with ideal values (ground truth).
We present a study quantifying the performance of binary
classifiers that learn relational properties of graphs. Such
classifiers can be used in software engineering tasks to enable
efficient run-time monitoring and error-recovery [13, 14].
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QuantifyML leverages the available ground truth knowledge
to obtain an accurate determination of the performance of
the classifiers, thereby increasing confidence in their behav-
ior.

(2) Comparing the performance of different models and
learning algorithms. An interesting application of this
generic technique that enables a standard method of quan-
tifying performance is that it makes it possible to compare
different models and learning algorithms. For a given ap-
plication such as learning relational properties of graphs,
QuantifyML could be used to compare the performance of
different models; learnt using the same or different learning
algorithms, and different data sets. Choosing the right learn-
ing algorithm for the given problem is a challenge and is
mostly determined heuristically based on the data sets avail-
able, taking into account dimensionality of data, expected
robustness of the predictions so on. QuantifyML has the po-
tential to help understand the efficacy of different algorithms
for a given problem. To this end, we present a study that
compares the performance of decision-tree models and neu-
ral network models for the application of learning graph
properties.

(3) Quantifying robustness in image classifiers. Machine
learning models, specifically those used in image classifica-
tion, have been shown to be vulnerable to adversarial per-
turbations, i.e. small input perturbations designed to fool the
network. There has been extensive work [15, 16] in evaluat-
ing the robustness of image classification models by search-
ing for adversarial inputs within a defined neighborhood
of correctly classified images where the output label of the
classifier is expected to be the same. When such an adversary
is found, existing techniques declare the model to not be ro-
bust and do not provide any further information about how
vulnerable the model is. We present an application of Quan-
tifyML, where we cast this problem to boolean satisfiability
and leverage model counting to obtain a precise quantifica-
tion of the robustness for image classification models.

This paper is organized as follows. Section 2 gives the essential
background and briefly explains decision trees, neural networks,
bounded model checking, and model counting. Section 3 gives
detailed information about the QuantifyML framework. Results of
experimental evaluation are discussed in section 4 and related work
is discussed in section 5. Finally, we discuss the limitations, future
work and conclusion in section 6.

2 BACKGROUND

2.1 Decision Trees

Decision tree learning [17] is a supervised learning technique for
extracting rules that act as classifiers. Given a set of data labeled to
respective classes, decision tree learning aims to discover rules in
terms of the attributes of the data to discriminate one label from
the other. It builds a tree such that each path of the tree encodes
a rule as a conjunction of predicates on the data attributes. Each
rule attempts to cluster or group inputs that belong to a certain
label. The technique performs a greedy search over a space of
functions, being guided by the distribution of data and its labels.

Anon.

1
i 0 1

Figure 1: Decision Tree for Reflexive Property

Input Layer 1 Layer 2 Output

Figure 2: Neural Network

The way this greedy search works is to first identify a predicate
that classifies most of the data correctly, and then to iteratively
identify additional predicates as required to classify the remaining
data. Many decision-tree learning algorithms (such as ID3 [18]) use
the concept of information entropy to automatically choose the
most advantageous splitting predicate. Figure 1 shows a decision
tree for the reflexive relational property that we analyze in our
experiments (for a graph with 5 nodes).

2.2 Neural Networks

Neural networks [19] are machine learning algorithms that can
be trained to perform different tasks such as classification and
regression. Neural networks consist of multiple layers, starting
from the input layer, followed by one or more hidden layers (such
as convolutional, dense, activation, and pooling), and a final decision
layer. Each layer consists of a number of computational units, called
neurons. Each neuron applies an activation function on a weighted
sum of its inputs; N(X) = o(3; wi-N;j(X)+b) where N; denotes the
value of the i neuron in the previous layer of the network and the
coefficients w; and the constant b are referred to as weights and bias,
respectively; o represents the activation function. For instance, the
ReLU (rectified linear unit) activation function returns its input as is
if it is positive, and returns 0 otherwise, i.e., 0(X) = max(0, X). The
final decision layer (also known as logits) typically uses a specialized
function (e.g., max or softmax) to determine the decision or the
output of the network. Figure 2 shows a neural network with one
input layer, two hidden layers and one output layer.
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2.3 Bounded Model Checking for C programs

Bounded model checking [20] is a popular technique for verifying
safety properties of software systems. Given a bound on the input
domain and a bound on the length of executions, a boolean formula
is generated that is satisfiable if there exists an error trace or counter-
example to the given property. The formula is checked using off-
the-shelf decision procedures. CBMC [21] is a tool that performs
analysis of programs written in a high-level language such as C,
C++ or Java by applying bounded model checking. The program is
first converted into a control flow graph (CGF) representation and
formulas are built for the paths in the CFG leading to assertions. The
model checking problem is reduced to determining the validity of a
set of bit-vector equations, which are then flatted out to conjunctive
normal form (CNF) and checked for satisfiability.

In this work, we leverage CBMC to build the CNF formulas corre-
sponding to the paths in the C program representation of a machine
learning model. We then pass on the formulas corresponding to
the respective output classes to a model counting tool in order to
quantify the number of solutions.

2.4 Model Counters

We used two state-of-the-art model counters i.e., projMC! and Ap-
proxMC?. projMC[22] is a state-of-the-art exact model counter
that outputs the exact number of solutions for a set of constraints
and uses a recursive algorithm specifically defined for determin-
istic disjunctive form. Pairwise variable independent partitions of
the original formula are created using disjunctive decomposition.
The number of solutions in each partition is then calculated and
combined as a total model count of the formula. In case, one of the
partition reports a contradiction, the formula is reported to be an
UNSAT formula with a model count of 0.

ApproxMC [23] is a state-of-the-art approximate model counter
that give counts within a given confidence level and tolerance score.
ApproxMC iteratively partitions the solution space into smaller
regions such that each region contains the same number of solu-
tions. It then counts the number of solutions in one region and
then uses estimation techniques to compute the total number of
solutions across all regions. It uses universal hashing technique and
a specialized SAT solver (CryptoMiniSat [24]). With the passage of
time, ApproxMC was optimized for performance and number of
SAT calls was reduced from O(n) to O(log(n)). This was achieved
using dependency information between the SAT calls. Recent stud-
ies have shown ApproxMC to be efficient and quite close to the
exact model counts.

2.4.1  Projected model counting. Many tools, including CBMC, trans-
late a boolean formula to CNF by introducing auxiliary variables.
These variables do not affect the satisfiability of the boolean for-
mula but do affect the model counts. In such scenarios, projected
model counting [25] needs to be used.

Consider the set M consisting of all variables in a boolean for-
mula and N be a subset of variables in the formula. The solutions
in which the value of at least one variable in N is different is con-
sidered a unique solution in the projected model counting problem.

!http://www.cril.univ-artois.fr/kc/projme.html
Zhttps://github.com/meelgroup/ApproxMC (ApproxMCv3, Git commit ID 23d4439)
with the default seed (i.e., 1)
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The variables in N are known as primary variables and the rest of
the variables are known as auxiliary variables.

Please refer to [26] for a detailed discussion on model counting,
projected model counting and model counters. In our work we
use projected model counting, where the inputs to the model are
considered as primary variables.

3 APPROACH

Figure 3 shows the overall framework of QuantifyML. Users can
input the trained machine learning model (Decision Tree or Neural
Network) into QuantifyML. The ML to C translator will generate
the C programming language representation of the machine learn-
ing model. In applications where the ground-truth or an oracle of
correctness is available, it is also encoded as a function in C. The
C file also contains assertions encoding various checks involving
the outputs of the model and of the ground-truth predicates. The
final C program is then converted into CNF form using the CBMC
tool. The obtained CNF files are then fed to the model counters,
allowing us to quantify the quality of the models.

3.1 Translation of Decision Trees to C
Programs

We illustrate the translation via an example. Figure 4 shows the
C program representation of the decision tree shown in Figure 1.
The decision tree is trained on the reflexive property of graphs, i.e.,
all nodes in the graph have a self loop (all diagonal elements in
the adjacency matrix should be 1). The input is an array of size 25
(since the tree is trained on graphs with 5 nodes - represented using
an adjacency matrix of size 25). Function decisiontree computes and
returns the classification label for the given input. The function
returns label 0 if any of the diagonal elements is 0 otherwise it
returns label 1. The ML to C translator currently supports decision
trees trained using the Scikit-Learn [27] machine learning library.
We plan to add support for other machine learning libraries in the
future.

3.2 Translation of Neural Networks to C
Programs

QuantifyML can handle feed-forward neural networks with
dense, convolutional, and pooling layers, with ReLU activations and
Softmax functions. Figure 5 shows the C program representation
of the example neural network shown in Figure 2. Function neural-
network computes and returns the classification label for the given
input. There are two inputs to the function i.e., x1 and x2. Line 2
declares an array, layerl, of dimension 2 (layer 1 has 2 nodes) that
will store the values of the nodes at layer 1. Line 3 and 4 computes
the value of nodes at layer 1 by multiplying the inputs with the
weights on the respective edges. Line 6 declares an array, layer2, of
dimension 2 (layer 2 has 2 nodes) that will store the values of the
nodes at layer 2. Line 7 and 8 computes the value of nodes at layer
2 by multiplying the values of nodes at layer 1 with the weights on
the respective edges. Line 10 declares an array, output, of dimension
2 (output layer has 2 nodes) that will store the values of the nodes at
output layer. Line 11 and 12 computes the value of nodes at output
layer by multiplying the values of nodes at layer 2 with the weights
on the respective edges. Line 14-18 returns label 0 if the value of
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Figure 3: QuantifyML Framework

1 | int decisiontree(){
2 float x[25];
3 if (x[@] == 0){
4 return (0);
5 3
6 else if (x[6] == 0@){
7 return (0);
8 3
9 else if (x[12]==0){
10 return (0);
11 }
12 else if (x[18]==0){
13 return (0);
14 }
15 else if (x[24]==0){
16 return (0);
17 }
18 else{
19 return (1);
20 }
21 |}
Figure 4: C code for the decision tree from Figure 1
1 int neuralnetwork(float x1,float x2){
2 float layeri1[2];
3 layer1[0]=(+1.0)*x1+(-1.0)*x2;
4 layer1[1]1=(+1.0)*x1+(-1.0)*x2;
5
6 float layer2[2];
7 layer2[0]=(+0.5)*layer1[0]+(-0.20)xlayer1[1];
8 layer2[1]=(-0.5)*layer1[0]+(+0.10)*layer1[1];
9
10 float output[2];
11 output[0]=(+1.0)*layer2[@0]+(-1.0)*layer2[1];
12 output[1]=(-1.0)*xlayer2[Q]+(+1.0)*layer2[1];
13
14 if (output[@]>output[1]1){
15 return 0;
16 }
17 else{
18 return 1;
19 }

Figure 5: C code for the neural network from Figure 2

first node at output layer (y1) is greater than the value of the second
node at the output layer (y2), otherwise it returns 1. QuantifyML
ML to C translator currently supports neural networks trained in
Keras [28] machine learning library. We plan to add support for
other machine learning libraries in the future.

3.3 Quantifying the learnability of machine
learning models

Given the C program representations of the model and the oracle
encoding the ground-truth, QuantifyML employs the CBMC tool
to generate formulas encoded in the CNF form. The CNF files are
then fed to model counters to obtain counts which are in turn used
to calculate the following metrics, to quantify the learnability of
the models, given finite bounds on the input space.

For each output label [ of the classifier, QuantifyML computes
the following: i) True Positives (TP) denotes the portion of the inputs
for which the ground truth is the label [ and the classifier model
correctly predicts the label to be I, ii) False Positives (FP) denotes
the portion of the inputs for which the ground truth is not the label
I and the classifier model incorrectly predicts the label to be I, iii)
True Negatives (TN) denotes the portion of the inputs for which the
ground truth is not the label I and the classifier model correctly
predicts a different label than I, and iv) False Negatives (FN) denotes
the portion of the inputs for which the ground truth is the label /
and the classifier model incorrectly predicts a different label than I.
It then uses these counts to assess the quality of the model using
standard measures such as Accuracy, Precision, Recall and F1-score
for the model.

e Accuracy= %;
e Precision= —TPTJ;P;

_ _TP .
® Recall= TP+1;N’ Recall
_score= Z:PrecisionsRecall
e Fl-score= Precision+Recall *

In order to compute these measures for each label I, a predicate
function in C is generated (¢; (x)) which returns 1 if the output of
the model is [ for a given input x and returns 0 otherwise. Similarly,
a predicate function (¢;(x)) is generated which returns 1 if the
ground-truth for the given input x is [ and returns 0 otherwise.
Given these predicates, four CNF files are generated for each label /,
which encode the following formulas corresponding to the counts.
N is the scope or bound on the input domain, CNF represents a
function that translates C program to formulas in the CNF form,
and MC represents a function that uses the projected model counter
to return the number of solutions projected to the input variables.

True Positives (TP): MC(CNF( y;(x) A ¢1(x)),N)
False Positives (FP): MC(CNF( =y;(x) A ¢;(x)),N)
True Negatives (TN): MC( CNF( —¢;(x) A =¢;(x)),N)
False Negatives (FN): MC(CNF( y;(x) A =¢;(x)),N)
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CBMC generates the above mentioned set of CNF files which
are then passed to an off-the-shelf model counter and final counts
are obtained. Performance metrics as explained above are then
calculated. We use two model counters, ApproxMC and projMC, for
the experiments in this paper but any model counter that supports
projected model counting can also be used. CBMC translates the C
program into CNF and introduces auxiliary variables. Therefore,
only model counters supporting projected model counting should
be used.

3.4 OQuantifying Local Robustness

As mentioned, QuantifyML is more general than MCML, which is
applicable only to decision trees where both inputs and decisions
are binary. QuantifyML can be applied to more challenging models,
which can not be described with binary decision trees. The chal-
lenge with the analysis of more realistic models is that we typically
do not have the ground truth. Image classification is such a problem.

Consider that given an image which contains an object of interest
such as a digit, the goal is to classify it with a label that identifies the
digit. It is not feasible to define a specification that can automatically
generate the correct label or the ground truth for any arbitrary
image. Machine learning models are typically trained using a data
set of images that are manually labelled. However, images that are
similar to, or are in close proximity (in terms of distance in the input
space) to an image with a known label can be expected to have the
same label. This property is called robustness in the literature. For
instance, given an image of a certain digit, all images that can be
generated by applying perturbations that are imperceptible to the
human eye should represent the same digit. Therefore, we know the
ground truths for the inputs in the neighborhood of user labelled
inputs.

Evaluating the robustness of image classification models is an
active area of research [29-31]. Current techniques typically search
for the existence of an adversarial input (x”) within an € ball sur-
rounding a labelled input (x); e.g., ||x —x’||co < € (here the distance
is in terms of the L, metric) such that the output of the model on x
and x” is different. When no such input exists, the model is declared
robust, however, in the presence of an adversarial input there is no
further information available. We propose to use QuantifyML to
quantify robustness of machine learning models, where instead of
using a predicate encoding the ground truth, we encode the local
robustness requirement that the model should give the same output
within the region defined by ||x — x'|[|e < €.

In order to quantify local robustness around a concrete n-dimensional

input x = (xo, x1, ..xp), we first define an input region R by con-
straining the inputs across each dimension to be within [x; — €, x; +

€] in the translated C program. We then define Robustness. as

MC(CNF(¢i(x)).Re)
IRe |

which returns 1 if the output of the model is [ and 0 otherwise, Re

defines the scope for the check, and |R.| quantifies its size. Intu-
itively, Robustness. quantifies the portion of the input on which the
model is robust, within the small region described by R..

, where ¢;(x) is defined as before as a predicate

4 EVALUATION

We seek to address the following research questions in our evalua-
tion.

ISSTA 2021, 12-16 July, 2021, Aarhus, Denmark

e RQ 1: How does QuantifyML perform when applied to the
problem of evaluating the true performance of a model in
comparison with the ground truth?

e RQ 2: Does QuantifyML enable a comparison of different
models, that are built using different learning techniques
(decision-tree learning vs. neural networks)?

¢ RQ 3: How does QuantifyML perform when applied to the
problem of quantifying adversarial robustness for image
classification models?

All experiments were performed on Windows 10 with an Intel
Core-i7 8750H CPU (2.20 GHz) and 16GB RAM. The detailed results
along with the artifacts of the analysis are available at the project’s
GitHub repository?.

4.1 RQ 1: Evaluating the true performance of
the models.

In the first set of experiments we seek to evaluate the performance
of trained models against ground truth, encoded as predicates (as
described in Section 3). For this set of experiments we use the same
set up as in [12], allowing us to also compare the performance of
MCML with QuantifyML. We recap that setup here.

4.1.1 Data sets. We consider the problem of learning relational
properties of graphs. Alloy [32] was used to create datasets for 11
relational properties of graphs including antisymmetric, connex,
equivalence, irreflexive, non-strict order, partial order, pre-order,
reflexive, strictorder, total order and transitive. Alloy generated
datasets containing positive solutions i.e., graphs which satisfy a
given relational property and negative solutions i.e., graphs which
violate the given property. The number of negative solutions is
much larger than the number of positive solutions. Table 7 in sup-
plementary material tabulates the total number of positive and
negative solutions for each property. It is infeasible to enumer-
ate all negative solutions. For example, for the reflexive property
(graphs in which all nodes have a self-loop) with a scope of 6, there
are only around 1 Million graphs (1048576) that satisfy the property
out of the 68.7 Billion (23°) possible graphs. We use Alloy to enu-
merate all positive solutions and then create an equal number of
negative solutions. To create the set of negative solutions, we first
create a random solution and verify if it violates the property using
the Alloy evaluator. If the solution is a graph satisfying the prop-
erty then it is discarded otherwise it is added to the set of negative
solutions. Each solution has a feature vector and a binary label (1
for the positive class and 0 for the negative class). The features are
represented using an adjacency matrix. For example, if the scope of
the reflexive property is 6, then a 36 bit vector is used. The smallest
scope was choosen for each property such that there are > 90,000
positive solutions.

Although, Alloy was used in the generation of datasets, the gen-
erated datasets are not dependent on Alloy. Please note that for
positive solutions, all possible solutions were generated. The same
set of solutions will be generated by any SAT solver (Representa-
tion format can be different). For negative solutions, we randomly
created them and confirmed them using the Alloy evaluator which

Shttps://github.com/memlplus/memlplus
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Anon.

Table 1: Quantifying the learnability of Decision Trees on graph properties with ProjMC. Metrics from QuantifyML, MCML
indicates a time-out of 5000 seconds.

and Statistical calculation on test set(Stat).

"_n

Property Accuracy Precision Recall F1-Score
Stat | MCML | QuantifyML Stat | MCML | QuantifyML Stat | MCML | QuantifyML Stat | MCML | QuantifyML

Antisymmetric 0.9997 | 0.9996 0.9996 0.9996 | 0.9938 0.9938 0.9998 | 0.9998 0.9998 0.9997 | 0.9968 0.9968
Connex 0.9957 | 0.9934 0.9934 0.9933 | 0.2106 0.2106 0.9982 | 0.9984 0.9984 0.9957 | 0.3478 0.3478
Equivalence 0.9997 - - 0.9994 - - 1.0000 | 1.0000 1.0000 0.9997 - -
Irreflexive 1.0000 | 1.0000 1.0000 1.0000 | 1.0000 1.0000 1.0000 | 1.0000 1.0000 1.0000 | 1.0000 1.0000
NonStrictOrder 0.9990 | 0.9984 - 0.9985 | 0.0012 - 0.9994 | 0.9995 0.9995 0.9990 | 0.0024 -
PartialOrder 0.9934 | 0.9877 0.9877 0.9879 | 0.2473 0.2473 0.9991 | 0.9992 0.9992 0.9935 | 0.3964 0.3964
PreOrder 0.9985 | 0.9973 - 0.9974 | 0.0011 - 0.9996 | 0.9996 0.9996 0.9985 | 0.0022 -
Reflexive 1.0000 | 1.0000 1.0000 1.0000 | 1.0000 1.0000 1.0000 | 1.0000 1.0000 1.0000 | 1.0000 1.0000
StrictOrder 0.9988 | 0.9978 - 0.9979 | 0.0009 - 0.9997 | 0.9998 0.9998 0.9988 | 0.0018 -
TotalOrder 0.9999 - - 0.9997 - - 1.0000 | 1.0000 - 0.9999 - -
Transitive 0.9999 | 0.9764 0.9764 0.9997 | 0.1622 0.1622 1.0000 | 0.9913 0.9913 0.9999 | 0.2789 0.2789

Table 2: Quantifying the learnability of Decision Trees on graph properties with ApproxMC. Diff shows the difference between
MCML and QuantifyML metrics.

Property Accuracy Precision Recall F1-Score

MCMI] QuantifyML Diff | MCMIL] QuantifyML Diff | MCMIL] QuantifyML Diff | MCMIL] QuantifyML Diff
Antisymmetric | 0.9996 0.9996 0.0000 | 0.9935 0.9936 -0.0001 | 0.9998 0.9998 0.0000 | 0.9967 0.9967 0.0000
Connex 0.9935 0.9936 -0.0001 | 0.2258 0.2292 -0.0032 | 0.9985 0.9985 0.0000 | 0.3683 0.3728 -0.0045
Equivalence 0.9995 0.9995 0.0000 | 0.0000 0.0000 0.0000 | 1.0000 1.0000 0.0000 | 0.0000 0.0000 0.0000
Irreflexive 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000
NonStrictOrder | 0.9983 0.9985 -0.0002 | 0.0011 0.0012 -0.0001 | 0.9995 0.9995 0.0000 | 0.0022 0.0024 -0.0002
PartialOrder 0.9864 0.9880 -0.0016 | 0.2407 0.2535 -0.0128 | 0.9992 0.9992 0.0000 | 0.3879 0.4045 -0.0166
PreOrder 0.9972 0.9973 -0.0001 | 0.0012 0.0012 0.0000 | 0.9997 0.9997 0.0000 | 0.0024 0.0024 0.0000
Reflexive 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000
StrictOrder 0.9979 0.9979 0.0000 | 0.0009 0.0010 -0.0001 | 0.9998 0.9998 0.0000 | 0.0019 0.0020 -0.0001
TotalOrder 0.9997 0.9997 0.0000 | 0.0000 0.0000 0.0000 | 1.0000 0.0017 0.9983 | 0.0000 0.0000 0.0000
Transitive 0.9760 0.9773 -0.0013 | 0.1588 0.1826 -0.0238 | 0.9902 0.9922 -0.0020 | 0.2737 0.3085 -0.0348

Table 3: Efficiency comparison QuantifyML vs. MCML. Number of primary variables (Prim. Vars) are same for MCML and
QuantifyML, Total number of Clauses for true positive (TP), false negative (FN), false positive (FP), and true negative (IN) in
the CNF formulae. Times taken by ApproxMC and ProjMC model counters. “-” indicates time-out of 5000 seconds

Property Prim TP Clauses EN Clauses FP Clauses TN Clauses Time (s) - projMC Time (s) - ApproxMC
Vars MCML | QuantifyML | MCML | QuantifyML | MCML | QuantifyML | MCML | QuantifyML| MCML | QuantifyML| MCML | QuantifyML
Antisymmetric 25 1015 86364 1031 86540 1185 86427 1201 86603 1.5 121.5 2.1 15.8
Connex 25 69 7643 74 7508 231 4301 236 4236 0.3 4.8 0.8 0.4
Equivalence 100 2591 44644 2582 44617 3349 40562 3340 40546 - - 34.1 30.1
Irreflexive 25 10 172 6 208 147 142 143 162 0.0 0.0 0.5 0.2
NonStrictOrder 36 507 20336 489 20520 624 14303 606 14424 12.2 N 1.9 4.6
PartialOrder 25 514 23563 435 23674 576 22399 497 22499 0.8 1404.7 1.2 2.9
PreOrder 36 528 22850 516 22892 659 17158 647 17188 345 - 2.0 3.8
Reflexive 25 10 227 6 207 98 177 94 165 0.0 0.0 0.5 0.1
StrictOrder 36 480 16924 464 17212 611 12647 595 12782 14.1 - 1.9 2.8
TotalOrder 81 1834 39521 1819 39778 2331 42961 2316 43033 - N 8.4 8.9
Transitive 25 774 43456 672 43534 862 43544 760 43622 14.9 2377.5 2.0 8.4

simply evaluates if the given solution is positive or negative. There-
fore, there is no bias or dependence in using Alloy.

4.1.2  Decision Trees. Scikit-Learn Library was used to implement
decision tree models. The quality of the split (criterion) was mea-
sured using gini and rest of the hyper-parameters were set to default
settings. Experiments were also performed using hyper-parameter
tuning but results were only slightly improved with a huge in-
crease in time. QuantifyML uses a time-out of 5000 seconds which
is common in field of model counting.

4.1.3  Results. Table 1 presents the QuantifyML and MCML metrics
(accuracy, precision, recall and F1-score) for the decision-tree mod-
els for the respective properties. These were calculated using the
ProjMC model counter (Section 2) which is an exact model counter.

Please note that we applied both techniques to the same model for
each property. As can be seen , the values of the metrics obtained
by QuantifyML and MCML match exactly for all the properties. This
is as expected since both the tools seek to obtain precise quantifi-
cation over the input space. QuantifyML is more general and uses
a C program representation of any machine learning model and
the CBMC tool to perform the translation to CNF form, whereas
MCML has an implementation that is dedicated to decision-trees.
These results serve as a check for the correctness of QuantifyML
and show that the tool produces exactly the same results as the
technique that is dedicated to decision-trees.

However, QuantifyML is less efficient than MCML. Table 3 shows
the times taken by QuantifyML and MCML using ProjMC (Time(s)

639
640
641
642
643
644
645
646
647
648
649

650

652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695

696



697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730

QuantifyML: How good is my machine learning model?

projMC column). It can be observed that both MCML and Quanti-
fyML time out (after 5000 seconds) for TotalOrder and Equivalence
properties. QuantifyML times out for the following properties as
well; NonStrictOrder, StrictOrder and PreOrder. This is because the
CNF formulas generated by the CBMC tool after the analysis of
the C program representation of the machine learning model is
larger than that produced by MCML, which has a custom imple-
mentation for decision-trees. Table 3 shows the size of the CNF
formulas in terms of primary variables and clauses. ProjMC is an
exact model counter and takes a long time to process formulas with
large number of clauses.

To alleviate this scalability problem, we experimented with an-
other model counter, namely ApproxMC (Section 2), which is faster
but produces approximate counts. The column Time(s) ApproxMC
in Table 3 shows the times and Table 2 presents the respective
metrics for both QuantifyML and MCML using ApproxMC. As it
can be observed, the analysis times for QuantifyML are greatly
reduced and we are able to obtain results for all the properties. Due
to the approximate nature of the model counter, there are minor
differences in the metrics computed with QuantifyML vs. MCML.
However, these differences are minor (as can be seen in the Diff
columns of the table). In some cases, QuantifyML is closer to the
true values (presented in table 1), while in others MCML is closer,
however, the approximate results are within +/- 15% of the true
results. [33] empirically determined ApproxMC model counts to be
+/- 16% of the true counts.

In order to understand the benefits of QuantifyML in assessing
the learnability of models, we considered the metrics calculated
statistically on a test set. We present the statistical metrics (accu-
racy, precision, recall and F1-scores) for the decision-tree models
in Table 1. It can be seen that for all the properties, the statistical
accuracy values are higher than the true values. This difference
is more pronounced for the precision metric. For instance, for the
Connex, PartialOrder and Transitive properties, while the statistical
precision values are greater than 98%, the actual precision of these
models are less than 25%. This highlights that statistical metrics
could be mis-leading and give a false impression of good perfor-
mance. The Fl-score indicates the generalizability of the models. It
can be seen that specifically for the above mentioned three proper-
ties, the true F1-scores are quite poor indicating that the models
are possibly over-fitted to the respective train sets. However, this
fact would be hidden if we rely only on the statistical metrics. We
would like to highlight that even with approximate results obtained
using ApproxMC, QuantifyML metrics still present a more accurate
picture of the accuracy and generalizability of the models in com-
parison with the statistical metrics. Specifically, for the Equivalence
and TotalOrder properties (Table 2), we can see that the number
of false positives is very high leading to very low values for the
true precision. The true F1-scores for these models are close to 0,
however, the respective statistical F1-scores are close to 0.99, giving
a false impression of good performance.

Tables 4 and 5 present QuantifyML and statistically calculated
metrics for decision-tree and neural network models respectively
for relational properties of small (4-node) graphs. We describe these
models in more detail in the next section. We can observe a simi-
lar trend here as well that the statistical metrics indicate that the
models have high accuracy and F1-scores for all properties. The
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decision-tree models (Table 4) for the Antisymmetric, Irreflexive,
Reflexive, NonStrictOrder, PartialOrder and PreOrder properties
have statistical accuracy and the F1-scores of 100%. However, the
precise quantification by QuantifyML highlights that for the Non-
StrictOrder and PreOrder properties, the models in fact have less
than 100% accuracy and more importantly have poor precision
indicating large number of false positives. The decision-trees for
StrictOrder property seems to have the lowest accuracy and F1-
score when calculated statistically. However, the QuantifyML scores
highlight that this is mis-leading and in truth the decision-tree for
the Connex Property has the lowest accuracy and F1-score. For the
neural network models (Table 5), in all cases except Irreflexive and
Reflexive properties, the accuracy values calculated using Quan-
tifyML highlight that the true performance is mostly worse and
in some cases better (PartialOrder, Transitive) than the respective
statistical accuracy metric values. The precision and recall metrics
seem to suffer greatly when calculated purely statistically (as can be
seen from the Diff columns in the table 5). This indicates that they
give a false impression of good generalizability of the respective
models, while in truth the F1-scores are less than 50% for most of
the properties (refer FI-Score column in table 5).

4.2 RQ 2: Comparing the performance of
different models.

For this set of experiments, we seek to evaluate QuantifyML on
different models that are trained on the same problem.

Consider the problem of learning relational properties of graphs
as explained earlier in RQ 1. Although this seems a fairly simple
problem with binary decisions and binary input features, it is not
immediately apparent which learning algorithm would work best
to learn a suitable classifier. The properties range from simple ones
such as Reflexive to more complex ones such as StrictOrder and
Connex (ref supplementary material - section 1). Each property
translates to a different set of features. While a decision-tree classi-
fier may be faster to learn and easier to interpret, it may be overfitted.
On the other hand, employing a deep neural network algorithm
which relies on feature extraction may in fact not yield good results
for this problem considering the inputs are purely binary.

We applied the two different learning algorithms, decision-trees
and neural networks, to learn classification models for the same set
of properties using the same dataset for training. We were unable to
apply QuantifyML to analyze neural network models with greater
than 16 features due to the limitation in the scalability of the model
counters (both ApproxMc ProjMC were considered). Therefore we
restricted the size of the graphs to have 4 nodes. The model counter
times out after 10 hours when considering graphs with more than 4
nodes for all properties. However, with the reduction in the number
of nodes in the graph, the number of positive graphs become very
low for the Equivalence and TotalOrder properties. This hinders
the learning of suitable classifiers. Therefore we consider only the
remaining 9 properties for this study.

4.2.1 Architecture. The neural networks had two dense layers. The
first layer had 3 nodes with a linear activation function and the
second layer had 2 nodes with a softmax activation function. The
neural networks were trained upto 50 epochs with a batch size of
10. Adam optimizer was used. For the decision trees, the quality
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Table 4: Quantifying the learnability of Decision Trees on graph (4-node) properties with ProjMC. Diff shows the difference

between Statistical (Stat) and QuantifyML metrics.

Property Accuracy Precision Recall F1-Score

Stat | QuantifyML Diff Stat | QuantifyML Diff Stat | QuantifyML Diff Stat | QuantifyML Diff
Antisymmetric | 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000
Connex 0.9932 0.8179 -0.1752 0.9865 0.4219 -0.5646 1.0000 0.0625 -0.9375 0.9932 0.1089 -0.8843
Irreflexive 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000 | 1.0000 1.0000 0.0000
NonStrictOrder| 1.0000 0.9721 -0.0279 1.0000 0.1069 -0.8931 1.0000 1.0000 0.0000 1.0000 0.1932 -0.8068
PartialOrder 0.9957 0.9919 -0.0038 0.9916 0.8690 -0.1226 1.0000 1.0000 0.0000 0.9958 0.9299 -0.0659
PreOrder 1.0000 0.9693 -0.0307 1.0000 0.1499 -0.8501 1.0000 1.0000 0.0000 1.0000 0.2607 -0.7393
Reflexive 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000
StrictOrder 0.9545 0.9721 0.0175 0.9200 0.1069 -0.8131 1.0000 1.0000 0.0000 0.9583 0.1932 -0.7651
Transitive 0.9850 0.9799 -0.0051 0.9810 0.7524 -0.2285 0.9904 0.9990 0.0086 0.9856 0.8583 -0.1273

Table 5: Quantifying the learnability of Neural Network on graph (4-node) properties with ProjMC. Diff shows the difference
between Statistical (Stat) and QuantifyML metrics.

Property Accuracy Precision Recall F1-Score

Stat | QuantifyML Diff Stat | QuantifyML Diff Stat | QuantifyML Diff Stat | QuantifyML Diff
Antisymmetric 0.8058 0.7614 -0.0445 0.7520 0.4211 -0.3309 0.9095 0.9093 -0.0002 0.8233 0.5756 -0.2476
Connex 0.9658 0.7866 -0.1791 0.9359 0.2326 -0.7033 1.0000 0.0865 -0.9135 0.9669 0.1261 -0.8408
Irreflexive 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000
NonStrictOrder | 0.9773 0.9054 -0.0719 0.9583 0.0338 -0.9245 1.0000 0.9909 -0.0091 0.9787 0.0654 -0.9133
PartialOrder 0.7803 0.8303 0.0500 0.8367 0.2002 -0.6364 0.7051 0.7260 0.0210 0.7652 0.3139 -0.4514
PreOrder 0.9577 0.8825 -0.0753 0.9302 0.0433 -0.8870 1.0000 0.9803 -0.0197 0.9639 0.0829 -0.8810
Reflexive 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000 1.0000 1.0000 0.0000
StrictOrder 0.9545 0.9409 -0.0136 0.9200 0.0535 -0.8665 1.0000 1.0000 0.0000 0.9583 0.1016 -0.8567
Transitive 0.7722 0.7903 0.0181 0.8063 0.1864 -0.6198 0.7404 0.7258 -0.0145 0.7719 0.2967 -0.4753

of the split (criterion) was measured using gini and rest of the
hyper-parameters were set to default settings.

4.2.2  Results. We applied QuantifyML to obtain the accuracy, pre-
cision, recall and F1-score metrics for the models learnt using both
the techniques. These metrics were also calculated statistically on
a test set (same for both the learning algorithms). Tables 4 and 5
present the results.

The models for the Irreflexive and Reflexive properties have 100%
accuracy and F1-score, both when learnt using the decision-tree
learning algorithm or as a neural network. These two are indeed
very simple graph properties. However, decision-tree models have
the ability to learn more complex properties such as Antisymmetric
and StrictOrder as well. Overall the decision-tree models seem
to have better accuracy and generalizability than the respective
neural network models. Note, that while such a comparison can
be done using the statistical metrics, their lack of precision may
lead to wrong interpretations. For instance, for the StrictOrder
property, the statistical accuracy, precision, recall and F1-scores are
exactly the same for the neural network and decision-tree models,
however, the corresponding QuantifyML metrics highlight that for
this problem, the decision-tree models are in fact better than neural
networks in terms of the true performance.

Albeit using a simple example, this study highlights the benefit
of QuantifyML in enabling one to compare the true performance
of different models, and different learning algorithms, for a given
problem. Note that as long as the models being compared are for
the same application, they need not have been trained using the
same set of data points.

4.3 RQ 3: Quantifying the robustness of image
classifiers.

We use the MNIST data set (Modified National Institute of Standards
and Technology data set), which is a large collection of handwritten
digits that is commonly used for training various image process-
ing systems [34]. MNIST has 60,000 training input images, each
comprised of 784 pixels and belonging to one of 10 labels (digits 0
through 9). We trained a decision-tree model on this dataset. For
the decision trees, the quality of the split (criterion) was measured
using entropy and rest of the hyper-parameters were set to default
settings. The overall accuracy of this model on the test set was
83.64%. The size of the CNF files for this problem is large (refer
supplementary material - Table 5). This can be attributed to the
784 integer input variables and the logic for image classification
which results in bigger trees. There are 25088 primary variables and
around 31 million clauses in the CNF formulas for each label. It was
not feasible to use the exact model counter ProjMC , therefore, we
used the ApproxMC model counter for this study. Typically neural
networks are used for the problem of image classification. However,
both ApproxMC and ProjMC were not scalable enough to handle
the CNF files generated from the neural networks that we trained
for this study.

4.3.1 Results. We selected (randomly) an image for each of the 10
labels to evaluate the robustness of the model in the neighborhood
of each of these inputs. We considered regions around these inputs
for € = 1; these represent all the inputs that can be generated by
altering each pixel of the given image by +/- 1. Column Total count,
in Table 6 shows the total number of images in the ¢ = 1 neigh-
borhood of each input. We then employ QuantifyML to precisely
quantify the number of inputs within the € = 1 neighborhood that
are given the correct label. In order to obtain this count, for every
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Table 6: Quantifying robustness for the MNIST model.

Input | Actual Label | Total count, | Correctly classified counte | Robustnesse (%)
1 0 3.32E+270 2.21E+270 66.67
2 1 9.59E+247 3.15E+247 32.81
3 2 3.53E+258 8.81E+257 25.00
4 3 1.92E+272 1.92E+272 99.99
5 4 3.42E+264 3.42E+264 99.99
6 5 4.02E+259 4.02E+259 99.99
7 6 1.04E+258 5.22E+257 50.00
8 7 1.17E+262 1.17E+262 99.99
9 8 9.99E+266 9.99E+266 99.99
10 9 1.84E+253 6.89E+252 37.50

Accuracye (100) | Accuracye (1000) | Accuracye (10000) || Accuracy (Test Set)
65.00 67.90 67.05 92.65
34.00 32.10 32.66 96.12
32.00 25.90 25.30 83.91
93.00 93.70 93.62 77.52
52.00 61.50 63.58 82.08
100.00 100.00 100.00 76.23
47.40 47.40 50.21 85.39
100.00 100.00 100.00 85.60
100.00 100.00 100.00 73.72
38.20 38.20 38.12 80.67

input, we apply QuantifyML to quantify the portion of the input
region that leads to the same label as the original input. Column
Correctly classified count, in Table 6 shows this count for each in-
put. The corresponding Robustnesse value shows the accuracy with
which the model classifies the inputs in the region to the same label.

The results indicate that the robustness of the model is poor or
the model is more vulnerable to attacks around the inputs corre-
sponding to labels 1, 2 and 9 respectively. Note also that in princi-
ple, QuantifyML could be used to provide proofs of robustness (if
Robustnesse =100%); however we could not obtain such proofs here.

We also computed an accuracy metric statistically by perturbing
each image within € to randomly generate sample sets of size 100,
1000 and 10000 images respectively. We then executed the model
on each set to determine the corresponding labels and computed
the respective accuracies as shown in columns Accuracye(100),
Accuracye (1000), and Accuracye (10000). The statistically computed
accuracies are close to the Robustnesse values for most of the labels.
We can see that for labels 5,7 and 8, the statistical accuracies with
all sample sets are 100% respectively. This gives a false impression
of adversarial robustness around these inputs. The corresponding
Robustnesse of 99.99% indicates that there are subtle adversarial
inputs which get missed when the robustness is determined statis-
tically. We can also observe an interesting case, for the input corre-
sponding to label 4, where the sample sets considered for statistical
accuracy seem to include a number of inputs that are incorrectly
classified. Robustnesse of 99.99% indicates that only 0.01% of the
inputs are incorrectly classified. However, these inputs comprise of
almost 36% of the samples considered for statistical accuracy. This
seems to indicate that this region is more vulnerable to attacks than
the inputs corresponding to labels 5 and 8, while in truth, these
regions are very similar in terms of robustness. It may be the case
that this result for Robustness, is incorrect, which may be due to
the approximation in the model counter. We plan to investigate this
issue further.

The last column, Accuracy (Test Set) in Table 6, shows the ac-
curacy of the model per label when evaluated statistically on the
whole MNIST test set. Note that although the model may have high
statistical accuracy, it can have low adversarial robustness. Consider
the input for label 1, although the statistical targeted accuracy is
96%, the Robustnesse around the input is only around 32% indicating
poor adversarial robustness.

We would like to highlight that although the above discussion
is based on the results produced by ApproxMC which produces
approximate counts, it has been shown in an earlier study [33] that
the outputs are typically within 16% of the outputs from ProjMC

(exact model counter). The results obtained using statistical mea-
sures typically have a much higher difference from the exact counts
(as was highlighted in RQ1).

5 RELATED WORK
5.1 Quantitative Analysis of ML models

Quantitative analysis of neural networks has typically been per-
formed using statistical methods to obtain probabilistic guarantees.
For instance, VeriFair is an approach which performs probabilistic
verification of fairness properties by leveraging sampling and con-
centration inequalities [35]. PROVEN [36] is another framework
for probabilistic analysis that employs existing robustness verifi-
cation tools to derive probabilistic certificates for robustness of
neural networks. PROVERO [37] performs quantitative verification
to provide certificates for adversarial robustness by performing
sampling of the inputs space and treating the model as a black-box.
While statistical and sampling based approaches enable scalability,
they do not provide precise quantification which is required to
accurately assess the learnability and robustness of the models.

The technique in [38] uses symbolic analysis and constraint
solution space quantification to precisely quantify probabilistic
properties of neural networks, thereby enabling analysis of fairness
and robustness of the models. FairSquare [39] is another proba-
bilistic framework that implements a custom symbolic-volume-
computation algorithm for fairness and bias analysis in neural
networks. In contrast, our approach is not specialized only for
neural networks and can be applied to assess the learnability and
robustness of any machine learning model.

5.2 Model Counting Applications in ML

Model counting has been typically applied in machine learning
for probabilistic reasoning [40-43]. Existing work that uses model
counting technology for quantifying performance have been re-
stricted for a sub-class of neural networks called Binarized Neural
Networks (BNNs) [44]. The technique in [45] performs a trans-
lation of a BNN to SAT/CNF( [46]) and use model-counters to
provide quantitative estimates for the satisfaction of logical prop-
erties, which enables applications such as providing adversarial
robustness guarantees and evaluating the efficacy of trojan attacks.
In contrast, QuantifyML facilitates applications beyond binarized
neural networks, albeit small. Expressing the model as a C program
enables utilizing standard bounded model checking technology for
C programs, and the advancements in this field [47, 48] to perform
the analysis.

987

988

989

990

991

992

993

994

995

996

997

998

999

1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043

1044



1045
1046
1047
1048

1049

1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101

1102

ISSTA 2021, 12-16 July, 2021, Aarhus, Denmark

As already mentioned, the work in [49] (MCML) presents an
approach that applies model counting technology to perform quan-
titative assessment of the performance of decision-tree classifier
models. The MCML tool is limited to binary decision trees and has
been used on decision-tree models when used to learn relational
properties of graphs. QuantifyML goes beyond this approach and
enables quantification of the performance of any type of machine
learning model, with non-binary inputs and multi-class outputs.
Our evaluation presents applications such as robustness analysis of
decision-tree models on an image-classification problem (MNIST),
comparison of neural network and decision-tree models for learn-
ing relational properties of graphs, which cannot be achieved by
using the MCML tool.

5.3 Analyzing Learnability

Many frameworks based on statistical learning theory [50, 51] have
analyzed the learnability of machine learning models. Popular ones
such as the Probably Approximately Correct (PAC) learning frame-
work [52] enable formal analytical characterization of the number
of examples needed to train models for binary classification tasks.
The work in [53] provides a detailed set of conditions for learnabil-
ity in terms of the VC (Vapnik- Chervonenkis (VC) theory [54])
dimension. QuantifyML complements theoretical frameworks by
providing empirical evidence to precisely quantify generalizabil-
ity both in terms of the accuracy as well as precision, recall and
F1-Score with respect to a given ground truth.

6 LIMITATIONS, FUTURE WORK AND
CONCLUSION

6.1 Limitations and Future Work

The studies presented in the section 4 highlight the benefits of using
QuantifyML to quantify the learnability and robustness of machine
learning models. However, one of the main limitations of Quanti-
fyML is scalability, which is mainly inhibited by the scalability of
the model counting technology. While approximate model count-
ing is more efficient, it is less precise and still could not scale to
large models. We present below a discussion analyzing the reasons
for the cases that QuantifyML was unable to handle and possible
remedies.

We found that the analysis of neural network models was specifi-
cally challenging. The model counters (both exact and approximate)
timed out while analyzing the neural network models for learning
graph properties when the size was greater than 4 nodes. For the
image classification study, QuantifyML could not handle neural
network models, despite the following attempts to reduce the state
space. We represented the weights and biases as longs instead of
floats, and considered perturbing only a subset (10 out of 784) pix-
els. However, although this did reduce the number of clauses and
variables in the CNF files, the model counters still timed out. One of
the reasons for this poor performance is the difference in the archi-
tecture of neural network models vs. decision-trees. Decision-tree
learning produces a compact classifier which uses only a subset
of the input features. For example, for the reflexive property, the
decision tree learned that all diagonal inputs should be 1. Therefore,
the decision tree only checks 5 diagonal input variables instead of
25 variables. On the other hand, in a neural network, all the input
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variables are considered and there are more complex operations
performed on them. This results in a larger CNF with more num-
ber of variables and clauses for the neural network models. More
details on the size of the CNF files for neural network models and
for the MNIST robustness study can be found in the supplementary
material.

A possible solution to alleviate the scalability problem is to use
methods such as slicing to enable parallel, and/or compositional
analysis of the C program representation of the models. Identifying
important input features (using attribution techniques or decision-
tree learning) and subsequently applying neural network learning
on the reduced input feature set, could potentially yield smaller
networks and enable their analysis using QuantifyML. We plan
to investigate these ideas as part of future work. We also plan to
add support for other decision trees and neural network learning
libraries and for other machine learning algorithms such as Ad-
aboost Trees [55], Gradient Boosting Trees [56], Random Forest
Trees [57] and SVM [58].

6.2 Conclusion

This paper presented an approach, QuantifyML, which employs
model counting to assess the learnability and robustness of machine
learning models. Efficacy of machine learning models is usually
evaluated on a test set but this could often be misleading. Quan-
tifyML uses model counting technology to quantify the accuracy
and generalizability of any machine learning model. We show that
QuantifyML can evaluate the learnability of models by comparing
the counts for the outputs to ground truth values. QuantifyML can
also compare the performance of different models that may be built
with different machine learning algorithms (e.g., decision-trees vs.
neural networks). QuantifyML can also quantify the robustness of
trained models around given inputs.
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