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Acronyms

Three Dimensional (3D)

Aluminium (Al)

Atomic Layer Deposition (ALD)

Aluminium Gallium Nitride (AlGaN)

Berkeley Accelerator for Space Effects (BASE)
Berkeley National Laboratories (BNL)

Bump Plating Photoresist (BPR)
Complementary Metal Oxide Semiconductor (CMOS)
Chemical Mechanical Polishing (CMP)
Commercial Off The Shelf (COTS)

Central Processing Unit (CPU)

Chip to Wafer (CtW)

Double Data Rate (DDR)

Dual Inline Packages (DIPs)

Dynamic Random Access Memory (DRAM)

Design Technology Co-Optimization/Synthesis
Technology Co-Optimization (DTCO/STCO)

European Union (E.U.)

Electron Cyclotron Resonance lon Source (ECRIS)
Electromagnetic (EM)

Extreme Ultraviolet Lithography (EUV)
Ferroelectric Field Effect Transistor (FEFET)
Field Effect Transistors (FETs)

Fin Field-Effect Transistor (FInFET)

Fully Self Aligned Via (FSAV)

Ferroelectric Tunnel Junction (FTJ)

Gate All Around (GAA)

Gallium Arsenide (GaAs)

Gallium Nitride (GaN)

Gallium Oxide (GaO)

Germanium (Ge)

High Bandwidth Memory (HBM)
High-Electron-Mobility Transistor (HEMT)
Hybrid Memory Cube (HMC)

Integrated Circuit (IC)

Indium Gallium Arsenide Phosphide (InGaAsP)
Indium phosphide (InP)

Internet Protocol (IP)

Vanderbilt-ISDE (ISDE)

Jyvaskyla Accelerator Laboratory (JYFL)
Josephson Junction (JJ)

University of Jyvaskala (Jyvaskala)

Lawrence Berkeley National Laboratories
(LBNL)

Light-Emitting Diodes (LEDs)

Linear Energy Transfer (LET)

Layered Lithium Niobium Oxide (LiNbO2)
LASER lon Source (LIS)

Low Normalized Pressure Thermoconductivity
(Low po (lamda)) Metals

Low-Voltage Differential Signaling (LVDS)
Modeling And Simulation (M&S)

Magnetic Shielding (Mag.)

Mixed Axial and Radial field System (MARS)
Model Based Mission Assurance (MBMA)
Microelectromechanical Structure (MVEMS)

Mott-Insulator Based Field Effect Transistor
(Mott FET)

Multiplexer/Demultiplexer (MUX/DEMUX)

National Aeronautics and Space Administration
(NASA)

Negative Capacitance Field Effect Transistor
(NCFET)

Nanoelectromechanical Systems (NEMS)

Nuclear and Space Radiation Effects
Conference (NSREC)

NASA Space Radiation Lab (NSRL)
Optical Input/Output (I/O)

Peripheral Component Interconnect Express
(PCle)

Phase Change Memory (PCM)
Photonic Integrated Circuit (PIC)
Phase-Locked Loop (PLL)

Packaging Research Center (PRC) at Georgia
Tech

Random Access Memory (RAM)
Redistribution Layer (RDL) Scaling and Mold
Resistive Random Access Memory (ReRAM)
Radio Frequency (RF)

Rad hard by design (RHBD)

Self-Aligned Gate Contact (SAGC)

Single Diffusion Break (SDB)

Single Event Burnout (SEB)

Single Event Effects (SEE)

Single Event Effect Criticality Analysis (SEECA)
Single Event Functional Interrupt (SEFI)
Single Event Gate Rupture (SEGR)

Soft Error Rate (SER)

Single-Electron Transistor (SET)

Single Event Upset (SEU)
Single-Flux-Quantum (SFQ) Interconnect
Silicon (Si)

Silicon Carbide (SiC)
Silicon-Germanium (SiGe)

Silicon Nitride (SiN)

silicon dioxide (SiO2)

System On A Chip (SOC)
Silicon-on-Insulator (SOI)

Silicon On Sapphire (SOS)
Single-Photon Absorption (SPA)

Static Random-Access Memory (SRAM)
Super-steep Slope (SS)

Steep Switching (SS) Devices

Michigan State University, Superconducting
Cyclotron Laboratory (SUSSI)

Shortening vs Voltage (SV)

Size, Weight, and Power (SWaP)
Texas A&M University (TAMU)
Tunnel Field Effect Transistor (TFET)
Two-Photon Absorption (TPA)

Through Silicon Via/Through Mold Via/Through
Die Via (TSV/ITMV/TDV)

Under Secretary General (USG)
Wafer-To-Wafer (WTW) Stack

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 2



Outline
- Then and Now and Wow!
o What's Changed Since SEE Testing Started
« The Future of Semiconductor Technology
- The Future of Semiconductor Packaging and Device Integration
- But Wait a Minute!
- Space Systems of Tomorrow

- Heavy lons and Supply Side Economics

BLUF: We'll Still Need TAMU ©

- The Future of Heavy lon Facilities

- Reducing the Demand: Protons as a Screen (and not a Surrogate)

- The Future of Alternate Test Facilities — Lasers and X-Rays

- Optimizing SEE Testing via Model Based Mission Assurance (MBMA)
- Improving Test Efficiency and Performance

« System Testing

« The Future of Modeling for SEE Testing

- And a Few More...

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.



Back Then...

- Devices were simple
P 650x Processor

o Transistors 8 um feature size (not a typo) — ~1975
» 8-bit CPU
o Memory Arrays (4 kb SRAM!),8 bit CPUs, and so forth... » Up to 14 MHz
64 KB RAM
o High speed was 10 MHz operation Z 256 bytes stack

» No |/O ports

- Technologies were large and mostly silicon » 28 or 40-pin DIP

o >0.5 um (some >2.0um) CMOS feature size
o GaAs was emerging; RH was silicon on sapphire (SOS)
- Device packaging

o Planar

o Ceramic and a little plastic

Ken’s first CPU!

o Through-hole packages (i.e. Dual Inline Packages (DIPs))...

For SEE testing — it was easy to access to the die (delidding) with limited
SEE signatures (homogeneous devices)

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.



And Now

- Devices are not simple (though “glue” is still needed)
o FPGAs, Multi-core SOCs
o >>Gbit Memories (with built-in voltage conversion and microcontrollers)

o Extreme resolution or operating speeds and integration (single devices replacing a whole
card of devices from a decade or two earlier)

- Technologies are
o <10nm CMOS feature size |

o Proliferation of widebandgap (power, RF)

o Fins and silicon-on-insulator (SOI) are in!

» Rad hard = by design (RHBD) Courtesy Lam Research Corp.

https://blog.lamresearch.com/tech-brief-finfet-fundamentals/

- Device packaging

o Mix of planar (old school) and multi-dimensional (2/5/3D) packaging

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Process/device innovation has always been an indispensable part of scaling
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Courtesy of Daniel Fleetwood, IEEE NSREC 2020 Short Course
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Vv
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UMIVERZITY

Devices in 2020 are more 3-dimensional, more
complex, and include more kinds of materials
than devices before ~2000

T

— T T G
Moays h:..

e R B AR FEUEORAELd Fiea
= COREEr interconnect & WErE

TUR FT L ETT L LT = ZTH]

OO0

IR RN
IR REREROEN
ERARRRBRERR RN RN S

hilpiimages dailytech.com/nimapa/da21_21476 jpg

Courtesy of Daniel Fleetwood, IEEE NSREC 2020 Short Course

Dimensionality
issues make it
harder to get the
ion to the
sensitive areas,
provide
challenges for
fault isolation, and
complicate data
analyses

To be presented by Kenneth A. LaBel at the Radiation Effects Bobtcamp, virtual event, Texas A&M University, March 16-18, 2021. 7




Widebandgap

A Closer Look: GaN vs. SiC vs. Si @

Bandgap Energy _5,&
-l

o,

[eV]
" 1%%9
[

% : :
rectron e Widebandgap is
. L Electric Field =
Soturaion Triock 23 it now widely used
Fast Switching in applications
Appiications m— like automotive
——izaN
- power and RF:
Melting Paint Thermal Conductivity improving
[x1000°C] [Wiemi®C] . .
High Temperature efficiency and
Applications
performance

To date, GaN'’s upper limit on voltage rating is dictated
primarily by device reliability issues
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Courtesy of Jean Marie Lauenstein, IEEE NSREC 2020 Short Course
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THE FUTURE OF
SEMICONDUCTOR TECHNOLOGY



Beyond Tomorrow

¢ DeV|CeS are - “The Cerebras Wafer-Scale Engine

is massive any way you slice it. The
chip is 8.5 inches to a side and
houses 1.2 trillion transistors.”
- “This wafer-scale chip contains

o Multi-technology (e.g., integrated optics)

o New architectures (gate all around — GAA, nanowires,...)

o Will increased integration ever stop? Al, robotics,... almost 400,000 processing cores.
Each core is connected to its own
» Keyword: heterogeneous dedicated memory and its four
neighboring cores.”
S TeCh nOIOg|eS S|I|C0n and ’? https://singularityhub.com/2020/11/22/the-

trillion-transistor-chip-that-just-left-a-
supercomputer-in-the-dust/

o A few electrons only needed to switch states

FFET Gate=All=Around
G

o Use of SiGe, graphene, carbon nanotubes g

Saure

A4 N
=
g
:

- Device packaging

o Integration, integration, integration
Courtesy Lam Research Corp.

Th e crys ta I ba I I g e ts fu Z Zy ( I (0] g i C) _’ https://blog.lamresearch.com/tech-brief-finfet-fundamentals/

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 10



Sub 10nm CMOS

« CMOS scaling is focusing more and more on low
voltages, cost-effective processes, and high
performance to meet the requirements of high-end
mobile applications.

o Materials: Pure silicon-based channels are being
replaced with silicon-germanium (SiGe) or
germanium (Ge), and llI-V materials, because they
have better mobility

o Device shape: Changing, from simple fin-like
structures to alternates like GAA, fully depleted on
insulator fins, or nanowire FETs

SEE Testing implications:
o Material interactions/charging/track structure
o Continued angular concerns

o Increased speed (SETs) and lower critical charges
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Figure 3. Carrier mobility in inversion layers and quantum wells in Si, Ge, and III-V compounds. Red
symbols represent electron mobility and blue ones are marked for hole mobility. The electron mobility
in the compounds shown in the plots are much higher than that in Si and Ge [50].

State of the Art and Future Perspectives in Advanced CMOS Technology, Radamson, et al
Nanomaterials 2020, 10, 1555; doi:10.3390/nano10081555

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 11



Semiconductor Future in One Slide

EUV, Multi-patterning DRAM 1" 51111, V8l 3SDNAND Superconducting

Selective Depo HBM Muiltiple Stacks,
CD Scaling Nano-Wire/Sheet Higher i, High AR Functionsi fims [T Rt S = UESOEGHON S
Array underiover CMOS Qubits: Mag. Shielding
DTCO/STCO 3D DRAM, sDRAM  Muflti-Level Cey -  Photonlc, SI, superconducting
« Patterning GFET - T
Chip/Cell  * Metlizaion . £ | Quantum |
Scaling v Single:Vejer Multi Wafer i
FSAV, M3D Emerging Memory
SAGC, i Backside Raveal Selector
LogiciLogic :
BPR, MemoryiLogie VYW stacking: Fusion/Hybrid X-Point/3DXF Memory
spg Bond, Thinning FeRAM
Interposery  ROL Scaling and maoid STTRAM/MRAM
Steep 55 Devices Bridga Vertical [nterconnect FTJ
* NCFET. Chiplat’ TEWTMW/TDV. bump/piliar
guwlfrfF'E!fq i WTW Stack  Small chip Dicing & handling FeFET
caling Metal ReRAM
Low p A s Heterogeneous Integration PCM
Liner-less/ite TG B e ! In-Memory computation
+  WatenThip Sfack and vordcal fwfercomeect including TSV
R Clark | TTCA TFPT | Octabar 8, 2019 Souroe: TEL TEL.

Figere 5.5 Drivers and technologies for better power, performenos, sres, and cost Scaling™ {(oowurtesy of Bobert Clark, Tokyo Electron)

https://www.src.org/about/decadal-plan/ Full Report

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.

Changing
materials,
transistor
topologies,
and
mechanisms:
How will they
react to
heavy ion
charge
generation
and
interactions?
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https://www.src.org/about/decadal-plan/

Heterogeneous Devices

» optical interconnect
*» mm-wave application
® - and more .....

........................................ Tunnel EET

HP CMOS

H-ViGe
Optical

Enabled - steep S and low V4
Performance -« high drive current due to
Boosting small/direct E, "
WUSICEAVISIlE] High Drive Current Hybrid CMOS
Ge CMOS -V CMOS nMOS pMOS

Figure 49. Possible evolution scenario for [II-V/Ge devices on Si platform through heterogeneous

]-n-te gfﬂ tlDIl [343] . State of the Art and Future Perspectives in Advanced CMOS Technology, Radamson, et al
Nanomaterials 2020, 10, 1555; doi:10.3390/nano10081555

Convergence of
technologies,
topologies,
speed, power,
and integration

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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SilGe Gate All Around (GAAR)
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Improved electrostatics
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+  Scaled metals

= High Aspect Ratio ALD

-V FInFET

Improved mobility

+  Epi struclure
= |-\ gate intarface
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Vertical

Changing
transistor
topologies

TFET

Improved 55
Epi structure
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Courtesy of Daniel Fleetwood, IEEE NSREC 2020 Short Course

To be presented by Kenneth A. LaBel at the Radiation Effects Bddtcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Widebandgap

Overview: Ga,0, vs. Si, GaN, and SiC

Bandgap Energy
[e #‘%kg %
“a
Electron N .
Saturation Velocity _ S, Ebeciric Fleld New materials
[x107 emis] s [MVicm] f d
Fast Switching or pOW.er an
Applications = RF devices —
—— 4H.8iC .
p g0, higher
Melting Point . Thermal Conductivity perfo”:n.ance
1000 °C] o erature [Wiem/°C] and efficiency
Applications

Ga,0; offers a breakdown electric field over 2x larger than that of
SiC or GaN - for high-voltage, low-loss applications

To ba prasasied by 1 -M. Lassnnisin gl fw EEE Heclar snd Spece Redistics Efecis Coaferssce, Sasis Fa, Rossmbar 360, 30050 ?EI
Courtesy of Jean Marie Lauenstein, IEEE NSREC 2020 Short Course

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Jet Propulsion Laboratory
California Institute of Technology

What is a Photonic Integrated Circuit (PIC)?

PICs are advanced systems-on-a-chip, enabling transmission of data at high speeds, using optical
carriers. Operate in visible and near infrared of EM spectrum (350-1650 nm).

Feature highly-scaled integration of multiple optical components on single compact chip (micron to
mm-size), enabling complex functions analogous to electronic ICs. Future integration with electronic
circuits (drivers, logic) will further extend PIC functionality for wider market applications.

Common PIC components: optical amplifiers, MUX/DEMUX, lasers, modulators, LEDs,
photodetectors, planar optical waveguides, optical fiber, lenses, attenuators, filters, switches.

Available PIC platform materials: Si (SOIl), LINbO,, GaAs, InGaAsP, SiN, InP, SiO,.

e I N CTE PICs are not just
Integrated photonics is next generation disruptive technology critical to meeting size, weight, power
(SWaP) as well as performance goals for many diverse applications. one teCh nO|Ogy,

Key benefits of PICs: >50% less mass and power, 100X size reduction, higher bandwidth and data but mUItl I e
rate, no-cost redundancy, aperture-independent (fiber-coupled), transparent to modulation format, p
versatile, and scalable. Offering improvements in performance and reliability . materi a|s each

TIVES PASSIVES WAVEGUIDE NTEGRATION with differing

Hybrid laser

Electrins ghnrats pholons MUX/ Demux Coupling I/O Large-scale PIC & < - -y prOS and cons
S = @y | On-chip Interconnects oy

i
SiGe Photodetector "
Photons generate electrons + Optical Filter Interferometer/Switch ‘

Splitter/Combiner  Polarization Diversity 1 Hanﬁmlﬁfaf;gguﬁilf:sillfele Phota nicl'.;.::gn':;ﬁsim'it":lcl i
E3 r— E S protonc components Courtesy of Amanda Bozovich
= ' NASA Electronic Parts and Packaging (NEPP)
Program Electronics Technology Workshop

Photo Credit: Patrick Kennedy, “Intel Silicon Photonics Update at Interconnect Day 20197, https://www_servethehome_comiintel-silicon-photonics-update-at-interconnect-day-2019/

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 16



Jet Propulsion Laboratory
J¢ California Institute of Technology

THE PRESENT: Integrated Photonics

Discrete optical components
not easily scaled and
integrated into complex
systems. Growth of network
interconnects to meet data
demand slowed by
implementation of complex
discrete optical designs.

Monolithic InP-based PICs (first introduced
in 2004) established commercial viability
for large-scale production of integrated
photonics for telecom networks.

PICs are technology of present and future
for data centers and cloud computing,
enabling simpler, more reliable, and cost
effective higher bandwidth communications
(overcoming limitations of discrete optical
designs and electronic comm systems).

Photo Credit: Erik Pennings, “PIC Component Tutorial”, 7Pennies PIC training, Dec 2019

Containing over 100s of optical components
on a single Tx or Rx chip, photonic integrated
circuits (PICs) offer more functionality,
reliability, and scalability than discrete
systems.

\\ .
i ‘\ ~

A i e T T e e

10-1 DWOM 10-A DWDM demumx
10 < 10 G 10 « 10 G recoivers

mochanions
few mm ¢ WOM | RX PIC few mm
Ser side 10 « DWDM lasers .f,_ : per side

el P R N

‘\.
o ~ - ~ -

LQG JT!'\- o \,- T -.,.- \«;

communication
and processing

PICs provide a
means of
increasing

performance

Courtesy of Amanda Bozovich

NASA Electronic Parts and Packaging (NEPP)

Program Electronics Technology Workshop

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 17



Jet Propulsion Laboratory
* California Institute of Technology

Comparison of Integrated Photonics
Technology Platforms

n-v Lasers,
Semicon- optical .
ductors amplifiers, Re:‘fi_tlvely Examples Of
igh " g
(InP, ~ modulators, characteristics
GaAs) detectors
Filt of some PIC
sili (; Ierts, Relatively .
ficon  mogdurators, high materials that
switches
Filters, enable
el performance for
splitters the future
Polymer Modulators,
attenuators
Comparison of material and waveguide characteristics for popular PIC Courtesy of Amanda Bozovich
technology platforms. NASA Electronic Parts and Packaging (NEPP)

Program Electronics Technology Workshop

Photo Credit: VLC Photonics, “Interfacing with the Photonic Ecosystem in a Fabless World”, 7Pennies PIC training, Dec 2019

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 18



Variability in Manufacturing = Variability in SEE response

Making Manufacturable ICs

L.J. Chen, “Metal Silicides: An Integral Part of Microelectronics” J. of Materals, Vol. 57, No.9, pp. 24-31
¥ e 4
Mﬁ ~

Yield is

“king/queen”
in the

] 11 . manufacturing
Y T TIITTT T world

i 2um
Typ|cal IC takes several dozen masks, with 10-20
steps/mask => Finished product = 100 — 500 steps

https:/www _samcointl com/featured-solutions/failure-analysis/

Mass-produced -'# Identical
RADIOSITY : ' SMULYLE

SOLUTIONS Courtesy-of Robert Baumann /EEE NSREC 2020 Short Course

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 19
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VAR
Illumination Optics — —-
Photomask — Sy, | "\ié/
/i

/ f httpZiwww. dcsc tudelft.nl/~m
A verhaegen/ndcifimwacol.htm

Projection optics | / 3" 0\
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! ]
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Aerialimage .

Photoresist —_

Wafer substrate Unconformity

. Sources of IC Variation

Chemical

Discontinuities

Higher Reactant
Consumption

Lower Reactant
Consumption

-— Center of Wafer Outer Edge of Wafer ‘ Edge Ring

S. Hwang and K. Kanarik, Solid State Technology, Lam Research

Corporation, https://electroig.com/2016/08/evolution-of-across-wafer-
uniformity-control-in-plasma-etch/
Thermal
Discontinuities
More Passivant Less Passivant
Adsorption Adsorption
Higher
Temperature

<— Center of Wafer Edge Ring

Outer Edge of Wafer )

fa RADIOSITY

SOLUTIONS

Electrical
Discontinuities

Bending of
Plasma Sheath

- Center of Wafer Quter Edge of Wafer Edge Ring

Courtesy of Robert Baumann, IEEE NSREC 2020 Short Course

Problem increases
as manufacturing
complexity
increases.
Reduction in
“electrons
needed” reduces
design margins.
For SEE testing,
sample to sample
inconsistencies
may require larger
sample sizes and
challenges for
repeatability of
results.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 20




THE FUTURE OF
SEMICONDUCTOR PACKAGING
AND DEVICE INTEGRATION

Note: the following 2 charts on packaging were graciously provided by
Doug Sheldon and Eric Suh of JPL

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Where we are today - Complex

IIFEERFREENEER TN RN PENTIEN!

HMC | HEHHHHAEHEHH 5]
7 oy PR EREEERRERNTRERTENEYEN!
" = | HHHHOHEHHHH H |

3D DDR4

Nvidia P100

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 22



Georgia Tech visions (packaging)

PRC Vision - Heterogeneous Integration for
Digital/Wireless Convergence

Package size

TBD

MNear
Time Future

>

The more complex
devices/packages
become, the
bigger the
challenge for SEE
testing:
Complexities for
event capture and
observability,
sufficient ion
beam peneftration
and device
preparation, fault
isolation, etc...

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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And new 176 layer FLASH memory!

Micron’s proprietary CMOS-under-Array technique constructs the multilayered stack
over the chip’s logic, packing more memory into a tighter space and shrinking 176-
layer NAND'’s die size, yielding more gigabytes per wafer. (Image source: Micron)

Courtesy of Micron, https://www.eetimes.com/micron-leapfrogs-to-176-layer-3d-nand-flash-memory/#

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.




BUT WAIT A MINUTE!

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Where we are - @

Test methods and what has changed in the world

Existing test methods Examples: Recent SEE

SEE Fhenomena
+ JEDEC JSD &7 Angulareffects in SO
«  ASTM, F118200 technologies
- TID — Role of single event transients
+  MIL-3TD-BB3B, Test Mathod (SETs) and commensurate speed-
1015.7 related issuesin both analog and
= ASTM, F1892.06 digital circuits
All had prime development in the — lon penetration and range issues
mid-90s with some updates in power and packaged
since, however, many new issues components
have been discovered that may — Approaches o die access
not be covered adequately Impact of application and
reconfigurable approaches to
s om=ewe SEE performance
- 7 —  Role of nuchear reactions from
3 1= + heavy ion particle interactions
) ——— o
u —At ; T=125C
3 Ve T T VDO=LAW
o 1E-id G=i]” —_—
p P4 H] . . —_
[ ] b | ] 1] [ )

LIET | b can vt

2007!

Courtesy ISDE, Vanderbift Lintwersimy
Scalsd CHDE Test Challarges — Presenied by Mamne & LaBel, GOWAD Confsrence, Orisnda, @

We’ve been dealing
with many of these
issues for decades,
however, evolving
technologies
exacerbate and
create new ones!
Consider that low
energy protons
(LEP), electrons,
and muons are now
part of the SEE risk
equation.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.




Can we test anything cnmpfetefy?@

Sample Single Event Effect Test Matrix

o 11 full generic testing
Amournt ffem

Humber of Samples
Maodes of Operation
Test Patterns
Frequencies of Operation
Power Supply Voltages
lons
Hours per lon per Test Matrix Point

66096 Hours

uuuuhgu

Commercial 1 Gb SDRAM 2754 Days

68 operating modes
operates to>500 MHz 7.94 Years

Vdd 1.8V external, 1.25Vinternal and this didn't include termperature variations!!!

Test planning requires much more thought in the modern age

as does understanding of data collected (be wary of databases).

Only so much can be done in a 12 hour beam run - application-oriented
Srald CHDE Tesl Challarges — Presenlesd by Karnesh & LaBel, GORAD Confarance, Orisnda, FI WZ20r

Lh

“Complete” SEE

testing:isita
fallacy?

Two thoughts:
Good enough set
of “generic” data
for device
selection?
Additional
testing for actual
application?

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.




SPACE SYSTEMS OF
TOMORROW

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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What is Driving New S“R.ace Growth? No argument:

o ™ | coTS semiconductors

{1981}
50,000,000,000 sa’zlmg sk o5  AMMSVSEL H
RS = i, (et are generations ahead
10,000,000,000 o) r Seidll, - -
5,000,000,000 m |Fﬁ \ F"“;’E,;‘;‘“" Of I"adlatlon hardened
: Bt 59517k
e o B 7 B RS g alternatives.
Integration drives
100,000,000 sianeee - . g
5 L] T lower power and
g o Py i higher performance.
z R v g = 51000 -
R 23 - Launch costs have
500,00 IEaiiite N g2 €100 H
§: also declined
100,000 I it & E _‘__% = .
= - i —— rapidly making
o0 g ey g By 5, S space reachable
5,000 ey :..E_’!_ :"-= Mg :9‘ £
e 33 for even the small
0 2= s 4
PLPPPPLIHPPPPI I PSP I I DD S DT £ ”» i
SLELLS IS L ST EST FEEE S hitps:/Awww. futuretimeline. net/data-trends/6_htm guylgal " Thls
001

By Max Roser - hitps:fourworldindata.org/uploads/2019/05/Transistor-

Count—over—time—to-zma_ 1980 1990 2000 200 2020 2(::30 20:19 F{IIEO 2[:"63 ZCII?& ?IZIIECI 2(;90 21:30 also makes th e
RADIOSITY . business model for
SOLUTIONS space more

Courtesy of Robert Baumann, IEEE NSREC 2020 Short Course attractive overall.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 29



HEAVY IONS AND SUPPLY-SIDE
ECONOMICS

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Meeting the Demand and...

- Right now, there are 4 facilities within the U.S. typically used for heavy
lon testing

o TAMU K500/K150
o LBNL 88 in

o BNL NSRL

o BNL Tandem

- Studies such as National Academies’ “Testing at the Speed of Light”
have predicted several things:

o An increasing demand that exceeds capacity of these 4 facilities,

o Frailty of the infrastructure (highlighted recently by the downtime at LBNL
related to equipment failure), and,

o Need for higher energy facilities (increased penetration range of ions).

- Personally, | believe there’'s one other trend that increases:
o System/assembly level tests

While 2020 was an
unusual year, a
recent survey of
heavy ion SEE
users showed
over a 3500 beam-
hour shortfall in
available time.
New USG
programs,
commercial
space, and further
use of COTS are
expected to
increase the
capacity shortfall
total.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 31




Notional ion energy and device testability-
penetration range

LBNL TAMU NSRL
low energy medium energy high energy

Memory._ Note that non-3D

176 layers

devices are not
= disappearing from
Circuitry.__ sl space systems
and the energies
at LBNL and
TAMU will still be
needed as well.

Micron’s proprietary CMOS-under-Array technique constructs the multilayered stack over
the chip’s logic, packing more memory into a tighter space and shrinking 176-layer
NAND’s die size, yielding more gigabytes per wafer.

Courtesy of Micron , https.//www.eetimes.com/micron-leapfrogs-to-176-layer-3d-nand-flash-memory/#

High energy ions are needed to ensure penetration to all radiation sensitive portions of modern 3D devices.
These are the state-of-the art devices that have enabling properties for space applications.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 32



THE FUTURE OF HEAVY ION
FACILITIES

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Improving Existing Facilities

- The accelerators themselves are “minimally” improvable, however, there are other areas that
can either add capacity or capability

- Higher energy ions, improved intensity, and reduction of “ion/energy” switching

o New ion source (Jyvaskala, MARS, LASER sources) Scattering rate for _—
multiple targets \ =L ensity p
o Improved vacuum systems (for the machine, not the el gg:n:gerof];argets
H A
user end station) A 10-kg
. . . . number of targets
- Time saving/efficiency measures N,Lp
_ A 107 kg
o) Multlple target rooms - . AN incident flux
. incident partuce rate = E ¢ B R1 NA Lp
o Increased automation and control rate per unit area = AAV - 'A10Tk
aAt
N,Lpc
fraction scattered = -I]%? =flux x cross section %iz A ;0_3 ke

This is a figure depicting ion beam particle

interaction with a target at a cyclotron
Courtesy of Rod Nave
http://hyperphysics.phyastr.gsu.edu/hbase/nuclear/imgnuc/crosec.gif

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 34



Higher Reliability and Intensity —
Heavy lon lon Source Injector (HIISI)

- The typical ion source used in SEE testing

10° T T T T T

accelerators is cryogenic magnetic based ‘ SUSIISGHZ o
: L 102 | HIISI 18 Gitr, 2017 o]
- New designs such as the HIISI at University of HIIST I8 Giiz, 2019, v
Jyvaskyla use room-temperature magnets NN S S T
o This improves reliability (i.e., less down time) and ot ]
beam intensity at ions of interest to SEE . /
o r 93MeVi ’
- The figure at the right compares the new HIISI at two L , o

Kinetic energy tunes versus two cryogenic sources A .

Xenon charge state

P L FIG. 3. Intensities of Xe ion beams produced by different ECR ion sources: JYFL
o Existing Jyvaskyla (JYFL), and 14 GHz ECRIS, SUSI at 18 GHz (4 kW), and HIISI in 2017 (14.5 GHz + 18 GHz/2.3
kW) and 2019 (14.5 GHz + 17.4 GHz + 18 GHz/3 kW). The xenon charge states of
‘otl ; ; ; ; 35+ and 44+ required for the currently used 9.3 MeV/u and proposed 16.2 MeV/u
O EXIStIng MIChlgan State UnlverSIty (SUSSI) beam cocktailsgre markedontheﬁtt%gcurves. PP
o The results are favorable for SEE test improvements without “A new 18 GHz room temperature electron cyclotron
building a new cyclotron resonance ion source for highly charged ion beams”, Rev.

Sci. Instrum. 91, 023303 (2020)

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.



Next Generation Electron Cyclotron
Resonance lon Source (ECRIS)

88-Inch Cyclotron Energy Map
for BASE Irradiation

35

« A 4th generation ECRIS, MARS-D, capable of
operation at 45 GHz is under continuing

development at Lawrence Berkeley National
Laboratories (LBNL)

- For the Berkeley Accelerator for Space Effects
(BASE), multiple ion sources are available

30

25

20

15

Energy (Mev/u)

10

pending the user needs ’
. . 0
- The MARS-D (under planning) would provide a : e
. . i . article Mass (amu
h’gher Charge State aIIOWlng ons Wlth a Figure 2: This plot shows the energy-mass curves achieved

H by the 88-Inch Cyclotron with the existing ECRISs and ex-
g rea ter p enetra t’on rang e trapolation with a future ECRIS for the BASE Facility.

“A PATHWAY TO ACCELERATE ION BEAMS TO 3 GeV WITH
A K140 CYCLOTRON?”, Rev. Sci. Instrum. 91, 023303 (2020)

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 36



LASER lon Source (LIS)

- While not yet mainstream, LASER ion sources
are under development worldwide and a
prototype is in use at NSRL

o Allowed vast improvement in ion change
times at NSRL for SEE testing

o Light to heavy ions have all been demonstrated
o Intensity of beam improved

o LIS is used an injector into the Electron Beam
lon Source (EBIS)

Laser

________
............

lon Beam

Target e,

Figure 1: Expanding plasma and extracted ion beam.

“PERFORMANCE OF THE LOW CHARGE STATE
LASER ION SOURCE IN BNL”, ISBN 978-3-95450-180-9
Proceedings of NAPAC2016, Chicago, IL, USA MOA41001

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.



Other Heavy lon Facility Thoughts

- There are other ways of either increasing capacity, capability, or test efficiency with
Improvements at heavy ion sites

o Improving accelerator vacuum systems
» Increases ion intensity and possibly ion selection options

o Spare accelerator equipment such as power supplies, ion sources, etc...
» Significantly reduces unplanned maintenance time

o In air testing
» Reduces SEE test set complications (thermal, cabling, etc...)

» Increases beam time efficiency (no lost time to break vacuum to change devices)
o Higher energy ions >20 MeV/amu
» Reduces risk of deprocessing test devices

o Improved beam control and telemetry

» Better ways of coupling the test set with the beam control/dosimetry system

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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REDUCING THE DEMAND:
PROTONS AS A SCREEN
(NOT A SURROGATE)



Heavy lons vs. Protons —
Proton facilities are much more readily available but

insufficient to qualify hardware for deep space environments
Coverage from1E11 200 MeV protons/cm?

& wo W

SEE Proton testing relies on proton nuclear interactions and spallation
effects to generate secondary heavy ions. This secondary environment
presents the following limitations:

Reduced feature coverage

o Infrared micrograph of a portion of a 512 Mb SDRAM ~60x70 um?2

o Shows both memory cells and control logic (10 yr. old tech.); Red spots
are simulated ion hits

Maximum theoretical LET of 14 MeV-cm?4/mg

o 8 MeV-cm?/mg more realistic

o SMC-S-010 requires 75 MeV-cm?/mg

Limited penetration (range)

o Insufficient to cause some destructive effects that would occur in space

Single Z, Angl:ie, Energy
i

Coverage from1E7 heavy ions/cm?
After Ladbury, TNS-2017-TN35833

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 40

Caveats include dose during testing and material activation



So Why Mention Protons?

- They do have some utility and are very readily available

- Utility features that may reduce heavy ion demand
o Validate test set prior to heavy ion test (eliminates wasted time at heavy ion site)

o Use as a pre-screen in parts selection
» |If SEE observed with protons, they will be sensitive to heavy ions

» Test multiple vendors of the same/similar device

Eliminate those that are most proton sensitive

o Large spot size: Use as a system validation test (i.e., protons as a “fault injector) for
mitigated designs

o Typical tested proton energies such as 200 MeV have inches of penetration range for
complex 3D packaging that provide a challenge at most heavy ion accelerators (including
cost!)

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 41



THE FUTURE FOR ALTERNATE
TEST FACILITIES - LASERS AND
PULSED X-RAYS

Note: the following 3 charts on LASER testing were graciously provided by
Dr. Stephen Buchner/NRL

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Focused, pulsed laser-light may be used to inject charge
into a semiconductor device to produce SEEs.

The charge track characteristics, such as spatial and
temporal extent, approximate those produced by ions.

The track of charge has radial dimensions (~1 um)
determined by the optics of the focusing system and by
the wavelength of the light.

The pulse duration is in the range of hundreds of
femtoseconds, which is faster than the response time of
most circuits and comparable to that of an ion,
necessary for accurately determining SEE sensitivity.

Both Single-Photon Absorption (SPA) and Two-Photon
Absorption (TPA) may be used for SEE testing. SPA is
used when the top-side of the chip is accessible.
Otherwise TPA is used for backside illumination

NIR
camera
100x

— I i laser pulse energy,
| NLPD ! o Quep ~ Ep*
laser beam radius, laser pulse width,
Quep ~ 1/7(2)* Quep ~ 1/87,°

Experimental Setup for doing Two-Photon-Absorption

Microscope Lens used to Focus Light on the DUT

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 43



15

Pulsed laser can be used to: ol

* Determine whether a part is sensitive to single-
event latchup (SEL) as well as its location

e Test for SEL as a rapid screen to avoid time and

SET Amplitude, V'
o

0L

expense of doing heavy ion testing

-15
* Bound the amplitudes and widths of single-event

transients in linear bipolar circuits

* Inject charge to produce an SEE to determine
whether a mitigation approach is necessary and
after implementation, whether it is effective

* Investigate the fundamental mechanisms involved
in charge collection

* I|dentify the spatial location of destructive SETs
without actually destroying the device

* Validate a test set prior to heavy ion test

Ri Q20
[ L4 ..'w" . .
of R SET Amplitude vs Width for
‘ 4o e s moreeem 10 LM124 showing good comparison
-‘ between laser-light-induced and
L]
il *"‘aﬁ; . ion-induced SET shapes
LM124 : :‘ . ?9;(;19 ]
® 1.3 GeV Xenon ok v,
® 590 nm Laser ]
0 5 10 15
SET Pulse Width, ps
Heawy lon SET - 24_& MeWfu Xe, LET 50.8 MeVecm?/mg
Laser Energy =17.5pd, 2 = 784 nm
10
Comparison of SET for .
. -
LM124 showing good s
comparison between Z 0
. . =
laser-light-induced and 2 | 2
. . o il
ion-induced SET shapes E ’T‘
-10 —Heawy lan
-15
-1.E-05 1.E05 3.E-05 5.E-05 7.E-05
Time (3)

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Future of LASER SEE Testing
Future efforts for SEE Testing -‘ =...__ g;

* Apply the technique to other semiconductor

systems with large electronic energy bandgaps, Addition of two optical elements converts typical TPA test
GaO. AlGaN. SiC etc setup into an Axicon focusing geometry
4 4 .

p+ Irradiated GaN HEMT Vd=20V Vg=-2V

Drain Ampl. (mA) Gate Ampl. (mA)

* Investigate the fundamental mechanisms
contributing to SETs, including charge deposition,
charge collection, charge enhancement and
circuit response

25 Source Ampl. (mA)
e

25 25

20

15

*  Write a Guidelines Document for SEE Testing

Y (um)

10

* Pursue the Axicon approach for producing a
focused beam of light that more closely
resembles an ion track

AlGaN HEMT

e Correlate ion LET with laser pulse energy
X (um)
Note: At least 3 commercial \ , Scan of the region between the gate (G) and drain
Ken’s Comment:

) (D) of the AlGaN HEMT. The colors are
The Holy Grail proportional to the SET amplitudes

(and how will material/topology changes affect this?
To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 45
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X-Rays for SEE Testing

X-ray Interaction— The Photoelectric Effect (E,, < 20 keV)

* Interaction depends on Atomic Number (Z) and E, 73
* X-ray interacts with tightly bound electrons Ppy= m
* Photoelectron ejected — atom relaxes
— Low Z- dominated by Auger process Ejected Photoelectron
— Hi Z: dominated by fluorescence process Incident x-ray

* Nepp = Epn/ 0 (@ = 3.62 eVlehp for silicon) Auger Electran

3 10 2n 30 40 45
T T T T T T

GalGe

Ejected Photoelectron
— Auger electron yield

SR S Incident x-ray

=
'
T

Characteristic x-ray

Yiald par shall vacancy

8 |/

B
Pa
T

=
=
L]

1 10 20 2 40 45
Atomic Number

Courtesy of Stephen LaLumondiere, G-Rad 2020

Ken’s Comments:
X-Rays are an
interesting
complement to
heavy ion and
LASER testing.
They provide a
pulsed, focused
beam that
penetrates
metallization and
creates an ion
track similar to an
ion.
However,
research in utility
is still in the early
stages.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 46




Example Data of X-Ray SEE Testing

Single Event Upset Measurements in Silicon Germanium Technologies
C-ollaboration with Georgia Institute of fechnology

Base Er'mllllEr Callector

B T L i Li o T "' T T T -
. [ RPF jum) R-Sguare) o
Eu:u:-:-l-:-:t:r__.-"' O TFH 1on 8A8T=022 {538 ..--.r - ]
D 2 gl xRay 8652033 06 oy
2k} P
.. = Oy A
{impos e - 5 s -
) I;_!h:nru.?_- : E .‘_-l'
Deraiy (o) u ‘ B "' p _._{}, i
= 3l - A
E L & Heavy-lon
22 . =0 A 8 keV
e - 10 kaV
L 1 B - " o
10 keV o . & 11.3 ke
::IJ-'}D FI"'I n i 1 i L L I i
1.6 um 0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

: : . , Surface LET (pCl/pum)
) T'.:AD Elmulgtlﬂnldepﬂsﬂed Gharﬂ? n D. Nergul et al., IEEE Trans. Nuel. Sei., vol. 67, no. 1,
SiGe Heterojunction Bipolar Transistor pp. 91-88, Jan. 2020,

Good agreement is observed between x-rays and heavy ions for higher energy x-ray photons.

-]

Courtesy of Stephen LaLumondiere, G-Rad 2020

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Where's X-Ray Going

Concluding Remarks

* Pulsed X-rays are a relatively new technique for SEE testing
- Current prospects are good
* Able to reproduce SEU, SEL, SEB, SEFIs, SETs from energetic particles
* More work to come on SEB and SEGR

* Future benefits and challenges from synchrotron upgrades Ken’s Note:
~ Increased brightness is advantageous Both U.S. and
* Higher effective LETs (more photons in focused spot) E.U. have
— Fill formats could change to higher repetition rates pulsed x-ray
« Mechanically challenging sources
* Need new pulse selection technigue (MEMs devices?) where SEE

* Aerospace/APS X-ray microprobe station is under development (Partner User Proposal) . .
— Expect to commission in summer of 2021 tes.tlng .utlllty
— Open to ideas for collaborations is being
— Always available to talk with others who are interested investigated

* Work together to increase community awareness of need/benefit of advanced techniques

Courtesy of Stephen LaLumondiere, G-Rad 2020

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 48



OPTIMIZING SEE TESTING
VIA MODEL BASED MISSION
ASSURANCE (MBMA)

Note: the following 6 charts on MBMA were graciously provided by
Rebekah Austin/NASA-GSFC.
MBMA is course unto itself, but moves engineering assurance from the
unconnected paper domain to the connected digital domain.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Example 1: Verify Requirements with SEE Test data

- Standard requirement verified
through heavy-ion testing

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.

a2

Assumption

The flight lot is
adequately characterized
so that the test results
are representative of the
behavior of the flight

part.

<<Regquirement>> e

Ref - SEB Requirement

H
Goal
€ ______
Power transistor will
=== survive the mission
environment.
o

Assumption

Testing is performed
using power transistor in
mission bias and usage
conditions.

Strategy

Perform heavy-ion
testing to show
performance in
application environment.

y

<=Reguirement>> e

Ref - SEBE Test Requirement

Id :RAD2

Text:

Heavy ion testing
shall be performed to at
least an LET of 37 MeV-
cm?/img

Goal

No SEB is seen at LET>

37 MeV-cm?img on power |

transistor when biased at

£

Id :RAD1

Text:

All power transistors
shall have a SEB
threshold LET > 37 MeV-
cm?img when biased at
133% of the application
Vds or Voe

<<Reguirement==

e

Ref - Parametric Regquirement

s l

Seclution

Test results from TAMU
show SEB threshold at

LET > 37 MeV-cm%mg at
800 V.

Id :RAD3

Text:

The operating
voltage for the part shall
be 600 V or greater

50




Example 1: Verify Requirements with SEE Test data

Perform heavy-ion
testing to show
performance in
application environment.

« Assumptions explicitly stated

Testing is performed
using power transistor in

o & <<Regquirement>> e
. . f- Assumption <} ----- Goal Ref - SEB Requirement
- Standard requirement verified S—— TR S pr—
adequately characterized 17777 survive the mission
th ro u h h e av - I O n te Stl n so that the test results E environment. Text:
g y g are representative of the ! All power transistors
behavior of the flight : shall have a SEB
part. i thresheold LET > 37 MeV-
! F, cm?img when biased at
i strat 133% of the application
: rategy Vs OF Vee.
:
1
1
1
1
1
1

mission bias and usage
conditions. l
F=1 <<Reguirement== e
S — & Goal Ref - Parametric Requirement
Ref - SEBE Test Requirement Mo SEB is seen at LET> < ld :RADS
ld :RAD2 7 “?Wm or_l power Text:
transistor when biased at .
800 V. The operating
Text: voltage for the part shall
Heavy ion testing be 600 V or greater
shall be performed to at l
least an LET of 37 MeV-
cm?/img o
Solution

Test results from TAMU
show SEB threshold at

LET > 37 MeV-cm%mg at
800 V.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 51



Example 1: Verify Requirements with SEE Test data

- Standard requirement verified
through heavy-ion testing

« Assumptions explicitly stated

- Verification of requirement is
backed by the graphical
argument AND the test data

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.

a2

Assumption <

The flight lot is
adequately characterized
so that the test results
are representative of the
behavior of the flight

part.

Assumption

Testing is performed <

using power transistor in
mission bias and usage
conditions.

<=Reguirement>> e
Ref - SEBE Test Requirement

Id :RAD2

Text:

Heavy ion testing
shall be performed to at
least an LET of 37 MeV-
cm?/img

<<Regquirement>> e

Ref - SEB Requirement

H
Goal
Power transistor will
71 survive the mission
environment.
o

Strategy

Perform heavy-ion
testing to show
performance in
application environment.

y

Goal

No SEB is seen at LET>

37 MeV-cm?img on power |

transistor when biased at

£

Id :RAD1

Text:

All power transistors
shall have a SEB
threshold LET > 37 MeV-
cm?img when biased at
133% of the application
Vds or Voe

<<Reguirement== (G

Ref - Parametric Regquirement

s J.

Id :RAD3

Text:

The operating
voltage for the part shall
be 600 V or greater

Seclution

Test results from TAMU
show SEB threshold at

LET > 37 MeV-cm%mg at
800 V.
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Example 2: Prioritization of SEE Testing for Maximum

Risk Reduction

- The SEECA process can be
documented and
supplemented using MBMA

o Graphical argument links
together steps and logic

‘0cess v2

Context
« MEAL
* RHA Plan
<<Requirement=> e <=Reguirement=> L1
:Infntrns
Ref - Reliability Requirement Ref - Availability Requirement
Id : Reliability 1 Goal Id : Availability 1
i € Ticetvaiidete ::‘a:?vz '::f:;:: will MestValidate] 1oye.
System reliability environment System availability
shall be 99%. : shall be 1 reset every 2
+ months.
[+
Assumption < Strategy
Error modes are Relies On and Trads | parform SEECA to
independent address which effects L
dominate the .
reliability/availability Goal
Use function
o + categorization, available
test data, and fault
Goal coal propagation to determine
Determine SEEGA —— severity and likelihood of
category for function Determine SEE Hazard radiation-induced risks.
= =
Solution Solution Solution
Determination of Critical, » S5EE Test Data (if List of risks (probability X
Vulnerable, or Functional available) consequence).
« Fault propagation
medels

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Example 2: Prioritization of SEE Testing for Maximum

Risk Reduction

- The SEECA process can be - Count ] [ Upsets i s
documented and
supplemented using MBMA

o Graphical argument links
together steps and logic

F3: Communicate with Spacecraft
FZ: Communigdte with SRAM

i

r SRAM F&: Readirite to SRAM

o Functional decomposition can be
used to determine SEECA
categories

REM_Power_Simple(®

i

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 54



Example 2: Prioritization of SEE Testing for Maximum
Risk Reduction

- The SEECA process can be A :
documented and supplemented g o -

using MBMA -

o Graphical argument
links together steps
and logic

o Functional
decomposition canbe | fF} A} . ... u
used to determine =
SEECA categories

o Fault propagation models can be used to
determine consequence of SEE hazard

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 55



Ken's MBMA Thoughts

- One of the great things surrounding MBMA is the efficiency it brings to the
process of connecting requirements to engineering processes/methods to
validation and documentation

o This enhances the ability to optimize test time by connecting results to
requirements in a manner that is easy to document

» To put it simply, MBMA as applied to SEE testing provides
opportunities to

o Verify requirements with SEE test data
o Determine best bang for the buck SEE tests for risk reduction

o Make test decisions during a SEE test campaign

It’s all about being more efficient!

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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IMPROVING TEST EFFICIENCY
AND PERFORMANCE

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Be Clear on Test Objectives

- While test requirements were discussed in an earlier module, it is important to
emphasize that objectives for a test need to be well defined.

- Examples include:
o Go/No-go: do you see an event at a given LET or not?

o Product qualification

» Test at specific operational levels such as low, medium, and high device utilization/performance.
Don'’t try to get data for ALL applications, just sufficient amounts for device selection purposes.

o Mission specific
» Will discuss during “system testing” later

o Technology or architecture research

This isn’t new, but with test time being a premium...

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Create Your Own Checklist

- Create a priority
approach of test
objectives based on:

Are Current SEE Test Procedures Adequate

o Device operating modes, for Modern Devices and Electronics
voltage levels Technologies?
j Kenneth A. LaBel
frequencies, ... R
. . NASA Electronic Parts and Packaging (NEPP) Program
MASA/GSFC
© DeVICe phySICS ken.label@nasa.gov
_ _ 301-286-9936
» Angles, ions, energies, ... http:/inepp.nasa.gov
» Beam characteristics e e

- An early description of _—»
the checklist approach

https://radhome.gsfc.nasa.gov/radhome/papers/HEARTO8_LaBel_pres.pdf

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.



Modeling Empirical Cross-Sections
from Beam Experiments

P.'J]‘J.'-.'r’-‘l' Pq.-"ra X Fﬁ'ﬂ'ﬁrf

- Empirical cross sections are not pure:

* P, physics, sensitive region, basic mechanisms. Generally what our models
target. Probability that an ion strike will generate an SET/SEU

* Prg... design, operation, frequency: Incorporates design dependent topology
and frequency as a transfer function (H(s)). Given F,., whatis the probability
that the system will be disturbed?

- P . test system and test conductor. Probability that the system disturbance

ohsorve -

is observed. Goal is to capture and observe every event with P,....=1

>

» What is the goal of the experiment?

If attempting to measure F,,, (perhaps to compare to a model or perform basic
mechanism research): Pe::rm and P must approach 1.

ohsorve

+ If attempting to apply mitigation and measure its efficacy. Prs . should
approach 0 and P,,,.., must approach 1.
* No one test-type and analysis fits all.
Courtesy of Melanie Berg, SPACER2

Space BT LLC Proprietery nfarmatian Predened by Melanse Berg

Measured Data on Complex Device -
Caveat

Ken’s key takeaway:
The capabilities of the test
system need to be included in
the interpretation of complex
data sets.

This is especially true for those
test devices with a large number
of operational states and IP
blocks (processors, FPGAs,
SOCs) and cases where some
events are missed due to
another event “crashing” the
device.

Remember
flux(ground test) >> flux(space).
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Observability and Capture —

. Start with a complex modern multi-million transistor,
multiple embedded and soft IP device like at the right

Figure 2. Intel Stratix 10 FPGA and SoC Architecture Block Diagram

- lons are randomly impacting across entire device
(unless localization is done)

o Any area may be “hit” at any time

Pile Gen 3 Hard IP

- Operationally, not all areas of the device are active at
one time nor are able to be interrogated
“instantaneously” by a test system

M2 0K Embed ded Memory Blocks

HyperFlex Core Logic Fab rc

M2OK Em beddesd Memory Boc ks
HyperFlex Core Lo gic Fabric
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- The “lag time” between the test system observability
and when the particle actually impacted the device
may cause either

Wariable-Precisio n, Hard Aoating -Point DEP Blocks
Wariable-Precisio n_Hard Rcating -Paint DSP Bkscks

Hard Mernary Contrallers, 10 PLLS Gereral-Purpees [0 Cells, LY DS
Hard Merncey Controllers, 10 PLLS Gereral-Purpees [0 Cells, LY DS

Pile Gen 3 Hard 1P

o Incorrect measurements of fluence to event or HPS: Quad ARM Cortex-53 Hard Processor System
SDM: Secure Device Manager

EMIE: Embodded Muti-Die Interconnact Bridga
o Masked events

Intel Stratix 10 GX/SX Device Overview Data Sheet
. . https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/hb/stratix-10/s10-overview.pdf
» Area 1 has an ion event but has not yet been interrogated by the test system

» Area 2 has an event that crashes the device and area 1 event never observed
To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 61



Test Levels

- One of the difficult challenges in testing any modern

complex device (processor, FPGA, SOC,...) is: Will it take ~100 test runs to get
o Events that “crash” the device occur so readily that to an effective fluence of 1’_-:7 if
providing “traditional” 1E7 SEL fluence levels can be a each SEFI crashes the device?
challenge
10" —r———————r—r—s r , -
o In other words, if SEFIs keep crashing the device, will = 3q
we be able to: ]
10°

» Obtain sufficient fluence levels for confidence?

» Mask potential SEL events -

SEFI Cross-Section (cm'z)

o The higher the blue screen of death rate, the
harder it is to get to achievable SEL test levels

- Diatribe: high current <> SEL...

2
LET , (MeV.cm’/mg)

i Fig. 8. SEFI cross-section as a functien of ion effective LET for four
o Be aware that there are a myrlad of reasons (mOStIy different data rates and 5 paths through the switch. The solid line is

circuit related SEUs) that can show increases in current  afitto the data using a Weibull function.
Stephen Buchner, et al, "Characteristics of Single-Event Upsets in a Fabric Switch (ADS151)"

CO n S U m ptIO n https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=1442463

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Lessons Learned from Pandemic

- Minimization of personnel on-site (reduced travel)

- Automation (and also for data analysis)

o Increasing automation of test sets (reduces on-site personnel needs)

« Virtual testing

o Remote data/control

» |IT security is a potential concern
o Virtual reality options
o Robotics?
- Flexibility counts
o Beam time has become preciousssssss

o Always have a backup plan if a test set doesn’t work

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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SYSTEM TESTING

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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A System is Much More Complicated
(and Smaller) Than It Used To Be

Vv

VANDERBLLT
UMIYERZATY

Qualification of Complex Systems

How to Qualify ICs/Systems Like These for Space?

1T T T
o g .:.

el A H 0 AR L Fde s
— CopRer interzonnect I4 WIS

One option:
Fly in “"“““‘:‘:'f VU 2012 RadFxSat#1 team
MRS 0 22 A N0 O DR O -2 a0l 1 s - ik - Tirsi- "a"-S?Stnm-:r i EECE Eﬂﬂiﬂ'r Design
Sttt assessment vehicle,
e.g., CubeSat Space data

Workforce Development

B. O, Sieravw=ki, mt al,, “CubeSats ard crovwd-sourced maonitoring Jor segle mvent effects Fordne=s ss=urance.”
MEEE Trivak, MWy, Seil, wol B, no. 1, g 293-300, lan. 2017,

Courtesy of Daniel Fleetwood, IEEE NSREC 2020 Short Course

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Changing Philosophies

R2E: from mitigation to prevention

« Components not qualified
for radiation

* No radiation level estimates
(monitoring, calculation)

+ Low system
reliability/availability due
to radiation effects

« High costs associated to
need of mitigating radiation
effects once system s in
operation

« (Situationin early LHC
days)

S HES;
N &
R2E

Costs |

Minimal
Costs

« System level testing, common developments,
monitoring and calculation

« Rad-tol design targeting optimal compromise
between qualification costs and impact on

operation /
Total life-cycle 'cfy

Capital cost
(design, maintenance, ...)

Worst-case
condition testing at
component level
Large margins

Life-cycle operational costs
Rad-hard

components

=

Optimal

Availability Availability

Courtesy of Ruben Garcia Alia, G-Rad 2020

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.

Key systems point:

We’ve gone from:
High cost “has to
work” to
Optimized cost
trading mission
“-jlities” with
radiation
hardening.

“Better is the
enemy of good
enough”
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RHA for COTS-based systems

Time

Phase0  Functional Description/Blocks
Phase 1 Radiation Environment
Phase 2 System/Components Description
<
a8 Phase 3 Radiation Tests of COTS Components
a
Phase 4 Svstem Radiation Test
Final Summary
BRSNS Lnstallation Approval
Phase 6 Operation Follow-Up
« Considering radiation tolerance constraints at very early stage of design
« Validation of radiation tolerance at system level before final production
&Y | ©
N |
R2E

Courtesy of Ruben Garcia Alia, G-Rad 2020

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.

RHA for COTS is
now
commonplace
and
promulgating.
Recommendation
is always to
perform radiation
tasks (testing) as
early as possible
in a mission (or
product
development)
lifecycle.
System tests are
now being
included.
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SEE for Systems and Complex Devices-
Diatribe on Changing Metrics - 1

- Traditionally, radiation and semiconductor folks don’t think like systems
folks.

o In the early days when the upsets/bit-day (u/b-d) metric became “the standard”, the test vehicles
were SRAMs — a homogenous array usually being tested in a static mode. This made sense.

- However, we're now talking about devices that are neither homogenous,
nor static. They have:

o Heterogeneous integration: Memory structures (configuration and internal user areas - usually
SRAM-like), configurable logic blocks, a variety of other I/O and IP as well as embedded control
or processors, analog functions like voltage regulators and charge pumps, and so on

o High operating speeds with a large number of operating state possibilities (state-space) — 2"

o Different transistor designs and even feature size design rules, ... You get the drift.

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 68



SEE for Systems and Complex Devices-
Diatribe on Changing Metrics - 2

- What systems care about is not if a memory has a bit-flip, but
availability of the device during mission operation (or specific time
windows).

o S0 the discussion moves more from the device to the reliability domain (credit: Melanie
Berg) where we talk about events and fluence to event

» Events in this connotation are only events that cause outages (down time) and not those that are
either corrected by scrubbing (e.g. memories) or other embedded mitigation.

o The event reliability will be VERY load dependent (% of memory utilized) and state-
space/operating frequency.

» These events could be divided simply into operational (outages) and data (lost data %) metrics.

Takeaway: from the system perspective, it’s really about operational or data
availability/reliability in the planned application

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 69



I'm Going to Need a Bigger Beam!

- Consider System SEE Testing as a two-step process

o 1. Test of devices to identify error signatures/dominant event types

» Utilize information for device selection and to design SEU tolerance into the 'c Y IC IC
. O -
IC
o 2. Test of the system to evaluate design/mitigation performance
(keeping in mind that it is an ACCELERATED test versus space particle C cHl c
rates) c i c |l c

» In essence, this is using the beam as a fault injector

° , L | | | A
Step 1 treats the test as we're used to: irradiate a single IC at a time 10

- Step 2, however, has options

o Inject faults into an individual device/module at a time or

o Increase beam size to irradiate entire assembly (or portion thereof)

» Currently, NSRL is the only domestic facility with this capability

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 70



THE FUTURE OF MODELING (FOR SEE
TESTING)

Note: Material for the following 4 modeling charts were graciously provided
by Mike Alles and Robert Reed/Vanderbilt-ISDE

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Modeling and Simulation

- Like SEE in general, modeling and simulation (M&S) may be broken down into
two general categories

o Physics and timing (circuit simulation)

« Physics relates to the actual particle interaction and energy deposition, while
timing is related to circuit operation and sensitive time windows when then
energy deposition occurs

o In other words, where the event occurs (geometry) and when the event occurs (temporally)
determine if an observable effect propagates.

- For this talk, the focus will be on the physics and for COTS “black box” devices

o In particular, the burgeoning challenge related to 2.5/3D structures and new material as it
relates to SEE testing

- Consider two perspectives: the tester and the data analyst

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021. 72



M&S — Testers Questions Answered

- Why do | need to model the physics? It revolves around ensuring that the proper ion/energy
combination is selected

o Determine the penetration range and angular test capability based on ion/energy

» Testability and beam selection to ensure sensitive volumes are traversed and Bragg peak issues are avoided

o Track structure: will a higher energy beam at same effective LET hit more sensitive nodes?
» Results comparison between ions/energies at “same” LET but different ion/energies may indicate different sensitivities

» Increased delta ray production with higher energy creates a wider potential strike area

KING et al.: THE IMPACT OF DELTA-RAYS ON SINGLE-EVENT UPSETS IN HIGHLY
SCALED SOI SRAMS, IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. 57, NO. 6,
DECEMBER 2010

Fig. 6. Simulation of 280 MeV Fe interacting with the simulated SRAM array
structure. The solid white tube represents the incident ion track. Red tubes rep-
resent generated ~-rays along the ion track. The green structures represent the
sensitive volumes of neighboring devices.

Fig. 7. Simulation of 28 GeV Fe interacting with the simulated SRAM array
structure. The solid white tube represents the incident ion track. Red tubes rep-
resent generated /-rays along the ion track. The green structures represent the
sensitive volumes of neighboring devices.
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M&S — Data Analysts Questions Answered

multiple devices secondary products
data! rETE—— B
o Risk of secondaries from material interaction N ""-,-f ‘
Charge trapping at

» Data inconsistencies for spurious higher LET secondaries | . f?’}d;"f" e — B

» Bigger issue as more and more materials are used within the device -' |
structure
) | | | Non-uniform LET

« Non-uniform LET | (even stopping)
o Different LETs at different sensitive volumes in 3D
structure
» Effects may vary by “layer” within a device opi00keY  SOQKeV  G30keV  00KeV 800 keV 1000 keV
!
« QOutlier: new materials 520 | F
e — g:s l Images courtesy of Vanderbilt University
- dw @ =
H FEEEEEEEEE B m 50
ArvER@scs s AT 60
[§] Mienes o Henes nanin le—14 le-14 Crus.s]:.ie!_\_(lt?on [.:mllmeﬁd le-14 le-14
e taen {Rexlative: Lipset Probability]

. ':-I'.:\”EB . E.'.Irgani-: materials
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M&S — Comments

« New consideration:; Co-extraction

o Analyses of response mechanisms from different
test conditions and sources

o How accurate is the Laser/X-Ray, etc in predicting
heavy ion response?

Pulsed X-rays at Aerospace Argonne

National Labs facility

® Th e “ti m | N g 7 tOO I S Courtesy Vanderbilt-ISDE

o The big question still stems on what do | do with a
complex “black box” such as a COTS SOC or g
FPGA? (heterogeneous integration) =

o Current tools are great for M&S for chips being
designed or simpler (i.e., op amp)...

HIGH DENSITY 'O 0 iCs & BATTERIES

o Active (underfunded) area of research Nhanced-semi.com
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AND A FEW MORE...
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A Few More Future Thoughts...

Data sharing
o Reduces test duplication and provides pre-screen for parts selection
o Caveat emptor

o Data sharing standards and formats

Fault Injection
o A useful tool in the toolbox to flip bits in devices that can be reached via software/operational means.

o Not a complete SEE tool due to propagation and operational timing

Functional safety
o Popular in fields such as automotive, in essence, it's the ensuring that faults don’t cause safety issues

o Useful article: https://semiengineering.com/mitigating-the-effects-of-radiation-on-advanced-automotive-ics/

Data analysis

o Means of automating and interpreting in a more efficient manner

WBG requires it owns separate set of discussions...

To be presented by Kenneth A. LaBel at the Radiation Effects Bootcamp, virtual event, Texas A&M University, March 16-18, 2021.
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Summary

- The Future continues to evolve with a myriad of considerations
ranging from device complexities and technologies to facility access
and capability challenges to testability questions

o Presented herein are some of those considerations

- Bottom line

o Heavy lon SEE testing isn’'t going away and is expected to have increasing
demands

» TAMU is still the prime facility for access and cost-efficiency, but increased needs for
higher energy facilities should be considered
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BACKUP
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