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Abstract. We present QuantifyML, which applies model counting to
assess the learnability, safety and robustness of machine learning mod-
els. Typically the efficacy of machine learning models is determined by
computing their accuracy statistically on test datasets. However, this
may be misleading, if the test data is not representative of the problem
that is being studied. With QuantifyML we aim to precisely quantify the
extent to which machine learning models have learned and generalized
from the given data. In QuantifyML, a trained model is translated into a
C program, which is fed to the CBMC model checking tool to produce a
formula in Conjunctive Normal Form (CNF), which in turn is analyzed
with state-of-the-art model counters to efficiently obtain precise counts
w.r.t different outputs. QuantifyML enables i) evaluating the learnability
of models by comparing the counts for the outputs to ground truth, ex-
pressed as logical predicates (if available), ii) comparing the performance
of different models that may be built with different machine learning al-
gorithms (e.g., decision-trees vs. neural networks), and iii) quantifying
the safety and robustness of trained models.

1 Introduction

Recent years have seen a surge in the use of machine learning algorithms in
a variety of applications to analyze and learn from huge amounts of data. For
instance, decision-trees are a popular class of supervised learning techniques that
can learn easily interpretable rules from data. They have found success in areas
such as medical diagnosis and credit scoring [II2]. Another example is Deep
Neural Networks (DNN), which have gained popularity in diverse fields such
as banking, health-care, image and speech recognition, as well as perception in
self-driving cars [3/4].

Machine learning models are typically evaluated statistically, by computing
their accuracy on test datasets, to determine how well a model learned and
generalized from the training data. However, this is an imperfect measure, as
the train and test sets may not cover well the inputs space. Furthermore, it
is often not clear which learning algorithm or trained model is better suited
for a particular problem (e.g., neural networks vs. decision trees), and simply
comparing the accuracy of different models may lead to misleading results. It may
also be the case that well-trained models may be vulnerable to adversarial inputs
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Fig. 1: QuantifyML Framework

[BU6I7] or they may violate desired safety properties [8]. However it is unclear how
to quantify the extent to which these vulnerabilities affect the performance of a
model, as evaluating the model on the available test or adversarial datasets may
again give imprecise results.

We present an approach, QuantifyML, that aims to precisely quantify the
learnability, safety and robustness of machine learning models. A trained model
is translated into a C program, enabling the application of the CBMC tool [9] to
translate it to the Conjunctive Normal Form (CNF), which in turn enables the
application of state-of-the-art approximate and exact model counters [TOJTTI12)
to obtain precise counts w.r.t different output classes. QuantifyML enables i)
evaluating the learnability of models by comparing the counts for the outputs
to ground truth (expressed as logical predicates, if available), ii) comparing the
performance of different models that may be built with different machine learning
algorithms (e.g., decision-trees vs. neural networks), and iii) quantifying the
safety and robustness of neural network models. Our evaluation demonstrates
these applications of QuantifyML on decision-tree and neural network classifiers
for the problems of learning relational properties of graphs, image classification
and aircraft collision avoidance system.

We derive inspiration from the recent paper [13] which presents Model Count-
ing meets Machine Learning (MCML) to evaluate the learnability of binary de-
cision trees. QuantifyML generalizes MCML by providing a generic tool-set that
can handle more realistic multi-class problems, such as decision trees with non-
binary inputs and with more than two output decisions, and also neural networks.
Other learning algorithms can be accommodated in our approach provided that
the learned models can be translated into C programs. QuantifyML’s applica-
tions extend beyond MCML and include: (i) comparison of the performance of
different models, built with different learning algorithms, (i) quantification of
robustness in image classifiers, and (iii) quantification of safety of neural network
models, as we demonstrate in this paper.

2 Approach

Figure [1] shows the overall framework of QuantifyML. The input is the trained
machine learning (ML) model, i.e., a Decision Tree or a Neural Network. The
ML to C translator will generate the C program representation of the machine
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1 |int decisiontree(bool x[]){

2 if (x[0] == 0){ return (0); 7}

3 else if (x[6] == 0) { return (0); }
4 else if (x[12] == 0){ return (0); }
5 else if (x[18] == 0){ returm (0); }
6 else if (x[24] == 0){ returnm (0); }
7 else{ return (1); } 1}

Fig.2: C code for the decision tree trained on Reflexive Property

learning model. In applications where the ground-truth or an oracle of correct-
ness is available, it is also encoded as a function in C. The C file also contains
assertions encoding various checks involving the outputs of the model and of
the ground-truth predicates. The final C program is then converted into CNF
form using the CBMC tool. The obtained CNF file is then fed to an off-the-shelf
model counter, allowing us to quantify the quality of the model.

2.1 Translation of Decision Trees to C Programs

We illustrate the translation via an example. Figure 2| shows the C program
representation of the decision tree which is trained on the reflexive property of
graphs, i.e., all nodes in the graph have a self loop (all diagonal elements in the
adjacency matrix should be 1). The input is an array of size 25 (since the tree
is trained on graphs with 5 nodes — represented using an adjacency matrix of
size 25). Function decisiontree computes and returns the classification label for
the given input. The function returns label 0 if any of the diagonal elements is 0
otherwise it returns label 1. The ML to C translator currently supports decision
trees trained using the Scikit-Learn [I4] machine learning library. We plan to
add support for other machine learning libraries in the future.

2.2 Translation of Neural Networks to C Programs

QuantifyML can handle feed-forward neural networks with dense, convolutional,
and pooling layers, with ReLU activations and Softmax functions. Figure[d]shows
the C program representation of the example neural network shown in Figure
Function neuralnetwork computes and returns the classification label for the
given input. There are two inputs to the function i.e., x1 and x2. Line 2 declares
an array, layerl, of dimension 2 (layer 1 has 2 nodes) that will store the values
of the nodes at layer 1. Line 3 and 4 computes the value of nodes at layer 1 by
multiplying the inputs with the weights on the respective edges. Line 5 declares
an array, layer2, of dimension 2 (layer 2 has 2 nodes) that will store the values
of the nodes at layer 2. Line 6 and 7 computes the value of nodes at layer 2
by multiplying the values of nodes at layer 1 with the weights on the respective
edges. Line 8 declares an array, output, of dimension 2 (output layer has 2 nodes)
that will store the values of the nodes at output layer. Line 9 and 10 computes the
value of nodes at output layer by multiplying the values of nodes at layer 2 with
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Fig. 3: Neural Network

1 |int neuralnetwork(float x1,float x2){

2 float layer1[2];

3 layer1 [0]=(+1.0)*x1+(-1.0) *x2;

4 layer1 [1]=(+1.0) *x1+(+1.0) *x2;

5 float layer2[2];

6 layer2 [0]=(+0.5)*1layer1 [0]+(-0.20) *layer1[1];
7 layer2[1]=(-0.5)*1layer1 [0]+(+0.10) *layer1 [1];
8 float output[2];

9 output [0]=(+1.0)*layer2[0]+(-1.0)*1layer2[1];
10 output [1]=(-1.0)*1layer2[0]+(+1.0) *layer2[1];
11 if (output [0] >output [1]){ return 0; 3}

12 else{ return 1; } }

Fig.4: C code for the neural network from Figure

the weights on the respective edges. Line 11 and 12 returns label 0 if the value
of first node at output layer (y1) is greater than the value of the second node at
the output layer (y2), otherwise it returns 1. The ML to C translator currently
supports neural networks trained in Keras [I5] machine learning library. We plan
to add support for other machine learning libraries in the future.

2.3 Quantifying the learnability of machine learning models

Given the C program representations of the model and the oracle encoding the
ground-truth, QuantifyML employs the CBMC tool to generate formulas en-
coded in the CNF form. The CNF files are then fed to model counters to obtain
counts which are in turn used to calculate the following metrics, to quantify the
learnability of the models, given finite bounds on the input space.

For each output label [ of the classifier, QuantifyML computes the following:
i) True Positives (TP) denotes the portion of the inputs for which the ground
truth is the label I and the classifier model correctly predicts the label to be I, ii)
Fualse Positives (FP) denotes the portion of the inputs for which the ground truth
is not the label [ and the classifier model incorrectly predicts the label to be [,
iii) True Negatives (TN) denotes the portion of the inputs for which the ground
truth is not the label [ and the classifier model correctly predicts a different label
than I, and iv) False Negatives (FN) denotes the portion of the inputs for which
the ground truth is the label [ and the classifier model incorrectly predicts a
different label than [. It then uses these counts to assess the quality of the model
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using standard measures such as Accuracy, Precision, Recall and F1-score for
_ TP+TN st TP __TP
the model. Accuracy= TPTFPITNTFN Lrecision==p%p, Recall= TPIFN and
__ 2xPrecisionxRecall
Fl-score= Precision+Recall *

In order to compute these measures for each label [, a predicate function
in C is generated (¢;(z)) which returns 1 if the output of the model is [ for a
given input z and returns 0 otherwise. Similarly, a predicate function (¢;(z))
is generated which returns 1 if the ground-truth for the given input = is [ and
returns 0 otherwise. Given these predicates, four CNF files are generated for each
label [, which encode the following formulas corresponding to the counts. N is the
scope or bound on the input domain, C'N F represents a function that translates
C program to formulas in the CNF form, and M C represents a function that
uses the projected model counter to return the number of solutions projected to
the input variables.

— True Positives (TP): MC(CNF((x) A
False Positives (FP): MC(CNF(—(x)

True Negatives (TN): MC(CNF(—(x) x
— False Negatives (FN): MC(CNF((z) N =¢i(x)

CBMC generates the above mentioned set of CNF files which are then passed
to an off-the-shelf model counter and final counts are obtained. Performance met-
rics as explained above are then calculated. CBMC introduces auxiliary variables
so only model counters that support projected model counting should be used.
We use two model counters, ApproxMC and projMC, for the experiments in this

paper.

2.4 Quantifying the safety of machine learning models

Given a property p that a machine learning model (example a neural net-
work) needs to satisfy, we use QuantifyML to obtain the following counts; 1)
QuantifyMLgs denoting the portion of the inputs for which the model satisfies
the given property, and ii) QuantifyMLy denoting the portion of the inputs for

which the model violates the property. These counts are then used to obtain

an accuracy metric; QuantifyML .= Quanti ﬂ?ﬁcgj\ff{%‘ggs GifyMLs’ which is a

measure of the extent to which the network satisfies the property.

2.5 Quantifying Local Robustness

As mentioned, QuantifyML is more general than MCML, which is applicable only
to decision trees where both inputs and decisions are binary. QuantifyML can
be applied to more challenging models, which cannot be described with binary
decision trees. The challenge with the analysis of more realistic models is that we
typically do not have the ground truth. Image classification is such a problem.
Consider that given an image which contains an object of interest such as
a digit, the goal is to classify it with a label that identifies the digit. It is not
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feasible to define a specification that can automatically generate the correct
label or the ground truth for any arbitrary image. Machine learning models are
typically trained using a dataset of images that are manually labelled. However,
images that are similar to, or are in close proximity (in terms of distance in
the input space) to an image with a known label can be expected to have the
same label. This property is called robustness in the literature. For instance,
given an image of a certain digit, all images that can be generated by applying
perturbations that are imperceptible to the human eye should represent the same
digit. Therefore, we know the ground truths for the inputs in the neighborhood
of user labelled inputs.

Evaluating the robustness of image classification models is an active area of
research [LOUITITE]. Current techniques typically search for the existence of an
adversarial input (z’) within an e ball surrounding a labelled input (z); e.g.,
[|z — 2']|co < € (here the distance is in terms of the L., metric) such that the
output of the model on z and z’ is different. When no such input exists, the
model is declared robust, however, in the presence of an adversarial input there
is no further information available. We propose to use QuantifyML to quantify
robustness of machine learning models, where instead of using a predicate en-
coding the ground truth, we encode the local robustness requirement that the
model should give the same output within the region defined by ||z — /|| < €.

In order to quantify local robustness around a concrete n-dimensional in-
put © = (zg,z1,..2y), we first define an input region R. by constraining the
inputs across each dimension to be within [z; — €,2; + €] in the translated C
program. We then define Robustness. as MC(CNF(¢’(I))’RE)7 where ¢;(x) is de-

[ Rel

fined as before as a predicate which returns 1 if the output of the model is [
and 0 otherwise, R, defines the scope for the check, and |R.| quantifies its size.
Intuitively, Robustness. quantifies the portion of the input on which the model
is robust, within the small region described by R..

3 Evaluation

We seek to address the following research questions in our evaluation.

— RQ 1: How does QuantifyML perform when applied to the problem of evalu-
ating the true performance of a model in comparison with the ground truth?

— RQ 2: Does QuantifyML enable a comparison of different models, that are
built using different learning techniques (decision-tree vs. neural networks)?

— RQ 3: How does QuantifyML perform when applied to the problem of quan-
tifying adversarial robustness for image classification models?

— RQ 4: How does QuantifyML perform when applied to the problem of quan-
tifying the safety of machine learning classification models?

All experiments were performed on Windows 10 with an Intel Core-i7 8750H
CPU (2.20 GHz) and 16GB RAM. Appendix along with detailed results are
available at the project’s GitHub repositoryﬂ

3 https://github.com/quantifym]l/quantifym]l
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3.1 RQ 1: Evaluating the true performance of the models.

In the first set of experiments we seek to evaluate the performance of trained
models against ground truth, encoded as predicates (as described in Section.
For this set of experiments we use the same set up as in [I3], allowing us to
also compare the performance of MCML with QuantifyML. We recap that setup
here.

Datasets: We consider the problem of learning relational properties of graphs.
Alloy [19] was used to create datasets for 11 relational properties of graphs in-
cluding Antisymmetric, Connex, Equivalence, Irreflexive, NonStrictOrder, Par-
tialOrder, PreOrder, Reflexive, StrictOrder, TotalOrder and Transitive. Alloy
generated datasets containing positive solutions i.e., graphs which satisfy a given
relational property and negative solutions i.e., graphs which violate the given
property. The number of negative solutions is much larger than the number of
positive solutions. Table 1 in Appendix tabulates the total number of positive
and negative solutions for each property. It is infeasible to enumerate all negative
solutions. For example, for the reflexive property (graphs in which all nodes have
a self-loop) with a scope of 6, there are only around 1 million graphs (1048576)
that satisfy the property out of the 68.7 billion (236) possible graphs. We use
Alloy to enumerate all positive solutions and then create an equal number of
negative solutions. To create the set of negative solutions, we first create a ran-
dom solution and verify if it violates the property using the Alloy evaluator.
If the solution is a graph satisfying the property then it is discarded otherwise
it is added to the set of negative solutions. Each solution has a feature vector
and a binary label (1 for the positive class and 0 for the negative class). The
features are represented using an adjacency matrix. For example, if the scope of
the reflexive property is 6, then a 36 bit vector is used. The smallest scope was
chosen for each property such that there are > 90,000 positive solutions.

Although, Alloy was used in the generation of datasets, the generated datasets
are not dependent on Alloy. Please note that for positive solutions, all possible
solutions were generated. The same set of solutions will be generated by any
SAT solver (Representation format can be different). For negative solutions, we
randomly created them and confirmed them using the Alloy evaluator which
simply evaluates if the given solution is positive or negative. Therefore, there is
no bias or dependence in using Alloy.

Results: Table [1| presents the QuantifyML and MCML metrics (accuracy,
precision, recall and Fl-score) for the decision-tree models for the respective
properties. These were calculated using the projMC model counter which is an
exact model counter. Please note that we applied both techniques to the same
model for each property. As can be seen, the values of the metrics obtained
by QuantifyML and MCML match exactly for all the properties. This is as
expected since both the tools seek to obtain precise quantification over the input
space. QuantifyML is more general and uses a C program representation of any
machine learning model and the CBMC tool to perform the translation to CNF
form, whereas MCML has an implementation that is dedicated to decision-trees.
These results serve as a check for the correctness of QuantifyML and show that
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Table 1: Quantifying the learnability of Decision Trees on graph properties with
projMC. Metrics from QuantifyML (QML), MCML and Statistical calculation
on test set(Stat). “-” indicates a time-out of 5000 seconds.

Accuracy Precision Recall F1-score
Stat |MCML| QML || Stat |MCML| QML || Stat |MCML| QML || Stat |MCML| QML
Antisymmetric |(0.9997]0.9996 |0.9996|0.9996| 0.9938 [0.9938(/0.9998| 0.9998 |0.9998(0.9997| 0.9968 |0.9968

Property

Connex 0.9957| 0.9934 |0.9934|0.9933| 0.2106 |0.2106||0.9982| 0.9984 [0.9984/0.9957| 0.3478 |0.3478
Equivalence 0.9997| - - 0.9994| - - 1.0000{ 1.0000 |1.0000{|0.9997| - -
Irreflezive 1.0000{ 1.0000 |1.0000{|1.0000| 1.0000 {1.0000|1.0000| 1.0000 |1.0000{|1.0000| 1.0000 |1.0000

NonStrictOrder||0.9990] 0.9984 | - 0.9985|0.0012 | - 0.9994|0.9995 |0.9995|0.9990| 0.0024 | -
PartialOrder 0.9934| 0.9877|0.9877|0.9879] 0.2473 |0.2473||0.9991| 0.9992 [0.9992||0.9935| 0.3964 |0.3964

PreOrder 0.9985|0.9973 | - 0.9974|0.0011 - 0.9996| 0.9996 [0.9996|0.9985| 0.0022 | -
Reflexive 1.0000| 1.0000 {1.0000(|1.0000{ 1.0000 |1.0000{|{1.0000| 1.0000 |1.0000(|1.0000| 1.0000 |1.0000
StrictOrder 0.9988(0.9978 | - 0.9979/0.0009 | - 0.9997| 0.9998 [0.9998||0.9988| 0.0018 | -
TotalOrder 0.9999| - - 0.9997| - - 1.0000| 1.0000 | - 0.9999| - -
Transitive 0.9999| 0.9764 |0.9764/0.9997| 0.1622 |0.1622(|1.0000| 0.9913 |0.9913/0.9999| 0.2789 |0.2789

Table 2: Efficiency comparison QuantifyML vs. MCML. Number of primary vari-
ables (Prim. Vars) are same for MCML and QuantifyML (QML), Total number
of Clauses for true positive (TP), false negative (FN), false positive (FP), and
true negative (TN) in the CNF formulae. Times taken by ApproxMC and pro-
jMC model counters. “-” indicates time-out of 5000 seconds

Property Prim|| TP Clauses || FN Clauses || FP Clauses || TN Clauses || Time (s) - projMC|| Time (s) - ApprozMC

i Vars ||MCML] QML||MCML] QML]||MCML] QML||MCML] QML|[MCML QML||MCML QML
Antisymmetric 25 1015|86364 1031/86540 1185|86427 1201|86603 1.5 121.5 2.1 15.8
Connex 25 69| 7643 74| 7508 231| 4301 236| 4236 0.3 4.8 0.8 0.4
Equivalence 100 2591|44644 2582(44617 334940562 3340|40546 - - 34.1 30.1
Irreflezive 25 100 172 6| 208 147 142 143 162 0.0 0.0 0.5 0.2
NonStrictOrder 36 507|20336 489|20520 62414303 606|14424 12.2 - 1.9 4.6
PartialOrder 25 514|23563 43523674 576|22399 497)22499 0.8 1404.7 1.2 2.9
PreOrder 36 52822850 516|22892 659|17158 647|17188||  34.5 - 2.0 3.8
Reflexive 25 10| 227 6| 207 98| 177 94| 165 0.0 0.0 0.5 0.1
StrictOrder 36 480(16924 46417212 61112647 59512782 14.1 - 1.9 2.8
TotalOrder 81 1834(39521 1819(39778 2331]42961 231643033 - - 8.4 8.9
Transitive 25 774]43456 672|43534 862|43544 760]43622 14.9 2377.5 2.0 8.4

Table 3: Quantifying the learnability of Decision Trees on graph properties with
ApprozMC. Diff shows the difference between MCML and QuantifyML (QML)
metrics.

Accuracy Precision Recall F1-score
MCML| QML | Diff ||MCML| QML | Diff ||MCML| QML | Diff ||MCML| QML | Diff
Antisymmetric || 0.9996 [0.9996| 0.0000 || 0.9935 |0.9936|-0.0001 || 0.9998 |0.9998| 0.0000 || 0.9967 |0.9967| 0.0000

Property

Connex 0.9935 |0.9936|-0.0001| 0.2258 |0.2292|-0.0032|| 0.9985 |0.9985| 0.0000 || 0.3683 [0.3728|-0.0045
Equivalence 0.9995 |0.9995| 0.0000 || 0.0000 |0.0000| 0.0000 || 1.0000 | 1.0000{ 0.0000 || 0.0000 |0.0000| 0.0000
Irreflerive 1.0000 {1.0000] 0.0000 || 1.0000 {1.0000| 0.0000 || 1.0000 |1.0000| 0.0000 || 1.0000 {1.0000| 0.0000

NonStrictOrder|| 0.9983 |0.9985|-0.0002{| 0.0011 |0.0012{-0.0001|| 0.9995 |0.9995| 0.0000 || 0.0022 |0.0024|-0.0002
PartialOrder 0.9864 |0.9880(-0.0016| 0.2407 |0.2535|-0.0128]| 0.9992 |0.9992| 0.0000 || 0.3879 [0.4045|-0.0166
PreOrder 0.997210.9973|-0.0001 | 0.0012 |0.0012| 0.0000 || 0.9997 |0.9997| 0.0000 || 0.0024 |0.0024| 0.0000
Reflexive 1.0000 {1.0000| 0.0000 || 1.0000 {1.0000| 0.0000 || 1.0000 |1.0000| 0.0000 || 1.0000 {1.0000| 0.0000
StrictOrder 0.9979 |0.9979| 0.0000 || 0.0009 |0.0010{-0.0001{| 0.9998 |0.9998| 0.0000 || 0.0019 |0.0020|-0.0001
TotalOrder 0.9997 |0.9997| 0.0000 || 0.0000 |0.0000| 0.0000 || 1.0000 |0.0017{ 0.9983 || 0.0000 |0.0000| 0.0000
Transitive 0.9760 |0.9773]-0.0013|| 0.1588 |0.1826|-0.0238|| 0.9902 |0.9922|-0.0020|| 0.2737 |0.3085|-0.0348
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the tool produces exactly the same results as the technique that is dedicated to
decision-trees.

However, QuantifyML is less efficient than MCML. Table [2 shows the times
taken by QuantifyML and MCML using projMC (Time(s) projMC column).
It can be observed that both MCML and QuantifyML time out (after 5000
seconds) for TotalOrder and Equivalence properties. QuantifyML times out for
the following properties as well; NonStrictOrder, StrictOrder and PreOrder. This
is because the CNF formulas generated by the CBMC tool after the analysis of
the C program representation of the machine learning model is larger than that
produced by MCML, which has a custom implementation for decision-trees.
Table [2| shows the size of the CNF formulas in terms of primary variables and
clauses. projMC is an exact model counter and takes a long time to process
formulas with large number of clauses.

To alleviate this scalability problem, we experimented with another model
counter, namely ApproxMC, which is faster but produces approximate counts.
The column Time(s) ApprozMC' in Table[2]shows the times and Table 3| presents
the respective metrics for both QuantifyML and MCML using ApproxMC. As it
can be observed, the analysis times for QuantifyML are greatly reduced and we
are able to obtain results for all the properties. Due to the approximate nature
of the model counter, there are minor differences in the metrics computed with
QuantifyML vs. MCML. However, these differences are minor (as can be seen
in the Diff columns of the table). In some cases, QuantifyML is closer to the
true values (presented in table , while in others MCML is closer, however,
the approximate results are within +/- 15% of the true results. [20] empirically
determined ApproxMC model counts to be +/- 16% of the true counts.

In order to understand the benefits of QuantifyML in assessing the learnabil-
ity of models, we considered the metrics calculated statistically on a test set. We
present the statistical metrics (accuracy, precision, recall and Fl-scores) for the
decision-tree models in Table[I] It can be seen that for all the properties, the sta-
tistical accuracy values are higher than the true values. This difference is more
pronounced for the precision metric. For instance, for the Connex, PartialOrder
and Transitive properties, while the statistical precision values are greater than
98%, the actual precision of these models are less than 25%. This highlights that
statistical metrics could be misleading and give a false impression of good perfor-
mance. The Fl-score indicates the generalizability of the models. It can be seen
that specifically for the above mentioned three properties, the true Fl-scores are
quite poor indicating that the models are possibly over-fitted to the respective
train sets. However, this fact would be hidden if we rely only on the statistical
metrics. We would like to highlight that even with approximate results obtained
using ApproxMC, QuantifyML metrics still present a more accurate picture of
the accuracy and generalizability of the models in comparison with the statistical
metrics. Specifically, for the Equivalence and TotalOrder properties (Table |3)),
we can see that the number of false positives is very high leading to very low
values for the true precision. The true Fl-scores for these models are close to
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0, however, the respective statistical F1-scores are close to 0.99, giving a false
impression of good performance.

Tables (4] and [5] present QuantifyML and statistically calculated metrics for
decision-tree and neural network models respectively for relational properties
of small (4-node) graphs. We describe these models in more detail in the next
section. We can observe a similar trend here as well that the statistical metrics
indicate that the models have high accuracy and Fl-scores for all properties.
The decision-tree models (Table[4]) for the Antisymmetric, Irreflexive, Reflexive,
NonStrictOrder and PreOrder properties have statistical accuracy and the F1-
scores of 100%. However, the precise quantification by QuantifyML highlights
that for the NonStrictOrder and PreOrder properties, the models in fact have
less than 100% accuracy and more importantly have poor precision indicating
large number of false positives. The decision-trees for StrictOrder property seems
to have the lowest accuracy and Fl-score when calculated statistically. How-
ever, the QuantifyML scores highlight that this is mis-leading and in truth the
decision-tree for the Connex Property has the lowest accuracy and F1-score. For
the neural network models (Table , in all cases except Irreflexive and Reflexive
properties, the accuracy values calculated using QuantifyML highlight that the
true performance is mostly worse and in some cases better (PartialOrder, Tran-
sitive) than the respective statistical accuracy metric values. The precision and
recall metrics seem to suffer greatly when calculated purely statistically (as can
be seen from the Diff columns in the table [5)). This indicates that they give a
false impression of good generalizability of the respective models, while in truth
the Fl-scores are less than 50% for most of the properties (refer FI-score column
in table [5)).

3.2 RQ 2: Comparing the performance of different models.

For this set of experiments, we seek to evaluate QuantifyML on different models
that are trained on the same problem. Consider the problem of learning rela-
tional properties of graphs as explained earlier in RQ) 1. Although this seems
a fairly simple problem with binary decisions and binary input features, it is
not immediately apparent which learning algorithm would work best to learn a
suitable classifier. The properties range from simple ones such as Reflexive to
more complex ones such as StrictOrder and Connex (refer Appendix - section
1.2. Each property translates to a different set of features. While a decision-tree
classifier may be faster to learn and easier to interpret, it may be overfitted.
On the other hand, employing a deep neural network algorithm which relies on
feature extraction may in fact not yield good results for this problem considering
the inputs are purely binary.

We applied the two different learning algorithms, decision-trees and neural
networks, to learn classification models for the same set of properties using the
same dataset for training. We were unable to apply QuantifyML to analyze
neural network models with greater than 16 features due to the limitation in the
scalability of the model counters (both ApproxMC and projMC were considered).
Therefore we restricted the size of the graphs to have 4 nodes. The model counter
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Table 4: Quantifying the learnability of Decision Trees on graph (4-node) prop-
erties with projMC. Diff shows the difference between Statistical (Stat) and
QuantifyML (QML) metrics.

Accuracy Precision Recall F1-score
Stat | QML | Diff || Stat | QML | Duff || Stat | QML | Diff || Stat | QML | Diff
Antisymmetric ||1.0000|1.0000{ 0.0000 (|1.0000|1.0000| 0.0000 ||1.0000{1.0000{ 0.0000 ||1.0000{1.0000{ 0.0000
Connex 0.9932|0.8179|-0.1752{|0.9865|0.4219|-0.5646||1.0000|0.0625|-0.9375||0.9932|0.1089 |-0.8843
Irreflexive 1.0000{1.0000{ 0.0000 |{1.0000{1.0000| 0.0000 |{1.0000{1.0000{ 0.0000 |{1.0000{1.0000{ 0.0000
NonStrictOrder ||1.0000{0.9721]-0.0279|1.0000{0.1069|-0.8931{|1.0000|1.0000| 0.0000 ||1.0000|0.1932|-0.8068
PartialOrder 0.9957|0.9919|-0.0038{/0.9916 |0.8690|-0.1226|1.0000|1.0000| 0.0000 [|0.9958|0.9299 |-0.0659

Property

PreOrder 1.0000/0.9693|-0.0307{|1.0000|0.1499|-0.8501 || 1.0000|1.0000{ 0.0000 |{1.0000{0.2607|-0.7393
Reflexive 1.0000{1.0000{ 0.0000 |{1.0000{1.0000| 0.0000 |/1.0000|1.0000| 0.0000 ||1.0000{1.0000| 0.0000
StrictOrder 0.9545(0.9721| 0.0175 ||0.9200|0.1069|-0.8131{|1.0000{1.0000| 0.0000 |/0.9583|0.1932|-0.7651
Transitive 0.9850(0.9799|-0.0051|0.9810|0.7524|-0.2285||0.9904|0.9990| 0.0086 |/0.9856|0.8583|-0.1273

Table 5: Quantifying the learnability of Neural Network on graph (4-node) prop-
erties with projMC. Diff shows the difference between Statistical (Stat) and
QuantifyML (QML) metrics.

Accuracy Precision Recall F1-score

Property Stat [ QML ] Diff || Stai | QML | Diff || Stal | QML | Diff || Stat | QML | Diff

Antisymmetric ||0.8058]0.7614]-0.0445[0.7520]0.4211|-0.3309][0.9095|0.9093 |-0.0002|[0.8233]0.5756|-0.2476
Connex 0.9658(0.7866(-0.1791({0.9359|0.2326|-0.7033||1.0000{0.0865(-0.9135|0.9669|0.1261|-0.8408
Irreflezive 1.0000{1.0000| 0.0000 {{1.0000|1.0000| 0.0000 {{1.0000|1.0000(0.0000 {|1.0000{1.0000|0.0000

NonStrictOrder||0.9773]0.9054|-0.0719{0.9583|0.0338|-0.9245||1.0000{0.9909|-0.0091||0.9787(0.0654 |-0.9133
PartialOrder 0.7803|0.8303| 0.0500 ||0.8367]0.2002|-0.6364||0.7051|0.7260| 0.0210 ||0.7652|0.3139|-0.4514

PreOrder 0.9577|0.8825|-0.0753|0.9302]0.0433|-0.8870{|1.0000|0.9803|-0.0197{|0.9639|0.0829|-0.8810
Reflexive 1.0000{1.0000| 0.0000 ||1.0000{1.0000| 0.0000 {|1.0000{1.0000{ 0.0000 ||1.0000{1.0000| 0.0000
StrictOrder 0.9545(0.9409|-0.0136|0.9200|0.0535|-0.8665 || 1.0000{1.0000| 0.0000 (|0.9583|0.1016|-0.8567
Transitive 0.7722|0.7903| 0.0181 ||0.8063|0.1864|-0.6198|0.7404|0.7258|-0.0145||0.7719|0.2967|-0.4753

times out after 10 hours when considering graphs with more than 4 nodes for all
properties. However, with the reduction in the number of nodes in the graph, the
number of positive graphs become very low for the Equivalence and TotalOrder
properties. This hinders the learning of suitable classifiers. Therefore we consider
only the remaining 9 properties for this study.

Results: We applied QuantifyML to obtain the accuracy, precision, recall
and Fl-score metrics for the models learnt using both the techniques. These
metrics were also calculated statistically on a test set (same for both the learning
algorithms). Tables [4] and [5| present the results.

The models for the Irreflexive and Reflexive properties have 100% accuracy
and F1-score, both when learnt using the decision-tree learning algorithm or as
a neural network. These two are indeed very simple graph properties. However,
decision-tree models have the ability to learn more complex properties such as
Antisymmetric and StrictOrder as well. Overall the decision-tree models seem
to have better accuracy and generalizability than the respective neural network
models. Note, that while such a comparison can be done using the statistical
metrics, their lack of precision may lead to wrong interpretations. For instance,
for the StrictOrder property, the statistical accuracy, precision, recall and F1-
scores are exactly the same for the neural network and decision-tree models,
however, the corresponding QuantifyML metrics highlight that for this problem,
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the decision-tree models are in fact better than neural networks in terms of the
true performance.

Albeit using a simple example, this study highlights the benefit of Quan-
tifyML in enabling one to compare the true performance of different models,
and different learning algorithms, for a given problem. Note that as long as the
models being compared are for the same application, they need not have been
trained using the same set of data points.

3.3 RQ 3: Quantifying the robustness of image classifiers.

We use the MNIST dataset (Modified National Institute of Standards and Tech-
nology dataset), which is a large collection of handwritten digits that is com-
monly used for training various image processing systems [21]. MNIST has 60,000
training input images, each comprised of 784 pixels and belonging to one of 10
labels (digits 0 through 9). We trained a decision-tree model on this dataset.

The size of the CNF files for this problem is large (refer Appendix - Table 8).
This can be attributed to the 784 integer input variables and the logic for image
classification which results in bigger trees. There are 25088 primary variables and
around 31 million clauses in the CNF formulas for each label. It was not feasible
to use the exact model counter projMC, therefore, we used the ApproxMC model
counter for this study. Typically neural networks are used for the problem of
image classification. However, both ApproxMC and projMC were not scalable
enough to handle the CNF files generated from the neural networks that we
trained for this study.

Table 6: Quantifying robustness for the MNIST model.

Actual Total Correctly Robustnesse || Accuracye | Accuracye | Accuracye || Accuracy
Label count, classified counte % 100 1000 10000 (TestSet)
0 3.32E+270 2.21E+4270 66.67 65.00 67.90 67.05 92.65
1 9.59E+247 3.156E+-247 32.81 34.00 32.10 32.66 96.12
2 3.53E+258 8.81E+4257 25.00 32.00 25.90 25.30 83.91
3 1.92E+272 1.92E+272 99.99 93.00 93.70 93.62 77.52
4 3.42E+264 3.42E+264 99.99 52.00 61.50 63.58 82.08
5 4.02E+259 4.02E+259 99.99 100.00 100.00 100.00 76.23
6 1.04E+258 5.22E4-257 50.00 47.40 47.40 50.21 85.39
7 1.17E+4262 1.17E+262 99.99 100.00 100.00 100.00 85.60
8 9.99E+266 9.99E+266 99.99 100.00 100.00 100.00 73.72
9 1.84E+253 6.89E+252 37.50 38.20 38.20 38.12 80.67

Results: We selected (randomly) an image for each of the 10 labels to eval-
uate the robustness of the model in the neighborhood of each of these inputs.
We considered regions around these inputs for ¢ = 1; these represent all the
inputs that can be generated by altering each pixel of the given image by +/- 1.
Column Total count, in Table [f] shows the total number of images in the e =1
neighborhood of each input. We then employ QuantifyML to precisely quantify
the number of inputs within the ¢ = 1 neighborhood that are given the correct
label. In order to obtain this count, for every input, we apply QuantifyML to
quantify the portion of the input region that leads to the same label as the orig-
inal input. Column Correctly classified count. in Table [6] shows this count for
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each input. The corresponding Robustness. value shows the accuracy with which
the model classifies the inputs in the region to the same label. The results indi-
cate that the robustness of the model is poor or the model is more vulnerable to
attacks around the inputs corresponding to labels 1, 2 and 9 respectively. Note
also that in principle, QuantifyML could be used to provide proofs of robustness
(if Robustnesse=100% ); however we could not obtain such proofs here.

We also computed an accuracy metric statistically by perturbing each image
within € to randomly generate sample sets of size 100, 1000 and 10000 images
respectively. We then executed the model on each set to determine the corre-
sponding labels and computed the respective accuracies as shown in columns
Accuracye (100), Accuracy. (1000), and Accuracy. (10000). The statistically com-
puted accuracies are close to the Robustness. values for most of the labels. We
can see that for labels 5,7 and 8, the statistical accuracies with all sample sets are
100% respectively. This gives a false impression of adversarial robustness around
these inputs. The corresponding Robustness, of 99.99% indicates that there are
subtle adversarial inputs which get missed when the robustness is determined
statistically. We can also observe an interesting case, for the input correspond-
ing to label 4, where the sample sets considered for statistical accuracy seem to
include a number of inputs that are incorrectly classified. Robustness, of 99.99%
indicates that only 0.01% of the inputs are incorrectly classified. However, these
inputs comprise of almost 36% of the samples considered for statistical accu-
racy. This seems to indicate that this region is more vulnerable to attacks than
the inputs corresponding to labels 5 and 8, while in truth, these regions are very
similar in terms of robustness. It may be the case that this result for Robustness,
is incorrect, which may be due to the approximation in the model counter. We
plan to investigate this issue further.

The last column, Accuracy (TestSet) in Table |§|, shows the accuracy of the
model per label when evaluated statistically on the whole MNIST test set. Note
that although the model may have high statistical accuracy, it can have low
adversarial robustness. Consider the input for label 1, although the statistical
targeted accuracy is 96%, the Robustness, around the input is only around 32%
indicating poor adversarial robustness. We would like to highlight that although
the above discussion is based on the results produced by ApproxMC which pro-
duces approximate counts, it has been shown in an earlier study [20] that the
outputs are typically within 16% of the outputs from projMC (exact model
counter). The results obtained using statistical measures typically have a much
higher difference from the exact counts (as was highlighted in RQ1).

3.4 RQ 4: Quantifying the safety of neural network models.

ACAS Xu is a safety-critical collision avoidance system for unmanned aircraft
control [8]. It receives sensor information regarding the drone (the ownship)
and any nearby intruder drones, and then issues horizontal turning advisories
aimed at preventing collisions. The input sensor data includes, i) distance from
aircraft to intruder; (ii) angle to intruder relative to aircraft heading direction;
(iii) heading angle of intruder relative to aircraft heading direction; (iv) speed of
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aircraft; and (v) speed of intruder. The output of the network is one of 5 labels
corresponding to the horizontal turn advisories; Clear-of-Conflict (COC), weak
right, strong right, weak left, and strong left. Each advisory is assigned a score,
with the lowest score corresponding to the best action. The FAA is exploring an
implementation of ACAS Xu that uses 45 deep neural networks. The work in
[22] presents 10 properties specified by domain experts that the networks need
to satisfy.

Table 7: Quantifying the safety of Neural Networks on ACASXu dataset. “-
” shows a timeout of 5000 seconds (ApproxMC). Properties 1 - 9 represent
properties ¢o to ¢19 from [22].

Property || Statn | Stats | Statacc(%) || QuantifyMLy | QuantifyMLs | QuantifyMLacc(%) || QuantifyMLrime (s)

1 0 228 100.00 9.00E+93 2.50E+94 73.56 3347.1
2 0 0 N/A 5.67TE+88 2.79E+88 32.94 4067.5
3 0 0 N/A 3.3TE+67 1.32E+65 0.39 2791.8
4 0 0 N/A 1.18E+74 0.00E+00 0.00 2918.4
5 1 4062 99.98 0 2.25E+86 100.00 1005.2
6 5680 | 140563 96.12 - 6.67E+94 - -

7 0 218 100.00 0.00E+00 8.15E+90 100.00 1753.5
8 0 1 100.00 4.24E+73 8.62E+74 95.31 2073.3
9 0 62 100.00 0.00E+00 4.17E+79 100.00 812.2

We used a dataset comprising of 324193 inputs and used one of the ACAS
Xu network to obtain the labels for them. We used this dataset to train a smaller
neural network that is amenable to a quantitative analysis. Please refer to the
Appendix section 1.1 for details on the architecture of this smaller model. We
selected 9 properties of ACAS Xu (refer to the Appendix section 1.3 for details
on the properties) and employed our tool to evaluate the extent to which the
smaller neural network model complies to each of them.

Results: Table [7] documents the results of our experiments. We first evalu-
ated the compliance of the model to each property statistically on a test set of
size 162096 inputs (randomly selected). Each property defines a pre-condition
on the inputs and prescribes a specific output property for the respective input
region (such as the output being a certain label). For each property, we select
inputs from the test set that belong to the input region as defined in the property
(InpSetpy). The column Staty shows the subset of inputs in InpSetpy that vi-
olate the property, Stats shows the number of inputs in InpSetpy that satisfies
it, and Stata.. shows the respective statistical accuracy. For each property, we
calculate the QuantifyML metrics as described in section 2.4} The QuantifyML
counts represent the precise portion of the entire input space defined by the
property for which the property is satisfied or violated.

For properties 2, 3 and 4, there were no inputs in the test set that belonged
to the input region as defined in the property, therefore the statistical accuracy
could not be calculated, whereas we were able to use QuantifyML to evaluate the
model on these properties. Results show that the neural network never satisfies
property 4. This highlights the benefit of using our technique to obtain precise
counts without being dependent on a dataset of inputs. We can also note that
relying on statistical accuracy can give false confidence in the performance of the
neural network. For instance, the statistical scores show that the model always
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satisfies property 1, 7, 8 and 9. However, precise scores based on entire input
space (QuantifyML) show that this is not the case with properties 1 and 8. In fact,
only 73.56% of the inputs in the region define by property 1, satisfy the output
prescribed by the property. This study highlights the benefit of QuantifyML
in enabling the quantification of the true extent to which a given property is
satisfied by a neural network model.

4 Related Work

Quantitative analysis of neural networks has typically been performed using sta-
tistical methods to obtain probabilistic guarantees. For instance, VeriFair [23]
performs probabilistic analysis of fairness properties by leveraging sampling and
concentration inequalities. PROVEN [24] is another framework for probabilistic
analysis that employs robustness verification tools to derive probabilistic certifi-
cates for robustness of neural networks. PROVERO [25] performs quantitative
verification to provide certificates for adversarial robustness by performing sam-
pling of the inputs space and treating the model as a black-box. While statistical
and sampling based approaches scale to large models, they do not provide pre-
cise quantification which is required to accurately assess the learnability, safety
and robustness of the models.

The technique in [26] uses symbolic execution and constraint solution space
quantification to precisely quantify probabilistic properties of neural networks,
thereby enabling analysis of fairness and robustness of the models. FairSquare [27]
is another probabilistic framework that implements a custom symbolic-volume-
computation algorithm for fairness and bias analysis in neural networks. In con-
trast, our approach is not specialized to neural networks and can be applied to
assess the learnability and robustness of any machine learning model.

Model counting has been applied in machine learning to enable probabilistic
reasoning [2829/30031]. Existing work that uses model counting technology for
quantifying performance has been restricted for a sub-class of neural networks
called Binarized Neural Networks (BNNs) [32]. The technique in [33] performs
a translation of a BNN to SAT/CNF [34] and uses model-counters to provide
quantitative estimates for the satisfaction of logical properties, which enables
applications such as providing adversarial robustness guarantees and evaluating
the efficacy of trojan attacks. In contrast, QuantifyML facilitates applications
beyond binarized neural networks, albeit small. Expressing the model as a C
program facilitates the use of standard bounded model checking for C programs,
and the advancements in this field [3536] to perform the analysis.

As already mentioned, the work in [I3] (MCML) uses model counting to
perform a quantitative assessment of the performance of decision-tree classifier
models. MCML is limited to binary decision trees and has been used on decision-
tree models when used to learn relational properties of graphs. QuantifyML
goes beyond MCML as it enables quantification of the performance of more
general machine learning models, that may have non-binary inputs and multi-
class outputs. Our evaluation presents applications such as robustness analysis
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of decision-tree models on an image-classification problem (MNIST), comparison
of neural network and decision-tree models for learning relational properties of
graphs, and evaluation of safety for collision avoidance, which cannot be achieved
with the MCML tool.

Many frameworks based on statistical learning theory [37I38] have been used
to analyze the learnability of machine learning models. Popular ones such as the
Probably Approximately Correct (PAC) learning framework [39] enable formal
analytical characterization of the number of examples needed to train models for
binary classification tasks. The work in [40] provides a detailed set of conditions
for learnability in terms of the Vapnik-Chervonenkis (VC) theory [41] dimen-
sion. QuantifyML complements theoretical frameworks by providing empirical
evidence to precisely quantify generalizability both in terms of the accuracy as
well as precision, recall and F1l-score with respect to the ground truth.

5 Conclusion, Limitations and Future Work

We presented QuantifyML, which employs model counting to assess the learn-
ability, safety and robustness of machine learning models. Our evaluation high-
lighted the benefits of using QuantifyML in various application scenarios. The
main limitation of QuantifyML is scalability, which is due to the limited scal-
ability of the underlying model counting technology. While approximate model
counting is more efficient, it is less precise and still could not scale to large mod-
els. The analysis of neural network models was particularly challenging. The
model counters (both exact and approximate) timed out while analyzing the
neural network models for learning graph properties when the size was greater
than 4 nodes. For the image classification study, QuantifyML could not handle
neural network models, while we could only handle a small model for ACAS
Xu. For the MNIST network, we attempted to reduce the state space of the
model by changing the representation of weights and biases (e.g., from floats to
longs), and considered perturbing only a subset (10 out of 784) pixels. However,
although this did reduce the number of clauses and variables in the CNF files,
the model counters still timed out. More details on the size of the CNF files for
neural network models and the results can be found in the Appendix.

To address the scalability problem we plan to investigate slicing and /or com-
positional analysis of the C program representation of the models. Identifying
important input features (using attribution techniques or decision-tree learn-
ing) and slicing and/or decomposing the model counting problem as dictated by
these features could potentially lead to smaller problems that can be handled
by off-the-shelf tools. We also plan to add support for other decision trees and
neural network learning libraries and for other machine learning algorithms such
as Adaboost Trees [42], Gradient Boosting Trees [43], Random Forest Trees [44]
and SVM [45].
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