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Air Transportation System Vision
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Advanced Air Mobility
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Collaborative Air Traffic Management
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Path Forward to Responsible Autonomy
Embracing innovation in aviation and its safety tradition

Highly-Automated

Trajectory ML/AI — based dynamic, robust
Know & exchange c performance and safety
current and planned alc
Radar pe=ions collaborative ATM

Know the current and estimate
Procedural planned a/c positions Increasingly

Machine-to-machine
interactions and
humans collaborate

Estimate the current
and planned a/c
positions

( . .. . Automated in-time safety Integrated predictive risk Automatically-assured adaptive
Human_centered safety mohitoring, assessment and mitigation monitoring and alerting services mitigation across domains in-time safety threat management

Autonomous Systems




Complexities, Risks, and Constraints
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Safety Management Systems @

International Civil Aviation Organization, "Safety Management,
Standards and Recommended Practices - Annex 19," in

Air Tra nsportation Safety Convention on International Civil Aviation, 2" Edition, 2016

Risk Safety
Management Assurance

Safety Policy eI

Promotion

4 N N O N

Hazard

Broad Safety |dentification

Objectives

Data Collection

Safety Training

Dissemination
of Information

RM Controls Data Analysis

Responsibility
&

\ Accountability /

Safety Resource

\ Performance / \ Prioritization / \

Safety Culture

)
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From Reactive to Proactive to Predictive @

Responds to events that have
already happened, such as
incidents and accidents

PROACTIVE

(Present)

REACTIVE

(Past) Actively seeks the
identification of hazardous
conditions through the
analysis of the
organization’s processes

.

/

4 I
Analyzes system processes
and environment to
identify potential/future
problems
\ %

PREDICTIVE

(Future)
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Enabling Vision 2035/2045

Automatically-assured adaptive
in-time safety management
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In-Time Aviation Safety Management
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, ' foran Evolving Aviation System (2018)
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84 pages |85 11| PAPERBACK
1SBN §78-0-308-48820-0 | DOI 101722824962

CONTRIBUTORS

GETTHIS BOOK Aviation Safety Assurance Committee; Aeronautics and Space Engineering Board;
Division on Engineering and Physical Sciences; National Academies of Sciences,
Engineering, and Medicine
FIND RELATED TITLES

SUGGESTED CITATION

National Academies of Seiences, Engineering, and Medicine 2018. In-Time
Aviation Safety Management: Challengez and Research for an Evalving Aviation
System. Washington, DC: The National Academies Press

hitps:/idoi.org/10. 17 226/24862.
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In-Time System-Wide Safety Assurance

Air Transportation Safety
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In-Time System-Wide Safety Assurance @

Air Transportation Safety

In-Time System-Wide Safety Assurance
(ISSA)

Safety
Promotion

|
a N

Safety Training

Safety Policy

Services, Functions, Capabilities

Broad Safety Hazard
Objectives Identification " L\ [e]glive]s

Data Collection

Dissemination

RM Controls Assess Data Analysis of Information

Responsibility —
& Safety Mitigate Resource

Accountability O A T T Safety Culture

Prioritization
\ /
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In-Time Aviation Safety Management

Air Transportation Safety

Safety Policy

In-Time System-Wide Safety Assurance

Safety

(ISSA)

Promotion

Broad Safety
Objectives

Responsibility
&

Accountability

Services, Functions, Capabilities

WENEIE

Known
Operational
Risks

Identify

Unknown
Risks

Inform

Improved
System
Designs

a N

Safety Training

Dissemination
of Information

Safety Culture

\J /
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Progress Toward In-Time Aviation Safety Management

SCIENCES
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June 2020
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to Assess and Predict Flight Safety Risks During
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In-Time Aviation Safety Management Systems (IASMS) @

Monitor Assess Mitigate

* Domain Specific In-time
p National Airspace System - Data - NAS System State > Elevated Risk State - Safety Assurance Action

Safety Monitoring and

e S " Moni N\ [ N 2
Alerti Ng Tools | :@;Ei '—|——> M et Prognostics & ( Mitigation
Population Prtzcur;prs, & Prediction Alerti Response
) : ""“ Aero Model > Lead Indicators jll—tl,ng
@ 7Y | c t
Iod L]
g SR (o 1:> i
* Integrated Predictive NN | : .
. -ig I Aircraft 9.-!-9 E::> : :>| | | A /
Domain Level S T | 2 | 2o .
@ %%
. . "u;; | « > (¢+] Decision %
Application cr = 5 & € Suppor
o | :{> o ® Collect data ® Assess operational data ® Time- dependent
® Check data quality ® Model flight planning data mitigation action
. . | r{r?} METAR ® Fuse data ® Mine safety data bases ® Procedure-based
® Ad a pt lve Rea I—tl me l ; ® Distribute data (augmented using
" ﬂrati”_ — — - > \ Yy, \_ Yy, \__decision support tool)
Safety Management
Safety Assurance Action
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Services, Functions, & Capabilities

Conflict UAS System
Advisory/Alert Monitoring

Link Aircraft Monitor Nav Power Configuration
Performance State Health P

|..|I|~@3§> @ || & ||E|H{§}\

Aerodynamic  Human
Model  Performance
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=|| D

\ S,

ISSA SFCs
Monitors data, makes
assessments, and
performs or informs a
safety assurance action

Communication/C2 Remote ID Many Others
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rd i
uFOQA Operator Messaging . P.?;tgl Rek

Weather ANSP Population Configuration  Safety Human
(MET) Infrastructure Density Settings Reports  Performanc

<

800806
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USS Network Airspace

Discovery Authorizations Many Others

Constraint Conformance USS System
Management Monitoring Monitoring

Information Classes

IASMS
Interconnected ISSA SFCs
that provide In-Time Risk
Management and Safety
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Integrated, Service-Oriented Architecture
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Envisioned New Roles and Responsibilities @

o0

m:n Remotely supervised]

5 -8 [
o

i ' [ 1:1 Remotely supervised]
%@(@ [ Remotely managed ]

Piloted —
simplified operation

S-Curve

Epoch 1 Epoch 2 Epoch 3 Epoch 4
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Human Roles Defined From Functions Performed

&

ROLES
LEVEL OF AUTOMATION MONITORING GENERATING SELECTING IMPLEMENTING

Manual Control Human Human Human Human
Action Support Human/Computer Human Human Human/Computer
Batch Processing Human/Computer Human Human Computer
Shared Control Human/Computer Human/Computer Human Human/Computer
Decision Support Human/Computer Human/Computer Human Computer
Blended Decision Making Human/Computer Human/Computer Human/Computer Computer
Rigid System Human/Computer Computer Human Computer
Automated Decision Making Human/Computer Human/Computer Computer Computer
Supervisory Control Human/Computer Computer Computer Computer
Full Automation Computer Computer Computer Computer

Level of Automation Taxonomy Example (from Endsley & Kaber, 1999)
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Paradox of Automation — 2 — Autonomy @

Images creative commons (17 U.S. Code § 107.Limitations on exclusive rights: Fair use)
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e .
CC-BY-SA 4.0 Matti Blume

Boeing 737-800 Flight Deck
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IASMS! Services, Functions, Capabilities Maturation

lIn-time Aviation Safety Management System

Forv | to Responsible A nomy
Embracing innovation in aviation and its safety tradition

Level 4: Fully Autonomous Functionality
Monitor 3, Assess 3, Mitigate 3

. 4

:

-

Y 4
=

85
i S— Highly-Automated
Trajectory Collaf®rative ML/AI - based dynamic, robust

Know & exchange cgfects, performance and safety Level 3: Autonomous Functionality with
e al

S-curves

current and planned alc nce-based,

positions Collaborative ATM Human-Ove r-the-LOOD

Machine-to-machine

interactions and Monitor 3, Assess 3, Mitigate 2

humans collaborate

f LELETS
Know the current and estimate
Procedural planned a/c positions Increasingly
Estimate the current JAltonomous Systems
and planned alc
positions

Present Future Level 2: Automated Function with

Human Fallback

Monitor 2, Assess 2, Mitigate 1
Maturity Description Monitor Assess Mitigate

Fully Autonomous Functionality
Autonomous Functionality with Human Over-the-Loop
Automated Function with Human Fallback (On-the-Loop)

Alerting Function for Human

Level 1: Alerting Function for Human

R
[ 2 |
I Monitor 1; Assess 1, Mitigate O

- P L
= b2
[=T I S ]

The Monitor-Assess-Mitigate numbers signify
notional increases in capability
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Exploring Human Roles and Responsibilities

Level 4: Fully Autonomous Functionality
Monitor 3, Assess 3, Mitigate 3

Level 3: Autonomous Functionality with
Human-Over-the-Loop
Monitor 3, Assess 3, Mitigate 2

1 .
. WiE) - |
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1 "" -
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Level 2: Automated Function with
Human Fallback
Monitor 2, Assess 2, Mitigate 1

Maturity Description Monitor Assess Mitigate

Fully Autonomous Functionality
Autonomous Functionality with Human Over-the-Loop
Automated Function with Human Fallback (On-the-Loop)

Alerting Function for Human

Level 1: Alerting Function for Human
Monitor 1; Assess 1, Mitigate O

- P
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(=T ¥

The Monitor-Assess-Mitigate numbers signify
notional increases in capability
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Advances in Technology Changes The Possible @

.. : : o e
e “..alisting of those respects in which human O g, O
° ® A
capabilities surpass those of machines must, O.QO.O ‘ p h a G O
of course, be hedged with the statement that

we cannot foresee what machines can be
built to do in the future”?!

e—

* $24,000 | $77.147 |
e S

» “..less and less qualities are uniquely human,
and the overall balance of humans and
machines promises to set the profile of our
future as a technology-dependent species.” 2
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New Human-System Interactions May Be Possible

FUTURE RIRSPACE |
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Challenge and Opportunity of the Envisioned @/
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Challenge and Opportunity of the Envisioned @

[m:n Remotely su pervised]

[ 1:1 Remotely supervised]

S-Curve

[ Remotely managed ]

Piloted -
simplified operation

Epoch 1 Epoch 2 Epoch 3 Epoch 4
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Autonomous Systems —? — New Science

New Models and Frameworks
New Methods

New Tools & Techniques
More Research

... Lot More Papers
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Autonomous Systems —?— New Science @

New Models and Frameworks
New Methods

New Tools & Techniques
More Research

... Lot More Papers

Images creative commons (17 U.S. Code § 107.Limitations on exclusive rights: Fair use)

“Better Together”
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Alerts
Context
Responses to Queries
- Alternatives
- Transparency info
- Predicted Outcomes
- Reasoning
- Confidence level

Automation

Requests
Polling for Risks

Human-Autonomy Teaming Model!

Toward [ASMS Through Use Cases

Context
- Time Pressure
- User Info
- more
HAT Agent SN Interface
Plays
- Goals
- Risks to
achieving goals ® Disol
_ Mitigati isplay
Mitigations (3 Audio
g’: Visual
<
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Authority Info

Scratch Pad
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|

Operato

l Queries/Requests

-Av.B
- Why?
- What If?

Wildfire Management Response
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Toward IASMS Through Use Cases

Alerts Context
Context - Time Pressure
Responses to Queries - User Info

- Alternatives - more
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. achieving goals )
Automation - Mitigations Display
Audio
Visual

Transparency Info

Authority Info
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Services, Functions, Capabilities Required
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Monitor

I Population é i

Aero Model
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(a] I A Flight Plan I
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g | State |

4 I Vehicle %ﬁ
I @ METAR I
| Configuration |:'—>
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Data Fusion

Addressing Risks and Constraints

Assess

National Airspace System = Data > NAS System State = Elevated Risk State = Safety Assurance Action

4 Monitor State, )
Detect
Precursors, &
Lead Indicators

4 )
Prognostics &
Prediction

t
|
I
|
I

&

® Collect data
® Check data quality

A

%

® Assess operational data
® Model flight planning data

® Fuse data ® Mine safety data bases
® Distribute data
. J \, J

Alerting
M,

Decision
Support

Mitigate

Mitigation
Response

® Time- dependent
mitigation action
® Procedure-based

(augmented using
\_ decision support tool)

Safety Assurance Action

“There currently exists almost no empirical longitudinal

research on HAT dynamics, or field research” !

Risks and Constraints

Flight outside of approved airspace

Unsafe proximity to air traffic, people on the
ground, terrain or property

Critical system failures (including loss of link,
loss or degraded positioning system
performance, loss of power, flight control failure
and engine failure

Loss-of-Control (i.e., envelope excursions)
Physical/Environment Related Risks

* Weather encounters (including wind gusts)
* Threat by person—malicious

Cyber-security related risks

Those our predictive and prognostic SFCs have
not identified yet...

?

&
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Monitor
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Data Fusion

Building Reference SFCs

Assess

National Airspace System = Data > NAS System State = Elevated Risk State = Safety Assurance Action

4 Monitor State, )
Detect
Precursors, &
Lead Indicators

(

Prognostics &
Prediction

\

t
|
I
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&

® Collect data
® Check data quality

A

%

® Assess operational data
® Model flight planning data

® Fuse data ® Mine safety data bases
® Distribute data
. J \,

J/

Alerting
M,

Decision
Support

Mitigate

Mitigation
Response

&

® Time- dependent
mitigation action
® Procedure-based

(augmented using
\_ decision support tool)

Safety Assurance Action

“There currently exists almost no empirical longitudinal

research on HAT dynamics, or field research” !

Example Reference SFCs

SAFEGUARD

Proximity to Threat Service, Non-participant
Casualty Risk Assessment, ICAROUS, Safe2Ditch

RF Interference Modeling

GPS Degradation Modeling

APNT Services (alternatives to GPS)
Battery Health Prognostics
Command and Control Link Monitor

Hyper-local weather modeling > Climacell (SDSP
example)

Vehicle-as-a-sensor services

Adaptive security procedure development

Industry-developed Cyber-security solutions and
protocols

Multiple Kernel Anomaly Detection (MKAD)

?
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Exploring Human-Autonomy Teaming for IASMS Application @

SFC Maturity Levels for Key Risks

Integrated Risk Tool
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Human Automation Teaming Assistant

Power Systems Failure (Battery Health Tool)

C2 Link System Failure (RF Interference Tool)

Unsafe Proximity to Terrain (ProxThreat)

Unsafe Proximity to Traffic (ICAROUS Traffic
Deconfliction Module)

Unsafe Proximity to People (NPCRA Tool)

v
Risk Criticality
sons B

Complexity |

Flight Outside of Approved Airspace
(SAFEGUARD 2.0)

0 1

N
w
D

Uncertainty [

B SFC Maturity
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Contingency Management

* Future challenges includes understanding
the information requirements for human
operators and how those change with
diverse and increasingly complex levels of
autonomy and contingency management
capabilities

* |n-time safety assurance SFCs must be
developed with these considerations that
may be significantly different dependent
upon the concept of operation employed
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Summary

* Human-Autonomy Teaming approaches may need
to scale as the architecture of SFCs, use of inter-
dependent automated systems, and operational
environments evolve toward greater complexity

* The multi-dimensional space for design of IASMS
has implications for the envisioned changing roles
and responsibilities of the human operator

 The IASMS Monitor-Assess-Mitigate functions can
inform design decisions about what information the
human operators should monitor, when they need
to make assessments, and how they need to
intervene

System-Wide Safety
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