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ABSTRACT

National databases that collect various kinds of textual threat reports such as ASRS, CERT, and
NVD manually process their reports individually. They then offer data products to disseminate
the aggregate information, like newsletters, alerts or individual report searching. The goal of this
research is to connect these individual reports thematically and temporally to identify emerging or
recurring threats, by analyzing large collections of text, source code, collaboration and communica-
tion patterns. This capability, I argue, enables us to identify the emergence and recurrence of such
themes, and the contexts in which they re-occur, facilitating faster and more capable mitigation. I
propose two models to shed light on this goal: An empirical model of vulnerabilities as bugs, the
commit flow model, and one of the vulnerabilities and aviation safety threats as topics, the topic
flow model. 1 use as gold standard existing manual workflows in both domains, reflected in the
existing data products by these organizations, and empirically evaluate if the automated models

can match or outperform existing manual practices.

v



TABLE OF CONTENTS

Acknowledgments . . . . . . .. iii
Abstract . . . . . . . . e e iv
List of Tables . . . . . . . . . . e ix
List of Figures . . . . . . . . . . . . e X
1 Introduction . . . . . . . . . e 1
1.1 Motivation . . . . . . . o e e e 1
1.2 Thesis Goal . . . . . . . . L 3
1.3 Outline . . . . . . . e 4
1.4 Contributions . . . . . . . . . 5

2 Identifying Emerging Threats in Code . . . . . . . . . . ... ... ... ....... 6
2.1 Introduction . . . . . . . . . . 6
2.2 Related Work . . . . . . . . 8
2.3 Method . . . . . e 9
2.3.1 Dataset . . . . . .. 9

2.3.2 Content Analysis . . . . . . . . . .. 10

2.3.3 Pre-Processing . . . . . . . . . e 10

2.3.4 Data Modeling - Commit Flow . . . ... ... ... ... .. ... ...... 11

2.3.5 Data Modeling - Exploratory Networks . . . . . ... ... ... ... ..., 18

2.3.6 Data Modeling - Decoupling Level . . . . . . .. .. ... ... ... ... 19

2.4 Results. . . . . o e 20
2.4.1 Content Analysis: OpenSSL Socio-Technical Evolution . . . . . . . ... ... 20



2.4.2 Addressing RQL . . . . . . . .. 23

2.4.3 Addressing RQ2 . . . . . .. 23
2.4.4 Addressing RQ3 . . . . . . .. 25
2.4.5 Addressing RQ4 . . . . . . 27
2.4.6 Addressing RQ5 . . . . . . 28
2.5 Conclusions and Future Work . . . . . . .. ... o oL o 31

Identifying Emerging Threats Through Free Text: Grouping Performance . . . 32

3.1 Introduction . . . . . . . . .. e 32
3.2 Method . . . . . . e 33
3.2.1 Notation and Terminology . . . . . . . . . . . . . ..o 33
3.2.2 Topic Model . . . . . .. e 33
3.2.3 Model Tuning . . . . . . . . . .. e 34
3.2.4 Deterministic Mapping . . . . . . . . . ... 35
3.2.5 Evaluation . . . .. . ... .. 36
3.3 Results. . . . . . o e 37
3.3.1 Study 1 - Topic Modeling Software Vulnerabilities . . . . .. ... ... ... 37
3.3.2  Study 2 - Topic Modeling Safety Threats . . . . . ... ... ... .. .... 45
3.4 Conclusion and Future Work . . . . . . .. .. . 55

Identifying Emerging Threats Through Free Text: Grouping Interpretability . 56

4.1 Introduction . . . . . . . . . . . e e 56
4.2 Related Work . . . . . . o L 57
4.2.1 Topic Comprehension . . . . . . .. .. . 57
4.2.2 Displays . . . . ..o 57

vi



4.3 Method . . . . . e 63
4.3.1 Survey Design . . . . . . .. 64
4.3.2 Topic Model Setup . . . . . . . . . e 74
4.3.3 Response Diagrams. . . . . . . . .. . Lo 75
4.3.4 Prototype . . . . . oL 7

4.4 Results. . . . . . o e 82

4.5 Threats to Validity . . . . . . . . . . . 86

4.6 Conclusion and Future Work . . . . . . . . ... oo o 86

5 Identifying Emerging Threats Through Free Text: Grouping Over Time . . . . 93

5.1 Introduction . . . . . . . . .. L e e 93
5.2 Method . . . . . . e 94
5.2.1 Constructing Monthly Topics . . . . . . . . . . .. ... .. ... 95

5.2.2 Connecting Topics over Time . . . . . . . . . . ... ... ... ... ..., 97

5.2.3 Paths and Timelines . . . . . . . . . . . . 98

5.2.4 Types of Topics within Timelines . . . . . . . . . .. .. ... ... .. .... 98

5.2.5 Deterministic Mapping Criteria . . . . . . . . . . .. .. ... ... 99

5.3 Results. . . . . . o e 99
5.4 Conclusion and Future Work . . . . .. .. .. o 104

6 Conclusion . . . . . .. e 105
A Content Analysis Supplemental Material . . . .. ... ... ... .......... 106
B Mapping of CVE, CWE and CAPEC . . ... ... ... ... ... ......... 108
C Survey and Prototype . . . . . . . . . . . .. 111

vii



Bibliography

viil



2.1

3.1

3.2

4.1

4.2

4.3

4.4

4.5

5.1

5.2

LIST OF TABLES

File Dependency Types . . . . . . . . . o

Top 5, Middle 5, and Bottom 5 Adjusted Rand Index (ARI) Report Set Pairs out of
3002 = 435 combinations. . . . . . . . . ...

Ranking of Mean, Median and SD Adjusted Random Index (ARI) ordered by Mean
per Topic. . . . . o e

One topic and possible displays [45]. . . . . . . . . .

PSAQ2 - Average number of words from the set of words used in participants topic
labels. . . . . . e

PSAQ3 - Average percent of topic labels containing at least one inferred term.
PSAQ4 - Survey Average of Term Rank Medians. . . . . . .. .. ... ... .....

PSAQ5 - Participant mean time to answer survey questions and time between survey
questions. . . ... L L e e

Set of top 10 related words for the topics of Path ID 2, which contain COVID-19
related terms. These topics can be seen in the Figure. This displays all the topics in
path ID 2, both COVID-19 related and non COVID-19 related words. Rows in bold
indicate adjacent topics in which terms were deemed COVID-19 related. . . . . . . .

Set of top 10 related words for the topics of Path IDs 1, 4, 6, 12, and 32, which
contain COVID-19 related terms. These topics can be seen in the Figure surrounded

by red rectangles. Rows in bold indicate adjacent topics in which terms were deemed
COVID-19 related. . . . . . . . . . . e

A.1 References for Content Analysis in OpenSSL. . . . . . .. ... ... ... .. ....

X

84

101



1.1

1.2

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

3.1

3.2

3.3

3.4

3.5

LIST OF FIGURES

Before and After CVE . . . . . . . . 2
Thesis Outline [14, 71, 21, 32, 78, 50] . . . . . . . . . . 4
Commit Flow method for a single issue. . . . . . . . ... ... ... ... .. ..., 12
Temporal vs Projection Networks, format adapted from [33]. . ... ... ... ... 16
File vs Entity (e.g. Function) Networks, format adapted from [33]. . . ... .. ... 17
Missing Link Social Smell [40] . . . . . .. .. ... Lo o 18
Project Status Reports in early OpenSSL. . . . . . . .. ... .. ... ........ 21

Number of replies per [STATUS] thread versus Number of replies to any e-mail

thread. Each dot represents one [STATUS]| e-mail thread in a given day. . . . . . . . 24
Number of threads generated by Request Tracker vs via Mailing List. . . . .. . .. 25
Heartbleed: Vulnerability Introduced and Fix Snapshots . . . . . . . .. .. ... .. 26
Causal graph with 1% trim . . . . . . . . . . . e 29
Experimental Protocol. . . . . . . . ... 41

Cumulative Frequency of number of Documents with the same CVE-ID per month. . 42
Random Model versus LDA Accuracy. . . . . . . . . . . . . 44
How Reports are Generated: Handling of NASA Aviation Safety Reports (ASRS) [8]. 48

Report Set (Toy Dataset) vs Real Dataset (ASRS Database) Setup. R defines Report
Sets. D defines the identified groupings by WarpLDA. k is the number of topics
requires to be chosen apriori to execute WarpLDA (2 in this diagram), and [ is the
number of report sets used for shuffling (3 in this diagram). The goal is R = D, i.e.
the algorithm is able to automatically identify the manual report sets groupings. In
our experiment, we use 1 = 30, k = 2 although other values can be tested in the
protocol. . ..o 49



3.6

3.7

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

4.11

4.12

5.1

5.2

5.3

5.4

5.5

WarpLDA evaluation of distinguishing Report Sets ”Cabin Fumes, Fire, Fumes, or
Odor Incidents”, vs ”Controller Reports” when compared to manual separation of
reports over multiple runs: Accuracy is defined as Adjusted Rand Index, ranging

from-1to 1.. . . . o L o 53
Ranking per Report Set. . . . . . . . . . 54
Topic Construct. . . . . . . . . . e 58
Current ASRS Report Synopsis and Interpretation Process. . . . . . .. .. .. ... 61
Topic Modelling output embedded in ASRS Process. . . . . . ... ... ... .... 62
Topic Modelling output using maximum likelihood in ASRS Process. . . . . . .. .. 63

To assess topic comprehension, we present in a questionnaire the topics through
different questions by applying different ranking heuristics. The choice of k = 3, n
= 5, and displayed ranking heuristic (maximum likelihood) is for example purposes

only. . . . oL 64
Adapted from the Total Error Survey Design Method [26]. . . . . . . ... ... ... 65
Report Set: Controlled Flight Toward Terrain before coloring step. . . . . . . . . .. 87
Report Set: Cabin Smoke, Fire, Fumes, or Odor Incidents. . . . . . . . ... ... .. 88
Report Set: Controlled Flight Toward Terrain. . . . . . ... ... .. ........ 89
Report Set: General Aviation Flight Training Incidents. . . . . . . . . . . ... ... 90
Report Set: Penetration of Prohibited Airspace Incidents. . . . . . .. ... ... .. 91
Report Set: Passenger Electronic Devices. . . . . . . . . .. ... ... ... 92
Topic Flow Model, adapted from [71]. . . . . . ... . ... ... ... ... ... 95
ASRS Report Partition for Monthly Topics. . . . . . . . . ... .. ... ... .... 96
Connecting topics over time using topic term matrices. . . . . . . . . ... ... L. 97
ASRS 2020 Topic Flow. . . . . . . . . . 102
ASRS 2020 Topic Flow (Continued). . . . . . . ... .. ... ... . ... .. ... 103

X1



C.1 Survey vI pl. . . . o o 111

C.2 Survey vI p2. . . . . 112
C.3 Survey vI p3. . . . e 113
C.4 Survey vIpd 1. . . o o 114
C.h Survey vl pd 2. . . L o 115
C.6 Survey v2 pl. . . . . o 116
C.7T Survey v2 p2. . . . . o 117
C.8 Survey v2 p3. . . . . L 118
C.9 Survey vA pl. . . . L 119
CA0Survey v4A pP2. . . . o e e e 120
CAL Survey v4A P3. . . o o o 121
CA2Survey vA pA. . . . o o 122
C.13 Survey Background pl.. . . . . . . . .. 123
C.14 Survey Background p2.. . . . . . . .. 124

xii



CHAPTER 1
INTRODUCTION

1.1 Motivation

The timely identification and communication of software vulnerabilities and safety threats have been
a key concern of the IT industry and many governments. For example, in the U.S., the National
Vulnerability Database (NVD)!, which uses as data feed MITRE’s Common Vulnerabilities and
Exposures (CVE) Database?, and the Aviation Safety Reporting System (ASRS)?, have existed
for decades. We begin by sharing two examples—an aerospace safety threat [5] and a software

vulnerability —to motivate the goals and relevance of this dissertation.

On December 1, 1974, TWA Flight 514 was inbound through cloudy and turbulent skies to Dulles
Airport in Washington, D.C. The flight crew misunderstood an ATC clearance and descended
to 1,800 feet before reaching the approach segment to which that minimum altitude applied.
The aircraft collided with a Virginia mountaintop, killing all aboard.

A disturbing finding emerged from the ensuing NTSB accident investigation. Six weeks prior
to the TWA accident, a United Airlines flight crew had experienced an identical clearance
misunderstanding and narrowly missed hitting the same Virginia mountain during a nighttime
approach. The United crew discovered their close call after landing and reported the incident
to their company. A cautionary notice was issued to all United pilots.

Tragically, at the time, there existed no method of sharing the United pilots’ knowledge with
TWA and other airline operators. Following the TWA accident, it was determined that future
safety information must be shared with the entire aviation community. Thus was born the idea
of a national aviation incident reporting program that would be non-punitive, voluntary, and
confidential.

The example above, and others like it, motivated what eventually became ASRS. Now consider
the following vulnerability example. In the “about us” page® of CVE Mitre, one can find a gif image
that illustrates several different organizations communicating about the same software vulnerability
to one another in two time periods, labeled “Before CVE” and “After CVE”. We display a simplified
version in Figure 1.1.

What is common to both examples is that ASRS and CVE Mitre inception averts a babel tower
scenario, i.e., it serves as a method of sharing expert knowledge beyond the boundaries of the
organizations.

Both ASRS and CVE are unstructured text repositories with metadata and have, over the

years, accumulated valuable incident and vulnerability information. As unstructured text datasets

"https://nvd.nist.gov/

“https://cve.mitre.org/

Shttps://asrs.arc.nasa.gov/
‘https://asrs.arc.nasa.gov/publications/callback/cb_317.htm
*https://cve.mitre.org/about/index.html



CVE-1999-0067: CGIl phf program allows remote
command execution through shell metacharacters.

(a) Before CVE (b) After CVE

Figure 1.1: Before and After CVE

increases, new opportunities to leverage this dataset also emerge. Less than two years after its
inception, an ASRS quarterly report emphasized the importance of analyzing the data over time.
ASRS designers were acutely aware of the potential value of data derived from individual occur-
rences in highlighting deficiencies and discrepancies across the national aviation system. They also
believe that other, perhaps more valuable, insights into system problems could be gained only by
studying a large body of incident data [8]. However, as of July 2019, ASRS has processed more
than 1.6 million reports over its 42-year history [76, p.13], making the analysis of a large body of
incident data a daunting task.

The same dramatic increase of data as well as the perceived value to understand emerging
threats can be observed in the CVE repository of software vulnerabilities. In March 2014, security
researchers found a catastrophic vulnerability in OpenSSLY, one of many source code projects, later
published by the NVD as CVE-2014-0160 and named Heartbleed. Heartbleed allowed attackers to
read sensitive memory from vulnerable servers, potentially including cryptographic keys, login cre-
dentials, and other private data, and it was a simple bug for hackers to understand and exploit
[18]. Version 1.0.1 of OpenSSL added support for the heartbeat functionality and enabled it by
default, thereby inadvertently making the implementation vulnerable by default. This vulnerabil-
ity remained until 1.0.1g or roughly two years later [12]. Heartbleed is one of the over 140,000

vulnerabilities identified at the time of this writing, according to the Common Vulnerability Enu-

Shttps://github.com/openssl/openssl



meration (CVE)7, the source of NVD vulnerability enumerations. While the number of indexed
vulnerabilities is not nearly as large as ASRS reports, they are still large enough to prevent manual
analysis from being performed on a regular basis.

To add value to their ever-increasing databases, both ASRS and NVD generate data products
for the community that provide the reports to regulatory agencies, leading to a sustainable cycle.
ASRS, for example, provides a report query capability, issues alerts to organizations, performs
searches about a topic, publishes newsletters, etc. NVD provides additional metadata through
severity scores and mitigation strategies. There are also other taxonomies, such as the Common
Weakness Enumeration (CWE)® that further abstract CVEs into weaknesses, which are groups of
vulnerabilities that are conceptually similar.

Both ASRS and NVD, therefore, serve as continuously evolving knowledge bases for their respec-
tive communities. Despite the perceived benefit that automation could lead to these organizations,
they still rely mostly on manual effort to leverage their data sets. Indeed, much literature has
focused on addressing aspects of automation. Still, little has been adopted by these organizations,
especially concerning the emergence of vulnerabilities and safety threats.

Automation could also be leveraged in extending the textual analysis of software vulnerabilities
by mining software repositories. Because vulnerabilities are reported in open source projects like
OpenSSL, the project’s development process and source code are available for inspection, providing
another dimension to understand software vulnerabilities as bugs from a software development
standpoint, instead of only knowledge aggregation.

While existing data products already provide value, they are still seen in large part as isolated
records. Given all the available data, it is clear that more could be done to assist in the under-
standing of vulnerabilities and threats beyond manual inspection by analyzing how their content

evolves.

1.2 Thesis Goal

Current data products only leverage individual reports. We hypothesize that by analyzing
source code and textual corpora and associated data/metadata over time, we can
automatically identify topics and trends that provide value for the users of these
corpora in terms of quickly and capably identifying emerging threats.

Specifically, the goal of this thesis is to capitalize on available but yet not used source code
repositories and databases of vulnerabilities and threat data so that we can connect individual
vulnerabilities and threats temporally. This capability enables us to identify their emergence,
recurrence, and the contexts in which they re-occur. This modeling, we argue, is a precondition for

faster and more capable mitigation. We propose two models to shed light on this goal: An empirical

"https://cve.mitre.org/
Shttps://cwe.mitre.org/



model of vulnerabilities as bugs, i.e. the commit flow model, and one of vulnerabilities and threats
as topics, the topic flow model, building from and improving prior literature [14, 71, 21, 32, 78, 50].
We have named the framework that these two models provide PERCEIVE: Proactive Exploration
of Risky Concept Emergence for Identifying Vulnerabilities & Exposures.

We found, when modeled as topics, the manual analysis bottleneck of software vulnerabilities
shares nearly identical motivations and needs as that of safety threats. This has motivated us to
generalize and refine a model of how we analyze them. And, we hypothesize, this model would be
appropriate for other domains that share similar concerns of broadly collecting and disseminating

risk.

1.3 Outline
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Figure 1.2: Thesis Outline [14, 71, 21, 32, 78, 50]

A visual representation of the thesis outline is presented in Figure 1.2. The diagram presented
in the center, with the exception of the bottom pane, is based on the concept of “topic flow” [71].
We chose this representation because many of the chapters in this dissertation were motivated by
the value and the limitations of this tool. The focus of the thesis, however, is not on tools but
rather on developing a methodology that can deliver operationally relevant results. Using Figure
1.2 as a reference, the remainder of this thesis is as follows:

In chapter 2, we explore the first of the two models by modeling vulnerabilities as bugs. We
start by presenting a qualitative study of the chosen dataset, OpenSSL, to choose what features
could be used to observe emerging vulnerabilities in the community. The conclusions are then
formalized in a quantitative method, Commit Flow.

In chapters 3, 4, and 5 we model vulnerabilities and threats in free-form text by defining topic



flow. Differently from the previous chapter 2, where we define a notion of time in a single chapter
through commit flow, we separate the evaluation of topic in three chapters.

In chapter 3, we perform two studies, one for vulnerabilities and one for threats, to evaluate
the automated identification of groupings from free-form text at a single point in time. In 4, we
evaluate the human comprehension of the derived groupings. Finally, in the last chapter 5 we
combined learned lessons and methods to create a notion of topic evolution over time, capturing
emerging threats. Together, the two methods, as shown in Figure 1.2, realize PERCEIVE, the goal

of this dissertation.

1.4 Contributions

The main contribution of this dissertation is a holistic framework to leverage textual knowledge
bases to identify emerging threats, as shown in Figure 1.2. Different from prior work, which relies
mostly on one data source, one method, or focuses on a small feature of a dataset (e.g., severity
score of a vulnerability), we observe the problem from an operational standpoint. Specifically, rather
than leveraging only source code and free text, we approach the problem by evaluating what data
captures the phenomena of interest, i.e., software vulnerabilities and safety threats, and can lead to
operationally relevant results in these and similar organizations that retain knowledge bases. We
elaborate on the specific contributions compared to the existing literature in the following chapters

after presenting our research questions and methods.



CHAPTER 2
IDENTIFYING EMERGING THREATS IN CODE

This chapter is derived in part from the IEEE Transaction in Software Engineering journal “In

Search of Socio-Technical Congruence: A Large-Scale Longitudinal Study”.

In this chapter, we begin exploring how to identify emerging threats, in particular software
vulnerabilities. To identify software vulnerability emergence as bugs, we hypothesize, based on
existing literature [78, 62], the socio-technical behavior of a project’s community has implications
on emerging software vulnerabilities. Our goal, therefore, in this research was to determine the
extent to which developer social interactions—communication (as determined by e-mail exchanges)
and collaboration (file changes by multiple contributors)—can positively or negatively affect the
security properties of a codebase. To examine this question, we analyzed the code and the social
networks of a prominent open source project—OpenSSL—over a 20-year time span to understand
their relationships.

To better motivate our method beyond related literature and theory, we begin this chapter
with a socio-technical qualitative case study of OpenSSL. Later in the chapter, we then capture
this understanding in commit flow, the proposed method of this chapter, using socio-technical
metrics.

We chose OpenSSL as its past software vulnerabilities, such as the infamous Heartbleed bug,
had enormous repercussions. We performed content analysis on OpenSSL to understand how
various technologies affected community behaviors; and understand if these behaviors contributed
to vulnerabilities. We defined five research questions and used both social network analysis and
metrics to answer them. Our primary results are: 1) that attempts to provide an informal mailing
list infrastructure did not drive community engagement and adoption, but the introduction of an
issue tracker did; and 2) that the OpenSSL architecture contains substantial technical debt, which
makes software vulnerabilities more likely to be introduced. In the latter portion of the chapter, we
complement the analysis and show that socio-technical problems in OpenSSL consistently preceded

the introduction of vulnerabilities using commit flow.

2.1 Introduction

Despite improved tooling to detect software vulnerabilities, these bugs continually plague the 1T
landscape. Much research has suggested that software architecture complexity is a key contributor
to the introduction of vulnerabilities [36, 22]. In this work, we examine a related question—
looking at the extent to which developer communication (e-mail exchanges) and collaboration (file

changes by multiple contributors) can positively or negatively affect a code base. Thus we are



interested in examining the relationships between the network of code artifacts (the architecture)
and the network of developers and how this relationship may mediate the introduction and detection
of vulnerabilities. Developer collaboration can be mediated by community infrastructure by, for
example, introducing capabilities to improve community engagement such as mailing lists. The
complexity of the code base, in turn, can affect developer collaboration processes, e.g., by being
increasingly difficult to change, eventually leading to software vulnerabilities, such as the Heartbleed
bug.

To better understand this socio-technical relationship, we first used content analysis [35, 31]
to identify decisions within the OpenSSL project! starting from its first release. Specifically, we
looked for decisions that may have affected community interaction. We have derived three research
questions to capture and evaluate the major decisions that may have affected the project’s socio-
technical ecosystem and subsequently led to software vulnerabilities. To answer these RQs, we
modeled these interactions using architectural and social network analysis [87].

To aid reproducibility, we reference throughout our work 36 artifacts, which we refer to with
letters followed by numbers in this work. These artifacts include e-mails from OpenSSL mailing
list, which begin with the letter M, blog posts (B), and commits (C). For example, to provide
evidence of an event announced in the mailing list, we may refer to the e-mail as [M1]. We included
the citations in the Appendix A.

Our research questions, derived from the content analysis, are as follows:

RQ1: Do community [STATUS] threads drive community engagement?

In the early days, we observed that OpenSSL provided status e-mail threads in its mailing
list. We see this as a conscious intervention on the part of OpenSSL’s core developers to maintain
community engagement. These e-mails had a well-defined structure and contained several features

which resembled a modern issue tracker, as seen in Figure 2.5.

RQ2: Did the community actually adopt the Request Tracker after its inception?

A second intervention made by OpenSSL was the introduction of a Request Tracker?, which
coexisted with the mailing list until both were eventually replaced by the project’s move to GitHub
in 2016-2017. Because this intervention may have had implications on the contributions to the code
base, we also investigate it as a research question. RQs 1 and 2 were also of interest to OpenSSL
core developers: in a blog post announcing the change, they emphasized their desire to encourage

engagement [B7].

"https://www.openssl.org/
Zhttps://bestpractical.com/request-tracker/



RQ3: Did the architecture practices of OpenSSL lead to major problems for project success?

In RQ3, attempt to discern the possible contribution of architectural complexity to vulnerabil-

ities, as prior studies have hypothesized [36, 22].

RQ4: Were there socio-technical problems that consistently preceded the introduction of

software vulnerabilities?

In RQ4, we attempt to determine whether socio-technical problems—social smells—, defined
in the subsequent method section, were correlated with the introduction of vulnerabilities. We

prosecute this question via a correlation analysis.

RQ5: Are there causal links between socio-technical smells and the resolution of software

vulnerabilities?

In RQ5, we ask a deeper question: can we find causal links between socio-technical problems
and software vulnerability-related development activities (both vulnerability introduction and res-
olution). To analyze this question, we turn to causal modeling [23]. While this sounds like an
extreme claim, surely something causes every bug to occur—perhaps a communication breakdown
or lack of programmer knowledge or skill. A major contribution in this paper is to deeply examine
the former sorts of root causes as these are generally less well understood or explored in the software
engineering research literature.

Our contributions of this chapter are as follows:

e A study of software vulnerabilities, similar to [36] which analyzed Google Chrome. Extending

prior work, we have included content analysis and use it to derive our RQs.

e Compared to [36] and [22], we analyze not just file dependencies but also communication and

collaboration networks as a lens to understand software vulnerabilities as a single network.

2.2 Related Work

This section briefly surveys research focusing on the socio-technical relations between software
processes, products, and people with respect to (cyber-)security issues manifesting.

Our work can be seen as an extension of [78, 32, 21, 36]. For step 1 of Figure 2.1, we adapted
the work of [21] to create timelines of issues. Step 2 —slicing a project’s history into 3-month time

windows has been done in [32], among others. In step 3 we capitalized on the idea that social smell



[78] metrics can be calculated from window snapshots. We performed a case study on OpenSSL,
similar to the work of [36] which studied Chromium for software vulnerabilities.

The Heartbleed bug in particular, and the OpenSSL project in general, have received an enor-
mous amount of scrutiny, e.g. [89] and [12]. These papers look at the causes of Heartbleed in terms
of poor programming practices, and discuss how better testing and analysis approaches might have
helped. In [18] the authors analyze the impact of Heartbleed on the world.

Several studies have examined the effects of architectural decay and community decay on project
success, such as [77] which looked at the decline of SourceForge.

Social smells reflect recurring sub-optimal organizational structure conditions (i.e., patterns).
Under these conditions, additional friction is added to functional software teams connected to nasty
organizational behavior, e.g., sub-optimal knowledge sharing, recurrent sharing delays, misguided
collaboration, and more. In the past, researchers tried to identify the recurrent conditions around

community smells for the benefit and use of software practitioners [80, 81].

2.3 Method

This section describes the analysis techniques employed to understand the nature of the OpenSSL
developer community, their interactions, and the resulting output in connection with the cyber-

security conjectures we introduced earlier.

2.3.1 Dataset
OpenSSL Mailing List

We analyzed over 20 years of OpenSSL’s project history, beginning in 1997 after its first release.
This presents challenges as, in longer time periods, we must account for transitions in the project’s
infrastructure (such as changes in mailing list technologies and the introduction of a Request
Tracker, which impacted identity matching). In addition, OpenSSL only began utilizing GitHub
for issue management and communication in 20163.

OpenSSL maintains several mailing list archives?. OpenSSL maintains a developer list covering
a period from 2014 to 2018 (hosted using mailman), as well as three other archives, as noted in their
website https://mta.openssl.org: Marc (1998-2018), The Mail Archive (2016-2018), and Google
Groups (2002-2018). We chose to use Google Groups to obtain the mailing list archive, as Marc
discourages crawlers, and the other sources provided too little data. Unfortunately, Google Groups
redacts e-mails, which makes matching authors with different names and e-mails more challenging.
However, as we note in the identity match section 2.3.3, using e-mails for matching would lead to

a greater threat to validity.

3https://www.openssl.org/blog/blog/2016/10/12/f2f-rt-github/
‘https://www.openssl.org/community/mailinglists.html



OpenSSL Version Control System

We obtained the git log from OpenSSL’s GitHub repo®. To analyze RQ3, which relies on static
analysis of OpenSSL’s code, we took snapshots (via “git clone”) of the repository at points of
interest on the project’s timeline, as noted in the discussion of RQ3.

To identify the security bugs in OpenSSL, we relied on the project’s use of CVE numbers.
CVE—Common Vulnerabilities and Exposures—is a widely adopted numbering system used to
catalog publicly acknowledged vulnerabilities. In our work, we parsed CVE IDs directly from
OpenSSL’s commit messages. While this may pose threats to validity in terms of whether developers
properly annotate vulnerability fixes, we believe that this risk is minimal, as vulnerabilities and

associated commit hashes are posted on the OpenSSL website® [B23].

CVE and CWE Data

CVE—Common Vulnerabilities and Exposures—is a widely adopted numbering system used to
catalog publicly acknowledged vulnerabilities. As part of the effort to model and analyze CVEs,
they have also been grouped into CWEs—Common Weakness Enumeration. In our work we parsed
CVE IDs directly from OpenSSL’s commit messages. CVE - CWE linkage were obtained from the
National Vulnerability Database”.

2.3.2 Content Analysis

We manually inspected the early e-mail threads of OpenSSL for insights into the communication
and collaboration processes among contributors, starting from the first e-mail when the project
began in 1998. The OpenSSL blog was used to elicit a set of named vulnerabilities and to validate

our findings.

2.3.3 Pre-Processing
File Filters

We filtered the files that we extracted so that we only analyzed source files with extensions .cpp,
.c, h., .java, .js, .py, and .cc. This limitation is consistent with the tooling that we use to analyze
architectural complexity and architectural flaws: DV8® and Depends ? and covers about 98% of
the source code files of OpenSSL.

*https://github.com/openssl/openssl
Shttps://wuw.openssl.org/news/vulnerabilities.html
"https://nvd.nist.gov/vuln/data-feeds
Shttps://archdia.com/
“https://github.com/multilang-depends/depends
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Identity Matching

A critical component of conducting socio-technical analysis in open source communities is assigning
a consistent identity to users who may employ multiple variants of their name and e-mail addresses
in their project interactions. Several approaches to match identities have been proposed (e.g. [9],
[92]). Exact name matching (either names or e-mails) or partial matching (e.g. based on edit
distance) are two commonly used schemes.

In this work, we chose to use name matching only. Still, our decision is based on our qualitative
analysis of OpenSSL and not based on precision and recall accuracy results (we will provide more
details in Section 2.4.1 when we present the content analysis results). Our identity matching
was designed as a 3 step pipeline: formatting, name-email separation and pair-wise matching.
Formatting includes the removing symbols such as ‘< >’, commas, or replacing ‘at’ to ‘Q’, while
avoiding modifying a name, such as Matt. Name and e-mail separation handles cases where first or
last or both names are not provided, multiple word name, etc. Finally, pair-wise matching handles
mostly comparisons of name and e-mail, or reverse names.

When comparing names and e-mails, we observed that the Request Tracker would also replace
the e-mail domain of developers in the mailing list with the request tracker. This, in essence,
duplicated the network of combinations of names and e-mails. In several cases, the e-mail of core
developers was consistently the same, effectively leading to collapsing all core developers under the
same identity. Because of this, and considering that Google groups already redacts e-mails, we
deemed it appropriate to use name matching only.

In total, the steps of formatting, name separation, and name matching amounted to 31 test
cases, which were successfully implemented in our R package. At the end of this step, users in
both the version control system and mailing list who matched via the tests we implemented were

assigned an appropriate ID.

2.3.4 Data Modeling - Commit Flow

To address RQs 4 and 5, we needed to analyze the CVE-related commits to OpenSSL, and its
developer social network, over the project’s entire history. For this purpose we created a technique
and tooling that we call Commit Flow.

In Figure 2.1, we summarize the major steps of our data extraction and analysis pipeline,
namely: 1) identification of a set of files in a CVE-resolving commit, 2) mining prior changes
to these CVE-resolving files over a set of time windows’ snapshots, and 3) analyzing each time
window’s snapshot to extract metrics that allow us to determine social network motifs indicating
collaboration without communication. This “Commit flow” technique is based on [32, 21, 78]. The
pipeline is implemented in an open-source R package, Kaiaulu'®. The remainder of this section

explains the various steps of Figure 2.1.

Ohttps://github. com/sailuh/kaiaulu
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Step 1). The first step of the commit flow takes, as input, a regular expression (regex) that
identifies the issue labels of interest from commit messages in the git log; in this work, the regex
was CVE-* as OpenSSL uses this regex when fixing a CVE in the source code. This, therefore,
allowed us to extract the set of CVE-fixing file changes from the project git log, which may be
contained in one or more commits annotated with the same CVE ID. Next, we extract all unique
file names for each CVE’s fixing commits. We call these the C'V E;-fixing files.

Note in this definition, the same file may have been modified at a different point in time to
address a different CVE. We will later present the topology of files’ relationship to CVEs in the
results section as a network to better understand this relationship. More importantly, each CVE’s
resulting timeline is guaranteed to include the set of file changes that introduced the vulnerability.

Step 2). In the second step, we use the CV E;-fixing files from Step 1 to obtain multiple
CVE timelines. For each set of C'V E;-fixing files, we subset the entire git log, prior to the
CV E;-fixing file changes, to obtain the C'V F;-precursor file changes. There may be years
worth of a given CVE’s precursor file changes, as they include all changes until each file was created.
We are interested in the precursor file changes of a given CVE because we are interested in the
factors that preceded the vulnerability. In Figure 2.1, the set of C'V E;-precursor file changes
are shown above the timeline. The C'V F;-fixing file changes is shown separately to the top right
of the Figure. Similar work to this step is by [21], where the authors use “seed files” to construct
a precursor timeline.

Once again, we remark that, since the same file may be fixed at different points in time to
address different CVEs, it will be true in this case a subset of past file changes will be shared
between two or more different CVE timelines that include the same file. This, however, does not
affect our analysis, which considers each CVE timeline the unit of analysis.

Another dimension of the data, and of importance to the analysis in this work associated to
file changes is that they are written by authors, and approved by committers. Authors may be
committers if they are able to push code to the repository. Committers may also be authors if they
authored the change. While we described how we obtain the C'V E;-precursor file changes in
Figure 2.1, we have not yet made explicit how the authors of consecutive file changes “collaborate”.
In [32, 78] the authors consider that git authors who modified the same file consecutively are
indirectly collaborating. In the scope of this work, we consider only authors, and authors who
are committers due to authors playing a more significant role in how we define indirect collaboration.
How we precisely define indirect collaboration influences the interpretation of the results once we
represent it in a social network. Therefore, before we discuss it further, we first explain the network
construction method.

For each CVE timeline, the precursor file changes are discretized in 3-month time windows. The
choice of 3-month time windows is due to related work finding file changes to be quasi-stationary

in this time period [32]. Using the start and end date of each 3-month time window, we identify
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developer mailing-list activity, specifically, developers communication using e-mail threads. We
include communication data here because our socio-technical assumption relies on the dynamics of
collaboration and communication.

In figure 2.1, Step 2, the mailing list data is shown below the timeline, and the dashed rectangle
captures the 3-month time windows. Intuitively, the process can be imagined as follows: Given a
CV E; precursor file changes (which defines a timeline), a 3-month window starts at the first CVE
precursor file change, takes a snapshot, then moves forward to immediately after where it ended
(so there is no data overlap between time windows), and the process repeats until all precursor
file changes are accounted for. Each snapshot includes both the precursor time changes and the
associated mailing list, and at the end, we can define the precursor file changes of each CVE as a
set of snapshots augmented with mailing list data.

The process may result in snapshots of four types, where git log and mailing list data are
available within the 3 months, one is missing, or both are missing. Now that each CVE’s precursor
file changes is partitioned in snapshots containing mailing list data, we describe how we process
each snapshot individually in Step 3.

Step 3. In the third step, we have a sequence of transformations each snapshot goes through.

We explain each of the transformation steps in detail in the following subsections.

Step 3 - Network Construction

In the first transformation, a socio-technical network is formalized for each snapshot by a graph
G = (V, E), where the set of nodes V' = V,UV;UV; comprises authors V,, source files V; and e-mail
threads V;. The set of edges E = Ecopm U Ecpg models communication and collaboration between
authors, where communication is done via Ecomm € V, x Vi, and file changes via E.pg C V, x V7.
Observe by this construction, the socio-technical network is in fact two bi-modal bipartite networks
Gst = Geng U Geomm- Both Gepg and Geomm are also weighted (representing an author’s count of
changes to a file within a 3-month time window, and the number of replies submitted to an e-mail
thread respectively), and undirected (the direction is irrelevant in this case because it could only
go in one direction in each bipartite network). In Figure 2.1, step 3, we can see at the bottom both
bipartite networks represented separately by black vertices (authors), and different color vertices
(files and e-mail threads).

Step 3 - Indirect Collaboration and Communication Networks

In Figure 2.1, Step 3, we are now concerned on moving from bipartite networks to uni-modal net-

works of authors. This is because the socio-technical metrics we will calculate depend on comparing

in various forms if the collaboration network mirrors the communication network and vice-versa.
Earlier in Step 2, we mentioned the consecutive same file change by different authors is defined

as indirect collaboration. Indirect collaboration played a important role in the interpretation of the

14



results. This occurs in this transformation step, and we elaborate on it here.

In Figure 2.1, we show we obtain the uni-modal network via a graph projection operation.
Intuitively, the projection operation eliminates the ‘colored’ nodes, and connects the adjacent black
nodes together, where the resulting edge weight is the sum of the eliminated edges. Indirectly, this
definition tells us something about our assumptions regarding indirect collaboration. For example,
if five authors modify the same file within a snapshot, then the projection operation tells us we
assume all five authors indirectly collaborated, regardless of the order in time of changes. Note the
derived uni-modal networks are un-directed. We define this as the projection transformation to go
from bi-modal to uni-modal networks.

Let’s now consider a second approach to obtain uni-modal networks. In [32], the authors define
one method to construct uni-modal networks from the same data by defining indirect collaboration
using the notion of incremental contributions through the commits’ timestamps. For example,
if author A modifies a file, and the immediately following change to the same file is performed
by author B, then B is said to have indirectly collaborated with A. A similar intuition and
transformation could be used to e-mail replies. We define this method to go from the bipartite
network to the uni-modal network a temporal transformation (as it relies on the timestamps).
Observe in this case, the derived uni-modal networks will be directed graphs (which indicate the
flow of time). The edge’s weight is defined as the sum of lines of code added by both developers in
their respective file changes.

Which method to derive uni-modal networks should we choose? Comparing the same example
of both networks reveal a pattern of under or overestimating indirect collaboration, as shown in
Figure 2.2. As it is shown, the projection approach will generate more edges when compared to
the temporal approach.

Another consideration that must be taken into account in this decision is the entity used to
derive indirect collaboration. Consider now Figure 2.3. As we can see, the choice of granularity
will also affect the number of edges generated, where a file granularity generates more edges than
function granularity. A larger number of edges, in turn, may impact the social smell metrics, as the
existence of connections between developers in one network, and the absense of edges in another
network, may inflate the number of social smells. The authors in [32] used a combination of both
temporal transformation and function granularity. In Kaiaulu, the tool which implements commit
flow, we implemented both the file granularity, and generalized the function granularity to entities,
where an entity can be any source code block region of interest (e.g. functions, classes, or language
specific features like structs in C). We chose to use file granularity and projection. Our decision
on file granularity is that, from an architectural standpoint, which we include in the analysis of
this work and the authors in [32] do not, architectural changes are more well understood, and
hence facilitate the evaluation of the method proposed here, commit flow, with more known quality

metrics (e.g. churn is commonly defined at file level in the literature). We chose the projection
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Figure 2.2: Temporal vs Projection Networks, format adapted from [33].

transformation over temporal, because we believe that given our 3 month time window due to the
quasi-stationary assumption, it is reasonable to assume at file-level all authors had to some degree

understand each other’s recent changes.

Motifs and Metrics

Having defined the method to obtain the uni-modal networks, what is left is then to compute
socio-technical metrics which capture our intuition of communication without collaboration for
each snapshot uni-modal networks. We borrow the definition of social smells from [78].

Social smells reflect recurring sub-optimal organizational structure patterns connected to organi-
zational behavior patterns, e.g., sub-optimal knowledge sharing, recurrent sharing delays, misguided

collaboration and more. We chose to use 3 of these smells—Organizational Silo, Missing Link and
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Radio Silence—and two related metrics: socio-technical congruence and missing communicability
[78]. The theoretical choice of social smells to inspect the past of CVE timelines was motivated by
Design Rule Theory [36], which argues that problems in design (vulnerabilities in this case) can be
resolved by communication and interfaces. We explain in more detail one of the social smells for
completeness, but defer the additional details of these metrics can be found in [78].

We depict the motif identification step shown in Figure 2.1 (red line, bottom right comparing
the projected networks) in Figure 2.4, we depict in more detail the step from the method for the
missing link social smell defined in [78].

In Figure 2.4, the collaboration network projection is shown in green to the left. The communi-
cation network is shown in blue to the right. Recall the intuition behind the networks is developers
who changed the same file in a snapshot, and communicated via a common e-mail thread in the

mailing list. In this 3 month time window, we can see to the left highlighted in red that developers
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Figure 2.4: Missing Link Social Smell [40]

(A,B), (B,E), (B,G), and (D,G) collaborated (i.e. they have an edge in the green graph), but do
not communicate (they do not have an edge in the blue graph). Therefore, the social smell missing
link is counted 4 times for this snapshot. Note the green network edges (B,D), and (E,G) are not
considered a social smell, because they occur in the blue graph.

We also included three project “outcome” measures for each 3-month snapshot: number of git
log authors (code_dev), number of commits, and churn (committed lines of code). These are all
measures of the amount of work required to resolve the vulnerability.

In total, we use the communication and collaboration structure of each 3-month time window
to derive networks and compute social-network metrics which capture dynamics of collaboration
without communication: # of developers, the sum of code churn, # of commits, # of mailing list
contributors, socio-technical congruence, communicability, # of org silo motifs, # of missing link

motifs, # of radio silence motifs, and # of files committed.

Correlation and Causal Analysis

We measured the correlation between the social smells and the outcomes variables and we performed
a causal analysis to answer our research questions. Causal Discovery is the analysis of a dataset to
construct a graph describing the data-generation process, that is, the causal mechanisms by which
the dataset might have been created ([65], [73], [52], [29], and [23]). To perform causal discovery,
we used the Fast Greedy Equivalent Search algorithm [66], Tetrad, version 6.8.0.

2.3.5 Data Modeling - Exploratory Networks

CVE and CWE Issue Network

In Step 1 of commit flow defined in this method section, we identify CVE as issues and construct
timelines for each CVE using commit flow. We also noted that files may participate in multiple
CVEs, and CVEs may contain multiple files. To better visualize this relationship to answer RQ3,
we define a graph of file and CVEs.
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V =V,UV;UV; comprises authors V,, source files V; and e-mail threads V;. The set of edges E
= Ecomm U Ecpg models communication and collaboration between authors, where communication
is done via Ecomm € Vi X V4, and file changes via E.pg €V, x V5.

Formally, we define the graph Gy = (V, E), where the set of nodes V' = Vy U Ve comprises
source files Vy and CVEs V... The set of edges E = E.opmmit models dependencies between source
files and CVEs based on their match to the regex “CVE-*" in commit messages in the git log. The
weight of the edge is defined by the count of regex matches in the commit messages. The CVE
graph Gy is therefore bi-modal, weighted, and not directed.

We also create an additional graph with CWE information, which groups CVEs, to identify if
CWEs may indirectly connect vulnerabilities across files not linked by CVEs.

Formally, we define the graph Geye = (V. E), where the set of nodes V' = V; U Viye U Vewe
comprises source files V;, CVEs V., and CWEs V,.,e. The set of edges E = Ecommit U Epyq models
dependencies between source files, CVEs and CWEs. The edges between CVEs and CWEs FE,,4
are obtained from NVD, which security experts manually groups new CVEs under existing or new
CWEs.

The edges between CVE and CWEs E,,,4 are unweighted, as CVEs are not assigned to the
same CWE multiple times or vice-versa. The source code, CVE and CWE graph Gy is therefore
tri-modal, partially weighted, and not directed.

File Dependency Network

To complement the previously defined bipartite graphs for collaboration and communication in git
logs and mailing lists respectively, we also constructed two additional graphs for file dependency
and CVEs (later presented in Figure 2.8).

To construct the File-Dependency Network, we perform static analysis of the source code files of
the entire project using Depends ''. We computed these dependencies at file granularity, consistent
to the commit flow method. The dependencies identified at the time of analysis include:

Formally, we define the dependency graph Gg., = (V,E), where the set of nodes V = V%
comprises source files. The set of edges E = Fg,, U E.,y models dependencies between source files,
where a dependency is one or more of the dependencies listed in table 2.1. The weight of the
edge is defined by the count of all types of dependencies between any pair of vertices (files). The
dependency graph Gy, is therefore uni-modal, weighted, and not directed.

2.3.6 Data Modeling - Decoupling Level

Throughout the commit flow method, although we use the file changes to construct timelines, from
it identify collaboration and communication patterns, we never evaluate the content of the files

itself. We fill this gap, in order to answer RQ3, by using the decoupling level metric (DL) [51] in

"https://github. com/multilang-depends/depends

19



Dependency Type Description

Call function/method invoke

Cast type cast

Contain variable/field definition

Create create an instance of a certain type

Extend parent-child relation

Implement implemented interface

Import/Include for example, java import, ¢/c++ #include, ruby require.
Mixin mix-in relation, for example ruby include

Parameter as a parameter of a method

Return returned type

Throw throw exceptions

Use use or set variables

ImplLink the implementation link between call and the implementation of prototype

Table 2.1: File Dependency Types

the entire project snapshot preceding the Heartbleed vulnerability. Note this is not applied per
snapshot, but for the entire project, given the definition of the metric.

Decoupling Level measures how well a design is decoupled into modules based on the Design
Rule Hierarchy (DRH) clustering [90]. If a module influences all other files directly or indirectly
in lower layers, its DL is O—this is the worst case where a system’s files are fully connected. And
if a system’s files had no dependencies on each other, its DL would be 1. All real systems fall
somewhere within this range. The more files a given file influences in lower layers, the lower its
DL. The larger a module, the more likely it will influence more files in the lower layers, hence the
lower its DL. Conversely, the more files in a lower layer are independent of files in the upper layers,
the higher the DL.

Decoupling level is implemented in Dv8/ArchDia, and uses as input the git log and dependencies

calculated by Depends.

2.4 Results

2.4.1 Content Analysis: OpenSSL Socio-Technical Evolution

In this section, we discuss decisions taken by OpenSSL leadership that could have an effect on the
community from a socio-technical standpoint, based on manual inspection and content analysis [35]
of the openssl-dev mailing list. In further sections, we return to these decisions from a quantitative

standpoint.
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Early Software Infrastructure: The Meeting Minutes Issue Tracker

From its genesis, OpenSSL was a community event. OpenSSL first release 0.9.1¢ in December 23rd
of 1998 was in reality a fork of SSLeay’s (an open-source implementation of SSL versions 0.8.1
and 0.9.0b), and the unreleased 0.9.1b version from C2Net. The project was renamed due to a
transition of the maintainers, and a separate mailing list, codebase using CVS, and a website were
created [B16]. Along with its features, the developers also inherited the design choices made in
SSLeay.

Four mailing lists were made available: openssl-users (user discussion), openssl-dev (developer
discussion), openssl-cvs (automated commit messages notifications), and openssl-announce (major
announcements), which followed the standards at the time in other projects. In addition, CVS,
which had been ported to a SVN repository could also be read via a browser [M10]. For the
remainder of this work, we focus on openssl-dev [M5] and CVS, as our interest was in better
understanding socio-technical effect outcomes among developers as they could influence the code
base.

More formal communication in the mailing list constituted of prefixed e-mail titles with the
specific tags PATCH [M6] and STATUS [M7]. As the name suggests, patches consisted of code
contributions to OpenSSL. Status messages followed a structured format as shown on Figure 2.5
[M1]. We redacted the message to emphasize the various socio-technical affordances this choice of

project management offered at the time.

DEVELOPMENT STATE
Code Issues  Pullrequests  Actions  Wiki  Security  Insights © OpenSSL 0.5.7: Under development... Code  Issues  Pullrequests Actions  Wiki  Security  Insights
© OpenssL 0.9.6h: Released on July 9%, 2001 .
. P v Pull Request Name #j
» About o OpensSL 0.9.1c: Released on December 237, 1998 Reviewers
) This repositoryisa © PersonA
= collection. | RELEASE SHOWSTOPPERS: © PersonB
M) . F3 Aassignees
[AVAILABLE PATCHES O PersonA
L] O persons
L] ——{—{IN PROGRESS
[ Packages [steve Jis currently working on (in no particular order) ... Labels
D o packages published {Geoff Jand [Richard]are currently working on .. ‘ —
READMEmd Ds PATCH
{—§——{OPEN 1s5UES O | |
© Support for Shared Libraries... Status: Ralf will look how...
o The perl/ stuff needs a major overhaul. Currently it's totally obsolete...
Status: Ralf thinks we should..
effort it s to bring Eric’s perl/ stuff up to date.
code lssues Pullrequests  Actions  Wiki  Security  Insights Paul +1
Issue Name #i
ISHES
Ol e
© Geoff
O O Richard
Labels
-— b —
-
———3
o] |
L& ]

Figure 2.5: Project Status Reports in early OpenSSL.

We determined that status messages constituted the main structuring artifact in the mail-
ing list, which was largely an unstructured environment. These status messages included many

affordances—although in a rudimentary format—currently available in popular repositories today
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such as GitHub, except that they were fully maintained by hand. Specifically, in Figure 2.5 we can
see a few main sections: Development State, Release Showstoppers, Available Patches, In Progress,
Needs Patch, Open Issues, and Wishes. Development State is reflected in GitHub’s releases; Re-
lease Showstoppers, In Progress, Needs Patch, Open Issues, and Wishes are now condensed on
Issue trackers by leveraging tags; and Available Patches are implemented as Pull Requests. Person
attribution and upvoting is also included. Unsurprisingly, and as noted in Figure 2.5, this manual

approach led to it "never (being) up-to-date”.

Handling Issues on the Mailing List: The transition to Request Tracker and GitHub
Bug Bankruptcy

In May 2002, OpenSSL made an informal announcement that they were moving to Request Tracker
(RT) [M2]. Requests were explicitly encouraged to be posted, as they stimulated discussion. RT
remained in use for over 14 years, until it was eventually phased out in favor of GitHub [B7].
This decision emphasized that e-mail integration was of interest, and would be attempted to be
preserved via GitHub hooks.

Another important decision during the transition was ”"bug bankruptcy”. The remaining set
of 326 open issues which were 2 years or older would be closed. The authors of the re-issue were
notified individually of the decision, and were encouraged to re-evaluate if these bugs persisted
[M3]. A notification for the mailing list was also sent containing all the issues that were going to
be closed [M4]. The bug bankrupcy would later be frowned upon by OpenBSD, and contributed
towards the LibreSSL fork.

Other Community Changes

Several other milestones occurred throughout OpenSSL since its inception, such as changes to
facilitate usage [B1] [B2] [B3], and a more organized way to report status, such as a release strategy,
roadmap and blog [B4] [B5] [B6] [B8]. The contribution framework and rules also matured: a
committer group was defined [B9], and license changes were made [B10] [B11] [B12] [M11]. The
code base was also improved, by defining a coding style [B13] and doing a cleanup [B14]. For its
first 15 years, OpenSSL developers were a small collection of individuals working on a part-time

basis and this group fluctuated, but by 20 years it was a more stable community [B16].

OpenSSL Fork: LibreSSL

While changes in infrastructure, community and policies took place in OpenSSL, its impact on the
code base, and in particular software vulnerabilities was minimal. On April 2014, shortly after
the occurrence of Heartbleed, OpenBSD created a fork of OpenSSL [B17]. Several public critiques

appeared at that time concerning what developers in OpenBSD considered to be unacceptable in
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OpenSSL [B18] [B19], and over 90,000 lines of code were removed in the fork [B20]. These critiques
also extended to OpenSSL’s project practices, such as their negligence with respect to the Request
Tracker [B21].

In an interview in 2014, when the vulnerability was fixed, the developer that introduced the
Heartbleed vulnerability noted [B22] it as an “oversight”. However, based on the problems that
motivated the LibreSSL fork, we decided to investigate the 2 files required to fix the vulnerability.
Figure 2.8 shows the CVE networks to date and highlight Heartbleed (CVE 2014-0160).

As seen in the figure, the two files involved in the fix are implicated in many other CVEs.

2.4.2 Addressing RQ1

RQ1: Do community [STATUS] threads drive community engagement?

In this RQ we were interested to know if the method adopted by OpenSSL to inform the community
of project status, as shown in Figure 2.5, improved community engagement. For this purpose
we measure engagement as the numbers of replies generated for e-mail threads. If either a) the
[STATUS] thread generated a larger number of replies in its own thread, or b) ‘rippled’ to more
e-mail threads when it was posted, we assume it served as a useful method to provide community
engagement.

Figure 2.6 gives insight into RQ1. To create the visualization, we detected e-mail threads (initial
e-mails and replies) containing the term ‘[STATUS]. We observed from our qualitative analysis
that ”[STATUS]” was used consistently and without variation by OpenSSL. We also observed that
[STATUS] threads contained the date they were posted (e.g. [STATUS] OpenSSL (Sun 20-Oct-
2002)). We also leveraged this information to analyze status postings back to the year 2000, since,
as we noted in the data collection section, e-mail information was missing prior to 2002. According
to Figure 2.6, we observe that instead of [STATUS] threads driving community involvement, the
community had a will of its own, i.e. it behaved independently of the [STATUS] threads. Between
2001 and 2003, we can see that [STATUS] threads (dots in the bottom plot) had few replies.
Moreover, the number of threads increased considerably after the Request Tracker was introduced,
despite the majority of [STATUS] threads continuing to have few responses. As shown in the figure,
this format of communication stopped being used around 2003. Therefore, the answer to RQ1 is

no: [STATUS] threads did not drive community engagement.

2.4.3 Addressing RQ2

RQ2: Did the community actually adopt the Request Tracker after its inception?
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Figure 2.6: Number of replies per [STATUS] thread versus Number of replies to any e-mail thread.
Each dot represents one [STATUS] e-mail thread in a given day.

To answer RQ2, we leveraged the fact that OpenSSL’s Request Tracker posts to the mailing list any
new ticket or reply with an annotated id (e.g. ‘[openssl.org #3544] Remove MWERKS support’).
E-mail threads which did not contain an issue id of this form, were therefore authored directly in
the mailing list. By defining adoption as the number of e-mail threads from the Request Tracker
vs the Mailing list, we are able to assess if the community adopted the Request Tracker, as shown
in Figure 2.7.

We can see from this figure that the Request Tracker was adopted immediately, and was more
heavily used than the mailing list until 2002. From 2002 through 2014 the mailing list was used
slightly more heavily, but both channels were actively used. As we noted in our content analysis
OpenSSL underwent many changes. However, none of these seem to impact the overall activity of

the community, as the average number of threads consistently hovered around 100. In late 2016
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Figure 2.7: Number of threads generated by Request Tracker vs via Mailing List.

and early 2017 we also observe a sudden drop in activity on both mediums. This is due to OpenSSL
announcing their complete transition Github [B7].

Therefore, our answer to RQ2 is yes, and more specifically, that the Request Tracker coexisted
with the mailing list and was used in roughly same proportion as the mailing list, suggesting an
infrastructure with both mailing list and issue tracker appeared to cater to community preferences.
This in turn suggests that the full transition to GitHub [B7], which can be seen as an alternative
to Request Tracker, and the complete elimination of mailing lists may have not been ideal, as the

community still preferred to use both resources throughout the project history.

2.4.4 Addressing RQ3

RQ3: Did the architecture practices of OpenSSL lead to major problems for project success?
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To understand the architecture of a project we need to choose one or more snapshots to study.
In this case we have focused our study on architecture of OpenSSL in the context of a named
vulnerability. In particular we chose the Heartbleed bug to study, given the enormous world-wide
impact it had.

The architecture and code base of OpenSSL had long been subject to public criticism. As
mentioned above, the poor quality of the code and architecture were driving factors in the LibreSSL
fork. The exact commits which introduced [C1] and fixed [C2] the Heartbleed bug were used to

anchor our analysis and to better contextualize the claims of LibreSSL.

(a) Created - Git Log (b) Fix - Git Log Net- (c) Created - Mailing (d) Fix - Mailing List
Network work List Network Network

(e) Created - File De- (f) Fix - File Depen- (g) CVE Network to (h) CWE Network to
pendency Network dency Network date date

Figure 2.8: Heartbleed: Vulnerability Introduced and Fix Snapshots

To provide more context to the state of the project in this RQ3 and the subsequent RQ4 and
RQ5, in Figure 2.8 we plot various networks snapshots of the OpenSSL project when Heartbleed
was introduced, and when it was fixed using the ForceAtlas2 layout (please refer to the method
section for the formal definition of these networks, properties and edge weight definitions).

The object of our interest in this chapter for RQ3, RQ4, and RQ5 are vulnerabilities, which
are shown in sub-figures g and h. Yellow vertices represent files, blue vertices represent CVEs, and
red vertices CWEs. We also highlight where Heartbleed is in the network. As we can see, the
files which were modified to fix the vulnerability were previous implicated in others (yellow nodes
are connected to many other blue nodes), suggesting the problem may be caused by other factors,
which in this work we assumed to be socio-technical related. In RQ3 we focus on Heartbleed, but

in RQ4 and RQ5 we use all the vulnerabilities identified in the project shown in this Figure.
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We can see from the Figure 2.8 that the communication was more silo-ed when the vulnerability
was introduced in contrast to when it was fixed (sub-figures c-d, blue nodes represent e-mail threads,
black nodes represent authors). We can also see collaboration was centralized in very few authors
when the vulnerability was introduced, in contrast to when it was fixed (sub-figures a,b, again
black nodes represent authors, and yellow node files). Together, we see fewer authors and sparse
communication was present during the vulnerability introduction. The intuition we elaborate here
between collaboration and communication is captured in the social smells metrics we use in this
work. We elaborate on the social smells in OpenSSL in the subsequent RQ4 and RQ5.

The difference in the dependency network is more subtle (sub-figure e,f, yellow nodes represent
files), but we can observe the giant component in the center of the graph appears slightly smaller
when the vulnerability was fixed, instead of created. This suggests there is less coupling between all
files in the system (as ForceAtlas2 layout would gravitate them together otherwise). The intuition
we elaborate here for the architectural dependency of files is captured in the Decoupling Level (DL)
metric.

To analyze the architectural quality of OpenSSL’s code base, we calculated both its architectural
design flaws and its Decoupling Level (DL). These are well-established and empirically validated
measures of architecture quality [50], [51]. DL is a measure of the degree to which the modules of
a system are decoupled—higher numbers are better because high decoupling means that developers
can work independently in the knowledge that their changes will likely not affect each other’s
files. Architectural flaws are known violations of design best practices. These flaws are strongly
correlated with bugs, churn, effort, and vulnerabilities [22].

Our assessment of the state of the architecture at the time when the Heartbleed bug was

introduced indicates that OpenSSL is one of the worst structured systems we have ever encountered.

The DL score of its latest release is 13.58%—the lowest score we have ever seen reported in a software
project in the literature. And while its DL score in 2014 was somewhat better, at 42.87%, this still
puts OpenSSL at that time in the bottom 20th percentile of all projects reported [51]. Furthermore,
it has nearly as many design flaws as it has files in the project, and this is an unacceptably high
burden of technical debt that would crush any project. Thus we feel confident in answering RQ3
with ”yes”—it is highly likely that the architecture of OpenSSL led to major problems for project
success. What we can not conclude from this analysis is whether the communication issues led to

these architectural structural problems, derived from structural problems, or neither.

2.4.5 Addressing RQ4

To answer RQ4, we performed Spearman correlation tests on the summary of the obtained timelines,
as defined in Section 2.3. We observed, first, that across all vulnerability timelines, the mean number
of commits was strongly and negatively correlated to the mean communicability (p=0.67,p<0.001),

and socio-technical congruence (p=0.71,p<0.001). This means the more developers there were in
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an OpenSSL commit, the less their decisions were diffused; that is, they largely worked in silos,
without synchronizing through the communication channels available in the project. Consistent
results for moderate negative correlation can be also observed for the mean sum of churn for mean
communicability (p=0.51,p<0.001) and socio-technical congruence (p=0.56,p<0.001). Therefore,
we conclude that the answer to RQ4 is yes, with respect to communicability; communicability
issues preceded vulnerabilities along the identified timelines. Second, we observed strong—this time
positive—correlations between the mean number of “organizational silos” and the mean number
of commits (p=0.85,p<0.001) as well as mean “missing social link” (p=0.88,p<0.001) smells [79].
We also again observe strong correlations between mean sum churn and org silos (p=0.68,p<0.001)
and missing links (p=0.72,p<0.001). This means the greater the numbers of developers making
contributions to the code base of OpenSSL without being registered in the mailing list (org silo) or
at least communicating in one e-mail thread within a 3 month time window, the larger the number
of commits and code changes that were made. Therefore, the answer to RQ4 is yes with respect
to social smells. We do not, however, draw any conclusions about radio silence, as the observed p

value was not statistically significant (p>0.5).

2.4.6 Addressing RQ5

In contrast to RQ4, the analysis of RQ5 does not involve summing metrics across the commit
timeline; rather, it is an analysis of what happens within and across successive time periods, and
especially whether there is evidence that socio-technical measures (e.g., social smells, communi-
cability, and congruence) for the current time period have direct causal relationships with the
outcomes for the next time period. Also, as this is a causal analysis, it accounts for the effects of
other variables, such as number of developers involved in a time period, which could inflate multiple
measures. (This analysis thus directly addresses a possible threat to validity for RQ4, as a causal
analysis will systematically control for such common causes.) For this reason, we included a third
project outcome, code_dev, to the other measures taken for both the current and next time period:
commit and churn. To differentiate the names of the outcomes for the next time period from the
outcomes for the current period, we append a “2” to their names; resulting in code_dev2, commit2,
and churn2.

Our goal was to investigate whether socio-technical problems occurring during one time period
could directly affect the three project outcomes in the next time period, after controlling for the
project outcomes from the current time period. (It would not be too surprising if we find that
each outcome is a direct cause of the corresponding outcome for the next time period, e.g., churn
directly causes churn2.) Including outcomes for both time periods allows us to controlling for just
such unsurprising cross-period outcome relationships.

Recognizing that some CVEs might have inherent idiosyncrasies that could be reflected in some
metrics we partitioned the dataset by CVE. Indeed, we later found 14 CVEs (out of 121) that had
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just such idiosyncratic effects on outcomes. This also suggests some limits to generalizability of
our causal results—if our causal structure (shown in Figure 2.9) was fully generalizable to other
contexts without modification to the causal graphs obtained, we would not expect to see such
idiosyncratic effects; however, the degree of generalizability seems reasonable: 88% of the CVEs
do not engage in causal relationships with outcomes, according to the analysis that we describe in
greater detail, next.

As only 17% of the time periods had missing data, primarily due to the project transitioning to
new bug tracking and communication platforms, we addressed missing data through listwise dele-

tion, which presumes that data is missing completely at random (MCAR), which seems reasonable

[3]-
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For this dataset, we imposed two types of causal constraints on the variables in the dataset: (1)
none of the CVE indicator variables are causally related to the others; further, the CVE variables
are exogenous (not caused by socio-technical variables or outcome variables); and (2) none of the
outcomes (code_dev, commit and churn) can be causes of variables in the prior time period. The
former constraint is not strictly true—the injection or remediation of one CVE could in fact
increase the likelihood of suffering from another, but we have reason to believe that such cases are
in fact rare, and it is an assumption that allows us to simplify the analysis. The latter constraint
is simply a reasonable chronological limitation.

We used Tetrad with all default settings except that we set Penalty Discount = 2 (resulting in
a sparser causal structure than with the default setting of 1; set the number of Bootstrap Samples
= 2000 (to help ensure some level of repeatability of our results); Ensemble Method = Preserved,
which tracks every time an edge appears in a bootstrapped search result; and the first step of the
search is required to be symmetric (try both orientations for the first edge)'2.

To more robustly identify the causal mechanisms responsible for the three outcomes (i.e., to keep
the false-discovery rate low), we applied a variant of the causal search technique described in [30] for
the first and third steps: (1) prior to search, we expanded the dataset to include randomized versions
of many variables, called “null variables,” but given the larger number of variables representing
CVEs, we only used a sample of these variables after an initial screening search to select which
CVEs to treat in this way; (2) the (expanded) dataset was repeatedly sampled and each resulting
bootstrap sample was then searched, with edge statistics accumulated, including for the random
edges (edges involving a null variable); and (3) we trimmed the resulting graph up to the 1st
percentile (i.e., pairs of variables are ranked by increasing frequency of no edge, and edges are
only assigned to those pairs for which no edge appears less often than the lst-percentile random
edge frequency). We could do this because our dataset was large, allowing us to choose more
conservatively.

The result of causal discovery and trimming are indicated in Figure 2.9. This figure shows
the parents and grandparents of outcomes (variables having a suffix “2”) for the next time period.
For emphasis, outcomes from the current and the next time period are colored gold. Note the
direct causal relationship that each outcome has with its corresponding outcome in the next time
period, which is not surprising. But note also that org silo and mis_link have a direct causal
relationship with the outcomes experienced in the next time period, even after controlling for those
same outcomes from the current time period. Thus, socio-technical behaviors have a significant
and persistent effect that lasts into the next time period in spite of differences in how the next time
period might unfold, which would seem to be reason for concern—many social smells cause harm
and simply do not “fade away.”

What is this figure saying regarding the impact of socio-technical behaviors? (1) The communi-

2https://wuw.ccd.pitt.edu//wiki/index.php?title=Fast_Greedy_Equivalence_Search_(FGES) _Algorithm_
for_Continuous_Variables
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cability metric directly affects (causes) many social smells, such as missing links, and socio-technical
congruence (which in turn affects other variables such as the number of organizational silos, radio
silence, and socio-technical congruence); (2) these variables directly affect the number of develop-
ers involved in a commit and the number of commits which, in turn, affect churn. Moreover, two
variables in the current time period (org-silo and mis_link (missing links)) do affect outcomes in
the next, providing strong evidence in favor of RQ5: there are indeed strong causal links between

socio-technical smells and the software vulnerabilities extending to the next time period.

2.5 Conclusions and Future Work

In this exploratory study, our immediate objective was to study the OpenSSL project, its social
networks, and the consequences of social smells on project outcomes, specifically vulnerabilities
and the effort required to resolve them. Our secondary objective was to explore the use of causal
modeling to be able to make stronger claims than are normally found in correlation analyses.

We performed a content analysis to understand the decisions that OpenSSL made in its commu-
nity and its code base. We defined a social network model to represent developers, e-mail threads,
files, commits, and software vulnerabilities and weaknesses as a network over time. We used this
model to calculate various socio-technical metrics, and to understand the relationships between
these metrics and vulnerabilities as outcomes. We identified a number of problems in OpenSSL,
both in terms of its community structure and engagement and in terms of its architecture. We
noted that the project did make some attempts to drive community engagement, such as providing
semi-structured mailing lists and introducing an issue tracker. The issue tracker was adopted al-
most immediately, but over a decade, it was used less and co-existed with the mailing list. Overall,
it appears that OpenSSL’s attempts to improve its community engagement were unsuccessful.

Our results show what we believe are strong and interesting results: that social smells are indeed
important factors that mediate significant project outcomes in terms of the effort associated with
security vulnerabilities.

This emerging research is important, we believe, in two ways: 1) it guides potential future
work in establishing socio-technical guidelines for maintaining security in critical software, and 2)
it introduces causal modeling as a tool for analyzing software engineering datasets to better explore

the relationships between the measured variables.
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CHAPTER 3
IDENTIFYING EMERGING THREATS THROUGH FREE
TEXT: GROUPING PERFORMANCE

This chapter is derived in part from the ICMLA’18 paper “Indexing Text Related to Software
Vulnerabilities in Noisy Communities Through Topic Modelling” and the Scitech ATAA’21 paper
“Augmenting Topic Finding in the NASA Awviation Safety Reporting System using Topic
Modeling”.

In previous chapters, we modeled software vulnerabilities as bugs, and captured in the commit
flow method how socio-technical practices correlate to these bugs. We now focus on modeling

software vulnerabilities as topics, consistent with PERCEIVE holistically framework goal.

3.1 Introduction

In this chapter, we analyze the changes to files by comparing the similarity of their content instead
of constructing socio-technical metrics by using topic modeling, an unsupervised approach. We
chose an unsupervised approach because, according to [55], with supervised learning methods, the
topics are fixed in advance instead of being allowed to emerge; in addition, evaluation is harder in
supervised contexts, as labeled data is scarce. Before we can construct a notion of content similarity
over time, as we did with commit flow, we examine their performance in discrete points in time, as

a building block step. More specifically, we define the following research question:

RQO: Can topic modeling correctly group similar documents?

We perform two studies to assess the viability of automatically identifying topics, one grouping
software vulnerability discussions in a security mailing list and another grouping aviation safety
threat report narratives. Different from related literature (e.g. [37, 1], which interprets topics
subjectively through a set of terms, in both studies, we leverage available data to evaluate the
performance of our groupings empirically.

We will more precisely define what it is meant by ‘correctly’ and ‘similar’ in the validation
section by posing more specific research questions.

The contributions of this chapter are as follows:

e We provide two evaluation methods for empirical evaluation are provided, one for each study.
Commonly, the literature only uses the top terms to subjectively infer meaning from the

topics.
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e We assess the applicability of topic modeling in two different domains.

The remainder of this chapter is organized as follows: We begin this chapter by presenting
the topic modeling method common to both use cases. We then discuss a general architecture for
data evaluation of the model, the major contribution of this chapter. Then, we fork the chapter
in the two use cases, software vulnerabilities and safety threats, to introduce their specifics (e.g.,
data collection and the merit of using automated groupings in their respective domains). We then

discuss and compare the use case findings, conclusions, and future work.

3.2 Method

In this Section, we define how we automatically group documents at discrete points in time, and
how we can evaluate whether documents can be grouped correctly given the data available. In the
next section, we explain, for each study what constitutes the document and the used evaluation

framework.

3.2.1 Notation and Terminology

We use a notation similar to Blei et al. [10] to describe the equations in this section, except by
distinguishing words, documents, and corpora by distinct letters and adding an explicit definition

of topics:

e A word w is an item from a vocabulary indexed by 1,..., V. The vth word in the vocabulary

is represented by a V-vector w such that w¥ =1 and w" = 0 for u # v.

e A document is a sequence of N words denoted by d = (wq,wa,...,wy), where w, is the nth

word in the sequence.
e A corpus is a collection of M documents denoted by ¢ = dy,ds,...,dy.
e A topic z is a distribution over words denoted by z = w1, ws, ..., wy.

Topics are the “bags of words” that we use to identify documents within a corpus.

3.2.2 Topic Model

We chose two implementations of Latent Dirichlet Allocation (LDA), one using variational expectation-
maximization (LDA-VEM) [10] and WarpLDA [15] to apply to each of the documents. LDA is a
generative probabilistic model of a corpus, where documents are represented as random mixtures
over latent topics, and each topic is characterized by a distribution over words [10].

By definition, a document is the set of words we are interested in grouping based on content

similarity in each use case. Once the document is defined in each use case, a document-frequency
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matrix is constructed to use as input for the topic modeling step. A document-frequency matrix
represents each document as a row, and each word occurring in at least one of the documents as a
column. A given cell in the table defines the frequency with which the word (on the column) occurs
in a given document (on the row). Because the full corpus vocabulary (the set of unique words)
is typically much higher than the usage in any given document, document-frequency matrices are
usually sparse.

For a given document-frequency matrix, LDA provides (for the chosen number of topics): the
distribution of the documents over topics (the document-topic matrix), and the distribution of
topics over words (terms), commonly known as the topic-term matrix. As the name implies, a
document-topic matrix lists the documents as rows, and topics as columns, where the number of
columns is specified by the a priori choice of the number of topics, and cells indicate the proportion
each document is about a given topic. A topic-term-matrix, in turn, lists topics as rows and terms
as columns, and cells can be interpreted as the relevance or contribution of the term in representing
the topic, expressed as a probability.

Earlier in this chapter we claimed that the literature often presents a subjective analysis based
on the set of words of each topic instead of an empirical evaluation of the groupings. By this
we meant that related work uses a subjective interpretation of the topic-term matriz, instead of
using the document-topic matrix. In this chapter, our goal is to construct an objective empirical
evaluation of the document-topic matrix. In the following Chapter 4, we evaluate the topic-term

matriz.

3.2.3 Model Tuning

LDA requires the number of topics and other hyperparameters to be specified a priori, which can
be obtained through measurements such as perplexity [10] (Equation 3.1), where a lower perplexity
score indicates better generalization performance.
_ 24l logp(wa) } 51)
Zc]}/il Ng .

Once a measurement is defined, such as perplexity, we can calculate it using for example the

perplexity(cest) = exp {

elbow method, where a human identifies the point in the curve where the decrease in perplexity is
too small to justify more topics. Several other optimization methods also exist such as differential
evolution [74, 53] and approaches which rely on the elbow method *. However, this was impractical
given the large number of topics in our corpus. Thus, we automated this method as shown in
Algorithm 1.

Additionally, we found that while perplexity was useful to narrow the search space for the
number of topics, in practice the number of documents that could be assigned to a topic (see

Equation 3.2) could be too hard to interpret for any conclusions to be drawn from the model. As

"https://cran.r-project.org/web/packages/ldatuning
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such, the final choice of the number of topics was not only based on perplexity but also the number

of documents assigned to topics.

Algorithm 1 Choose K

: up_to_n_topics < 15

. z_docs_median <— new_vector(up_to_n_topics - 1)

. perplexities < new_vector(up_to_n_topics - 1)

for k =2 to up_ton_topics —1 do
model <— LDA(n_topics)
z_docs_mediang_1 < GET_MEDIAN_DOCS(model)
perplexitiesi_1 <— GET_PERPLEXITY (model)

end for

: candidate_k < FILTER_KS(perplexities,z_docs_median,10)

© XN DT Wy

From lines 1 to 8 we calculate the perplexities and median documents per topic by creating
models ranging from 2 to up_to_n_topics. On each iteration, the perplexity is calculated using
Equation 3.1. To calculate the number of documents, we rely on the deterministic mapping of
Equation 3.2 to first assign documents to topics, which are then counted. get_median_docs then
returns the median number of documents across all topics. Line 9 performs two steps: it filters
the models with a median of at least 10 documents per topic, and it automates the elbow method
by identifying the highest slope of all points remaining. By applying the two rules, we identify
the chosen number of topics for a corpus. The iteration of the number of topics up to 15 was due
to computational constraints, while the median number of documents was based on the authors’
judgments of the suitable number of documents that an analyst would wish to, or be able to,

evaluate.

3.2.4 Deterministic Mapping

For the purposes of interpreting documents to be mapped to a topic, we define a deterministic
map from documents to topics in the document-topic matrix for each month, using the highest

probability of the topic given the document in Eq. 3.2.
argmaz , p(z;|d) (3.2)

Thus we claim a document is assigned to a topic if that topic has the highest proportion of the
words in the document in the original matrix [64]. Since each row is a document in the document-
topic matrix, we can interpret the document-topic matrix as labeling the topic to which a document
belongs.

The motivation behind our choice to use this deterministic mapping is because of how we
empirically evaluate both use cases. In the ground truth we construct from available data, only

direct assignments are available (i.e. ”"document A belongs to group i”), instead of probabilistic
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assignments.

3.2.5 Evaluation

In RQO, we broadly defined our aim as evaluating whether topic modeling can “correctly” group
“similar” documents. We now define more precisely what we mean by that, by defining how we
empirically evaluate both use cases.

As there is no true definition of universal groupings for documents, we consider a grouping to be
“correct” if it is identical to another grouping done manually. Moreover, we accept that documents
may be “similar” based on different or even conflicting criteria. For example, if documents describe
aviation safety threats, they may convey more than one safety threat, and depending on the safety
threat used for grouping, the groupings may be different. To minimize this threat to validity, we
used manually curated groupings that are operationally relevant to each study. Specifically, while
it is true that multiple groupings could be considered correct, as the groupings were defined a-priori
by each respective organization, and not by us, the manually curated grouping made available in
each study is assumed to be more operationally relevant than the alternatives.

This intuition differs from standard practice, which assumes that the use of perplexity alone, as
described in section 3.2.3 suffices for evaluation. Indeed, there is a disconnect between how topic
models are evaluated and why we expect topic models to be useful [11]. Topic models are often
used to organize, summarize, and help users explore large corpora, and there is no technical reason
to suppose that holdout perplexity or other measures corresponds to better organization or easier
interpretation [11, 41].

In addition to the choice of measures such as perplexity, holdout is a type of internal criterion,
but there are also external criterion methods. External criteria use direct evaluation as a gold
standard (a surrogate for user judgments for the groupings) [41]. The gold standard is ideally
produced by human judges with a good level of inter-judge agreement [41]. In this chapter, we
have our ‘ground truth’ serve the purpose of a gold standard, as it was defined a-priori by an

inter-judge agreement.

Set Matching and Adjusted Rand Index

An intuitive way to evaluate clusters using an external criterion is using set matching [84], specifi-
cally classification error rate. However, this approach has faced criticism due to disregarding part
of the unmatched groups in the evaluation metric [84]. An improvement over this metric is pair
counting, such as the Adjusted Rand Index (ARI). Intuitively, we consider every possible pair of
documents within each grouping, and evaluate whether a) they were originally or not part of the
same grouping in the ground truth dataset and b) whether topic modeling considers them to be

part of the same grouping. Thus, we are able to generate a confusion matrix, and calculate the
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ARI, a real value where 0 indicates the performance equivalent to a random model, -1 worse than

random, and 1 better than random.

Random Topic Model

Using Equation 3.2 we can interpret topic modeling as an algorithm that assigns topics to doc-
uments. To provide a baseline for evaluation, we created a ‘random’ model to perform label
assignment. Specifically, provided some topics, the algorithm randomly assigns, with replacement,
a topic label to each document. Although simple, this algorithm has the same output as LDA
(after using Equation 3.2), and is used to assess how much better our process is, as compared to a

random assignment.

3.3 Results

In the following subsections, we present our two studies applying the discussed methods. Each
study begins with the relevance of automated groupings in its respective domain, the identification
of the unit of analysis, i.e. the document, and how the evaluation setup is instantiated following
the guidelines defined in our method. We present the results of the method in their respective case

study, but discuss the implications comparing both studies at the end of the chapter.

3.3.1 Study 1 - Topic Modeling Software Vulnerabilities

Informal public disclosure of security information, such as vulnerabilities or exploits, often occurs
well before they are properly classified in security databases [44]. New security vulnerabilities
are often disseminated on social communities. Many security investigators favor “full disclosure”,
sometimes supported by a detailed exploit, and do not collaborate with the vendors of vulnerable
software, under the belief this puts pressure on vendors to fix vulnerabilities [28]. Even among
responsible disclosure through bug bounty programs, there is evidence of intentionally delaying
disclosure to identify chained vulnerabilities, increasing monetary and recognition returns [85].
Security investigators learn from their community, and when personal contacts are insufficient,
they seek out online information, typically in the form of expert blog or web forum posts, and
rarely through formal channels [85]. Cybersecurity information obtained through discourse is kind
of software vulnerability sense-giving, reducing the uncertainty of vulnerabilities, adding meaning
to their potential causes, and updating the investigators’ mental models [75].

Staying informed is time-consuming, because important information is scattered across many
sources [82]. One existing solution to improve information accessibility is the Common Vulner-
abilities and Exposures (CVE) project, which defines itself as a community-based mechanism to
make identifying, finding, and fixing software product vulnerabilities more rapid and efficient [43].

Contrary to its motivation, however, CVE offers little means to navigate its numerous entries, and
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its growth rate is increasing [68]. It is through The Common Weakness Enumeration (CWE)?
that investigators can find the means to navigate, top-down, to related CVEs based on a topic of
interest. Unfortunately, navigating CWEs is not without problems. Because there are many CWEs
to choose from, the mapping between CVE and CWEs is limited to a subset of the weaknesses®.
The use of a subset, in turn, leads to a coarse-grained classification, causing emerging trends to be
buried in related but often vague CWE classifiers [55].

With vulnerabilities being discussed daily in ‘noisy’ communities— containing Spam or irrel-
evant discussions—we see an opportunity to investigate whether textual vulnerability themes can
be leveraged to save security investigators time in exploring new content. Specifically, we aim to
determine if it is feasable to fully automate aggregation of related software vulnerability content
in social communities, which are inherently noisy. If yes, such a tool would aid investigators in
more quickly identifying related discussions of interest, instead of either having to read the entire
online source manually or using word matching via search boxes to zero in on specific strings. Our
vision could be realized by offering an intermediate layer, identifying groups of related discussions,
or topics, to narrow down an investigator’s search for relevant content.

Our instantiated research questions inspired from RQO are therefore:

RQ1. Can vulnerability topics in free-form discourse be accurately grouped using a bag of

words approach?

RQ2. Are the observed patterns due to random effects?

Literature Review

Several proactive cybersecurity approaches have been proposed to reduce the damage of cyberse-
curity attacks. These methods vary in what data they leverage and what they attempt to predict.
For instance, Bilge et al. [7] use computer logs to predict which machines are at risk of infec-
tion. Liu et al. [39] used features of an organization network to predict organizational breaches.
Soska and Christin [72] uses data from websites (e.g. traffic, file structure, and content) to predict
if benign websites will be compromised in the future. A more consolidated area of research of
proactive cybersecurity uses as data the code structure [4], [86] and/or related systems to software
development, such as reported ‘CWE-*’ in code repositories’ issue trackers [54] to identify software
vulnerabilities. For text data, recent work has focused on entity recognition through (hand or
semi-hand labeled) identifiers [44], [88], and alerts in the deepnet [59] or twitter [49]. Unlike these

*https://cwe.mitre.org/
3For currently used categories, see: https://nvd.nist.gov/vuln/categories
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works, instead of focusing on entities (websites, organizations, issue trackers, tweets, etc.), we are
interested in software vulnerabilities as textual concepts discussed on the web.

To our knowledge, the most similar work to ours is by Tsai et al. [83], where the authors
analyzed blogs for categories of threats related to the detection of security threats and cyber crime.
They use an Author-Topic Model extending Latent Dirichlet allocation (LDA). However, their
analysis results are limited to just listing relevant keywords of different topics. Our work hinges on
using e-mails labelled with CVE-IDs as ground truth. With this dataset we are able to calculate
an accuracy measure for our model, as discussed in Section 3.3.1.

In Sabottke et al. [68], the authors use text data to assess the risk vulnerabilities that may be
exploited, arguing that existing methods such as the Common Vulnerability Scoring System mark
too many as high risk. Tweets and exploit databases—requiring CVE-* identifiers—are used to
create a linear support vector machine classifier (supervised learning). Contrary to [68], our work
does not rely on pre-labelled data, but instead focus on investigating how accurately we can group
related discussions relying only on how their textual content overlaps as a set of topics. We see
our work as complementary to these authors, as one use of our method could be to infer CVE-IDs
of overlapping textual themes, which they could then use to assess risk. Indeed, CVE Details, a
popular third party website to help security investigators analyze CVE data, uses text matching
to infer missing CWE-IDs?.

Dataset

Full Disclosure Corpus: Full disclosure®

is a public, vendor-neutral forum for detailed discussion
of vulnerabilities and exploitation techniques, as well as tools, papers, news, and events of interest
to the community. The list was created on 9 July 2002, moved through different owners and
was ‘rebooted’ in March 2014 as part of seclists.org. The data that we collected for vulnerability
discourse was from the Full Disclosure Mailing List (2008-2016).

Each email is uniquely identified by a URL with year, month, and a page id. All emails
contain a title, body, author’s name, email address, and timestamp. Also, the corpus publishes

categorizations of the emails threads by month.

Data Collection

To download the Full Disclosure corpus, we created a crawler to obtain all HI'ML pages, and parsers
to extract the content of each email. Documents were defined as the combination of title and body,
and document authors by their name + email address. For the validation dataset, we downloaded

the files for the associated years, in CVRF (Common Vulnerability Reporting Framework) format®,

“https://www.cvedetails.com/how-does—it-work.php
*http://seclists.org/fulldisclosure/
Shttps://cve.mitre.org/data/downloads/index.html

39



and parsed the Full Disclosure mailing list references contained therein.

Each document is defined as an e-mail in full disclosure, and is a vector of words (tokens).
Our filtering criteria was to remove tokens that were punctuation, symbols, separators, URLs, and
stop-words (common words such as “the”, “it”, etc.). We also filtered out tokens of 2 characters or

fewer, as these were usually hexadecimal data from dumps.

Evaluation

We created our data set by partitioning all nine years of the Full Disclosure mailing list into distinct
months, for a total of 12*9=108 corpus. Therefore, topic modeling is applied 108 times, one time
for each corpus. The month granularity was chosen to hold a sufficient amount of documents for
topic construction, while not being too coarse for manual inspection. Also, monthly partitions are
already employed by the Full Disclosure list”.

CVE Validation Dataset: To validate our topic modeling, we have relied on the CVE repos-
itory, maintained by MITRE. Launched in 1999,% the CVE repository documented known vulner-
abilities? [43] for public usage. Each vulnerability is uniquely identified by a CVE ID. Each entry
contains a textual description, and may also include fields specifying references, vulnerable soft-
ware, version and vendors affected by it. A subset of the CVEs refer to Full Disclosure (and other
security list) emails. We use these references as ground truth labels of a subset of Full Disclosure
e-mails, which are then used to validate the accuracy of our topic modelling which creates topics

based on the entire mailing list.

Having defined documents as e-mails, and our evaluation criteria the grouped documents being
or not about the same CVE, we can now answer RQO and its associated instantiated questions.
Specifically, what is left then is to see if there is an agreement between the IDs generated by LDA,
and the IDs that were chosen, by hand, in the CVE repository.

Our method occurs in two stages, as shown in Figure 3.1: First a set of topics are created for
each of the 108 corpus. Each corpus is as a group of non-labeled documents. CVE-ID labels are
not used at this stage, and topics are created solely based on the textual patterns of the e-mails.
Second, after the pipeline is executed, each corpus will be assigned a topic by the algorithm. It is
only then that the CVE-IDs are used to evaluate if the generated topics group related e-mails or not.
Because topics are constructed based solely on a bag of words approach, high accuracy in grouping
related vulnerabilities would result in a much smaller search space for a security analyst who was

trying to identify new vulnerabilities. We formalize the explanation of accuracy in Algorithm 2.

"http://seclists.org/fulldisclosure/
®http://makingsecuritymeasurable.mitre.org/docs/capec-intro-handout .pdf#page=17
Shttp://cve.mitre.org/about/faqs.html#b3
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Figure 3.1: Experimental Protocol.

Algorithm 2 Calculate Accuracy

1: correct_count < 0

2: total < LENGTH(cves)

3: for cve in cves do

4 documents <— GET_DOCUMENTS(cve)
5: topics <— GET_TOPICS(documents)

6 if LENGTH(topics) = 1 then

7 correct_count < correct_count + 1
8 end if

9: end for

10: accuracy — correct_count

total
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General Statistics

Validation Dataset. The number of emails labeled with CVE-ID is relatively low until the period
from 2014 to 2016, with December 2014 reaching the highest. Upon manual investigation, we
identified 135 CVE entries referencing the same email, which consisted of one advisory referencing
multiple CVE-IDs. To validate the monthly topic models, however, we require that at least 2
documents sharing the same CVE-ID exist, such that we can use Algorithm 2 to validate if the
documents sharing the same CVE-ID were mapped to the same topic. For validation cases, Figure
3.2 shows that there are a total of 64 CVE-IDs sharing 2 documents, 11 sharing 3 documents, 3
sharing 4 documents, and 1 sharing 5 documents. This resulted in a total of 79 viable test cases

for our approach.

Number of Documents 2--3-4 5

60

40

20

11

Cumulative Frequency of documents with the same CVE-IDs

2006 2008 2010 2012 2014 2016
Figure 3.2: Cumulative Frequency of number of Documents with the same CVE-ID per month.

Although the CVE repository does not exhaustively list all documents in Full Disclosure, we can
see that it references this email list consistently throughout the years, with a slight trend towards
increased the coverage of at least 2 emails. These are the cases that our model will be evaluated

against.

Results

RQ1. Can vulnerability topics in free-form discourse be accurately grouped using a bag of

words approach?

To answer RQ1, we evaluated the model using Algorithm 2 to obtain the proportion of documents
in each month that shared the same CVE-ID and were assigned the same topic ID. Recall, from

Figure 3.2, that our validation dataset consisted of a total of 64 cases, where 2 documents shared
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the same CVE-ID, 11 cases where 3 documents shared the same CVE-ID, 3 cases of documents
sharing 4 CVE-IDs, and 1 case of 5 documents sharing the same CVE-ID.

Using Algorithm 1 to choose the number of topics k for each of the 108 corpus, we obtained an
average of 12 topics between 2008 and 2014, 8 topics between 2014 and 2016, and 5 topics after
2016. Each model had a median of 32 documents assigned to a topic between 2008 and 2012,
decaying to 15 documents on average after 2012.

We observed that the model performs consistently well, as most points have 100% accuracy,
except for June, July, October of 2010, February and October of 2011, and July of 2013, where
the points have 0% accuracy. By counting the number of correct label assignments out of the total
cases, we evaluated the model accuracy as 86%. We, therefore, conclude for RQ1 that the answer
is Yes.

The e-mails associated with the poor performance of the model are located in topics 3 (2010_Jul 324,
2010_Jul_337) and 7 (2010_Jul-281, 2010_Jul_317). We identified a single author who posted 4 e-
mails, 2 with different titles, and one including a poem (!). The model was successfully able to
group the documents in topic 3, most likely due to the shared topic and to a copy of the prior
e-mail being included inline, and missed the link to the other e-mail due to the poem noise. Topic
7 however, despite sharing the same title, did not share the same content as e-mails as topic 3, but
they were still able to be grouped.

This short analysis served not only to identify that minimal aspects of the e-mail can suffice to
establish relationship between documents to being part of the same topic, but also how conservative
the accuracy measure is. For example, in this particular case, we could say that while the model did
not get all the grouping correctly, it at least got 50% of it correct. However, in our final accuracy
evaluation, we assigned a 0 accuracy score to this case.

Since document inspection proved to be the most accurate (although the most labor-intensive)
way of understanding the behavior of the model, we defaulted to inspecting those documents
associated with topics with poor performance. Upon close inspection we determined a number of

reasons for some of these poorer accuracy scores:

e 2010 July, CVE-2010-3187 references 4 documents by the same author. The exploit is provided
as the source code, and the content of the first e-mail is poetry. The following e-mails discussed
updates to the exploit making it ‘stronger’. The poetry and short e-mails concerning just

updates may have biased the model.

e 2010 June 2010-2075, and 2010 October CVE-2010-3847 both contain C code, which may

explain the model failing to determine that these were related to the same content.

e 2011 Feb CVE-2011-1071 primarily contains references to external links, instead of containing

an actual discussion in the mailing list.
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e 2011 Oct CVE-2011-3368 was an Advisory. Advisories are usually formatted in ASCII con-

taining special characters to format the content.

Given that topic modeling relies on the word distribution content, the poorer performance in
these cases is understandable. And we would like to stress that our evaluation of the model is
conservative; for example, we consider, in cases of 3 or more documents, that having just one

document with a different topic ID to be an incorrect assignment.

RQ2. Are the observed patterns due to random effects?

We created ten thousand random topic models (Section 3.2.5) and assessed their accuracy
against the data-generated topic model, to understand if our results could achieve be due to random
luck. Figure 3.3 shows the accuracy of the random models as a bar-chart, with the accuracy of
the LDA models indicated by the red dot. Given the large difference between the possible results
obtained through a random model and the performance of the LDA-based model, we conclude
that both generalization and document assignment are not due to randomness, and therefore RQ2

answer is No.
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Figure 3.3: Random Model versus LDA Accuracy.

Threats to Validity

Non labeled ground truth. In our method, we used emails that were referenced by MITRE’s
CVE list. However, this list is not exaustive, and may bias the representativeness of our dataset
compared to the entire mailing list. We believed this to be a fair trade-off (compared with hand-

labeling the e-mails) on quality versus quantity, as we avoid subjectivity.
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Emails which share the same CVE-ID and email Thread. We found instances where
two vulnerabilities not only belong to the same CVE-ID, but also were part of the same e-mail
thread. In these instances, the body of the second e-mail may contain the first e-mail, aiding the
algorithm in identifying overlapping themes. However, this also means spam and other unrelated
content is also repeated several times. We consider this to be a fair trade-off, and that even on
communities where information about threads is not available, other metadata could be used to aid

the algorithm in identifying related content (e.g. overlapping authors, referenced hyperlinks, etc).

3.3.2 Study 2 - Topic Modeling Safety Threats

As motivated in the Introduction chapter 1, the timely identification and communication of safety
alerts has been on the forefront of ASRS interest since its inception [5].

Our choice to use topic modeling in ASRS differs from more recent literature in mining safety
incident reports, which relies on supervised learning [61], [91], and from older literature which
emphasized qualitative studies over metadata of interest (e.g. Anomalies, Human Factors, etc.)
[69], [58], [34]. We share the same motivation as [56] in the choice of unsupervised learning instead
of supervised learning in that this allows us to identify not only existing topics, but also emerging
trends, in an automated fashion. We chose topic modeling using LDA instead of deep learning
because it is a reasonably well established method for software engineering research [46]. Given

this choice, we pose the following research questions:

RQ3: Can topic modeling identify, from shuffled report sets, the original groupings in ASRS?

To be useful, topic modeling must be able to separate and group documents in a meaningful way.
The standard practice in research employing topic modeling is to present a table showing the top n
terms [1] in the documents,but this does not provide insight into how the documents are separated
into groups. Here we leverage a novel model setup to evaluate the separation of documents using
ASRS data. Being able to semi-automate or fully automate the identification of relevant themes in
aerospace safety incidents reports would be useful both to ASRS analysts in issuing alerts, and to

the aerospace community to perform their own explorations of the ASRS corpus.

RQ4: Are there specific report sets that are easier to group than others?

If topic modeling may not present a perfect solution, it may be possible it can still identify
certain topics well enough for practical use.

Our findings are consistent with suggestions made in a recent review of the topic modeling
literature [11] regarding the need for better visualization and user interfaces for sense-making. More

careful evaluation of topic modeling optimization criteria is also suggested as the more popular
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optimization method, held out accuracy, may lead to less meaningful topics [13]. In addition,
stability measures are also needed for assessment due to the random initialization of topic modeling
algorithms [42].

Literature Review

Our work is not the first focused on analyzing aviation safety incident narratives. In older work
[69, 58, 34, 20], we observed that the ASRS-related literature focused on just a specific subset of the
available taxonomy. This is not ideal to provide context for new reports nor to observe changes in a
given time window. For example, [69] provided a qualitative study of human errors in aviation. The
data was obtained using Aircraft/Make Model involving passenger fights on Part 121 carriers and
conventional aircraft, and analyzed in terms of observable error outcomes and underlying cognitive
mechanisms. A related taxonomy available in ASRS is Person/Human Factors, which include labels
such as confusion, distraction, time pressure, etc. A qualitative study was also published by NASA
on memory errors in the cockpit of a random sample of records from 2001 [58]. Another qualitative
work by Jones et al. [34] used Person/Human Factor reports labeled with ”Situational Awareness”
to better understand the types of situational awareness errors in aviation. The resulting 3-level
taxonomy reflects errors due to perception of information, comprehension, and projection of actions,
and was previously applied by the author on the National Transportation Safety Board (NTSB)
accident investigation reports [20].

More recent work has focused extensively on building classifiers [67, 61, 91] for auto-labeling
narratives with existing ASRS taxonomy metadata, which do not align with our primary interest,
as our long-term goal is to identify emerging safety threats. Specifically, [67] evaluated the accuracy
to query a new narrative, and assign it the correct label from Person/Primary Problem and Person-
/Contributing Factors. The model was trained using ASRS data from 01/2011-01/2013, and the
test data from 01/2009-12/2009. The results are not encouraging, with Person/Primary Problem
having 49% accuracy, and it is also unclear why the author decided to predict past instead of future
data. Oza et al [61] built a classifier on both ASRS and the Aviation Safety Action Plan (ASAP),
a private dataset similar to ASRS, to classify a subset of 22 out of the 60 categories due to data
sparsity. The results showed it outperformed LDA in a classification task, and manual evaluation
of 100 reports suggested that the top three categories achieved agreement of at least 70%. A similar
goal to classify metadata was done in [91], however, the metadata was converted in a smaller set of
labels based on their risk. The authors also used two learning models in an ensemble, where one
leveraged metadata, and the other the narratives.

Our approach aligns with the older literature, in that we seek to provide navigation over the
processed narratives on a monthly basis to facilitate, instead of fully automate, the identification of
emerging threat topics, while retaining the context of prior metadata and narratives. Specifically,

when applying topic modeling to the ASRS, we identify groupings of reports, which can be under-
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stood as an additional piece of information added to each report—the grouping label—however the
reports can still be read individually in their original format. The automated step thus serves to

reduce the search space of the reader.

Dataset

As motivated in our introduction, ASRS began as a reporting program for sharing aerospace knowl-
edge and reporting irregularities to prevent accidents. Figure 3.4 presents the workflow within ASRS
for new incoming reports. Briefly, starting from the top a reporter fills a form with details of the
incident. Depending on the reporter role, a different form may be used. Common to all reports are
the selection of some metadata from multiple choice (e.g. type of weather), but also a free text box,
the narrative, where the details are provided. There may be more than one narrative associated to
a report.

After a screener assesses the relevance of the report and whether other agencies should be made
aware of it due to it being criminal or accident related, an ASRS analyst follows up with the
reporter for with any necessary clarification, and de-identifies the report. In addition, the analyst
will also include a synopsis, which summarizes the narrative and highlights safety concerns and, if
evident, contributing factors.

Using the report database, ASRS also generates data products to the community. Specifically,
ASRS provides a report query capability, issue alerts to organizations, performs thematic searches,
publishes newsletters, etc. [76]. Relevant to our method is the report sets data product. These
report sets are a thematic grouping of existing reports in the database'®. In the following Method
Section 3.5, we will explain how we leverage them in our experimental protocol to evaluate topic

models.

Evaluation

To stay consistent with related literature in topic modeling terminology we refer to each report’s
narrative in ASRS as a document.

For each of the 30 choose 2 = 435 possible pair combinations of documents, we obtain 435
document-frequency matrices input to LDA which provides (for the chosen number of topics, —
here k = 2 —): the distribution of the documents over topics (the document-topic matrix), and
the distribution of topics over words (terms), commonly known as the topic-term matrix.

Figure 3.5 provides two experimental protocols. The Real Dataset setup reflects the more
commonly used approach, where topics are presented based on the subjective evaluation of set
of words. The Toy Dataset Setup reflects an alternative protocol where additional metadata is
available for evaluation.

Real Dataset Setup.

Ohttps://asrs.arc.nasa.gov/search/reportsets.html
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Figure 3.4: How Reports are Generated: Handling of NASA Aviation Safety Reports (ASRS) [8].

reports. These reports are indexed by year and month, and thus we are able to query from ASRS
online database the order they are received down to a month time granularity. In Figure 3.5, we

showcase as an example a single month query being performed. The parameter k controls the
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Figure 3.5: Report Set (Toy Dataset) vs Real Dataset (ASRS Database) Setup. R defines Report
Sets. D defines the identified groupings by WarpLDA. k is the number of topics requires to be
chosen apriori to execute WarpLDA (2 in this diagram), and [ is the number of report sets used
for shuffling (3 in this diagram). The goal is R = D, i.e. the algorithm is able to automatically
identify the manual report sets groupings. In our experiment, we use 1 = 30, k = 2 although other
values can be tested in the protocol.

number of groupings we expect the topic model to identify, D = kUS D;, which we expect to be the
number of topics to be identified if they were analyzed manually by ASRS analysts.

A validation limitation the related literature suffers in this setup, is that no manual annotation
of each report’s topic is known, i.e. we can’t assess if R,,ontn = D, because the partition of the
reports is unknown. We thus propose the creation of the Toy Dataset Setup by leveraging the
already available report sets, shown in the upper portion of Figure 3.5 to answer RQ3 and RQ4.

Toy Dataset Setup.

Report sets are manually generated on topics of interest requested to ASRS, and provided in
sets of 50 reports for a given topic (e.g. bird strikes, flight deviation). The main motivation for
using synthetic datasets is that they are cheap, easy to generate and the independent generative
factors can be easily controlled [24]. When compared to the Real Dataset Setup, the number of

report sets, [, and the size of each report set |R;| is synthetic (artificially chosen), however, the
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corpus itself is not artificially generated, although a trained topic modelling algorithm could also
generate report sets. Due to this distinction, we chose to name our setup as Toy Dataset Setup, as
the reports are not artificially generated, just their groupings.

In the Toy Dataset Setup, we combine different report sets together (in Figure 3.5 we exemplify
[ = 3 report sets), and evaluate if the topic model is capable to recover the report set each report
was originally manually assigned, given the choice of k. While we exemplify in the diagram
=3, and k = 2, in our experiment we tested for [ = 30, kK = 2. More specifically, to answer
RQ3 and RQ4 we evaluated in the 30 choose 2 = 435 possible combinations of report sets (hereafter
referred as 30C2, or | = 30Ck = 2), if the topic model was able to uncover the original groupings
of report sets. Our rationale to use k = 2 instead of a larger number, is because we would like
to assess how well the topic model performs from an easier task. That is, we assume the learning
task to separate a pair of report sets (I = 30C'k = 2) to be easier than a large number of topics
(I =30Ck, k > 2). Likewise, we assumed that the task of separating reports when the value of | = k
to be easier to assess than k > [. For example, if £ > [, then the additional groupings identified by
k could be considered correct for identify k sub-groupings instead of only [ groupings. Lastly, the
threat of validity imposed in our choice would be incurred for any other chosen combination, as it

is not computationally feasible to test every single possible value of [ and k in (Ck.

Results

We now present our findings to the three posed research questions.

RQ3: Can topic modeling discover ASRS report sets from a collection of mixed reports by

their topic?

In Figure 3.6 we present the results of all the 435 trials as a histogram, using ARI, as defined in
Section 3.2.5. The top histogram uses WarpLDA to obtain the groupings. The bottom histogram
replaces the algorithm by a random assignment for each report to one of the report sets of each
trial. Example top, middle and bottom pairs of report sets (with respect to their ARI scores) is
shown in Table 3.1.

Figure 3.6 illustrates that WarpLDA results are overall better than random assignment for most
pairs. However, the algorithm’s ability to identify the original topics is not ideal. Ideally, the upper
histogram results would be closer to ARI = 1 (i.e. with most values shifted to the right).

We conclude that the large standard deviation (width of the histogram in the Figure) is not
promising for usage on a Real Dataset Setup. In the future, we plan to use a more flexible evaluation
metric to account a report may be about multiple topics, including those which were deem an

incorrect assignment in this experiment.
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tigue Reports

Table 3.1: Top 5, Middle 5, and Bottom 5 Adjusted Rand Index (ARI) Report Set Pairs out of
30C2 = 435 combinations.

Report Set Title 1 Report Set Title 2 ARI
Cabin Smoke, Fire, Fumes, or Odor Inci- Controller Reports 1.00
dents

Controller Reports Flight Attendant Reports 1.00
Maintenance Reports Wake Turbulence Encounters 0.97
Flight Attendant Reports Global Positioning System (GPS) Reports  0.93
Controlled Flight Toward Terrain Flight Attendant Reports 0.93
Bird or Animal Strike Reports Rotary Wing Aircraft Flight Crew Re- 0.46

ports

Commuter and Corporate Flight Crew Fa- Multi-Engine Turbojet Aircraft Upsets In-  0.45
tigue Reports cidents

Controlled Flight Toward Terrain Non-Tower Airport Incidents 0.45
Pilot / Controller Communications Inflight Weather Encounters 0.45
Checklist Incidents General Aviation Flight Training Inci- 0.45

dents

Rotary Wing Aircraft Flight Crew Re- Non-Tower Airport Incidents -0.01
ports

Controller Reports Parachutist / Aircraft Conflicts -0.01
Unmanned Aerial Vehicle (UAV) Reports Inflight Weather Encounters -0.01
RNAV Arrival Reports Unmanned Aerial Vehicle (UAV) Reports -0.01
Commuter and Corporate Flight Crew Fa- Emergency Medical Service Incidents -0.01
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Table 3.2: Ranking of Mean, Median and SD Adjusted Random Index (ARI) ordered by Mean per
Topic.

Report Set Title Mean Median SD
Maintenance Reports 0.81 0.83 0.11
Flight Attendant Reports 0.73 0.81 0.22
Cabin Smoke, Fire, Fumes, or Odor Incidents 0.66 0.70 0.18
Runway Incursions 0.61 0.66 0.19
Passenger Misconduct Reports 0.61 0.69 0.20
Passenger Electronic Devices 0.60 0.63 0.14
Controller Reports 0.53 0.51 0.28
Multi-Engine Turbojet Aircraft Upsets Incidents 0.50 0.51 0.24
NMAC Incidents 0.49 0.56 0.23
Non-Tower Airport Incidents 0.45 0.48 0.26
Commuter and GA Icing Incidents 0.43 0.41 0.25
Fuel Management Issues 0.42 0.42 0.21
Bird or Animal Strike Reports 0.41 0.40 0.16
Checklist Incidents 0.41 0.39 0.24
Controlled Flight Toward Terrain 0.40 0.37 0.29
General Aviation Flight Training Incidents 0.39 0.36 0.28
Wake Turbulence Encounters 0.39 0.31 0.25
Altitude Deviations 0.38 0.32 0.29
Parachutist / Aircraft Conflicts 0.38 0.37 0.21
Penetration of Prohibited Airspace Incidents 0.35 0.31 0.23
Air Carrier (FAR 121) Flight Crew Fatigue Reports 0.34 0.35 0.23
Inflight Weather Encounters 0.32 0.32 0.27
Commuter and Corporate Flight Crew Fatigue Reports  0.31 0.31 0.25
Pilot / Controller Communications 0.30 0.30 0.22
Emergency Medical Service Incidents 0.30 0.26 0.23
Unmanned Aerial Vehicle (UAV) Reports 0.30 0.27 0.27
RNAV Arrival Reports 0.30 0.21 0.28
Rotary Wing Aircraft Flight Crew Reports 0.28 0.26 0.25
Global Positioning System (GPS) Reports 0.27 0.19 0.28
Cockpit Resource Management (CRM) Issues 0.26 0.32 0.21
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435 2-Way Comparisons of 30 Report Sets
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Figure 3.6: WarpLDA evaluation of distinguishing Report Sets ”Cabin Fumes, Fire, Fumes, or
Odor Incidents”, vs ”Controller Reports” when compared to manual separation of reports over
multiple runs: Accuracy is defined as Adjusted Rand Index, ranging from -1 to 1.

RQ4: Are there specific topics that are easier to group than others?

A question that follows from RQ3 is whether certain report set topics are easier to be separated
from any other report set (e.g. for problems described using a unique vocabulary). For example,
does Cabin Smoke, Fire, Fumes or Odor Incidents in Table 3.1 consistently receive a high ARI
score across all pairs that include it? To answer this we present the mean, median and standard
deviation (SD) of each report set across all pairs in Table 3.2. We also show a histogram of the
median ARI column of the table in Figure 3.7.

From Figure 3.7, we can see that there are a few report sets that are consistently separable
(Mean ARI ; 0.8) from other report sets. In particular, we noticed from Table 3.2 that the most
consistently separable report set is not Cabin Smoke (which ranks 3rd) but rather Maintenance
Reports.

In future work, we intend to further investigate why report sets such as Maintenance Reports are
more separable than lower performance ones, such as Cockpit Resource Management. WarpLDA
relies on the distribution of the narrative’s words to separate report sets. We expect that the
vocabulary used in Maintenance Reports to be substantially different than what is found in other

report sets. It is also possible that lower performance report sets can in fact be multi-topic, which
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Mean ARI Ranking per Report Set (Total: 30 Report Sets)
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Figure 3.7: Ranking per Report Set.

violates our assumption of deterministic mapping discussed in section 3.2.4.

Threats to Validity

In Figure 3.4, we can see that an analyst must decide (diamond ” Adequate?” towards the bottom)
if a follow up phone call should be made before the document is deidentified. Such modifications
introduce a threat to validity in the underlying distribution of the report set corpus we used in our
experimental protocol (Toy Dataset Setup in Figure 3.5). However, given that ASRS intentionally
attempts to keep the original narrative unchanged (in contrast to the summary field of the report
which is made by an analyst entirely), we believe that this threat to validity is minimal.

The results presented in this work only use one implementation of LDA, i.e. WarpLDA [15], how-
ever other implementations could be used. Indeed, other non-generative machine learning methods
which are discriminative such as various clustering algorithms could be applied to our experimental
protocol which could provide worse or better results. We chose WarpLDA under the rationale
that as the number of reports continue to grow, an efficient implementation of algorithm would be
preferred in practice, but a more detailed investigation of the trade-off between performance versus
accuracy could be performed in further studies utilizing our experimental protocol.

As noted in the Method Section 3.5, in utilizing the Toy Dataset Setup instead of the Real
Dataset Setup, we accept the risk that the Toy Dataset Setup’s underlying report set word distri-
bution may not fully reflecting that of the Real Dataset Setup’s incoming monthly corpus. We did
so to be able to use the report sets already produced by the ASRS as a gold standard to evaluate
the automated step results. Specifically, in the experimental protocol Figure 3.5, the parameter

[, the number of report sets, could be much larger than what we have tested, and |R;| may be a
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different size. It may also be possible that reports about a given topic are associated with different
months or years, which may or not affect their underlying distribution compared to the real dataset
setup. While this is a limitation of the generalization of the results, we believe our work provides

a starting point for tests in future work.

3.4 Conclusion and Future Work

Motivated by the problems faced in both domains of the studies, we observed the use of topic
modeling to automate topic discovery and navigation would be helpful. Also, according to the
literature of both studies, current state of the art investigating the applicability of the method, in
particular empirically, is not common.

We have identified opportunities, through additional metadata available in each domain, to
construct an evaluation setup that would enable us to have a better sense of how well topic modeling
performs in respect of grouping “similar” documents “correctly” by identifying what constitutes a
document.

Our findings show the grouping of documents is promising when performing deterministic as-
signments of documents to groups, and that results are better than a random model, which provides
empirical basis to investigate automatic grouping of topics over time, which is done in the final

chapter of this dissertation.

95



CHAPTER 4
IDENTIFYING EMERGING THREATS THROUGH FREE
TEXT: GROUPING INTERPRETABILITY

This chapter is derived in part from the Aviation AIAA’21 paper “Assessing Topic Interpretability
in the NASA Awiation Safety Reporting System using Topic Modeling”.

In the previous chapter, we evaluated how well topic modeling can group reports (using the
document-topic matrix) by comparing against existing manually curated ASRS report sets. As
noted in the related work Section 4.2, another output of topic modeling is the topic-term matrix,
where each of the rows is referred as topics. This is done to exploit text-oriented intuitions, but
no epistemological claims are actually made regarding these latent variables beyond their utility in
representing probability distributions on sets of words [10]. In this chapter, we conduct a survey of

the machine learning outputs to assess their meaningfulness and usefulness in the context of ASRS.

4.1 Introduction

There is a longstanding assumption that the topics output by topic models are meaningful and
useful [13, 11]; however, evaluating such assumptions is difficult because discovering topics is an
unsupervised process. There is no gold-standard list of topics to compare against for every corpus,
thus requiring exogenous data for evaluation [13]. We agree with [57] that topics themselves are not
the end goal, but rather using topics to improve some end-user task. To that end, we chose ASRS
as a case study because the writing of synopses from documents is already part of their existing

process. We, therefore, borrow from [57] the following research questions (the authors only address

RQ1):

RQ1: Are individual topics meaningful and usable?

RQ2: Are assignments of topics to documents meaningful and usable?

Before we can discuss or measure if topics are meaningful and useful, we must define how topics
are comprehended by humans, i.e. our topic construct. It is not practical, for example, to read
topics as-is, as they often contain tens of thousands of terms each. Rather, the related literature
(discussed in subsequent sections) contains a rich and diverse array of displays of topics [11], each

of which build on different assumptions to aid in topic comprehension.
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Figure 4.1 shows our defined topic construct based on the research literature. We can see
the topic construct is broken down into 3 parts: wusefulness, display and topic comprehension
(meaningfulness). We renamed meaningfulness as topic comprehension because a longer and more
mature field of reading comprehension already exists, and we consider topic meaningfulness to be a
part of this. Finally, display is concerned with how topics are presented to users. In the following

subsections, we will explore each of the three components.

4.2 Related Work

4.2.1 Topic Comprehension

According to the educational psychology literature, reading comprehension is a largely unanalysed
construct, and many factors may contribute to high performance on standardised measures of
comprehension [60]. Nonetheless, a simple model of reading comprehension from Gough et al. [25]
is helpful to define the construct we wish to measure.

Gough et al. defines reading comprehension as a product (in a mathematical sense) of word
decoding and linguistic comprehension. Word decoding is defined as resulting from sounding out
words and context-free recognition of the words. Linguistic comprehension is said to be the process
which lexical information, sentences and discourse can be interpreted.

They claim word decoding and linguistic comprehension can, in theory, be assigned a value
from 0 to 1, and its product computed resulting in a measure of reading comprehension. This also
means that, to achieve reading comprehension, one can’t exist without the other. Decoding is said
to be necessary, but not sufficient for reading, for if print can’t be translated into language, then it
can’t be understood. Conversely, linguistic comprehension is argued to also be insufficient without
word decoding, for knowing a language does not suffice to make one literate, as is the case with
5-year olds. They can understand spoken language, but they are unable to read it.

A more recent and extensive literature building from reading comprehension that agrees with
[25] can be found in [60]. However, since we are more interested in a specific instance of reading

comprehension—topic comprehension—we believe the simple model provided by [25] suffices.

4.2.2 Displays

According to Blei’s probabilistic topic modelling review [11], one open problem is how to display
the topics. He argues that either choosing different terms or displaying the chosen words differently
could be more effective. However effectiveness is not defined. Let us now focus on display, and its
relation to the reading comprehension model and topic comprehension in an example using topics
by [45], shown in Table 4.1.

To the left of Table 4.1 we see one topic, whose terms were truncated to fit the table (as we

said before, tens of thousands of terms are contained in the topic example with associated weights
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Figure 4.1: Topic Construct.
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Table 4.1: One topic and possible displays [45].

Topic Example Topic Display

views 0.10 Top Terms: views, view, materialized,

view 0.10 maintenance, warehouse, tables
materialized 0.05 Human: materialized view, data warehouse
maintenance 0.05

warehouse 0.03 Single Term: view, maintenance;

tables 0.02 Phrase: data warehouse, view maintenance
summary 0.02 Sentence: Materialized view selection and
updates 0.02 maintenance using multi-query optimization

for every term in the corpus). To the right, we see some common kinds of displays.

One choice of display is presenting top terms using the maximum likelihood ranking heuristic
(i.e. the terms are presented by order of weight, usually bounded by an arbitrary number (e.g. top
10 terms) [10]. The rationale behind this display is that topic modeling tends to place high prob-
ability on terms that represent concepts [13]. What is meant by “concept” is that the terms with
high probability are hypernyms [57]. For example, color is a hypernym of red. Reading the inferred
topics is used to ensure it captures the user’s intuition about the documents, therefore serving as
a human-interpretable decomposition of the text [13]. Here we can see linguistic comprehension is
severely harder than word decoding due to the choice of display.

Different displays have been proposed other than ranking terms with mazimum likelihood. For
visual components, these include providing multiple topics arranged for a grid [16], or by displaying
the topics based on their term distribution similarity in a plane [70]. These two authors have also
proposed different ranking heuristics, such that the terms are ranked to facilitate topic distinction
[70], or to preserve the original term orderings [16].

For displays which utilize metadata we have observed the following combinations: 1) Use of
ranked terms with mazimum likelihood and document sentences [17]; 2) ranked terms with related
documents and co-occurring topics [48]. Ultimately, the goal of topic display is to provide a mean-
ingful topic label for a reader. That is, a good topic label should be understandable to the user,
should capture the meaning of the topic, and will distinguish a topic from all others [45].

An attempt to comprehend the top terms is shown under ‘Human:’. This attempt combines
the terms ‘materialized’ and ‘view’ as a single concept. However, for ‘warehouse’ the term ‘data’ is
inferred (the term is not shown on the left). This exemplifies why familiarity of the corpus which
is summarized can be helpful, if not essential to achieve linguistic comprehension [45].

We borrow from [45] a more precise notion of topic comprehension here. Specifically, we say a
topic was successfully comprehended if the reader is able to identify a topic label. In the example

shown, a human selected terms from the ‘pool of terms’ with the intent to identify a topic label, but
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also chose one not from the displayed pool of terms. An automated approach is also proposed in
[45]. To identify a label, linguistic comprehension must be possible of the displayed pool of terms.

It is easier to understand what we mean by considering when a topic’s top terms are not
comprehensible.

In [48], the authors identified the following display of top term patterns which lead to poor
choices of topic label: Chained. When every term is connected to every other term through some
pairwise term chain, but not all term pairs make sense. Intruded. Either two or more unrelated
sets of related terms, joined arbitrarily, or an otherwise good topic with a few “intruder” terms
(based on [13]). Random. No clear, sensible connections between more than a few pairs of words.
Unbalanced. The top words are all logically connected to each other, but the topic combines
general and specific terms (e.g., “signal transduction” versus “notch signaling”). In all these cases,
linguistic comprehension is hard, and consequently so is deciding on a topic label.

Because the top terms, and more generally ranked terms, are often presented as a fixed number,
much smaller than the actual terms in the topic, the chosen display plays an essential role in topic
comprehension, despite not being part of the optimization criteria of topic modeling. This is why
authors have also presented different different ranking heuristics to use the weights, which included
additional visual components [70, 16] and metadata [48].

Let us consider the remaining information in Table 4.1: the choice of display of single term
(which top terms use), phrase, or sentence [45]. According to [45], single terms are usually too
general and it may not be easy for a user to interpret the combined meaning of the terms. A
sentence, on the other hand, may be too specific, thus it could not accurately capture the general
meaning of a topic. In between these two extremes, a phrase is coherent and concise enough for a
user to understand, while at the same time, it is also broad enough to capture the overall meaning
of a topic. We can also see using Gough’s [25] reading comprehension model that both phrase and
sentence provide more guidance on linguistic comprehension than single term. Indeed, [45] notes
related work in which people are required to manually perform topic labelling often prefers the use
of phrases.

In summary we understand the following about topics:

e The goal of choosing a display for topics in a topic-term matrix is to improve topic compre-
hension. Specifically, a good display will allow a reader to identify a topic label from a pool

of terms or from the person’s own vocabulary, be it a single-term hypernym or phrase.

e There are various forms of display, but their choice in the literature does not discuss their
differences, which makes it hard to assess topic comprehension as a whole. Our topic construct

serves as a way to reason about the related literature from a topic comprehension standpoint.

e It is necessary, but not sufficient that a topic is comprehended through the terms. The

comprehended meaning must correctly represent the underlying documents. That is, if the
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topic label is seen as a concept, then the documents it is assigned are seen as the concept’s

expression.

As we noted at the beginning of the introduction, topics are not the goal, but rather we use
topics to improve an end-user task [57]. We have yet to explore topic usefulness, which we address

next.

4.2.3 Topic Usefulness

In ASRS, writing synopses of incoming reports is part of the existing workflow. We depict this
process in Figure 4.2. The process is manual and performed per report. We emphasize here 3 steps:
First a team of 3 analysts (Analysts A) during screening have to comprehend the text in a single
report. Analysts may remove identifying information from the narrative and clearly indicate when
information has been removed with the use of standardized codes but do not change the report in
any other way.

Second, Analysts A have to summarize the entire report in a one-sentence synopsis. Third,
Analyst B (which may be one of the original set of Analysts A) can then use the sentence synopsis
along with the reports to quickly navigate through reports when performing information retrieval

tasks, such as creating report sets or preparing newsletter issues (Callback).

1 (] :
! 1 H
! 1 H
- ® i |
1 L] 1 |
|| =mmmmm | Textcomprehension Ak Summarization ! ! Text comprehension . ]
1 e— . . | [ :
1 L [} I
1| | — [ ¥ Sentence Synopsis ! ! AnalystB 1
' Report Analysts A i |
' | ' | Text comprehension '
R R
Screening Data Products

(e.g. Report sets, Callback, etc.)

Figure 4.2: Current ASRS Report Synopsis and Interpretation Process.

For the existing synopsis writing in ASRS, we define usefulness as follows: Generally, the goal
is to write a short concise restatement of the primary safety concern and *if* clearly stated by
the reporter, contributing factors might be noted. Typically starts with the reporter’s job function
7 Air Traffic Controller reported that”.

Therefore, to be useful, the ranked terms provided by topic modeling would ideally include
terms which suggest a) a safety threat and, b) contributing factors. The reporter’s job function
can be provided separately as metadata.

In Figure 4.3, we present how the document-topic matriz, and the topic-term matriz can be

embedded in the ASRS process of Figure 4.2. First, the 3 Analysts A are replaced by a computer
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to reflect that this step is automated. Observe also that instead of a single report, a report corpus
is shown instead, as the input to the topic modelling step is a group of documents. This is useful,
as the number of documents a computer can process simultaneously is arbitrarily larger than in
the existing process. Moreover, this is consistent with the motivation of this thesis in Chapter 1,
where it was noted that the analysis of a large collection of reports would be desirable.

The second step also changes the ASRS process. From the topic modelling step, we obtain a
document-topic matrix, and a topic-term matrix. We depict the document-topic matrix in Figure
4.3 by showing Reports 1 through m (the report corpus), and the associated probabilities (w;
through w1 /(mi(n—m))) of each document to each topic in the topic-term matrix, depict as ranked
terms. We emphasize here the ranked terms differ from the existing ASRS process in Figure 4.2,
where sentence synopses are generated instead. This difference can decrease text comprehension

of the underlying documents, indicated by the question mark in the Figure.
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— c n / \ Research
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| P Analyst
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Report m Ranked Terms n
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Figure 4.3: Topic Modelling output embedded in ASRS Process.

A practical limitation of using topic modeling as-is in Figure 4.3 occurs during the text compre-
hension step by the analyst. Contrary to the existing ASRS process in Figure 4.2, for each report
an analyst must now evaluate several ranked terms instead of one sentence synopsis. It would be
preferred if the automated step assigned one set of ranked terms for each report, or better, one set
of ranked terms per group of similar reports. The later is shown on Figure 4.4.

As in the previous chapter, in the maximum likelihood approach each document is assigned
to a single topic. Therefore, we can visualize each topic’s ranked terms as summarizing a group
of documents with the highest topical distribution, which is more efficient to an analyst. Other
heuristics can be used to obtain the same representation, such as grouping documents of the same
topical distribution. Regardless, for navigation to be possible, the analyst must be capable to
comprehend the ranked terms associated to each report set.

The usefulness of topic modelling can also be seen in research on tagging. Indeed, the display
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Figure 4.4: Topic Modelling output using maximum likelihood in ASRS Process.

of topics closely resembles content-based and factual tag kinds, and are also motivated by future
retrieval [27]. Tags also supports similar tasks, such as navigation [47], and topic modeling has been
previously proposed as an automated approach for tagging [2]. Interestingly, [2] highlighted the
algorithm’s poor choice of tags, similar to topic intrusion [13]. ‘Bad’ tags have also been attributed
to polysemy, i.e. the coexistence of many possible meanings for a word or phrase [6], and a ranking
heuristic based on relevance [38].

Alternatively the usefulness of a topic can be seen closer to summarization, when combining
information from both topic-term and document-topic matrices to choose sentences, it is possible
to create heuristics to identify representative sentences or documents. This choice of display more
closely approximates literature in summarization [19], which is currently employed in ASRS.

We have presented what it is meant by meaningful and useful topics, by defining a topic con-
struct from the existing literature, represented in Figure 4.1. We now define our survey using this

construct.

4.3 Method

A fundamental limitation among the works presented is that they do not provide the rationale
for the chosen questions. Because of that we do not know if they are sufficiently comprehensive
when analyzing the responses. For example, in [13] two tasks, word intrusion and term intrusion,
are provided but it is not explained how the authors derived the tasks. This makes it unclear if
they are sufficient to assess topic interpretation, or if more tasks needed. Considering later work in
[48] found intrusion to be one among other reasons experts judged topics as being bad (i.e. being
chained, random, etc.), this suggests that other tasks are needed. In [48], however, various metadata
are provided in addition to the ranked terms without rationale alongside the ranked terms display,

and again it is not clear if the identified results are or not comprehensive. Similar to [57, 45] there
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is also no clear set of questions that could be reused. In, [57] the authors provide some of the
introductory explanation in the questionnaire, but they differ from prior work, and are more vague.
In the end, none of the 4 most related works provide the actual survey used, or a construct.

In the following section 4.3.1, we address these limitations by using Groves’ survey methodology
[26], popularly known as the total survey error. In it, survey design is posed as an optimization
aimed at minimizing error given the available resources (e.g. budget, people). Below we elaborate
on each step of the survey design.

Because the topics are the output of a machine learning algorithm, (referred to as <set of words
> in the questionnaire in the following subsection), and the survey is used to assess topics with
respect to meaningfulness and usefulness, we must also provide sufficient detail of the model setup

from which the <set of words > are derived. Figure 4.5 describes the full methodology to construct

the survey.
Machine Learning Model Setup Survey Methodology
Surveys (S1, 52, S3)
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Figure 4.5: To assess topic comprehension, we present in a questionnaire the topics through different
questions by applying different ranking heuristics. The choice of k = 3, n = 5, and displayed ranking
heuristic (maximum likelihood) is for example purposes only.

4.3.1 Survey Design

We begin by explaining the questionnaire design (left side of Figure 4.6) using the survey method in
[26], followed by the process to choose the participants (right side of Figure 4.6). Because the topics
(set of words) presented to participants in the questionnaire are themselves part of the construction

of the survey, as shown in Figure 4.5, we explain them in the subsequent section.

Motivation, Goal and Related Literature

Our motivation is to enable faster exploration of emerging safety threats. Ideally, comprehension

only requires a set of words (as opposed to reading a large number of reports associated with the set
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of words). This would enable readers to select or skip entire groups of documents when searching
for safety threats. Our goal is therefore to assess if the set of words are both meaningful and useful
to readers. To realize our goal through a set of research questions, defined at the beginning of this
chapter, which can be empirically answered through our survey, we conducted a literature review

to inform our survey decisions, in particular the construct.

Research Questions and Construct

We described our construct, the elements of information that are sought by us [26, p.41], in the
related work Section 4.2 of this chapter and depicted it in Figure 4.1. Specifically, we seek to
understand topics from the perspective of their meaningfulness and usefulness to improve ASRS
task performance. As stated in our motivation, this would ideally enable faster identification of
safety report threats, by enabling readers to select or avoid, using the set of words, groups of reports

for further reading of safety threat concerns.

Measurement (Survey Questions)

For our survey measures, we chose questions using only words. Specifically, we defer to future
work the assessment of displays using visual components [71] and/or the use of metadata given the
limited highly specialized human resources (pilots). Our measurement focuses on ranked terms,
and the associated ranked heuristics reported in the literature but not empirically validated and
being the more common choice of display in the literature.

Before we describe the questions to participants, we first present some context on the origin
of the set of words to the survey participants. In providing context, it is important our survey
does not introduce systematic biases in the responses when we attempt to explain what we mean
by topic meaningfulness. To do so, we borrow the explanation from [57], with some modifications.
The following shows our changes compared to the original (strike through represents removed text,

bold represents added text, and normal text represents original text in the cited work):

The topiestearned set of words displayed by a topic model (a computer program which
automatically groups similar documents based on their content and provide set of
words to describe them), are usually sensible, meaningful, interpretable and coherent. But
some topiestearneddisplayed sets of words (while statistically reasonable) are not particularly
wseftlmeaningful for human use. To evaluate our methods, we would like your judgment on
how “useftdmeaningful” some learned-topies sets of terms are. Here, we are purposefully
vague about what is “asefulbmeaningful” ... it is some combination of coherent—me&ﬁmgful
interpretable, words-are-related, subject-heading-like, something-you-could-easily-label, etc.

First, we replaced the term ‘useful’ from the original question to ‘meaningful’. We made this
change, as we believe it more accurately capture the intent of the question and because we have a

more precise definition of useful leveraging the domain. Second, we explained the display in simpler
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terminology, as it is not necessarily the case that our target population is familiar with the method,
nor is such knowledge relevant to our goal.

Provided with this context, we asked participants to write, if possible, in their response to the
first question one or more topic labels out of the set of words provided (right side of Figure 4.5). In
the second question, we ask participants to provide a mapping from the topic labels to the original
set of words, so we are able to assess consensus between topic label choices, even if the choice of
words are not the exact same. Because our questions and response formats are closely related, we

provide the exact question after describing the response type next.

Response

The questions and responses presented here are based on the version presented to the participants.
In the prototype Section 4.3.4 we discuss earlier versions.

As we motivated earlier in Table 4.1, the choice of topic label display using tezt can vary (e.g.
single term, phrase, sentence). In the Table, the ‘Human:’ topic labels included an inferred word,
data. And the topic label itself could be an entire sentence. The various topic labels presented
in the Table may be derived from a subset of the set of words provided, in which case some of
the words in the topic label end up being “noise”. Ideally, per the ranking heuristic of maximum
likelihood, these words would not occur among the top n terms.

What we see from this example is that the choice of topic label is a process rich with decisions
and implicit assumptions, which could be missed on an overly structured response, such as multiple
choice. We also hypothesize that the collection of those choices also relates to a participant’s ability
to derive meaning from the set of words presented, and also challenges existing assumptions in the
related literature. For example, [45] assumes that the use of phrases leads to more meaningful topic
labels, which in turn is used as a replacement to present topics to users instead of a set of words.
When we chose to present a set of words instead of, for example, a set of randomly selected report
snippets [17], we also made an assumption about topic display, similar to one of the seminal works
in topic modeling [10]. Since no single response type seem to suffice to capture these decisions, we
decided to make our two questions open-ended.

While the survey response was open-ended, however the response was not fully unstructured.
We felt that not providing any guidance (beyond what type of answer was expected) would severely
limit the comparison of responses and subsequent analysis. To address this limitation, we defined
the response similar to [45] and exemplified in Table 4.1. Specifically the first survey question

/ response is defined as follows:

1. Please identify, if possible, in the following answer 1 or more topic labels that you believe
the set of words are about. For each topic label, you may a) use one word from the list of
provided words, b) or infer one not in this list you believe better describes; c¢) or a combination

of few words (phrase); d) Explain the meaning in one sentence; e) other method.
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2. Please organize the topic labels in the following manner in your answer:

(a) one topic label per line

(b) ranked by relevance where the first line label is the most relevant to you, and the last

line is the least relevant to you in describing the set of words.

3. If unable to choose at least one topic label, please explain why you are unable to choose a

topic label instead.

4. The following example 1 contains 4 topic labels, and the following example 2 provides an

example answer of why not a single topic label could be identified:

e Kg. 1

— word

wordl word4
— word k word m (inferred words)

— Sentence explaining the meaning.
e Eg 2

— I was unable to choose a topic label because wordl, word4, and word5 are about
one topic, and word2, word6, and word10 were about a completely different topic.

The rest of the words did not make any meaningful connection to me.

The second survey question / response is defined as follows:

Please copy and paste your topic labels one per line and include the words they were based on
in parenthesis. For example, assume topic labels 1 and 3 in your answer were based of words
not in the list, and topic label 5 was explained as a sentence. Your answer would then be in the
following format, e.g.:

e ‘topic label 1 (wordl word5 word7)’

e ‘topic label 3 (word2 word9 word10)’

e ‘T believe these set of words are also about this subject (word3 word9)’

For clarity, and similarly to [57], we also included an example response to the question above.
However, to be conservative we decided to use template example answers, as shown above (i.e.
wordl wordb) instead of actual words to avoid bias. Finally, we asked participants to time the
start and end of their responses, to assess the difficulty in interpreting the set of words as a proxy

measure of topic comprehension.
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Post Survey Analysis Question and Answers

Thus far, we have presented how we decided to instruct participants to answer our research ques-
tions, but we did not explain why these instructions suffice. We included two steps to the total
survey error measurement methodology [26], the post survey analysis question, and the post survey
analysis answer, to make our rationale more explicit.

If the Measurement (Survey’s Questions Section) and response instructions (Response Section)
serve as a process to generate data from the participants, i.e. the actual responses, then the post
survey analysis question and post survey analysis answer sections explicitly define what we intend
to analyze from the responses as a set of inquires to the responses (post survey analysis questions),
and the answer to these inquires (post survey analysis answers). Indeed, the measurement (survey
questions) and response sections were guided by the post survey analysis questions, which in turn
were based of our related literature, explained earlier in the chapter. The post survey analysis
answers will be encoded using the Coding Schema defined in the next section, and then evaluated
with survey statistics to answer our research questions.

Our post survey analysis questions, answers and associated rationale of why they help us answer

the research questions are as follows:

e RQ1. Are individual topics meaningful?

— Post Survey Analysis Question 1. Did the participant chose to list at least one topic

label for a given topic (set of words)?

x Post Survey Analysis Answer. Yes or No.

* Rationale. If at least one topic label can not be assigned, then the set of words are
not meaningful, and participants are expected to justify why they can not choose

one.

— Post Survey Analysis Question 2. How many out of the set of ten words were used

by the participant in topic labels, for a given topic (set of words)?

x Post Survey Analysis Answer. An integer between 1 and 10.

* Rationale. When evaluating if topics are useful, we hope all the words contribute
to one or more meanings (one or more topic labels). We thus consider a topic more
meaningful, if more of the presented words are used in at least one topic label. This
is also indirectly an evaluation of the maximum likelihood assumption: The words

that surface to the top are assumed to be meaningful when ranked in this manner.

— Post Survey Analysis Question 3. How many topic labels of the total identified by

a participant has least one inferred word for a given topic?

x Post Survey Analysis Answer. A real number between 0 and 1.
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+x Rationale. If topic labels have to be inferred from past knowledge of the partici-
pants, then it is more likely other participants will be unable to identify the inferred
topic labels (i.e. if they do not have said previous knowledge). Ideally, the set of

words should be self-contained for topic labels to be inferred.

e Post Survey Analysis Question 4. What were the word ranks of the used set of words in

topic labels for a given topic?

— Post Survey Analysis Answer. A vector of integers ranging between 1 and 10.

— Rationale. According to the maximum likelihood heuristic commonly used in the
literature, the higher the probability weight (and therefore the rank of the word), the
more descriptive of the word it is. We thus expect that participants derived topic labels

from higher ranked words than lower ones.

e Post Survey Analysis Question 5. How long it takes participant to choose topic labels

for a given topic?

— Post Survey Analysis Answer. A measure of time per question, in minutes which

includes both question and answer in the response.

— Rationale. Manual labeling of topics (set of words) is said to require a lot of mental
effort [45]. We expect meaningful topics to require less effort. While the first time of
completion may be biased due to the complexity of instructions, we expect the remainder
of the responses to consume only the time to assign topic labels, as the instructions are

the same other than the different sets of words.
e RQ2. Are the topics useful?

— Post Survey Analysis Question 6. Are coded labels from participant’s topic
labels associated with a safety threat and/or confounding factors that lead to the safety

threat? (i.e. is the topic label useful by our construct definition?)

x Post Survey Analysis Answer. A binary vector for each topic label of Yes or

No responses.

x Rationale. To be operationally relevant to ASRS, the identified topic labels should

relate to safety concerns, as discussed earlier in our research question definition.
e RQ3. Is the assignment of topics to documents meaningful?

— Post Survey Analysis Question 7. Are the coded labels from participant’s
topic labels semantically related to the report set title and description from which the

set of words were derived?
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* Post Survey Analysis Answer. A vector of Yes/No responses, where the number
of elements of the vector equals the number of topic labels.

* Rationale. While a participant may infer any number of topic labels (meaningful-
ness), the inferred topic labels still have to correctly represent the set of underlying
documents of the topic, which is reflected on the report set title and description the

topics were derived from.
e RQ4. Is the assignment of topics to documents useful?

— Post Survey Analysis Question 8. Are coded labels from participant’s topic
labels semantically related to the report set title and description from which the set of

words were derived and safety threats?

* Post Survey Analysis Answer. A vector of Yes/No responses, where the number
of elements of the vector equals the number of topic labels.

* Rationale. While a participant may infer any number of topic labels (meaning-
fulness), which are safety threats (usefulness), the inferred topic label still has to
correctly represent the set of underlying documents of the topic (i.e. a participant

inferring an incorrect safety threat would not be a meaningful assignment).

For responses in RQ1 which indicate no topic label can be chosen, we compare it to related
literature of bad topics [48].

Coding Schema

For each of the post survey analysis questions, we specified 1 of 2 types of post survey analysis
answers: Yes/No (1 or 0), or a number ranging from 1 to 10. In addition, the post survey analysis
answer may be single-valued or a vector. Since the post survey analysis answers are already numeric

or binary, no further coding is necessary.

Target Population

Our target population are ASRS Analysts and Pilots, as both are familiar with the ASRS database
and reports. When explaining usefulness in Section 4.2.3, we described the process in which
ASRS analysts could benefit by having topic modeling improve the process of summarization, and
subsequently navigation. While pilots do not summarize, they would still benefit of a navigation

capability if the topic labels are useful.

Sampling Frame

The frame population is the set of target population members that has a chance to be selected

into the survey sample (e.g. the sampling frame of a target population of U.S. adults could be a
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list of telephone numbers) [26, p.45]. In this study, they will all be either NASA employees, or
affiliates on NASA contracts. We refer to them as subject-matter experts (SMEs). Many of them
have experience across several domains of aviation, including air traffic control, dispatch, etc.
Sample

We use convenience sampling on the sampling frame. We have asked contacts who have helped us
in the past to volunteer as respondents.

Respondents

A total of 13 people volunteered to participate in the survey, two of which did not follow-up. We
first presented two participants with the survey for prototyping, and and the remainder nine to
take the final version of the survey.

Postsurvey Adjustments

We manually transcribed all responses to the two surveys questions to a tabular format, modifying

only grammar errors on words. The tables created contained the following columns:

e Raw Table 1

Participant ID

Survey 1D
— Participant Topic Label

Term

Participants could have multiple topic labels and multiple terms per topic label. Topic labels
which did not include set of words associated to them were eliminated from the table.

The information for time was annotated as follows:

e Raw Table 2

— Participant ID

Survey ID
— Start time of Q1 (Hour:Minute)
End time of Q1 (Hour:Minute)

Start time of Q2 (Hour:Minute)
— End time of Q2 (Hour:Minute)
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From the two tables above, the following tables were constructed for analysis:

e Analysis Table 1

Participant ID
— Survey ID
— Participant Topic Label

Does topic label contain at least one inferred word? (PSAQ3)
— Is topic label useful? (PSAQG6)

Is assignment of topic label to documents meaningful? (PSAQ7)

Is assignment of topic labels to documents useful? (PSAQS8)

e Analysis Table 2

Participant ID

Survey 1D
— Duration to answer Q1 (PSAQ5)
Duration to answer Q2 (PSAQ5)

Difference in minutes between answering Q1 and Q2

e Analysis Table 3

Participant ID

— Survey ID

— Participant Topic Label (PSAQI)
Term (PSAQ2)

— Term Ranking (1 to 10) (PSAQ4)
Coded Labels

Survey Statistics

We used summary statistics (mean, median, standard deviation) to look for inter-rater agreement

among the participants.
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4.3.2 Topic Model Setup

We now discuss how the topics, indicated in the survey as <set of words>, are generated by
the machine learning model setup in Figure 4.5. As shown in the Figure, there are many decision
steps, starting from what documents are input to the algorithm, to the number of words which will
be displayed. We decided to adopt the same evaluation model setup as in the previous chapter,
section 3.3.2.

We made one modification to pre-processing, however. Stemming is not usually used in topic
modeling when there is ample data, because the unstemmed terms generally result in topics that
are more easily interpreted [57], which is our goal in this chapter.

Because we have 435 possible pair combinations of the 30 report sets (30C2), and in the previous
chapter we also chose k = 2 topics per report set, we have a total of 435*2 = 870 topics. This
means that, for the same report set (e.g. fire and fumes), we will have multiple topics (sets of
words), in decreasing adjusted rand index, indicating how well the topic model was able to recover
the original report sets. What is left then is to decide which of the 870 topics we should choose the
set of words to present to participants.

In the related literature of this chapter, no other work used a model setup with ground truth (as
topic modeling is an unsupervised learning algorithm). Therefore, we use for comparison another
criterion, which is the document-topic probability assignment as basis for our rationale.

We have found different criteria for selection of documents based on their assignments to topics.
These consisted of random selection [57], highest probability set of words being compared against
lowest probability [13] and subject matter expert convenience sampling [48] (i.e. according to the
authors topics were first pre-filtered by subject matter experts based on their areas of expertise).

Since there was no apparent consensus we decided to use a ‘highest to lowest’ criteria of ARI.
Our rationale was that, in set of words with higher ARI there is less ‘leaking’ of words from a
different report set into the topic. Therefore, if participants are unable to comprehend the set of
words, we can more confidently attribute it to the words produced by the algorithm to represent
the topic, instead of poor grouping performance. A drawback of this approach, is that extremely
high values of ARI (e.g. 0.96%) are unlikely to be observed in practice. We defer to future work
understanding the implications of lower ARI scores, as this would require a larger number of subject
matter experts than what we have available for this study.

Having decided the criteria for the sets of words, a second decision is the choice of words (top n
criteria), and more generally whether or not only the set of words is to be presented or additional
metadata is required. For example [10], where LDA was introduced, used only the set of words.
Cutting et al. [17] used a combination of set of words and first sentences of a randomly selected
document. Minmo et al. [48] presented the set of words, and additional metadata for each topic,

namely a) the most common sequence of two or more consecutive words assigned to the topic, b)
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the four topics that co-occur most with that topic, the most common IDF-weighted words from
document titles, thesaurus terms, organization names associated with the corpus, journal titles
associated with the corpus, and a list of the highest probability documents for the topic. Recall
other non-textual displays also exist, as previously discussed in the literature review section of this
chapter. We decided to adopt only the set of 10 words, as this is the most popular representation
of topics in applied studies (see [1] for a table containing several studies). Finally, we decided to
only use the set of words, and no additional data, as the less data users have to process, the more
efficiently they can browse through topics.

Lastly, since each participant was expected to spend no more than one hour in the questionnaire,
a total of 5 set of words were presented to each participant. Using the criteria above, the report

sets, and the set of words derived from them were:

1. Cabin Smoke, Fire, Fumes, or Odor Incidents. smoke — cabin — fire — odor —

captain — passengers — fumes — cockpit — maintenance — attendant

2. Controlled Flight Toward Terrain. pilot — terrain — atc — feet — runway — airport

— captain — flying — turn — visual

3. General Aviation Flight Training Incidents. tower — pilot — feet — traffic — plane

— student — pattern — turn — airport — downwind

4. Penetration of Prohibited Airspace Incidents. tfr — airspace — approach — controller

— pilot — airport — departure — turn — heading — call

5. Passenger Electronic Devices. passenger — fire — smoke — cabin — seat — battery —

passengers — attendant — phone — captain

4.3.3 Response Diagrams

To answer Research Questions 2, 3 and 4, through the post survey analysis questions (PSAQ 6
through 8) we required subjective interpretations of the topic labels. To provide sufficient ev-
idence so that others may assess our subject’s interpretations, we represented the participant
topic labels and their assignments to the set of words, as provided by the participants, in Fig-
ures 4.8,4.9,4.10,4.11,4.12. Figure 4.7 provides the starting point of the method used to color the
diagrams, resulting in Figure 4.7. In this section we will use both figures to explain the method,
and discuss the results of the PSAQs in the Results section.

Recall all five surveys contain the same set of instructions, and only the set of words provided
are different. Therefore, the five diagrams follow the same structure. At the bottom, the set of 10
words are provided in the same order participants read them (and thus capture the notion of ‘top

terms’ towards left, and ‘bottom terms’ towards the right of the set of words). Preserving the order
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allow us to visualize how participant topic labels use the top and bottom terms. In the middle, all
participant topic labels are shown, with the exception of sentences. We chose to exclude sentences
because participants would at most use one sentence, and often the sentence would attempt to
explain the chosen terms and topic labels. They also included most of the words. Between the
set of words and topic labels are the mapping between the topic labels and words provided by the
participants. We manually colored the connections which the set of words overlapped the most
between topic labels to facilitate examination. Finally at the top, we provide our coded labels,
and also our assignment to the participant topic labels. Our coded labels use both our subjective
interpretation of the participant topic labels, and the mapping to the set of words the participant
provided. Here, we leverage our coloring of connections to aid in sense making of the inferred
underlying concept of the topic labels, and minimize our own assumptions biasing our coded topic
labels. For example, in Figure 4.8, one participant chose as topic label ‘May be a topic’. We found
said topic label to be ‘Fire’ related not because we understood that from ‘May be a topic’, but
because the participant indicated the term ‘Fire’ influenced its choice.

To the left of the figure, we included the report set’s title and description the set of words at
the bottom were ‘derived from’ (recall as per our method, we chose the highest Adjust Rand Index
partitions for the given set of words). We only use the report set and description information for
RQ3 and RQ4.

To begin the coloring, our first step is to start from the set of words at the bottom, and look
across all the uncolored dashed edges in the constructed mapping between topic labels and set of
words provided by the participants. In particular, we look for the highest number of words that
have topic labels in common. In Figure 4.8, we see that is the case for the words ‘Smoke’, ‘Fire’
and ‘Odor’. We then replace the dashed lines touching these three words by a solid colored line
(red in this case). Subsequently, we color either the topic label they touch outline or filling (but
not both) with the associated color. This means that in Figure 4.8 topic labels with a red outline
all share the same set of words in common, ‘Smoke’, ‘Fire’ and ‘Odor’).

One could ask, why not also include ‘Cabin’ in the list of words to color with a red solid line
in this case. Observe that doing so would decrease the number of topic labels with red outline,
as there are fewer topic labels that share these terms. Since our goal with coloring is a means to
an end to identify related topic labels that may be ambiguous to comprehend from their meaning,
but which share words, we strike a balance between the most words in common and the most topic
labels shared.

We again tried to perform step 1 to other words. For example, take the word ‘Fumes’, which
instead of having three words in common, is by itself. By following the same method, we again
made the outgoing dashed lines from Fumes into solid orange lines, and colored all topic labels it
touches, this time the filling. The choice of filling or outline is irrelevant. Our interest is mainly

to facilitate the human eye to quickly capture overlap. With the affordance we have available
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here, boxes, that allow us to only use the outline and filling color. We can see in Figure 4.8 that
associating ‘Fumes’ with a different color, allow us to see a topic label that was fire related (‘Fire
problem’), but did not share ‘Fumes’.

Once most overlaps were manually identified, and topic labels we then moved to Step 2. We
started from the now colored topic labels, and colored the remaining dashed lines touching them the
color of their box. If the box has two colors, we subjectively chose the color we believed represented
the main theme based on the topic label meaning and the words used. Our goal with step 2 was
to identify missing connections were completely overlooked. Once this process was completed, we
re-evaluated if the participant topic labels were properly shuffled in a way they are adjacent to
related themes. Steps 1 and 2 continued until we believed we achieved a reasonable comprehension
of the topic labels and the coded labels properly reflected them.

The process described above is not an algorithm; it is intended to facilitate the final evaluation
of our PSAQ answers, which in turn relies on the coded labels. It is entirely possible in reproducing
the method that some other coloring is obtained, but we expect the coded labels to be similar.
In future work we hope to evaluate via multiple inter-rate agreement of other coders. In the end
we hope, through the coloring, it is easier to evaluate whether the coded labels are indeed related
to the participant topic labels they derive from, and subsequently the words, as only the coded
labels are used to answer RQ2, RQ3, and RQ4, and not the coloring method).

4.3.4 Prototype

In this section, we discuss the changes made and not made on the survey based on the prototype
phase. In total, there were 4 versions of the surveys. We present 3 surveys discussed in this Section
on Appendix C. The differences between the 3rd and 4th versions are minimal and also discussed

in this Section.

Version 1 - Open-ended and Multiple Choice Format

The first proposed version of the survey sought to assess participants understanding of the set of
words both in an open-ended and multiple-choice format, in addition to their confidence in doing
so. This survey was then reviewed by three senior researchers, two of whom were aviation subject

matter experts. The following shortcomings were identified:

1. It was not clear what would constitute the “right answer” to the open-ended question of the
set of words meaning, nor the results could be interpreted. For example, if the responses were
a range of different descriptions like “Fume Event”, “Smoke in the Cabin” and “Captain is
reporting a fume event in which the passengers detect an odor in the cabin”, it would be hard

to even compare responses for consensus without avoiding extensive subjective interpretation.
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2. While the rationale behind including a confidence question was to serve as a proxy if partici-
pants were making informed interpretations or randomly guessing the description of meaning,
“confidence” itself is a participant specific subjective metric. If one respondent has high con-
fidence that ‘smoke in the cabin’ is the true meaning, and another has high confidence that
‘fume event’ is the true meaning, given said subjectivity, it was not clear how these results

would be interpreted, as both are partially correct.

3. To get a more quantitative response, we considered asking participants to rate the relevance
of each key word or rank order them. We factored the mapping of the answers to the
original set of words as an important factor to keep in the next version of the
survey, however, an additional step was still necessary in the instructions to account when

participants understood multiple meanings from the set of words.

4. Finally, a problem with the multiple choice question is that it could taint the answers to the

following set of words.

Version 2 - Task Format

Based on the lessons learned from Version 1, the second proposal removed the questions asking for
confidence and providing multiple choices due to the aforementioned limitations.

To facilitate the evaluation of research question 1, that of the meaningfulness of the set of
words for the participants, we wanted to use open-ended questions while providing more structure
to the responses, so a “right answer” and “comparable answer” could be viable. An additional
requirement is that this structured answer acknowledged that any number, from one to multiple
meanings, were acceptable. Based on related literature [45, 57], we chose to ask participants to
choose topic labels, instead of fully open-ended answers.

Topic labels, similar to tagging, served to provide a succinct representation of one more meanings
to respondents. In addition, the related literature [45] acknowledged, and even claimed certain
representations of topic labels (phrases), were superior to others (word, sentences). We chose to
provide respondents with the option of choosing the way they preferred to define their topic labels,
and considered that one of the objects of our analysis, or post survey analysis question, was to
answer if the set of words were or not meaningful (RQ1).

Having defined a format to obtain multiple interpretations in Question 1 as topic labels, we
then requested, in Question 2, that participants provide the mapping to the set of 10 words for
each question label, so they could be comparable. In this version, the full traceability of the survey,

from research questions to summary statistics was reviewed once again, as presented in Figure 4.6.
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Version 3 - Task Format Test Run

A major concern of Version 2 of the survey was the complexity of its instructions. We considered
three tools to present our survey: Google Forms, Survey Monkey! and Qualtrics?. Unfortunately,
only Google Forms allowed us to download the collected responses without a paid license, and
the only suitable format for the answers were open-ended questions. For example, if Google Forms
allowed for a question format of “connecting two words with a line”, then the burden of instructions
in Question 2 could be lessened.

To evaluate if the survey instructions could be comprehended the instructions provided, we
performed a test with two participants (we emphasize that the participants in this survey is a
highly specialized cohort, and hence the number of participants was very limited).

We asked the two participants, provided with the consent form and survey and without further
instructions, to answer the questions so we could validate the clarity of the instructions. The test-
run participants were presented with only one of the five surveys, as the instructions were the same,
other than the sets of words presented for the assignment of topic labels.

The conclusions are separated based on a) the feedback provided directly from the participants,
and b) conclusions derived based on their responses. Moreover, to identify gaps in the identified
limitations of the prototype and obtained feedback, we created the following checklist to each

identified problem:
e Participant X - Problem i

1. What was the observed inconsistency between survey instruction and participant re-
sponse?

2. Why did the participant not follow the instruction / did something different than ex-
pected?

3. What portion of the survey led to the confusion?
4. How can we, the ones applying the survey, can address it?

5. Should we incur the risk of the change, or keep the survey as is? Why?

The following is the list of identified problems using the template above. Note the template

was not presented to the participants to avoid restricting our biasing their feedback:
e Problem 1 - Test Participant 2 Feedback

1. Participant did not answer question 2.

2. Participant understood to only answer question 2 if all words in the topic label were

inferred. If only partial or none were inferred, then skip.

"https://www.surveymonkey . com/
*https://www.qualtrics.com/core-xm/survey-software/
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3.

The survey instruction “If you infer a topic label using words not listed in the word set

)

above (See 1 item b above)” references item 1b, which states “b) infer one word that is

not in this list”.

1) Make question 2 mandatory, 2) reword the instruction from “b) infer one word that

is not in this list” to “b) infer one word one or more words that is not in this list”.

. We accepted change 1) to make the question 2 mandatory, however we rejected change

2), as Problem 3 solution also resolves change 2).

e Problem 2 - Test Participant 2 Feedback

1.

Participant answered one topic label in Question 2 with 4 words in parenthesis, but also

commented it could have used 10 words.

. Participant was not clear whether to "only specify the dominant words between the

parentheses or list all the words”.

. In question 2, the sentence ”and the words they were based on in parenthesis” does not

specify any criteria for word dominance.

1) Specify only dominant words should be included.

. We rejected 1) as it would be hard to specify a threshold for when a word becomes

dominant, and potential risk of biasing since the choice of words in question 2 is also

one object of analysis in this work.

e Problem 3 - Review of Test Participant 2 Answers

5.

. Participant did not answer question 2.

. If topic label only includes non-inferred words, participant will assume question 2 should

not be answered. The interpretation of the instruction is correct, but the instruction
itself is incorrect. Amnother test participant included more words in parenthesis than

those in the topic label even if no inferred words occur.

. Question 2 says “If you infer a topic label... then...”, which excludes the case “If no

words are inferred”.

The sentence “If you infer a topic label using words not listed in the word set above
(See 1 item b above), or used a sentence to explain (See 1 item d)” was removed. The
subsequent sentence was also edited “Please speeify—thesecopy and paste your topic
labels one per line and include the words they were based on in parenthesis” (words in

bold are new).

We decided to replace the sentence, as it also addresses Problem 1.

e Problem 4 - Review of Test Participant 2 Answers
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. Participant submitted one topic label of question 1 per response for a total of 5 responses.

. Google Forms display long answer text boxes as a single line. Participant did not realize

keyboard key “enter” could be pressed to obtain more lines. In addition, Google Forms
option “Show link to submit another response” was enabled by default, suggesting to the

participant more responses were encouraged (and hence one topic label per response).

The instruction “1) place one topic label per line” was deemed impossible by the par-

ticipant due to the Google Forms interface.

. The Google Forms option “Show link to submit another response” can be disabled. In

addition, a “Sample Response Template PDF” can be included to participants. To avoid

bias, the sample answer still uses the format ‘word1 word3’ etc instead of being concrete.

. The Google Forms option to show links was disabled, and the Sample Response Template

PDF” included. The PDF file responses are included in the Appendix. We note it was
not possible to enforce one response per participant in Google Forms, as that requires
identifying information of the participant (e-mail), which would violate the anonymity

specified in the IRB protocol.

e Problem 5 - Test Participant 1 Feedback

L

All followed, but instructions were claimed to be ambiguous to participant.
The participant claimed it would be helpful to give more concrete examples.
No specific sentence was pointed out by the participant.

A handout with actual examples was proposed by the participant, with set of words and

responses.

We chose as a compromise to provide a handout but with template answers, as it helped
address Problem 4. However, we did not introduce an actual example due to potential

risk of biasing the participants in our post survey analysis questions.

In addition to the above, one of the two test participants remarked they had previously read

one of our papers [63]. While this did not pose a threat, as the related work did not concern the
survey, we found it important to account for the level of familiarity of the participants on both the
method (topic modeling), and the domain (aerospace) and data (ASRS) used in the experiment,

to assess if a higher level of familiarity with them could influence the responses.

Version 4 - Time Questions

The final survey was presented to an additional senior researcher for commentary. We decided
to add an additional instruction for participants to measure how long they took to answer each

question, to gauge comprehension difficulty.
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A strong threat to validity to the measure of time is that the participant response would include
both the time to read and comprehend the instructions and to choose topic labels, whereas the
latter was the true object of interest. However, this threat to validity is alleviated given that the
same instructions were presented to participants for each of the 5 sets of words. We expect that
the later responses will more accurately reflect the time for participants to assign labels due to

instruction familiarity.

4.4 Results

We now answer our four research questions, through our post survey analysis questions. We re-
emphasize that the goal of the four research questions is to incrementally evaluate the participants’
understanding of the set of words. In RQ1 and RQ2, our goal is to assess participant comprehension,
but we do not assess if said comprehension matches the reports’ narratives from where the set of
words were generated. In RQ3 and RQ4 we do evaluate if the comprehension reflects the narratives,

indirectly via the report sets.

RQ1. Are individual topics meaningful?

Post Survey Analysis Question 1. Did the participant chose to list at least one topic label
for a given topic (set of words)?

Only one participant in the second survey concerning controlled flight towards terrain stated
it was not possible to identify a topic label: “This set could lead to an infinite number of possible
reports, it does not identify a clear single topic”. Therefore, overall participants were able to draw
from experience to suggest topic label meanings.

Post Survey Analysis Question 2. How many out of the set of ten words were used by the

participant in topic labels, for a given topic (set of words)?

Survey ID | Mean | SD
1 8.78 | 1.64
2 7.37 | 3.11
3 733 | 3.31
4 7.89 3
5 8.11 | 2.47

Table 4.2: PSAQ2 - Average number of words from the set of words used in participants topic
labels.

We can see in table 4.2 that on average participants used 7 or 8 out of the 10 words made
available across all surveys, with a small standard deviation. Ideally, all words would be of use of

the participants, but there is a consistent use of their majority.
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Post Survey Analysis Question 3. How many topic labels of the total identified by a
participant has least one inferred word for a given topic?

The average number of topic labels which contained at least one infer term per participant is
shown in Table 4.3, which quantifies PSAQ3.

Survey ID | Average Percent of Topic Labels
1 68%
2 58%
3 50%
4 7%
5 46%

Table 4.3: PSAQ3 - Average percent of topic labels containing at least one inferred term.

Ideally, the set of words provided should be sufficient to explain meaning, or otherwise tacit
knowledge may be require to relay or even identify what the underlying set of reports may be.
Post Survey Analysis Question 4. What were the word ranks of the used set of words in

topic labels for a given topic?

Survey ID | Survey Average of Term Rank Medians
1 4.89
2 5.64
3 6
4 5.1
5 5.18

Table 4.4: PSAQ4 - Survey Average of Term Rank Medians.

In table 4.4, we can see the median ranking of the terms chosen on each topic label, averaged
out across all participants in the survey. Ideally, we would expect the index to be closer to 1.
The index of the terms nonetheless ranges within the set of 10 words, which suggests top 10 terms
is appropriate to the display of topics, or potentially even less for inference of the underlying
documents.

Post Survey Analysis Question 5. How long it takes participant to choose topic labels for
a given topic?

In table 4.5, survey 1, as expected, has a longer time duration to answer the questions compared
to the remaining surveys, as participants are learning the instructions, with an average difference of
two minutes more. The remaining questionnaires indicate an average between 4 and half minutes
to identify different topic labels of every question.

Overall, we consider the answer to RQ1 to be yes, topics are meaningful. However, we can see
there is room for improvement as participants have to tap into tacit knowledge by inferring terms

to convey meaning, the words used are not among the top terms of the 10 words, but in the middle,
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Survey ID | Mean Time Q1 | Mean Time Q2 | Time Between Q1 and Q2
1 7 4.5 44
2 4.44 3.3 0.77
3 5 2.7 0.44
4 4.9 2.5 0.44
5 4.33 2.66 0.33

Table 4.5: PSAQ5 - Participant mean time to answer survey questions and time between survey
questions.

and it takes at least 4 minutes to interpret just 10 words.

RQ2. Are the topics useful?

Post Survey Analysis Question 6. Are coded labels from participants’ topic labels
associated with a safety threat and/or confounding factors that lead to the safety threat? (i.e. is
the topic label useful by our construct definition?)

Using the coded labels we found participants were able to identify safety threats in three of the
five surveys. Specifically, Figures 4.8 (coded labels fumes and fire) and 4.12 (coded labels fire and
cabin smoke) were related to fire safety threats. Figure 4.9 captures safety threats with the coded
labels terrain and runaway excursion. In Figures 4.10 and 4.11, no codes are associated to safety
threats.

We note some words in the diagrams led to more different coded labels than others. In Figure
4.9, the term ‘runway’ was associated both to the coded labels ‘terrain’ and ‘runway excursion’,
but also ‘go around’, ‘landing operations’, and ‘phase of flight’. In Figure 4.10, the term ‘traffic’
was associated to the coded labels of ‘conflict’, ‘tower’ and ‘airport traffic’.

These terms are interesting from the perspective of terms generated by an algorithm, because
they help provide context to the meaning of coded labels when combined to other terms.

Therefore, the answer to this question is mostly (3 out of 5) yes.

RQ3. Is the assignment of topics to documents meaningful?

Post Survey Analysis Question 7. Are the coded labels from participants’ topic
labels semantically related to the report set title and description from which the set of words were
derived?

In this and the following RQ, we evaluate if the identified coded labels reflect the underlying
reports from which the set of words were derived. Since examining every report in ASRS would be

time prohibitive, we compared the coded labels instead to the report sets title and abstract (shown
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in every Figure to the left). Note in this RQ our interest is to see if the coded labels are related to
title and /or abstract, regardless of being safety threat related.

We can see across all report sets, at least some of the coded labels relate exactly to the main
theme of the report set, which is highlighted by the colors in the coded labels.

In Figure 4.8, the coded labels “fire” and “fumes” relate to the title and description of the
report set, Cabin Smoke, Fire, Fumes or Odor Incidents. This is expected, given the set of words
generated by the algorithm also contain these words and others (e.g. odor). In Figure 4.9, terrain
and runway excursion to controlled flight towards terrain.

Figures 4.10 and 4.11 coded labels, although not related to safety threats, properly relate to
the report set meaning. In Figure 4.10, the coded label “instructional flight”, is associated to the
report set of training reports, and Figure 4.11 matches exactly one of the two types of incidents
covered by the report set (“tfr”, which stands for temporary flight restriction).

Finally, in Figure 4.12, although the coded label associated to safety threat was “fire” (RQ3,
PSAQG), the title and description of the report sets are matched by the coded label of “phone
battery”.

We can see in particular to the report sets of instructional flight in Figure 4.10 and in phone
battery 4.12 that a single word led to the proper inference of the report set, respectively ‘student’
and ‘battery’.

The answer to RQ3 is therefore yes, participants were able to interpret, from the set of words,

the meaning of the report sets.

RQ4. Is the assignment of topics to documents useful?

Post Survey Analysis Question 8. Are coded labels from participants’ topic labels
semantically related to the report set title and description from which the set of words were derived
and safety threats?

In this research question, we combine the answers to RQ3 and RQ4, i.e. are there report sets
in which the coded labels are safety related and also relate to the report set?

Based on the answer to RQ3, we know the coded labels from Figures 4.8, 4.9, and 4.12 convey
safety threats. Here, we are interested in knowing if they also convey the safety threat of the report
set. As we noted in RQ3, Figure 4.12 conveys a safety threat, but is not the main theme of the
report set. Therefore, only the report sets of Figures 4.8 and 4.9 convey safety threats associated
to the report set.

Since the minority of the surveys satisfy PSAQ 8, the answer to RQ4 is no. While one of the
report sets does not actually convey safety threats (General Aviation Flight Training Reports),
which would even the surveys in half, we had hope that participants would be able to identify from

the set of words incidents concerning electronic devices, and incidents associated to penetration of
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prohibited air space. The fault, however, seems more associated to the set of words displayed than

participants being unable to derive meaning associated to the report sets (as shown in RQ3).

4.5 Threats to Validity

In the process of tabulating the responses, we observed the following threats to validity: Out of the
X topic labels assigned to participants, 12 topic labels were removed.

Some responses seem to follow the example template response too closely. For instance, the
response would have the format topic label 1, topic label 2, ..., topic label n, followed by a sentence.

Participants sometimes included in their response additional judgments of the potential benefit
or lack of for the method (briefly explained at the start of the survey for context). However,
participants judged their value in respect to the method in identifying keywords to search for
reports, which was not the intended goal of the study.

We also received requests for clarification for some of the instructions, despite not observing
confusion during the prototyping. However, we were careful to not provide any example responses
in providing clarification to avoid biasing participant answers.

Finally, the majority of the 9 participants required one reminder to complete the survey, which

introduces a risk that the responses may have been rushed.

4.6 Conclusion and Future Work

In this chapter, we assessed the meaningfulness and usefulness of topics, and their assignments [57].
We concluded that participants were not only able to assign topic labels (RQ1), whether safety
threat related or not (RQ2), but also that these topic labels were in general related to the report
set title and description they were derived from (RQ3). We believe these results are promising,
given participants guessed the topic label only from 10 terms instead of having to read the 50
report narratives for each report set (which the set of words were derived from). While navigation
of report sets by theme using words seems promising, understand whether the underlying reports
are associated or not is unclear (RQ4).

In future work can explore other useful properties of topic modeling, such as whether topics
are discriminative and have high coverage [45]. And we can include other metadata to evaluate if

more information can be derived from reports without requiring reading the narratives.
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Figure 4.9: Report Set: Controlled Flight Toward Terrain.
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CHAPTER 5
IDENTIFYING EMERGING THREATS THROUGH FREE
TEXT: GROUPING OVER TIME

In the previous Chapters 3 and 4, we evaluated the performance, meaningfulness and usefulness
of groupings using topic modeling for point in time datasets. We improved on the state-of-the-art
by leveraging external data as ground truth, whether generated by ASRS (Report Sets), CVE, or
via subject matter experts (Questionnaire Responses). The different methods also evaluated the
two different parts of a topic: the document-topic matrix, which defines the groupings, and the
topic-term matrix, which defines the terms to comprehend the groupings. In this last chapter, we
leverage both matrices and methods using COVID-19 as a use case to identify if emerging safety
threats can be identified over time. We do so by using topic flow, introduced in this chapter, to

construct timelines, that separate the evolution of different topics over time.

5.1 Introduction

Since March/April 2020, COVID-related reports in ASRS screening increased dramatically, sug-
gesting ‘waves’ of safety concerns that have changed week-by-week from March to the present. We
use COVID-19 as a use case study to evaluate if topic flow can identify themes that have changed
over time. Little metadata is available on these reports, making a strong case for leveraging narra-
tives and thus the application of topic flow. Specifically, we pose the following overarching research

question:

Can topic flow detect emerging COVID-19 topics?

We chose COVID-19 Reports for a few reasons. First, this is a very relevant and current theme
to facilitate the identification of reports. Second, the vocabulary surrounding COVID-19 is not as
specialized as other topics within ASRS, making it a good candidate for evaluation in the scope of
this work, as non-specialist readers can relate to the identified themes. Lastly, ASRS has created
a large report set for this theme, which reflects its importance to aviation safety. This report
set contains 1213 COVID-19 related reports to date, all of which are in 2020, making it a strong
candidate for evaluating our method. To empirically evaluate our overarching research question,

we define the following research questions:

RQ1: Are there timelines whose terms clearly suggest the prevalence of COVID-19 reports

on its topic’s top terms?
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Timelines constitute the evolution of themes in text over time. Ideally, stakeholders should be

capable of navigating through a set of terms alone to identify the emergence of COVID-19 topics.

RQ2: If there exist timelines where the top terms suggest a prevalence of COVID-19 reports,
what proportion of the Report Set’s COVID-19 reports do they account for?

Our goal here is to understand how many COVID-19 reports in the COVID-19 Report Set a
user would have detected via the top terms in a given timeline, i.e., the precision and recall of the
report set in a given timeline. We emphasize the Report Set here, because the COVID-19 Report
Sets are not necessarily all COVID-19 reports in the year 2020. We find the comparison pertinent
nonetheless, as our goal is to automate the identification of emerging safety threats, and thus can
serve to compare if the Report Set did not exist, how many of the reports upon further inspection

of the timelines would have been uncovered.

RQ3: Are there timelines that consist exclusively of reports from the COVID-19 Report
Set?

Here we ask a slightly different question than RQ2: Rather than focusing on the proportion
of reports from the COVID-19 Report Set, we focus on the proportion of said COVID-19 Reports
per Timeline, i.e., how “saturated” is each timeline with COVID-19 reports from the Report Set.
Ideally, we would like to know how many of all COVID-19 reports in 2020 each timeline has, but
this information is not available (as it would have required the exhaustive manual inspection by
ASRS of each incoming report). Nonetheless, if we can identify timelines that contain close to or
100% of the COVID 19 reports from the report set, the effect is the same. Unique COVID-19
timelines are highly valuable from a user standpoint, as the user will have a higher precision of

identifying COVID-19 reports upon further inspection.

5.2 Method

In Figure 5.1, what we mean by analyzing points in time, is the independent evaluation of each
month’s topics. In the Figure, this is equivalent to evaluating, in each experiment, a vertical line
of rectangles. Each rectangle represents a topic and therefore contains a document-topic matrix
and a topic-term matrix. We attempted to understand in previous chapters if each month could be
grouped correctly and if the set of terms were meaningful and useful using report sets and subject
matter experts through a questionnaire.

In this chapter, our focus is on empirically deriving the edges between the rectangles shown in
Figure 5.1, and devising a method of evaluation to assess if the evolution of a topic can indeed be

observed.

94



Filters Topic over time Similarity

== || H
|

Jan Feb Mar Apr May Jun

Figure 5.1: Topic Flow Model, adapted from [71].

5.2.1 Constructing Monthly Topics

To obtain multiple topics per month, as shown in Figure 5.2, we downloaded all ASRS 2020 reports
publicly available via the ASRS Database Online ! in tabular format.

Each ASRS report contains a timestamp of the format year-month (day or time information
is not available). We used this timestamp to partition the entire collection of 2020 reports into
months and then applied WarpLDA to each month separately. Therefore, in the example shown in
the Figure which displays six months, WarpLDA would have been applied six times. ASRS has, at
the time of the writing, eleven months worth of reports (January through November), and therefore
WarpLDA was applied eleven times.

An important consideration here is the number of topics k, which in turn reflects the number
of rectangles shown in Figure 5.1 per month. Since the algorithm is executed independently per
month, any number of topics ranging from 2 and higher is a candidate number of k, and we chose
k = 10 for all months. Our rationale is as follows:

In Chapter 3, we used the standard approach in topic modeling with perplexity to identify the

"https://asrs.arc.nasa.gov/search/database.html
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Figure 5.2: ASRS Report Partition for Monthly Topics.

ideal number of topics. However, our emphasis was on optimal grouping performance. While this
is also true for topic flow, here we share the concerns of Chapter 4: the presentation of terms
should be meaningful and useful to users. According to [13], both approaches are at odds: The
authors even concluded that optimizing for perplexity groupings led to less meaningful sets of terms
presented to users. A method to address the conflict, however, is not proposed. This is consistent
with the closest work related to ours in [37] which applies topic modeling to identify trends in a
NASA dataset. The authors state that the process of selecting the topic modeling parameters lacks
definitive guidance.

We, therefore, decided to emphasize performance instead: The number of topics is reasonably
sized to not be too small or too computationally expensive to be able to identify candidate edges
among the resulting 11 months * 10 = 110 topics.

We chose this number for performance purposes only, as the construction of the edges, as we
will discuss next, requires the Cartesian product of every pair of consecutive month’s topics to
assess their similarity and to construct the entire year’s timeline requires the construction of 110
topics.

Finally, topic flow will compensate, to some degree, for any underestimation or overestimation
of the “true” number of topics. If a given month has too many redundant topics, we would expect
them to converge to a single topic in a subsequent month. Conversely, we expect them to split into

different topics in the following month.
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Figure 5.3: Connecting topics over time using topic term matrices.

5.2.2 Connecting Topics over Time

As we noted earlier, each rectangle in Figure 5.1 consists of a topic-term matrix and document-topic
matrix. To create the edges shown, we use a similar approach to [71], which exclusively uses only
the topic-term matrix.

Specifically, after we construct the monthly topics in Figure 5.2, all topic’s (rectangles) topic-
term matrices in month ¢ are paired (via cartesian product) with month i+1 (e.g. Jan-Feb, Feb-Mar,
etc.). For each pair we then compute the cosine similarity of the topic-term matrices, as defined in
5.1. The cartesian product is shown in Figure 5.3.

cos(f) = — T (5.1)
Tzl 1,

Where in equation 5.1, z; and z; represent topic-term matrices, consistent with the notation
introduced in previous chapters. The intuition here is that if the distribution of the set of words is
similar between topics, then they are considered similar.

For example, for topic 1 in January, its similarity to all ten topics in February is calculated.

What remains then is to decide which candidate edges to keep, resulting in a diagram similar to
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the one shown in Figure 5.1.

In [71], the authors use a global threshold for all topics that a user can select via a slider (top
left of the Figure 5.1) to adjust what threshold should be used between all topics to preserve the
lines. We see some limitations with this approach: The decision of threshold is entirely up to the
user by trial and error, and it is not necessarily clear how the user would have achieved the correct
parameter. Moreover, we find it unlikely that a single global threshold can effectively reflect all
pairs of topics and believe a different approach to establish the line filtering criteria could more
accurately reflect the trends. Specifically, we chose to use maximum likelihood instead and include
alongside each edge the associated similarity weight (which ranges from 0 to 100%).

Consider again the previous example where January’s topic 1 has ten candidate edges to the ten
topics of February. Suppose also among the ten February topics, Topic 7 has the highest similarity
to January’s topic 1. Then, via maximum likelihood, we claim topic 1 is connected to topic 7,
and the remaining candidate topic edges are deleted. A major threat to validity, in this case, is
that topics may end up connected while having very low similarity. However, since we know the
similarity weights, while inspecting the terms of January’s topic 1, the terms of February’s topic 7,
and the similarity weights of other topic pairs of the two months, we may conclude that the topics
are, in reality, disjoint. If this is the case, then all the remaining nine candidate edges would also be
disjoint since the chosen edge had the highest similarity weight. Therefore, we find this an easier
approach to derive the edges from the candidate edges in topic flow.

Note this does not necessarily put the burden on the user. The user is primarily looking at the
set of words for sense-making. If there is a disconnect in meaning, the user can then “drill down”
to make a more informed guess. This is different from the global threshold approach from [71],
where, from the very start, users have to identify a global threshold for all of the datasets without

any data evidence.

5.2.3 Paths and Timelines

To facilitate discussion in the following results section, we define the set of single topics (rectangles)
shown in Figure 5.1 connected across all months as a path, in the sense sense of graph theory. A

timeline is defined as a set of paths that contain at least one topic in common.

5.2.4 Types of Topics within Timelines

In topic flow’s original definition [71], the lines that connect the rectangles represent four types
of relations: emerging, continuing, ending and standalone. In Figure 5.1, the green rectangle
represents emerging, the blue rectangle continuing, and the red rectangle ending. A standalone
orange rectangle would resemble the colorless rectangles shown in the Figure, although we left
them colorless to emphasize the other colored three, which exemplify a a timeline. Specifically,

emerging topics are those that have no earlier month’s topics connecting to it. Conversely, ending
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topics are those that have no later month’s topics connecting to it. Continuing topics are those
who have both prior and following months edges, and standalone those who have neither.

In the maximum likelihood criteria we adopted, topic flow will generate all but standalone
topics. However, if users deem the similarity weight to be low for any pair of topics and/or the set

of terms of the chosen month pair disjoint, then in this case the topic may become standalone.

5.2.5 Deterministic Mapping Criteria

To answer RQs 2 and 3, we must consider documents as belonging to a given topic, or not, and
therefore to a given path and timeline. Similar to Chapter 3, we must provide a deterministic
mapping to evaluate whether the topic assignment is accurate using our evaluation dataset. In
both Chapter 3 studies, we used a maximum likelihood assumption, i.e., we assume the highest

likelihood reflects the more appropriate, and importantly, single mapping.

5.3 Results

The result of performing topic flow in the entire 2020 ASRS Database is split into two Figures
due to space constraints, and shown in Figures 5.4 and 5.5. We now answer our three research

questions.

RQ1: Are there timelines whose terms clearly suggest the prevalence of COVID-19 reports

on its topic’s top terms?

We manually identified, using only the terms of each topic, a total of 19 COVID-19 topics out
of the 110 topics, distributed across 6 paths (Path IDs 12, 4, 2, 6 1 and 32) and 4 timelines (1, 5,
6, 32). The list of terms associated to each of the 19 identified topics is shown in Tables 5.1 and
5.2. The identified COVID-19 topics are also highlighted in a red rectangle in Figures 5.4 and 5.5.

Therefore, the answer to RQ1 is Yes, it is possible to identify timelines in which terms clearly
suggest the prevalence of COVID-19 reports. We note the first COVID-19 related topic through
the set of terms dates from March, which is the first occurrence of COVID-19 reports in the ASRS
COVID-19 Report Set (Timeline 1, Path ID 12 in Figures 5.4,5.5. We also observed from the Figure
that at least one topic in every month of the timeline from March and onward contained terms
associated to COVID-19, but in different timelines. We would expect therefore that they convey
different meanings, or otherwise the topics should have been part of the same paths.

In Path ID 12, we see terms suggestive of the crew preparedness through company training to
assist passengers due to the virus. Path ID /, in turn emphasizes the use of face masks and row
seats for passenger safety. The focus of Path ID 6 is on the effect of COVID-19 on work days of the

crew, and airport related flying safety issues. Common to Path IDs 4, 6, and 2 are the topics in
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Timeline | Path | Topic | Month | Top 10 Terms

ID ID ID

) 2 2 Jan traffic tower approach airport clearance pilot fi-
nal departure turn frequency

5 2 4 Feb traffic tower final cleared told left pattern pilot
downwind made

) 2 4 Mar tower turn airport miles fuel left landing ap-
proach flying frequency

5 2 6 Apr tower class clearance traffic airspace vir depar-
ture route called asked

5 2 ) May tower taxiway taxi controller control cleared
contact airspace plan short

5 2 3 Jun tower controller clearance departure asked told
ground called cleared frequency

5 2 3 Jul tower taxi clearance ground frequency ramp
taxiway turn controller cleared

5 2 3 Aug departure clearance crew due pilots noticed area
correct change takeoff

5 2 3 Sep due close pilots flying change company
covid times missed atc

5 2 2 Oct day due company covid hours captain
event trip message flying

5 2 6 Nov company training crew covid month due
informed situation return pilots

Table 5.1: Set of top 10 related words for the topics of Path ID 2, which contain COVID-19 related
terms. These topics can be seen in the Figure. This displays all the topics in path ID 2, both
COVID-19 related and non COVID-19 related words. Rows in bold indicate adjacent topics in
which terms were deemed COVID-19 related.
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Timeline | Path | Topic | Month | Top 10 Terms

ID ID ID

1 12 2 Mar company safety supervisor told covid pas-
sengers training virus crew hand

1 12 9 Apr crew covid company information due in-
formed action day safety fact

1 12 8 May maintenance crew fuel made cockpit ramp posi-
tion make situation dangerous

5 4 1 Apr mask passengers passenger safety masks
covid fa rows people seat

5 4 9 May passenger mask masks safety face crews
service told wearing seat

5 4 9 Jun taxi taxiway short line passenger hold
ramp takeoff make mask

5 4 3 Jul tower taxi clearance ground frequency ramp
taxiway turn controller cleared

5 6 7 May flying due part noticed day failed covid
panel looked flown

5 6 6 Jun day crew work days hours part event covid
working company

5 6 2 Jul airport working covid day area flying issue
safety due information

5 6 6 Aug day company crew told covid part number
ramp work call

5 6 8 Sep safety air day work made hours operations
covid service make

6 1 9 Jul mask passenger passengers asked fa seat
told put gate policy

6 1 7 Aug mask passenger passengers fa seat asked
policy told face captain

6 1 5 Sep mask passenger passengers asked fa told
put policy wear attendant

6 1 1 Oct mask passenger passengers attendant
wear seat fa asked wearing boarding

6 1 7 Nov passenger passengers policy mask fa seat
attendant service distancing social

10 32 8 Nov tower work flights shift cleaning winds-
hear told controllers safety covid

Table 5.2: Set of top 10 related words for the topics of Path IDs 1, 4, 6, 12, and 32, which contain
COVID-19 related terms. These topics can be seen in the Figure surrounded by red rectangles.
Rows in bold indicate adjacent topics in which terms were deemed COVID-19 related.
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Figure 5.4: ASRS 2020 Topic Flow.

October and November, which is associated to company training for COVID-19 situations, which

is a reasonable common ground for all three path ids to converge.

Path IDs 1 and 32 convey the use of masks and cleaning and shift procedures for COVID safety
for controllers. Both Path ID 1 and Path ID 4 are associated with mask wearing, Path ID 4 seems

related to boarding and social distancing due to policy (terms: gate, policy, boarding, policy, social,

distancing) whereas Path ID 1 mask wearing concerns appear more associated to the positioning

of passengers on the plane (terms: rows, seat, passengers, service, takeoff).

While the full interpretation of the terms is open for debate, we believe it is reasonable from

the presented list of terms that they are suggestive of different COVID-19 themes in different path

ids, and suggestive of similar themes, within path ids, as we would hope they would be.

We emphasize the COVID-19 related topics appear consecutively, instead of scattered across
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Figure 5.5: ASRS 2020 Topic Flow (Continued).

Figures 5.4,5.5, consistent with the intuition of emerging timelines, and with the effect of cosine

similarity on topic-term matrices of consecutive months.

RQ2: If there exist timelines where the top terms suggest prevalence of COVID-19 reports,
what proportion of the Report Set’s COVID-19 reports do they account for?

As we argued in Chapter 4, other studies limit the evaluation of topic modeling to the author’s
set of terms only. In contrast, similar to Chapter 3, we leverage report sets to empirically evaluate
the results of topic modeling.

In Figure 5.4,5.5, if a user were to have inspected the entire timeline where at least one COVID-
19 topic occurs (based only on the use of terms we chose), then they would have encountered
approximately 14.8% + 29.0% + 26.3% + 0.9% = 71% of the COVID-19 reports from the COVID-
19 report set. In doing so they would have disregarded the timelines with the least number of the
COVID-19 report set’s reports (i.e. timelines 2, 3, 4, 7, 8 and 9, with the exception of timeline 10).

However, this is not the only approach a user may choose to navigate the reports. Instead,
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the search can be constrained to only the paths where a COVID-19 topic occurs, or the topics
themselves in the interest of time. The ability to choose a trade-off between precision and recall
here, accounting for human effort, rather than only keyword searching, we believe, merits the benefit

of our proposed method.

RQ3: Are there timelines which consist exclusively of COVID-19 reports from the Report
Set?

In Figure 5.4,5.5, we can see a wide variety of saturation levels of COVID-19 reports from
the report set, ranging from timelines 6 (92.5%) to timeline 3 (12.6%). However, there are no
exclusive COVID-19 timelines, and hence the answer to RQ3 is no. However, contrary to Chapter
3 where groupings are thematically related, a lower saturation of COVID-19 reports here suggests
non-related COVID-19 themes which may overlap in problem, equipment or solution to COVID-19.

For instance, in Topic 5 we can see path ids 4, 2, and 6 have COVID-19 related topics (per their
display of terms). However, July’s topic 3, and August’s topic 3 do not. The overlap, however,
occurs on issues during clearance and takeoff (terms: tower, clearance, departure), which is also

the overarching topic for path id 2 (terms: tower, appoach, vir, controller taxiway).

5.4 Conclusion and Future Work

In this chapter, we combined methods from previous chapters and related literature to define topic
flow. We provided both qualitative and quantitative evaluation of the viability of topic flow for
capturing emerging safety threats using a timely emerging theme: COVID-19. Contrary to related
literature, we considered the results of topic flow in the context of a real-world system and the
merits of its usage in operation.

Our construction of the topic flow method allows for the identification of emerging safety threats,
as it does not attempt to fit the entire year of topics a priori. Rather, a timeline can be defined
as soon as any time granularity (e.g., month, week) is available, and also allows for the existence
of topics that didn’t exist up to a given point to emerge, therefore fully realizing the goal of this
dissertation.

Future work will focus on relaxing the restriction of hard assignments between document topics,
therefore allowing multi-topic assignment and non-consecutive months edge creation, therefore
identifying the reoccurrence of previously known safety threats.

We also intend to experiment with applying the method to other domains, including software
vulnerability taxonomies such as CAPEC and CWE.
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CHAPTER 6
CONCLUSION

In this proposal, I presented a holistic framework, PERCEIVE, to support organizations that
collect reports by enabling over time analysis. The work motivation is that currently, most of the
analysis is done manually by experts and on an individual record basis. As I exemplified in the
introduction Chapter, not only can this incur damage, but it can also prove fatal.

To ensure the work is novel, I used what is considered state of the art in software engineering
research literature review, extensively used and borrowed from the medical field, by performing a
systematic mapping study. Systematic mapping studies provide a reproducible protocol by identi-
fying, executing, and analyzing a priori research questions for a field of study to ensure coverage of
the subject of interest.

I exemplified the methodology applied to vulnerabilities and safety threats by proposing two
models: commit flow and topic flow, to account for emerging threats. In covering two domains,
software vulnerabilities and safety threats, I expanded the framework to account for source code
and free text. To the best of my knowledge, no prior work has attempted to account for this diverse
type of data or scope, as presented in the mapping study Chapter.

For the content analysis chapter, I have also provided in the appendix the associated primary
source references where each claim and interpretation made in the chapter can be assessed. In
the current state of software engineering practice, supplemental material is uncommon, and source
code a needle in the haystack.

Finally, while I chose to exemplify PERCEIVE in two domains, the entire dissertation could
have been performed using vulnerabilities (ASRS does not have source code data associated with
it). Specifically, I defer to future work the chapters that apply the metadata model in the interest of
scope. Early work not included in this dissertation devoted considerable time to establish a mapping
between the various metadata sources of vulnerabilities and linkages. I include this mapping in
Appendix B with the hopes it may be useful to others performing related work. For Topic Flow,
both CWE! and CAPEC? provide for its taxonomies a detailed comparison of what is changed
over every new version, with references to vulnerabilities. This can be used to assess topic flow in

a similar manner as I did with ASRS in the topic flow Chapter.

"https://cwe.mitre.org/data/reports.html
“https://capec.mitre.org/data/reports.html
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APPENDIX A
CONTENT ANALYSIS SUPPLEMENTAL MATERIAL

This Appendix provides supplemental material to the references used in Chapter 2.
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Table A.1: References for Content Analysis in OpenSSL.

ID | Reference

M1 | https://marc.info/?1l=openssl-dev\&m=100429666608071\&w=2

M2 | https://marc.info/71l=openssl-dev\&m=102181324915607\&w=2

M3 | https://marc.info/71l=openssl-dev\&m=147638421307039\&w=2

M4 | https://marc.info/?1=openssl-dev\&m=147638473207215\&w=2

M5 | https://marc.info/?1=openssl-dev\&m=97741948606308\&w=2

M6 | https://marc.info/71l=openssl-dev\&m=96457413327658\&w=2

M7 | https://marc.info/71l=openssl-dev\&m=96498092726092\&w=2

M8 | https://marc.info/?q=about#Robots

M9 | https://www.openssl.org/community/mailinglists.html

M10 | https://web.archive.org/web/20060220165750/http://www.openssl.org/
support/

M11 | https://mta.openssl.org/pipermail/openssl-project/2018-November/
001171 .html

B1 https://www.openssl.org/blog/blog/2018/05/16/security-policy/

B2 | https://www.openssl.org/blog/blog/2017/02/13/bylaws/

B3 | https://www.openssl.org/blog/blog/2020/05/12/
security-prenotifications/

B4 https://www.openssl.org/blog/blog/2014/12/23/
the-new-release-strategy/

B5 https://www.openssl.org/policies/roadmap.html

B6 https://www.openssl.org/blog/blog/2014/12/19/hello/

B7 https://www.openssl.org/blog/blog/2016/10/12/f2f-rt-github/

B8 https://www.openssl.org/blog/blog/2014/12/28/website-redesign/

B9 https://www.openssl.org/blog/blog/2017/06/13/committers/

B10 | https://www.openssl.org/blog/blog/2015/08/01/cla/

B11 | https://www.openssl.org/blog/blog/2018/03/01/last-1license/

B12 | https://www.openssl.org/blog/blog/2017/06/17/code-removal/

B13 | https://www.openssl.org/blog/blog/2015/01/05/source-code-reformat/

B14 | https://www.openssl.org/blog/blog/2015/07/28/code-cleanup/

B15 | https://www.openssl.org/blog/blog/2018/11/28/version/

B16 | https://www.openssl.org/blog/blog/2018/12/20/20years/

B17 | https://undeadly.org/cgi?action=article;sid=20140423045847

B18 | https://www.openbsd.org/papers/bsdcanl4-1libressl/mgp00001.html

B19 | https://opensslrampage.org/page/49

B20 | https://www.openbsd.org/papers/bsdcanl4-1libressl/mgp00026.html

B21 | https://www.openbsd.org/papers/bsdcanl4-1ibressl/mgp00020.html

B22 | https://www.theguardian.com/technology/2014/apr/11/
heartbleed-developer-error-regrets-oversight

B23 | https://www.openssl.org/news/vulnerabilities.html

C1 https://github.com/openssl/openssl/commit/bd6941cfaa3lee8a3f8661ch982
27abcbec0f9f3

C2 https://github.com/openssl/openssl/commit/731{431497f463f3a2a97236fe01

87bl1c44acad
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APPENDIX B
MAPPING OF CVE, CWE AND CAPEC

The following mapping provides the relevant fields and relationships between vulnerabilities
(CVEs), weaknesses (CWEs), and attack patterns (CAPEC), including different instantiations of
CVEs, the National Vulnerability Database (NVD) and CVE Details. This mapping was the result
of extensive work from our group in examining available data in these resources, and to the best
of our knowledge was not available at the time of this proposal. It is made available here with
the hopes it may be useful in extending the metadata network and topic flow in vulnerabilities
for related research in future work. This model and the contributing authors can be found in

https://github.com/sailuh/perceive/tree/master/Database.
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APPENDIX C
SURVEY AND PROTOTYPE

Interpretability Evaluation

The intent of this survey is to assess if an automated grouping of text documents of ASRS
narratives is understandable. This survey contains X questions and should take about XX

minutes to respond.

Next

Mever submit passwaords through Google Forms.

This form was created inside of University of Hawaii. Report Abuse
Google Forms

Figure C.1: Survey v1 pl.
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Interpretability Evaluation

Terms: "smoke” "cabin” "fire” "attend"  "passenqg’ C“odor’ ‘captain®  “fume”  “cockpit’
‘mainten”

The list of 10 terms summarizes a single group of documents. The terms are
ordered from left to right by relevance in explaining the group of documents.
Please provide one or more sentences explaining what you believe the group of
documents to be about or, if this is not possible explain what is causing you

confusion.

Your answer

If you provided explanatory sentences for the terms in the previous guestion,
how confident are you that your answer represents the group of documents' true
meaning without having seen the documents?

(O Low Confidence
(O Medium Confidence

(O High confidence

Back Next

Mever submit passwords through Google Forms.

This form was created inside of University of Hawaii. Report Abuse

Google Forms

Figure C.2: Survey v1 p2.
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Interpretability Evaluation

Terms: “smoke® "cabin” "fire” "attend” "passeng” “odor’ ‘captain®  “fume’ ‘cockpit®
‘mainten”

If you provided explanatory sentences for the terms in the first question, could
yvou justify your explanation by citing the terms you used and those you did not

use?

Your answer

Back Next

Mever submit passwords through Google Forms.

This form was created inside of University of Hawaii. Report Abuse

Google Forms

Figure C.3: Survey v1 p3.
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Interpretability Evaluation

Terms: "smoke" "cabin® ‘fire" "attend”  “passeng” Codor” “captain®  "fume"  “cockpit”
"mainten”

The following offers a list of possible categories for the provided 10 terms. The 10
terms presented in this survey may or may not be a summary of any of the
following categories. Please check the categories that you believe best
represent the 10 terms, based on the title and short description shown. You may
also choose to not check any report set.

|:| Air Carrier (FAR 121) Flight Crew Fatigue Reports - (Short Description)
Altitude Deviations

Air Traffic Controller Reports

Bird or Animal Strike Reports

Cabin Smoke, Fire, Fumes, or Odor Incidents

Checklist Incidents

Commuter and Corporate Flight Crew Fatigue Reports

Commuter and GA Icing Incidents

Controlled Flight Toward Terrain

OOo0o0000000

CRM Issues

Figure C.4: Survey v1 p4 1.
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How confident do you feel on your choice of the reports set(s), or none of, in the

previous guestion?

O Low Confidence
(O Medium Confidence

O High Confidence

Mever submit passwords through Google Forms.

This form was created inside of University of Hawaii. Report Abuse

Google Forms

Figure C.5: Survey v1 p4 2.
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Interpretability of Topic Model Results in
the Aviation Safety Reporting System
(ASRS)

The set of words displayed by a topic model-a computer program which automatically
groups similar documents based on their content and provide set of words to describe
them--are usually sensible, meaningful, interpretable and coherent. But some displayed sets
of words, while statistically reasonable, are not particularly meaningful for human use. To
evaluate our methods, we would like your judgment on how “meaningful” some set of terms
are. Here, we are purposefully vague about what is "meaningful” ... it is some combination
of coherent, interpretable, words-are-related, subject-heading-like, something-you-could-
easily-label, etc.

* Required

Applicant 1D *

Your answer

The following is a set of 10 words displayed by a topic model program attempting to describe a
group of similar ASRS reports:

smoke | cabin | fire | odor | captain | passengers | fumes | cockpit |

maintenance | landing
format: word? | word2 | word3 | word4 | word3 | wordé | word? | word8 | word9 | word10

Figure C.6: Survey v2 pl.
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smoke | cabin | fire | odor | captain | passengers | fumes | cockpit |

maintenance | landing
format: word1 | word2 | word3 | word4 | word3 | word6 | word? | word8 | word9 | word10

1. Please identify, if possible, in the following answer one or more topic labels that you believe
the set of words are about. For each topic label, you may: a) use one word from the list of
pravided words, b) infer one word that is not in this list but which you believe better describes
the topic; c) use a combination of a few words (i.e., a phrase) that describes the topic; d)
explain the meaning of the topic in a sentence; e) some other method.

2. Please organize the topic labels you have chosen in part 1 above in the following manner:

1) place one topic label per line

2) rank these topic labels by relevance, where the first line is the most relevant to you, and the
last line is the least relevant.

3. If you are unable to choose at least one topic label, please explain why.

The following Example 1 contains 4 topic labels, and the following example 2 provides an
example answer of why no topic label could be identified:

Example 1 Example 2

“word3 “I was unable to choose a topic label because
wordl word4 wordl, word4, and word5 are about one topic, and
word k word m (inferred words) word2, wordb, and word10 were about a

Sentence explaining the meaning.” completely different topic. The rest of the words

did not make any meaningful connection to me”

Your answer

Figure C.7: Survey v2 p2.

117



Your answer

If you infer a topic label using words not listed in the word set above (See 1 item b above), or
used a sentence to explain (See 1 item d), please specify these topic labels one per line and the
waords they were based on in parenthesis. For example, assume topic labels 1 and 3 in your
answer were based of words not in the list, and topic label 5 was explained as a sentence. Your

answer would then be in the following format.
Eg.

“topic label 1 (wordl word5 word7)"”
“topic label 3 (word2 word9 word10)”
“| believe these set of words are also about this subject (word3 word 8)"

Your answer

Mever submit passwords through Google Forms.

This form was created inside of University of Hawaii. Report Abuse

Figure C.8: Survey v2 p3.
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Interpretability of Topic Model Results in
the Aviation Safety Reporting System
(ASRS)

The set of words displayed by a topic model-a computer program which automatically
greups similar documents based on their content and provide set of words to describe
them--are usually sensible, meaningful, interpretable and coherent. But some displayed ssts
of words, while statistically reasonable, are not particularly meaningful for human use. To
evaluate our methods, we would like your judgment on how “meaningful® some set of terms
are. Here, we are purposefully vague about what is “meaningful” ... it is some combination
of coherent, interpretable, words-are-related, subject-headingike, something-you-could-
easily-label, etc.

We ask that you time your responses to this questionnaire. There will be questions within
the questionnaire to indicate when fo log the start and end times before and after each
guestion.

* Required

Applicant ID

Your answer

Please record, as accurately as possible, the time that you begin the portion of
the questionnaire immediately below. *

Time

AM -
The following is a set of 10 words displayed by a topic model program attempting to describe a
group of similar ASRS reports:

Figure C.9: Survey v4 pl.
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The following is a set of 10 words displayed by a topic model program attempting to describe a
group of similar ASRS reports:

smoke | cabin | fire | odor | captain | passengers | fumes | cockpit |

maintenance | attendant
format: word1 | word2 | word3 | word4 | word5 | wordé | word7 | word8 | word9 | word10

1. Please identify, if possible, in the following answer one or more topic labels that you believe
the set of words are about. For each topic label, you may: a) use one word from the list of
provided words, b) infer one word that is not in this list but which you believe better describes
the topic; c) use a combination of a few words (i.e., a phrase) that describes the topic; d)
explain the meaning of the topic in a sentence; &) some other method.

2. Please organize the topic labels you have chosen in part 1 above in the following manner:

1) place one topic label per line

2] rank these topic labels by relevance, where the first line is the most relevant to you, and the
last line is the least relevant.

3. If you are unable to choose at least one topic label, please explain why.

The following Example 1 contains 4 topic labels, and the following example 2 provides an
example answer of why no topic label could be identified:

Example 1 Example 2

“word3 “l was unable to choose a topic label because
wordl word4 wordl, word4, and word5 are about one topic, and
word k word m (inferred words) word2, wordé, and word10 were about a

Sentence explaining the meaning.” completely different topic. The rest of the words

did not make any meaningful connection to me”

Your answer

Figure C.10: Survey v4 p2.
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Your answer

Please record, as accurately as possible, the time that you end the portion of the
guestionnaire immediately above, *

Time

A -

Please record, as accurately as possible, the time that you begin the portion of
the guestionnaire immediately below. *
Time

AM -

Please copy and paste your topic labels one per line, and include the words they were based on
in parenthesis. For example, assume topic labels 1 and 3 in your answer were based of words
not in the list, and topic label 5 was explained as a sentence. Your answer would then be in the
following format.

E.g.

“topic label 1 (wordl wordS word7)”
“topic label 3 (word2 word9 word10)”
“I believe these set of words are also about this subject (word3 wnrdB}"|

Your answer

Figure C.11: Survey v4 p3.
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Your answer

Please record, as accurately as possible, the time that you end the portion of the
guestionnaire immediately above. *

Time

AN -

MWever submit passwords through Google Forms.

This form was created inside of University of Hawaii. Repornt Abuse

Google Forms

Figure C.12: Survey v4 p4.
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Background Questionnaire:
Interpretability of Topic Model Results in
the Aviation Safety Reporting System
(ASRS)

To better understand your responses to the questionnaire, it would be helpful for us to
understand your level of familiarity with both the method and domain which we are applying
to this research. Please let us know the following about yourself and ensure that you use the
same application id that you received with the consent form (and which you used to respond
to the study questionnaire):

* Required

Applicant ID *

Your answer

In the **last year**, have you (please select all that apply): *

D Read an article or presentation about topic modeling?
|:| Ever used a tool to perform topic modeling?

|:| Wrote code to perform topic modeling?

|:| Co-authored an article on topic modeling?

[[] None of the above

Figure C.13: Survey Background pl.
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In the **last year**, have you (please select all that apply): *

Read an article or presentation about topic modeling?
Ever used a tool to perform topic modeling?

Wrote code to perform topic modeling?

Co-authored an article on topic modeling?

MNone of the above

OOo0o000

In the **last year**, have you (please select all that apply): *

Read/Watched aviation news in general

Browsed the ASRS website (hitps://asrs.arc.nasa.gov/)
Read an article or presentation about ASRS

Read in the past year any of ASRS publications {e.g. Callback, Report Sets, Directline,
Special Studies)

Read at least one individual report narrative available in ASRS (an individual report is
identified by an ACN, contains metadata and a synopsis)

Performed a search in the ASRS database

(hitps:/fasrs.arc.nasa.gov/search/database himl) to retrieve reports for a topic of
interest

Mone of the above

Never submit passwords through Google Forms.

O 0 0O 0000

This form was created inside of University of Hawaii. Report Abuse

Figure C.14: Survey Background p2.
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