collaborative Communications between a Human and a Resilient Safety Support System
Saeideh Samani


Richard Jessop

Angela Harrivel
NASA Langley Research Center
   Northrop-Grumman

    NASA Langley Research Center

  Hampton, VA, USA


     Newport News, VA, USA
      Hampton, VA, USA
  saeideh.samani@nasa.gov

     rkjessop@gmail.com
      angela.harrivel@nasa.gov



Abstract

Successful introductory UAM integration into the NAS will be contingent on resilient safety systems that support reduced-crew flight operations. In this paper, we present a system that performs three functions: 1) monitors an operator’s physiological state; 2) assesses when the operator is experiencing anomalous states; and 3) mitigates risks by a combination of dynamic, context-based unilateral or collaborative dynamic function allocation of operational tasks.  The monitoring process receives high data-rate sensor values from eye-tracking and electrocardiogram sensors.  The assessment process takes these values and performs a classification that was developed using machine learning algorithms.  The mitigation process invokes a collaboration protocol called DFACCto which, based on context, performs vehicle operations that the operator would otherwise routinely execute. This system has been demonstrated in a UAM flight simulator for an operator incapacitation scenario.  The methods and initial results as well as relevant UAM and AAM scenarios will be described.  

Index Terms— Advanced Air Mobility, Human Monitoring, Communications Between Human and Autonomous Systems, Safe Aviation Transportation
1. Introduction

The target operational environment for Urban Air Mobility (UAM) envisions a safe, efficient, and economically viable aviation transportation system that will use highly automated aircraft which will operate and transport passengers or cargo at low altitudes within urban and suburban areas.  Development of UAM concepts will consider the safety and resilience of the aircraft, the eventual removal of the pilot/operator from the flight deck, the framework for operation, shared access to airspace, infrastructure development, and community engagement.  [1].  Advanced Air Mobility (AAM) builds upon the UAM concept by incorporating use cases not specific to operations in urban environments [2]. A significant economic barrier on the introduction of these concepts is the cost of an onboard human vehicle operator.  Most current commercial transport flights require two licensed pilots.  For UAM vehicle operations to be economically viable, there must be a migration path that simultaneously increases public trust and confidence with UAM operations and reduces the number of operators to one.  Eventually, the remaining human operator will be replaced with a fully autonomous flight control system. Once the systems, such as those provided in this paper, are implemented in simulators, research studies can be conducted using them to answer questions regarding the design of increasingly autonomous systems for optimal safety and efficiency [4].

        Ensuring safety is an ongoing concern for aviation safety organizations such as the National Aeronautics and Space Administration (NASA) and the Federal Aviation Administration (FAA). The idea of shared mobility services has emerged to not only alleviate demand for parking spaces, but also to reduce the vehicle ownership and environmental impacts [7]. This interest has been reflected in aviation. NASA is working on developing a framework to integrate research called Urban Air Mobility (UAM). This involves an automated electrical Vertical Take-Off and Landing aircraft (e-VTOL) with a capacity of four to six passengers.

       Public trust is an important concept and research is needed to understand when people are going to use UAM. Garrow et al. [8] studied this by designing a survey to collect data from 2500 people with high income in different places in the U.S. Another study by Haddad et al. [9] which was based on a survey found some key factors for the public acceptance including trust and safety using in-vehicle cameras and operators, service reliability, and social attitudes.  

       Additionally, there is a need to study UAM hazard and risk management as well as contingency management; Thipphavong et al. [10] researched some of these factors. In the UAM world, there should be a contingency response manager who is responsible to manage the situation and assist the pilot similar to dispatchers as they support pilots in the current airspace. Furthermore, there is a need to design and develop a framework to manage response to emergencies in UAM operations where the pilot is no longer able to manage the situation with ground-based support.

       There are many papers that discuss humans as the main factor of accidents in aviation, and authors express the importance of increasing automation and replacing most of the human tasks with autonomy in the cockpit. On the other hand, the Airline Pilots Association argues and expresses that this is not a valid argument, and well-trained pilots are the core component of aircraft safety [11]. Scerbo et al. described the adaptive automation which requires shared control between the operator and the system [12]. However, there have been discussions about who has the authority over the system and mostly suggest that the operator should have the authority since they are more responsible for the system, and they are able to manage the system in normal or abnormal circumstances. Nevertheless, some researchers believe that the operator might not always perform the best action in different conditions due in part to human performance degradation [13].

       Based on multiple studies, fatigue is one of the most important factors of degraded performance as humans interact with autonomy. Therefore, developing technology to increase autonomy and improve the efficiency of human involvement has attracted researchers' interest. Most of the research in human-autonomy teaming is about the need for humans to take over the implementation of a plan and make decisions in critical situations or to return the control initiatives to humans when the automated subtask is complete. Interoperability between human and autonomy called Human-Autonomy Teaming (HAT) [14]. Almost all previous studies agree that humans should be the final authority in HAT systems and always have the ultimate responsibility. However, this could increase human error due to situational awareness issues or ironically a lack of trust in automation [15, 16]. 

       NASA has been researching to find out if a remote pilot can perform similarly to an on-board pilot, and if this remote pilot can assume some of total workload. A report by the U.S. Department of Transportation, FAA, and American Airlines was released to the public in 2004 about in-flight medical incapacitation and impairment of U.S airline pilots during the years 1993–1998 [17]. This study revealed that about one third of surveyed pilots had experienced incapacitation and needed another crewmember to take control of the aircraft. During this 6-year study, about 47 impairment and incapacitation events occurred for pilots with the average age of 43.3 years (range 27–57 years). This report showed that in such cases there definitely is a need for the help of another crew member to take over the pilot’s tasks. However, in reduced-crew operations, this back-up pilot would not be available; hence the need for some level of autonomous operations.
       Crew State Monitoring System (CSM) software has been designed and developed at the NASA Langley Research Center that uses a broad range of sensors to measure psychophysiological activity of the body in high-fidelity flight simulation studies in real-time. This software supports training methods to reduce accidents and incidents. Attention-related human performance limiting states (AHPLS) is one of the techniques of safety enhancement in the category of “Training for Attention Management.” A significant number of aviation accidents involve flight crew distractions due to diverted and channelized attention. For contingency management and detection of psychophysiological states such as channelized attention, diverted attention, and startle/surprise, different physiological sensors have been developed. Multistate classifiers implemented using machine learning and deep learning techniques. Multi-state prediction using this method can identify non-nominal attentional states at rates >80% [2, 18].

       This paper describes work to design and develop a platform using a Dynamic Function Allocation Control Collaboration Protocol (DFACCto) which simulates shared or fully autonomous control of the aircraft in case of the pilot’s distraction or incapacitation. In this way, automation level could be envisioned to change depending on the current status and workload of the operator. Here, two UAM scenario applications will be briefly described.

       The experimental process, user interface, and use cases implemented thus far are discussed in sections 3 and 4.

2. Background
Ruff et al. [18] discovered some human factors issues such as operator interaction with automation level and decision process fidelity. They have developed a system called Multi-modal Immersive Intelligent Interface for Remote Operation (MIIIRO) which has the ability for either manual or automatic modes. The design also includes visualization modes to help situational awareness. The operator can update the plan in emergency scenarios when necessary. One such mode is a tactical situation display which is a method of alerting the operator in contingencies. Ruff et al. believe a level of automation is needed to mitigate human factor issues. 

       Brandt et al. [20] developed a framework for HAT in aviation. They found that HAT displays and automation were preferred for situation awareness, the ability to solve important flight issues, reduced workload, and efficiency. The system called Autonomous Constrained Flight Planner (ACFP) is a recommender system that supports rapid diversion decisions for commercial pilots in non-normal situations [21].  In most of the above human-autonomy teaming studies, intelligence is absent from the automated systems teamed with humans. In our study however, we used machine learning methods, and all of our operations and data analysis is in real-time. We intend to include some level of intelligence or system decision-making using measured operator status. 

       Psychophysiological sensors have been used in different studies to predict emotional and cognitive states of the body such as workload, attention, and awareness. There are different types of wireless psychophysiological sensors available for such studies [3–6]. Harrivel et al. studied the prediction of AHPLS by applying psychophysiological sensors and collecting data from a human subject study conducted in a flight simulator. Eye tracking metrics were not included in their classifier inputs due to data drop out caused by gross head motion, although they have mentioned that eye tracking can be used to evaluate crew state awareness. In our study, we have used such methods to predict a crew member’s state by applying head-worn eye tracking technology that does not rely on the head being within a pre-determined volume. Communicating information regarding the status of the operator to the autonomous system can help guide the selection of contingency plans for a more graceful transfer of control when the human needs to recover, thus reducing some of the costs associated with HAT.
       Levels of automation have increased over time and autonomous systems work with humans as a team to engage in functions such as coordination, task reallocation, and interaction with humans or other systems [22, 23].  However, this concept is not new and has been researched since 1991 [24]. O’Neil et al reviewed multiple papers related to human-autonomy teaming and describes automation in 10 different levels, with level 1 as no computer assistance and all actions and responsibilities are for human, and level 10 wherein the computer decides everything autonomously without any human interaction [25].  They discuss that all the research for human-autonomy teaming is laboratory-based and the studies are based on action or execution simulations with a moderate level of difficulty. Also, they mention that most of the studies address partially—not highly—autonomous systems. In our work however, we begin to design components of a system which is capable of being highly autonomous. 
3. Design and implementation
We have designed, implemented, demonstrated, and continuously tested a prototype vehicle-based HAT system integrated with a baseline UAM vehicle with custom avionics and control algorithms. This prototype is used to demonstrate the detection of an incapacitated operator which triggers a contingency plan, specifically, a mid-flight redirection to the closest medical facility with a vertipad. The vehicle is a six-passenger, quad-rotor vehicle defined in Silva et al. [26], and the control algorithm is implemented using Python. Important aspects of the methods used include eye-tracking data collection, communication methods, and the Dynamic Function Allocation (DFA) framework.

Recoding eye movements can help us to capture cognitive processes toward accurate state prediction and using machine learning methods, we can analyze eye movement using gaze data. A Tobii Pro glasses 2 eye tracker device (developed by Tobii Technology AB, Danderyd, Sweden) with 50Hz sampling rate and a maximum total system latency of 10 ms is used to record gaze data during our experiments. The eye tracker server was connected to a machine running Tobii Pro Studio. This CSM system is used to capture eye movement data with the Tobii eye tracker in real-time and to record the data for further processing purposes. We receive and analyze eye movement data such as gaze position, gaze direction, and pupil diameter using a Support Vector Machine (SVM) classifier to predict events with our designed event prediction model. 

The user interface (UI) is implemented using Qt toolkit and Qt Modeling Language (Qt/QML). We also used voice communication technology since it can be used as a backup communications system based on [27]. In UAM operations, analog voice communications can be used for safety-critical exchanges. In this project, we used User Datagram Protocol (UDP) as provided by a commonly available communications library to transport vehicle data, emergency navigation data, weather data, and other messages. 

DFA is a systems engineering/HAT process that seeks to balance the workload for a human operator by distributing operations between the operator and the vehicle's flight operations. DFA operations include those for aviation, navigation, and communication. This framework provides an intuitive command/response interface to vehicle operations that is accessible with the least possible dependency on software engineering expertise. The accessibility includes straightforward development of UIs as well as a well-defined command grammar with an abstracted communications/network protocol. The system also permits transparency of operations which means that it is always explicitly clear who has responsibility for particular operations and provides the positive transfer of control [20]. Because of the nature of human interactions and decision-making processes, the system is asynchronous. Between a command and its response, other responses may be received. Therefore, all messages must be positively identified within a point-to-point conversation.

4. performance evaluations
4.1. Experimental Setup

To set up the system, we used a machine which had CSM software as well as machine learning methods installed and was connected to an eye tracker. Another machine had DFACCto as well as two software programs that were used to acquire flight plans. These machines plus a UAM simulator machine were on the same network. DFACCto provides integration between the UAM simulator, the CSM software, and autonomous control software. Figure 1 illustrates the system’s setup.
We have the participant put on the eye tracker and configure a flight plan. We then initiate the eye-tracking system and then the flight. The UAM simulator has the option of flying in manual or automatic mode depending on the use case scenario we wish to demonstrate. In our demonstration, we choose the manual mode and have the participant fly the flight plan. If a simulated incapacitation or a distraction is detected, a context-dependent contingency plan is engaged as described below.
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 Fig. 1. Diagram of the CSM-UAM simulator connections

4.2. Use Cases

4.2.1. Incapacitated Operator

An incapacitated operator is assumed to be a vehicle operator who has lost consciousness or is experiencing microsleep. Such incapacitation may be detected [27] by an eye tracker which can measure various ocular attributes. The prototype system was built such that if the pupil diameter cannot be measured for 5 seconds, DFACCto could execute additional control, an alert, or a diversion. To address an extreme case of incapacitation, the vehicle is diverted from its original flight plan and rerouted to land autonomously at the closest medical facility. To implement system functionality, this scenario was simply demonstrated when closed eyes were detected. Other methods to detect incapacitation  should be explored, including possibly pilot stick input behavior [28]. 

DFACCto extracts navigational information for the closest medical facility from the vehicle and will share that information as well as the vehicle state data with the control software. The control software then computes the navigation and control inputs, e.g., climb, accelerate, turn, and sends those commands to DFACCto.  DFACCto can only execute commands that are explicitly provided by the vehicle.  These commands are identical to those that the human operator can perform and include the ability to aviate, navigate, and communicate. The details of this protocol implementation are proprietary at this time.
4.2.2. Distracted Operator

A distracted operator is assumed to be a one who appears to be visually distracted from their assigned tasks as detected by an eye tracker. This scenario can occur if the operator is handling an off-nominal vehicle event, inclement weather, or a passenger medical situation. A distracted operator may be detected by using information such as gaze position and gaze direction data recorded from an eye tracker. There were five devices of interest in the simulated vehicle including one primary flight and two secondary system monitors as well as a directional control stick and a novel speed control stick. The model is trained such that if the operator is looking somewhere other than those five devices the event would be predicted as distracted. For this scenario the prototype system was built such that if the gaze data from eye tracker is different from the system’s trained data, the SVM would classify that event as distracted. The mitigation control process invokes DFACCto to take autonomous control of the aircraft in case of pilot distraction: the vehicle mode changes to automatic mode and automation executes the existing operation plan.

In this case, the system will perform the mode change command and, if appropriate, hold the command until superseded by the operator. This scenario was demonstrated simply by using an eye tracker, which detected the operator not looking at the devices of interest for at least 5 seconds. Another method has also been presented [29], using heart rate variability, finger plethysmogram amplitude, and perspiration behavior to assess workload. Other methods should be explored, such as multi-modal classifications using galvanic skin response and pre-processed electroencephalography, or measures of autonomous nervous system responses [2–6] to detect an overloaded operator toward the allocation of functions. 
5. Discussion and future research
A real-time system is used with the help of a human-in-the-loop (HITL) air traffic control simulation to explore methods to operate the aircraft safely when the operator is experiencing anomalous states. This system appears to be a promising method which in real-time uses physiological state monitoring to assess when the operator is experiencing anomalous states. For achieving our goal, we combined dynamic, context-based unilateral or collaborative function allocation of operational tasks. This system has been demonstrated end-to-end in a UAM flight simulator for operator incapacitation and distracted operator scenarios. The established foundational methods and successful initial results motivate the development of further use cases relevant to the simulation of UAM and AAM scenarios for HITL research purposes.  Finally, the approach should provide a migration path from reduced-crew to fully autonomous flight operations as autonomous capabilities become available and public confidence increases in the use of such technology.
Additional information is needed to operate the aircraft safely and to optimize a positive outcome. Data should be collected to validate detection, execution,  and user response times. In the case of incapacitation, this information could include the hospital’s location or emergency communication policies, and possibly other data regarding the operator’s status using different sensors in addition to the eye tracker.  
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