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Abstract—Deep Neural Networks (DNNs) and Machine Learn-
ing technology is increasingly used for safety-critical applications
in the Aerospace domain. To ensure safe operations, the DNN
and the system must undergo rigorous verification and validation,
including advanced statistical analyses. Performance and safety
of the DNN and system behavior must not only be analyzed for
the nominal case, but under numerous off-nominal and failure
cases.

In this paper we will describe how our statistical learning
framework SYSAI can efficiently perform such analyses using
the tool’s unique combination of advanced learning modeling
and statistical analysis techniques. SYSAI can effectively explore
the high-dimensional state and failure space of the system under
test; geometrical shape detection of safety regions and boundaries
support explainability of the results to the designer.

In this paper, we report experiments and results obtained with
a vision-based DNN control system (ACT) that is capable of
autonomously steering an aircraft down a runway.

I. INTRODUCTION

ACT (Autonomous Center Line Tracking) is a system
developed by our industrial partner for autonomous aircraft
taxiing. Its central component is a vision-based Deep Neural
Network (DNN) that takes inputs from a camera mounted on
the wing of the aircraft. The DNN continuously estimates
the position and orientation of the aircraft with respect to
the runway center line and uses this information to steer the
aircraft down the runway.

Safety-critical DNN applications like ACT are increasingly
used in the Aerospace domain. They are powerful but very
complicated and hard to develop and understand. Verification
and Validation (V&V) must ensure that the software and
system is working properly and safely in all circumstances.
Thus, V&YV is crucial for such a safety-critical AI component.
However, traditional software and assurance processes are not
suitable for Deep Neural Networks.

In this paper, we will describe our statistical learning tool
SYSAI (System Analysis using Statistical AI), which is a
flexible statistical learning framework for V&V and analysis
of complex and high-dimensional Aerospace systems with
Al components. SYSAI connects to the system under study
using a customizable interface component, enabling the user to
connect and analyze a multitude of systems written in C/C++,
Python, Java, R, or Simulink/Matlab.

In this paper, we use the ACT system as our case study. ACT
consists of the DNN component and a controller for steering
the aircraft. The XPlane software provides the simulator for
the aircraft and the environment. Using the advanced statistical
learning modeling and Al techniques, SYSAI can provide dy-
namic online learning of a complex high-dimensional system.
This means that the learning model will automatically update
itself and evolves as new data come in. That enables SYSAI
to also analyze complex system behaviors as the system
changes over time. Using active learning and algorithms from
Computer Experimental Design, SYSAI can simultaneously
and efficiently track and learn the behavior of a large number
of system parameters and variables.

Our SYSAI framework provides functionality for numerous
analysis and V&V tasks, including statistical analysis of train-
ing and test data, safety-envelope analysis, property checking,
time-series analysis, and intelligent test-case generation.

In this paper, we focus on the tool’s capabilities to perform
system and safety analysis for a complex system in presence
of failures.

e During development, most Al systems are trained with
data sets reflecting nominal behavior only and perhaps
some corner cases. How will the system behave in the
presence of failures?

e In a complex system, there is a multitude of failure
possibilities, which can have a small or large impact on
the system performance and safety. Failure impact is not
independent from each other, so we are facing a high-
dimensional analysis problem.

o Failures are often “parameterized” and the parameter
values can have a big impact on performance and safety.
E.g., location and size of a blind spot of a camera can
hardly be noticed or can lead to a severely diminished
system performance.

o Results of such analyses and regions of high sensitivity
in an usually high dimensional space is, in most cases
not human-readable. SYSAI performs geometric shape
estimation and thus can provide valuable, human readable
feedback to the designer.

The rest of the paper is structured as follows: Section II
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Fig. 1. ACT architecture

provides a background and overview of the ACT system,
which is used as our case study throughout the paper. Sec-
tion IIT focuses on SYSAI, its architecture, algorithms, and
capabilities. In Section IV we briefly illustrate system safety
and threshold analysis for the ACT system under nominal
conditions. Section V focuses on the analysis of a complex
DNN-based system under failures. We discuss several classes
of failures and off-nominal environmental conditions and
describe results of experiments on camera failures: cameras
that produce images with a wrong setting of brightness and
contrast, or dirt particles/insects on the camera lens that can
obscure parts of the image. Section VI presents related work
and Section VII concludes and discusses future work.

II. BACKGROUND: ACT

Our industrial partner’s ACT (Autonomous Center Line
Tracking) component is used as a case study to demonstrate
SYSAI ACT is one of the most important ground operations
for Unmanned Aerial Systems. The core component of ACT
is a Deep Neural Network (DNN) that takes images as inputs
from cameras mounted on the aircraft’s wings (Figure 1).
The DNN component continuously estimates the position and
orientation of the aircraft with respect to the runway center
line. These values are the cross-track error CTE in meters,
and the heading error he in degrees, respectively.

A simple fixed-gain proportional controller uses this infor-
mation to produce rudder control signals. While the aircraft
is on the ground, the rudder is linked to the front-wheel.
Therefore this signal can be used to steer the aircraft left
and right. A separate controller is used to control the throttle
setting so that the aircraft is rolling with a constant, low speed.

The X-Plane Flight Simulator! is used as simulation en-
vironment for our experiments. A simulated camera takes
information from the simulator display; the control signals for
throttle and rudder are sent to the X-Plane simulator using
the programmatic interface NASA XPlane Connect.”? SYSAI,
which will be described in the next section is obtaining infor-
mation from the DNN and the control system. Through XPlane
Connect, SYSAI can set numerous system and environmental
parameters, produce simulated failures for our experiments,
and can obtain ground-truth information.

Iwww.xplane.com

Zhttps://github.com/nasa/XPlaneConnect

The DNN is a multi-layer feed-forward network with ReLU
nodes. Several different architectures for this network have
been defined and trained. The DNNs are implemented using
the TensorFlow framework [1] and have been trained on data
that have been obtained with the simulated aircraft within the
X-Plane simulator. Note that in this application, DNN is not
learning any time-series data. Rather the DNN is learning
a mapping between the input image (showing a part of the
runway) and the corresponding C'T'E and he values.

III. THE SYSAI ANALYSIS FRAMEWORK

Figure 2 shows the high-level architecture of our SYSAI
testing and analysis framework. On the left-hand side, we have
the “system under test” (SuT), which in our case is the ACT
system and the XPlane simulator, as described in the previous
section. The SuT is executed given a set of parameters and
initial conditions provided by the statistical learning model of
SYSAI The result of the test run, which could be a binary
safe/not-safe information, a single value (e.g., CTFE,,42), Or
an entire time series is provided back to SYSAI. These data
are then used to incrementally construct our statistical model.
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Fig. 2. SYSAI architecture

The interface between SYSAI and the SuT is designed
to be very small and generic, so that systems implemented
in R, Matlab, Java, or Python can be connected easily. For
the representation and construction of the statistical SYSAI
model, we are using Dynamic Regression Trees (DynaTrees
[2], [3]), a dynamic Gaussian process model based upon
Particle Filters. DynaTrees are regression and classification



learning models with complicated response surfaces in on-
line application settings. DynaTrees create a sequential tree
model whose state changes over time with the accumulation
of new data, and provide particle learning algorithms that
allow for the efficient on-line posterior filtering of tree-states.
A major advantage of DynaTrees is that they allow for the
use of very simple models within each partition. The models
also facilitate a natural division in sequential particle-based
inference: tree dynamics are defined through a few potential
changes that are local to each newly arrived observation, while
global uncertainty is captured by the ensemble of particles.

This surrogate model is initialized with available training
data and incrementally refined using candidate data points
that are produced by our active learning module. It evaluates
the current surrogate model using a customized active-learning
heuristics and suggests candidate data points that provide most
information for model refinement. For these candidate points,
the ground truth is obtained by executing the SuT.

SYSALI features customizable heuristics that allow the active
learning to focus on particular characteristics of the model.
Classical algorithms like ALM [4] or ALC [5] focus on under-
explored regions in general of the domain space. Inspired by
[6] and work on contour finding algorithms, we loosely follow
[7] and define our boundary-aware metric boundary-EI [8],
[9] that puts the focus of the search into “interesting” and
potentially “troublesome” areas near safety boundaries. Here,
our surrogate model exhibits substantially more details than in
other areas that are not of interest. This exploration is guided
by the selected active learning heuristics and is able to cover
the entire input space with a low number of data points.

The SYSAI framework and the underlying models and
algorithms are described in detail in [10]. SYSAI has been
used for the analysis of several complex and safety-critical
aerospace systems [8]. SYSAI in general, supports the fol-
lowing analysis tasks (for details see, e.g., [10], [11]:

o statistical analysis of training and test data: SYSAI can
perform a detailed statistical analysis of the data sets used
for training and evaluation of the DNN.

o safety-envelope analysis: our framework can perform
automatic analysis of the safety-envelope, which indi-
cates under which operational conditions the system is
behaving safely or not. Geometric shape modeling does
not only identify but also characterizes regions with
similar behavior and describes those regions in easy to
understand geometrical terms. SYSAI thus helps to make
the system more explainable.

e property checking: our tool supports the automatic check-
ing and analysis of safety and performance requirements.

o time-series analysis: SYSAI can perform advanced time-
series analysis in a high-dimensional parameter and state
space. This analysis provides a deeper understanding of
the system behavior and its dynamics. The tool also
supports event prediction.

o intelligent test-case generation: SYSAI can efficiently
generate relevant test cases in high-dimensional spaces.

In this paper, we focus our analysis on system behavior un-
der failures. This means that the high-dimensional input space
for our analysis can contain parameterized models of system
or component failures, as well as off-nominal environmental
and operational conditions.

IV. SYSTEM ANALYSIS WITH SYSAI

SYSALI is typically used to perform threshold and safety
region analysis under nominal operational conditions. The goal
of these analyses is to (a) characterize safety regions of the
system in a high-dimensional state space, and (b) to establish
reasonable safety thresholds for the system behavior. In both
cases, SYSAI constructs a learning model of the system with
a small number of test cases. The safety-boundaries then can
be characterized with (domain-specific) geometric shapes to
facilitate system explainability.
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Fig. 3. Safety-envelope: estimated CTE value and threshold (red) over initial
position and heading of the aircraft

Figure 3 shows the result of an experiment with SYSAI on
ACT to obtain suitable thresholds. As the safety-measure, for
which a threshold is sought, we define the maximal distance
of the aircraft from the center line during the entire run of
the system. The system is safe if |CTE, 4| < Ocrg for
some threshold fcrg. In this experiment, SYSAI evaluates
the maximum distance over the initial position and heading
of the aircraft at the beginning of the runway. d2..5 denotes
the initial distance from the centerline (negative values are to
the left of the center lines); hdg® denotes the initial aircraft
heading with respect to the runway heading.

The surface in Figure 3 shows |CTE,,..| over different
values of the initial parameters d.;;; and hdg®. This surface
has been interpolated for visualization purposes. The red line
indicates the safety boundary at a certain threshold. Initial
parameters inside this boundary line correspond to safe runs.
Outside the boundary, the |CT E;, 4, | might surpass the thresh-
old and might cause the aircraft to drive off the runway. More
details are described in [11].



V. SYSTEM ANALYSIS WITH SYSAI UNDER FAILURES

Figure 3 concerns the behavior of the system under nominal
conditions. For a complex Al-based system, however, it is
important that the system does not only operate safely under
nominal conditions, but also under off-nominal conditions or
failures.

In out ACT case study, we can distinguish two classes
of off-nominal situations: those produced by some hardware
and/or software failure (e.g., dirt on the camera lens, blocked
actuator), or an unusual or adverse environmental effect (e.g.,
bad visibility or wind). What makes the analysis particularly
hard is that (a) failures and adverse conditions can occur at
the same time, and (b) depending on the actual failure (e.g.,
location of the dirt particle on the lens), the influence on
performance and safety can be minimal or dramatic. We are
using SYSAI to perform safety and robustness analysis on a
number of failures and off-nominal conditions.

For the forward-facing camera (see Figure 1), we consider
a mis-adjustment of the camera, which might deliver images
that are too dark or too bright, or images with a contrast
setting that is too low. The latter failure would result in foggy
images. We also consider dirt on the camera lens occluding
different parts of the image. Such a failure could easily be
caused by rain drops, insects, or dirt particles. Additional
failures that could be of interest include: mis-alignment of
the camera, intermittent camera failures, image drop-outs, or
software issues.

Due to the given ACT model (Figure 1), we did not consider
software errors that might lead to diminished safety and
performance of the ACT system. Failures in the actual aircraft
system include: actuator failures (loose connection to front
wheel, stuck front wheel), failures in the throttle control or
engine, blocked wheel brakes, or a blown tire.

Another category of off-nominal situations include environ-
mental conditions, like fog, wet or snow-covered runway, of
heavy winds. Other situations are more operations related, e.g.,
behavior if the aircraft runs out of gas, an engine fire occurs,
or the aircraft is crashing into another aircraft. Such scenarios
can either be modeled by SYSAI or spontaneous occurrences
during simulation runs can be characterized by SYSAI and are
embedded into the learning model.

In this paper, we illustrate the capabilities of SYSAI by
looking at camera failures related to brightness and contrast,
and by failures induced by dirt on the lens.

A. Image Brightness and Contrast

In this section, we will present results of experiments
on camera-related failures, brightness and contrast. Figure 4
shows typical camera images obtained by the camera of
SYSAI Figure 4A, B correspond to images on a clear day
during daytime hours. Figure 4C shows the situation if the
contrast setting of the camera is set too low: the image appears
washed out, the runway and its marking are hard to see, so
it is expected that the ACT performance is degraded. We call
this effect also fogginess. Finally, Figure 4D corresponds to
an image where the camera’s brightness setting is wrong.

C D

Fig. 4. Typical camera images on a clear day (A), nominal brightness (B).
With a low contrast setting, washed-out images (C) are returned; (D) was a
picture taken where camera brightness is set too low.

We are studying with SYSAI, how both parameters (image
brightness and contrast) influence the prediction quality of the
DNN. For this experiment, we simulate the fogginess of an
image by using its relative contrast in a range of 0 to 1, where
0 is the nominal parameter settings and 1 corresponds to a
gray image without any contrast. Similarly, the normalized
brightness ranges from O to 1. In our experiment, we run
SYSAI to explore the effects of these two camera failure
parameters.
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Fig. 5. DNN performance for different values of image over-exposure and
brightness

Figure 5 shows a projection of max |CT E| over normalized
brightness and contrast. Each run was comprised of 1500
steps, i.e., 1500 consecutive images were processed by the
DNN. Blue regions in Figure 5 correspond to small maximal
deviations, bright green and yellow regions correspond to
parameter settings resulting in high values of CTFE. The
nominal case is located at the lower right corner; the irregular
shape of this surface is an artifact of the interpolation carried
out for visualization. While it is obvious that high settings
of brightness results in over-exposed images and a low DNN
performance, there is no linear boundary. The non-linear shape
of this heat map could provide feedback to the designers of
the system.



Figure 6 shows how such situations lead to a failure of
ACT causing the aircraft to ultimately drive off the runway:
the figure shows top view of the runway area. Hence the axes
are labeled with longitude and latitude; the centerline of the
runway is shown as the diagonal line in the plot. The aircraft
is starting its run on the lower left corner, always exactly at the
same position and heading and the simulation is executed for
1500 time steps. Colored dots show the end-points of each of
the runs. The end-points of successful runs, i.e., runs where the
given threshold fcrg was not violated, are shown in green.
They are all located near the end of the runway and close
to the centerline. Unsuccessful runs (red dots) have caused
the aircraft to, in most cases, to veer to the port side and
ultimately drive off the runway into the grass. The red dot at
the beginning of the runway was caused by a run, where the
engine ran out of gas and the aircraft remained stationary.
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Fig. 6. End positions of trajectories for different values of contrast and
brightness

This experiment reveals that the ACT system reacts very
sensitive to settings of brightness and contrast of the camera.
This also becomes evident from another SYSAI experiment
described in [11], where nominal runs were executed with a
clear weather setting at different times of the day.

Figure 7 shows the probability of success of a run (in
percent) for different times of the day. In the base case (9AM),
which was also used for training the DNN, the probability
of success is relatively high. It remains high between around
9AM to 1PM. A lower success rate for earlier times can be
attributed to the camera images, which are darker at that time
of the day. The sharp drop in success rate after 1PM is due
to the fact that now parts of the wing casts a shadow on the
runway, which seems to “confuse* the DNN and leasing to
very low success rates.

B. Dirt on Camera Lens

In this experiment, we evaluated, how a piece of dirt or
an insect on the camera lens can influence the behavior of
ACT. This situation was modeled by superimposing a black
square of size d pixels at position x,y of the image. SYSAI
then was used to analyze the change of the maximal CTFE
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Fig. 7. Influence of brightness and shadow (caused by different times of the
day) on the ACT success rate (in %). Threshold for CT'E is 40ft. (from [11])
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Fig. 8. Robustness of ACT: dirt on camera lens

value per run in that case. Figure 8 shows the heat map
projection into the x and y coordinates of the dirt particle,
keeping d = 10. In most areas of the image, the dirt particle
did not have much influence, except for some areas on the left-
top of the image (shown in yellow). A superposition of that
information on a camera image (Figure 8B) shows the most
sensitive areas. Even a relatively small disturbance a drastic
decrease in performance of ACT. The black square in Figure 8
shows a modeled dirt particle with d = 10. Not surprisingly,
the most sensitive areas are close to the horizon and near the
front wheel of the aircraft. This SYSAI result gives an easy
to understand feedback on the robustness of ACT.

VI. RELATED WORK

While there is a large number of approaches for the anal-
ysis and V&V of Deep Neural Networks [12], [13], most
approaches aim for operations in a nominal range and assumes
that the training data adequately cover all relevant scenarios.

More closely related to our framework are adversarial
techniques (e.g., [14]). They try to identify scenarios, where
the DNN produces erroneous results, but they do not go along



Fig. 9. Robustness of ACT: dirt on camera lens

modeled failure classes, like the camera-related failures in this
paper.

The estimation of safety threshold can be done using a
variety of techniques (e.g., [11]); in many cases, however,
these thresholds are defined as axis-aligned hypercubes. The
richer geometric shapes, which are modeled by our SYSAI
tool can provide in-depth feedback to the designer and can
potentially be used for definition and analysis of operational
bounds as found, e.g., in the ASTM3269 Runtime Assurance
(RTA) architecture [15].

VII. CONCLUSIONS

In this paper, we have described out statistical framework
SYSALI and its application for the analysis of a safety-critical
neural network-based aircraft system (ACT) under failures.

SYSAI is well suited to efficiently explore a high-
dimensional failure space, which makes it possible to analyze
the impact not only of a single failure, but even combinations
of failures on safety and performance of the system under test.

In this paper, we showed results of experiments on the ACT,
where hardware related failures (e.g., dirt on the camera) as
well as off-nominal environmental conditions (e.g., lighting
conditions of the runway) were investigated. SYSAI has a
small and flexible interface to the system under test and can
carry out the experiments automatically, keeping the number
of test-runs very low. Projections of results into a 2 or 3-
dimensional space for visualization as well as geometric shape
estimation yield human-understandable explanations of the
system behavior and can provide feedback to designers and/or
V&V engineers.

Future work will include extensions of SYSAI to model
system behavior with time-series data and to extend the mod-
eling framework for systems that can perform online learning
to mitigate failures.
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