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The Problem:

Possible Solution:

Industry Collaboration:

Safety Assurance and Accessibility for integrating emerging
domains into the NAS. The public has a low tolerance for risk in
aviation and the current NAS is labor-intensive with limited
ability to scale up for new entrants.

Collaboratively define a Concept of Operations for scalable In-
time Aviation Safety Management Systems (IASMS) with a
service-oriented architecture to better focus safety investments
in technological solutions that overcome barriers to future
envisioned operations in the NAS (2045+).

Consensus on desirable system traits based on relevant Use
Cases to show integration of data and leveraging of automated/
autonomous systems that can identify anomalies, precursors,
and trends to more proactively manage operational risks.


Presenter
Presentation Notes
Foundational element is important to get right NOW. It simplifies our problem going forward. We need this yesterday.
By doing this we energize the industry to focus and move forward in product development. We can evaluate on a performance-based basis. 
This will unlock the potential to accelerate. Look at what we’ve done with the internet over the past 30 years. 

The regulations are holding back accessibility of UAS and UAM operations in the NAS. This is because we do NOT have the data available that assures safety of these operations. With technology advancements we can provide systems that can assure safety of the vehicle, the airspace, and the public and with sufficient evidence through data adapt the regulations to allow accessibility. The FAA functions on low-risk and must assure safety to the public.  

Information architecture. 
Build into low level standards that need to be created. 
If we do this right, we reduce the complexity down the road. When we make decisions off of it, if we can create this as a set of standards then we can mobilize the private sector to tackle these safety related challenges. These helps guide investments and capital to move forward. The current datasets are incomplete and incomparable because there is no formal standard for the data architecture and format. 
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On-Demand
Fast
Affordable
…Safe (can’t be assumed but it commonly is because we’ve built a safe and reliable system)
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Undesirable Outcome:
Flight outside of approved airspace
Unsafe proximity to air traffic, people on the ground, or property
Hull Loss (if passenger carrying or high kinetic energy)
Causal Factors
Critical system failures (including loss of link, loss or degraded positioning system performance, loss of power, and engine failure
Loss-of-Control (due to envelope excursions or flight control system failure)
Physical/Environment Related Risks
Weather encounters (including wind gusts)
Threat by person—malicious
Cyber-security related risks



on Safety Today

Air Transportation Safety

International Civil Aviation Organization, "Safety Management, Standards and
Recommended Practices - Annex 19," in Convention on International Civil
Aviation, 2nd Edition, 2016
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Use Loss of Control In-Flight (LOC-I) example with the work NASA did under the TASA sub-project 
LOC-I was identified as leading cause of aviation fatalities (Boeing, 2010)
JSAT reviewed accidents for causal factors
JSIT identified 270 intervention strategies to address causal factors
CAST developed 15 Safety Enhancements to formalize efforts to assure safety going forward
NASA-led TRL advancement on 6 research Safety Enhancements
JIMDAT received NASA-led research on SE advancement and working with industry to implement
Process took 4+ years… which was considered fast


ies—IASMS

Outlines need for evolution of the existing
Safety Management System

In-Time Aviation Safety Management
System (IASMS)

Identifies 4 Fundamental System
Element Development Areas:

1. Concept of Operationsand Risk
Prioritization

2. System Monitoring
3. System Analytics

4. Mitigation and Implementation

SCIENCES

e =y

sy | 20eimva THE NATIONAL ACADEMIES PRESS

Fiz POF = avaiiable al hitp:Unap.eda24062 SHARE 8 0

FIND RELATED TITLES

In-Time Aviation Safety Management: Challenges and Research
for an Evolving Aviation System (2018)

DETAILS

B4 pages | 8.5 x 11| PAPERBACK
ISBN 978-0-300-48580-0 | DOI 101722624062

Awiation Safiely Assurance Commities; Aemnautics and Space Engineering Boand;
Division on Engineering and Physical Sciences; Nafional Academies of Scences
Engineering. and Medicine

Mafional Academies of Sciences, Enginesring, and Medicne 018 in-Time
Awiafion Safety Management Challenges and Research for an Evalving Aviafion
Sysfem. Washington, DC: The MaSional Academies Press.

hitps:fdoiong/10L 1 TING24062.

11



Air Transportation Safety

International Civil Aviation Organization, "Safety Management, Standards and
Recommended Practices - Annex 19," in Convention on International Civil
Aviation, 2nd Edition, 2016
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This is accomplished by developing Services, Functions, and Capabilities (SFCs) that perform the 6 key elements of Risk Management and Safety Assurance with reduced levels of human interaction and dramatically increased responsiveness (In-Time).



Aviation Safety Tomorrow

Air Transportation Safety

International Civil Aviation Organization, "Safety Management, Standards and
Recommended Practices - Annex 19," in Convention on International Civil

Aviation, 2nd Edition, 2016
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Quickly manage known operational risks at scale
Quickly identify unknown risks
Quickly inform design
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Services, Functions & Capabilities (SFCs)

Monitor Assess Mitigate
National Airspace System > Data > NAS System State > Elevated Risk State - Safety Assurance Action
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Information classes

useful to enable
IASMS SFCs

>
>
>
>

ANSP Sourced

Operator Sourced
Vehicle Sourced

Supplemental Data
Service Provider (SDSP)
Sourced

System Wide Information
Management (SWIM)/
Flight Information
Management System
(FIMS) Sourced

Other Sources...

Link
Performance

Nav
Performance

ANSP

Aircraft
State

Power
Health

[=+]

Human
Performance

vy

Geo-spatial
Constraints

Motor
Health

®

Safety
Reports

Ef

Weather
(MET)

e,

Aerodynamic
Model

Density

Airspace
Conformance

Configuration
Settings

(Young, S., et.al, 2020)
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It helps to think of these as building blocks.  SFCs are individual services, functions or capabilities that, in terms of safety, are are foundational building blocks for ISSAs that target an individual or family of risks.  A set of coordinated and collaborative ISSAs make up an IASMS.  One can imagine an IASMS that is relatively simple and rudimentary or very complex and capable.


Assure Design

* Assurance requirements are specific to flight rules, operation complexity
and risk criticality (SORA helps here)

Functionality

* SFCs must be assured to an appropriate level via an acceptable process

r ’

L "y
SAFETY \
REQUIRFMFNTS

Aircraft System Development Processes

FUNCTIONAL
REQUIREMENTS

0 tional
SYSTEM e
System-Level i / Concepts
Development of ~ - 4
Hazard Analysis
System Architecture OPERATIONAL

Safety Developments
REQUIREMENTS \X
ALLOCATED TO / \
HARDWARE

Hardware Design Life Information Software Design Life

o

Exchange

Cycle Process Cycle Process

(DO 254) (DO 178)

FUNCTIONAL

REQUIREMENTS
ALLOCATED TO
SOFTWARE

[ ]
DESIGN OPERATIONS

OPERATIONAL
REQUIREMENTS

PROCESSES

Safety Assessment of

Aircraft in Operation

(ARP 5150/5151)

Building Confidence

SFCs that

Manage Operational Risks:
Must mitigate risks with an
acceptable level of certainty

SFCs that

Identify Unknown Risks:
Must correctly identify unknown anomalies
and hazards in the system

SFCs that

Inform System Designs:
Must correctly assess performance and
deficiencies of the existing design

17


Presenter
Presentation Notes
Appropriate level of SFC assurance is determined by methods such as SORA

Challenge Areas

Improve efficiency of traditional assurance methods

Develop means to assure systems with Machine Learning/Artificial Intelligence

Future (matured) systems will adapt IN operations





surance of Functionality

* Assurance requirements are specific to flight rules, operation complexity

and risk criticality (SORA helps here) Building Confidence

* SFCs must be assured to an appropriate level viaan acceptable process

Manage Operational Risks:
Must mitigate risks with an acceptable level of
certainty

Identify Unknown Risks:
Must correctly identify unknown anomalies and
hazards in the system

Inform System Designs:
Must correctly assess performance and deficiencies
of the existing design

Image credil: hiEE =',
1

18


Presenter
Presentation Notes
Appropriate level of SFC assurance is determined by methods such as SORA

Challenge Areas

Improve efficiency of traditional assurance methods

Develop means to assure systems with Machine Learning/Artificial Intelligence

Future (matured) systems will adapt IN operations





SFC Assurance of Functionality

* Assurance requirements are specific to flight rules, operation complexity 1A .
and risk criticality (SORA helps here) BUIldlnq Confldence

* SFCs must be assured to an appropriate level viaan acceptable process

Manage Operational Risks:
Must mitigate risks with an acceptable level of
certainty

/ Ongoing NASA Research Toward: \ Identify Unknown Risks:
Must correctly identify unknown anomalies and

* Improved Time to Certification hazards in the system

* Assuring Autonomy

Inform System Designs:
) Must correctly assess performance and deficiencies
\ (Informed Design SFCs) / of the existing design

* Improved Development of System Designs
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Appropriate level of SFC assurance is determined by methods such as SORA

Challenge Areas

Improve efficiency of traditional assurance methods

Develop means to assure systems with Machine Learning/Artificial Intelligence

Future (matured) systems will adapt IN operations





SFCs to Address Risks

Risks

SFC Development > Flight outside of approved

Services — Functions — Capabilities airspace

» Unsafe proximity to air traffic,
people on the ground, terrain or

Monitor property
® (Collect data >
. . mefp ~ © Checkdataqualit Critical system failures (includin
Natlonal AII"Space System o ® Fusedata loss of ||nky loss or degrad(ed 9
g @ Ditrbutedata positioning system performance, loss
| Operational/Vehicle | Flight Plans | Safety Data Bases Of power, ﬂ|ght Control failure and
engine failure
NAS System State .
safety Assurance > Loss-of-Control (i.e., envelope
N excursions)
"_n (7]
| Mitigate [ Assess > Physical/Environment Related
Time-dependentaction 2, @ Assessoperational data Risks
: Q:ch?:;i?ec-?:;c; (augmented using E E ® Model ﬂight pIanning data i i i
ST, vy ® Mine safety databases — Weather encounters (including wind gusts)
<= — Threat by person—malicious
Time Horizon » Cyber-security related risks
Pre-Flight In-Flight — Post-Flight > Those our predictive and prognostic

SFCs have not identified yet...
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Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



SFCs to Address Risks

Reference SFCs
> SAFEGUARD

» Proximity to Threat Service, Non-
Participant Casualty Risk

SFC Development

Services — Functions — Capabilities

Monitor Assessment, ICAROUS, Safe2Ditch
® (Collect data >
. . mefp ® Check dataqualit RF Interference Modelin
National Alrspace SYStem o ® Fusedata GPS Degradation Model?ng
g @ Ditrbutedata APNT Services (alternatives to GPS)
| Operational/Vehicle | Flight Plans | Safety Data Bases Battery Health Prognostlcs
Command and Control Link Monitor
NAS System State .
Tﬁ?gﬂssura"ce 1 » Hyper-local weather modeling >
o Climacell (SDSP example)
Mitigate é Assess Vehicle-as-a-sensor services
Jme-dependent action &, @ Assessoperational data > Adaptive security procedure
® Procedure-based(augmented using %g : m;:\ie!::ggthtdp;igggs%gata development
dedision support too) P / > Industry-developed Cyber-security

solutions and protocols
Time Horizon

: : : » Multiple Kernel Anomaly Detection
Pre-Flight In-Flight Post-Flight (MKAD)
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Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



SFC Example — NPCRA Tool

Reference SFCs
> SAFEGUARD

» Proximity to Threat Service, Non-
participant Casualty Risk

SFC Development

Services — Functions — Capabilities

Monitor Assessment, ICAROUS, Safe2Ditch
® (Collect data >
. . mefp ® Check dataqualit RF Interference Modelin
National Alrspace SYStem o ® Fusedata GPS Degradation Model?ng
g @ Ditrbutedata APNT Services (alternatives to GPS)
| Operational/Vehicle | Flight Plans | Safety Data Bases Battery Health Prognostlcs
Command and Control Link Monitor
NAS System State .
Tﬁ?gﬂssura"ce 1 » Hyper-local weather modeling >
o Climacell (SDSP example)
Mitigate é Assess Vehicle-as-a-sensor services
Jme-dependent action &, @ Assessoperational data > Adaptive security procedure
® Procedure-based(augmented using %g : ms’]iesl;c?gthtdpal?:gggsgegata development
dedision support too) P / > Industry-developed Cyber-security

solutions and protocols
Time Horizon

: : : » Multiple Kernel Anomaly Detection
Pre-Flight In-Flight Post-Flight (MKAD)
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Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



SFC Example — NPCRA Tool

SFC Development

Services — Functions — Capabilities

Monitor
National Airspace System =~ #RS = || [
© L
©
a | Operational/Vehicle | Flight Plans | Safety Data Bases
NAS System State
Safety Assurance
Action
Mitigate z R
e S ® Assess proposed flight planfor
® Informs changes to pre-flight plan E % risk to 37 parties on the ground
® Helps build safety case for proposed ﬁ & ® Evaluates crash trajectory based
operations PR on weather & aerodynamic model

® Potential for use in-flight to adjust course

Time Horizon

Pre-Flight In-Flight Post-Flight

Reference SFCs
> SAFEGUARD

» Proximity to Threat Service, Non-
participant Casualty Risk
Assessment, ICAROUS, Safe2Ditch

» RF Interference Modeling
GPS Degradation Modeling
APNT Services (alternatives to GPS)
Battery Health Prognostics
Command and Control Link Monitor

» Hyper-local weather modeling >
Climacell (SDSP example)
Vehicle-as-a-sensor services

» Adaptive security procedure
development

» Industry-developed Cyber-security
solutions and protocols

» Multiple Kernel Anomaly Detection
(MKAD)
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Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



urity for IASMS Evolution

u
Evolution of Airspace Operations and Safety . s on S FC M atu rlty

Services — Functions — Capabilities

Level 4: Fully Autonomous Functionality
4 oMonitor 3, Assess 3, Mitigate 3

_/ Level 3: Autonomous Functionality with

NG
Q _ _the-
N Human-Over-the-Loop
In-Time \? 3 oMonitor 3, Assess 3, Mitigate 2
<
S

Adaptive S
. P 0{0 o Level 2: Automated Function with
IncreaSlneg Scalable > Human Fallback
@ oMonitor 2, Assess 2, Mitigate 1

Decreasingly Labor-Intensive

Level 1: Alerting Function for Human
oMonitor 1*; Assess 1, Mitigate O

*The Monitor-Assess-Mitigate numbers signify increases in capability
24
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Scalability and Adaptability
Friends from Crown Consulting helping us with this story…


IASMS Capability Development Goal

Through a series of operationally challenging demonstrations, develop
and demonstrate an assured system-wide safety framework that enables
Increasingly complex airspace operations.

* Safety framework is the set of requirements and their substantiations needed
to enable safe, repeatable and efficient access to the NAS

* Such a safety framework may be highly valuable in supporting the FAA's rule-
making process for UAS operations across many domains
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Objective 1 [DRAFT: enable new ops]: Develop novel models, tools and capabilities along with innovative methods, procedures and techniques to safely integrate (and accelerate) design and operations assurance processes that enable new operations via the IASMS framework.
Objective 2 [DRAFT: accelerate & improve existing ops]: Demonstrate the accelerated integrated process by showing a reduced process iteration timeline and improved safety and efficiency in existing operations using IASMS framework.



IASMS Safety Framework

satefarm  y@rizonY

AIRMAP Concept of Operations

Hazard Analysis: Identify Safety Critical Risks

Determine Acceptable Safety Assurance
Requirements

IASMS Services and Capabilities Framework of
SFCsto Assure Safety

Data and Architecture
Requirements for IASMS SFCs

Development of Assured Functional IASMS

Flight Demonstration with Functional & Assured IASMS

Operational IASMS Data Generation to Inform
Recommendations for Safety Framework Standards

INTERNATIONAL« INTERNATIONAL

Recommendations Document published by Standards
Committees to Inform Safety Framework Requirements RTC/\

New Safety Framework Requirements Established by Regulators (FAA)
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- Operational Context

- - =g Risk criticality primarily affects the maturity and
IncreaSIngly COmpleX and RISk Crltlcal required assurance levels of the IASMS and its SFCs
Operational Use Cases: |

‘ Risk Criticality v
1. Wildfire Fighting (S0RA) 1B
2. Post-Hurricane Disaster Relief and Survey . v

Complexity

3. Medical Courier Delivery (Urban Environment) [ v .
4. Un-evacuated Urban Area Disaster Response Uncertainty | R
I
10+. UML-4 Urban Air Taxi Ops Complexity and uncertainty primarily affect

the number of required SFCs

Seek to address industry needs by:
* Increasingthe maturity of the individual SFCs that measure and ensure safety

* Placing those SFCs in the framework of an IASMS that enables rapid approval of operations

* Movingto operational use cases in which the IASMS must be able to handle increased
complexity and uncertainty, and a reduced tolerance for risk in a manner that generates

data to validate operational safety frameworks (Increasing IASMS Capability Level)
27



ConOps (e.g., Vehicle Class (e.g.,
Wildfire Fighting) SUAS)

Hazards (e.g., Loss of Separation, Loss of
Containment etc.)

y:

Hazard Severity and Likelihood (e.g.,
Catastrophic, Hazardous etc.)

Mitigation(s) through SFCs (e.g., Unsafe Prox To
Traffic, Assured Containment etc.) and

-

Levels Explained (I)

SD-1 Proposed Key SFCs For SD-1 (Wildfire
Fighting)

Integrated Risk Tool

Human Automation Teaming Assistant

Power Systems Failure (Battery Health Tool)

>—-C2 Link System Failure (RF Interference Tool)

Unsafe Proximity to Terrain (ProxThreat)

Unsafe Proximity to Traffic (ICAROUS Traffic
Deconfliction Module)

Unsafe Proximity to People (NPCRA Tool)

Flight Outside of Approved Airspace (SAFEGUARD
2.0)

Note: Proposed SFCs and ICLs to enable safe operations are still being analyzed with our operational and regulatory partners.
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Levels Explained (ll)

Proposed SFCs To Mitigate Hazards

ConOps (e.g., SEC M .
e b aturity
Wildfire Fighting) Services — Functions — Capabilities

Level 4: Fully Autonomous Functionality
o Monitor 2, Assess 2, Mitigate 3

4

ROIeS d nd Level 3: Autonomous Functionality with Human-Over-the-Loop

ResponSIbllltleS >— 3 o Monitor 1, Assess 1, Mitigate 2

NG
AQ Level 2: Automated Function with Human Fallback
\/0 o Monitor 1, Assess 1, Mitigate 1

Level 1: Alerting Function for Human
o Monitor 1*; Assess 1, Mitigate 0

Maturity Level

Note: Proposed SFCs and ICLs to enable safe operations are still being analyzed with our operational and regulatory partners.
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Levels Explained (lll)

Proposed SFCs To Mitigate Hazards
IASMS Capability Set

Integrated Risk Tool || G

ConOps (e.g., Hazard Severity
Wildfire Flghtmg) and Likelihood Human Automation Teaming Assistant ||| G
Power Systems Failure (Battery Health Tool)
Roles and Risk Crltlcallty C2 Link System Failure (RF Interference Tool) _
ot (SORA)
Responsibilities
a3 Unsafe Proximity to Terrain (ProxThreat) _
Unsafe Proximity to Traffic (ICAROUS Traffic
Deconfliction Module)
. Unsafe Proximity to People (NPCRA Tool) _
Maturity Level Assurance Level
(1—4) ( - Med - Flight Outside of Approved Airspace (SAFEGUARD _
2.0)
[ 0 1 2 3 4

IASMS Capability Level (ICL)

Note: Proposed SFCs and ICLs to enable safe operations are still being analyzed with our operational and regulatory partners. 30



ation and Architecture

NAS Information Interchange

Airspace Management

Fleet Management

Vehicle Management

Operational Systems

IASMS

SWIM/FIMS

Ops SFCs

ATC/USS

SWIM/FIMS

Ops SFCs

Operator

ydomiaN [eusig
SYN uowwod

ISSASFCs

ATC/USS

Ops SFCs

Vehicle

—
|
|
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ISSASFCs

Operator

Ops SFCs

JJOMIDN |ensiq
JoyesadQ

ISSASFCs

Vehicle

——-—q———i

ISSASFCs

| I I R |

A1IAI1D3UU0431U | 3D IAIDS
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Example Ops SFCs

Cross-Domain Airspace De-
confliction
(i.e., Traditional —Space

Launch—AAM)
Digital TFR
Network Scheduler
Trajectory Generator
Conflict Detection
Conflict Resolution
Contingency Management
Navigation Performance
Weather —Ops
Contingency Management
Navigation Performance
AircraftState
DataComm
Weather —Ops
Schedule Coordination

Contingency Management
Navigation Performance
Weather —Ops

DAA

nted Architecture

Operational Systems

IASMS

SWIM/FIMS

- W

Ops SFCs

ATC/USS

ydomiaN [eusig
SYN uowwo)

Ops SFCs

Operator

ATM
Digital Network

Ops SFCs

Vehicle

—— ——'I.

I A

L

|1 B

||__ 1]

8 ]
Operato

L ]

3}J0MISN |en3iq
JoyesadQ

Ops SFCs

N I P —

SWIM/FIMS

ISSASFCs

ATC/USS
ISSASFCs

Operator
ISSASFCs

Vehicle
ISSASFCs

Example IASMS SFCs

NAS Risk Assessment
Anomaly Detection
FOQA-type Data Services
TFR Violation

Emergency Reporting
Safety Data Repositories

e

_—

Airspace Conformance Monitor
Link Performance

Dynamic Density Metric
Airspace Risk Prognostics
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Safety Reporting
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rc h ite ctu re OS&N: Observation Stations and Network — Exemplars of urban infrastructure

é NavQ OS&N H Wx OS&N H RFE/RFI OS&N

Based on NASA-TM/2020-220440 (Jan 2020) (Revised)
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Elements of 2019 test system (SWS-RED)

[ Added for 2021 test system (SWS-21) .



Presenter
Presentation Notes
Initially version described in a TM of 2020. I'll focus on updates here. We plan to publish an updated TM soon.
1st, we have some new infrastructure, the RF-eye CRFS system installed within the LaRC test range.
2nd, expanding to 4 service providers (Ames, Langley, Johnson, TBD-Mitre)
3rd, three display concepts at operator station
4th, some new functions on-board (see next slide)
Acronyms not important, the list is on prev slide



chitecture

Based on NASA-TM/2020-220440 (January 2020) — Research support platform;
Revised to support evaluation of 2021 SFC set

Ground Control Station

rzo?sa;,;mrsy:te;s ——————————————————— | (coTsecs)
I .......... Po_vver ....................................... I MF“!
. BEEEEE
UTM Gateway : :
(USSand SDSP Services) |  @——— e e e e e e e e —
(See Prev Chart) To CFS bus Commands to auto-pilot
(via CANbus devices and MavBridge)

SN only SN only MavBridge

Load
Trafflc Prox-t AP
BDH'EFm‘ /Config; rox-to
o ™ \ Off-load @ Threat
i At@ =

. Safeguard
Ground Control Station I v I Brigge
(Resea rch GCS) [ CoreFIlghtSystemSG.S (Software Bus/Software Bus Network) ]: ’ Constraint
nstrain
1 ( 32 bit ARM OSAL, PSP (LaRC) I 64 bit Intel OSAL, PSP ] Monitor
Linux OS
[ ] Safeguard
DR-AD

CFS-based R&D demonstrator system (2 NUCs — PN and SN)

CFS = Core Flight System (NASA GSFC platform for developing modular flight software; Certifiable to NASA Class B)

TMS = Telemetry Service; BHM =Battery Health Management; AP = Auto-pilot; CST =ContingencySelect and Trigger; DR-AD = Diagnostic Reasoner and Anomaly Detector 34


Presenter
Presentation Notes
Same architecture on-board as we presented last year (and in the TM).
Its essentially a run-time assurance architecture (independent of the COTS system)
Remember functions need to monitor, assess, mitigate.
One new thing we will be testing is 'auto-mitigate' based on a real-time risk assessment and a constraint monitor.
Tests will be conducted with a research GCS operating in parallel with the COTS GCS.
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AIRMAP

IASMS Safety Framework

Safety Demonstrator Series
Concept of Operations

Hazards Analysis: Identify Safety Critical Risks

Determine Acceptable Safety Assurance
Requirements

IASMS Services and Capabilities Framework of
SFCsto Assure Safety

Data and Architecture
Requirements for IASMS SFCs

Development of Assured Functional IASMS for SD Use Cases

Safety Demonstrator Flight Demonstration with Functional &
Assured IASMS

Operational IASMS Data Generation to Inform

Recommendations for Safety Framework Standards ﬁ “I. Ag]b/
® -!.|||’

Recommendations Document published by Standards oA i
Committees to Inform Safety Framework Requirements RTC/\

New Safety Framework Requirements Established by Regulators (FAA)
35



pment of IASMS

satefarm  y@rizonY
AIRMAP

A Cumulative cost

1.Determine Progress 2. Identify and
objectives /"‘——* resolve risks
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Review Requirements
plan
Co t of Concept of .
@ EW , Detailed
Requirements
Development | Verification Stafy Farm mﬂ
plan | & Validation ARMAP
Testplan | Verification ——
& Validation
Implementation
4. Plan the Release

next iteration 3. Development _
® ull

INTERNATIONAL

Siandards Worldwivs

. . INTERNATIONAL.
Recommendations Document published by Standards
Committees to Inform Safety Framework Requirements RTC/\

New Safety Framework Requirements Established by Regulators (FAA)
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“In-Time Aviation Safety Management System (IASMS)

Passenger Health
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Presenter
Presentation Notes
Undesirable Outcome:
Flight outside of approved airspace
Unsafe proximity to air traffic, people on the ground, or property
Hull Loss (if passenger carrying or high kinetic energy)
Causal Factors
Critical system failures (including loss of link, loss or degraded positioning system performance, loss of power, and engine failure
Loss-of-Control (due to envelope excursions or flight control system failure)
Physical/Environment Related Risks
Weather encounters (including wind gusts)
Threat by person—malicious
Cyber-security related risks
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Identifies 4 Fundamental System
Element Development Areas:

1. Concept of Operations and Risk
Prioritization

2. System Monitoring

w

System Analytics

4, Mitigation and Implementation

IASMS ConOps

NASA/TM—2020-5003981

In-time System-wide Safety Assurance
(ISSA) Concept of Operations and Design
Considerations for Urban Air Mobility (UAM)

Kyle Eflis and John Koeling
Langley Research Center, Hampton, VA
Misty Davies

Ames Research Center, Mountain View, CA

Paul Krois
Crown Consulting Inc., Aurora, CO

June 2020

Outlines Scope, Functionality and Risk
Priorities for IASMS

1. Drafted with Industry Input
2. V.1 of ConOps focused on UAM domain

with relevant use cases. V.2 expanding
across domains (in dev)

3. FAA-NASA RTT Near-Term ConOps (in dev)

4. Built upon service-oriented architecture of

UTM

Architecture and Information
Requirements TM

' PP i s govisearch o PR=2020000 1140 2020-03 0311628 SGHO000Z

NASA/TM-2020-220440

-

Architecture and Information Requirements
to Assess and Predict Flight Safety Risks During
Highly Autonomous Urban Flight Operations

Steven Young, Ersin Ancel, Andrew Moore, Evan Dill, Cuong Quach, John Foster,
Kaveh Daraftheh, Kyle Smalling, Sixto Vazques, and Emory (Tom) Evans
Langley Research Center, Hampion, Virginia

Wendy Okolo, Matteo Corbetia, John Ossenfort, Jason Watkins,
Chatan Kulkarni, and Lilly Spirkovska
Ames Research Center, Mountain View, California

Describes NASA approach to
development of IASMS

1. Identifies Information Classes

2. Discussion of Initial IASMS SFC
Developments

3. Design Considerations for IASMS

4. Reference architecture for
autonomous urban flight operation
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Objectives

Monitor Assess Mitigate

* To explore, discover, and understand the D o 11 £ e e 3 el STt B ) o s
impact on safety of growing complexity g{i";‘}f ’&;ﬁﬂ £ =R
introduced by modernization aimed at el o i
improving the efficiency of flight, the access i —'r by 3.;,/1{5 x
to airspace, and/or the expansion of %, $ = x

Safety Assurance Action J

services provided by air vehicles.

 To develop and demonstrate innovative
solutions that enable this modernization and
the aviation transformation envisioned by
ARMD through proactive mitigation of risks in
accordance with target levels of safety.
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SFCs to Address Risks

Risks

SFC Development > Flight outside of approved

Services — Functions — Capabilities airspace

» Unsafe proximity to air traffic,
people on the ground, terrain or

Monitor property
® (Collect data >
. . mefp ~ © Checkdataqualit Critical system failures (includin
Natlonal AII"Space System o ® Fusedata loss of ||nky loss or degrad(ed 9
g @ Ditrbutedata positioning system performance, loss
| Operational/Vehicle | Flight Plans | Safety Data Bases Of power, ﬂ|ght Control failure and
engine failure
NAS System State .
safety Assurance > Loss-of-Control (i.e., envelope
N excursions)
"_n (7]
| Mitigate [ Assess > Physical/Environment Related
Time-dependentaction 2, @ Assessoperational data Risks
: Q:ch?:;i?ec-?:;c; (augmented using E E ® Model ﬂight pIanning data i i i
ST, vy ® Mine safety databases — Weather encounters (including wind gusts)
<= — Threat by person—malicious
Time Horizon » Cyber-security related risks
Pre-Flight In-Flight — Post-Flight > Those our predictive and prognostic

SFCs have not identified yet...


Presenter
Presentation Notes
Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



SFCs to Address Risks

Reference SFCs
> SAFEGUARD

» Proximity to Threat Service, Non-
Participant Casualty Risk

SFC Development

Services — Functions — Capabilities

Monitor Assessment, ICAROUS, Safe2Ditch
® (Collect data >
. . mefp ® Check dataqualit RF Interference Modelin
National Alrspace SYStem o ® Fusedata GPS Degradation Model?ng
g @ Ditrbutedata APNT Services (alternatives to GPS)
| Operational/Vehicle | Flight Plans | Safety Data Bases Battery Health Prognostlcs
Command and Control Link Monitor
NAS System State .
Tﬁ?gﬂssura"ce 1 » Hyper-local weather modeling >
o Climacell (SDSP example)
Mitigate é Assess Vehicle-as-a-sensor services
Jme-dependent action &, @ Assessoperational data > Adaptive security procedure
® Procedure-based(augmented using %g : m;:\ie!::ggthtdp;igggs%gata development
dedision support too) P / > Industry-developed Cyber-security

solutions and protocols
Time Horizon

: : : » Multiple Kernel Anomaly Detection
Pre-Flight In-Flight Post-Flight (MKAD)


Presenter
Presentation Notes
Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



SFC Example — NPCRA Tool

Reference SFCs
> SAFEGUARD

» Proximity to Threat Service, Non-
participant Casualty Risk

SFC Development

Services — Functions — Capabilities

Monitor Assessment, ICAROUS, Safe2Ditch
® (Collect data >
. . mefp ® Check dataqualit RF Interference Modelin
National Alrspace SYStem o ® Fusedata GPS Degradation Model?ng
g @ Ditrbutedata APNT Services (alternatives to GPS)
| Operational/Vehicle | Flight Plans | Safety Data Bases Battery Health Prognostlcs
Command and Control Link Monitor
NAS System State .
Tﬁ?gﬂssura"ce 1 » Hyper-local weather modeling >
o Climacell (SDSP example)
Mitigate é Assess Vehicle-as-a-sensor services
Jme-dependent action &, @ Assessoperational data > Adaptive security procedure
® Procedure-based(augmented using %g : ms’]iesl;c?gthtdpal?:gggsgegata development
dedision support too) P / > Industry-developed Cyber-security

solutions and protocols
Time Horizon

: : : » Multiple Kernel Anomaly Detection
Pre-Flight In-Flight Post-Flight (MKAD)


Presenter
Presentation Notes
Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



SFC Example — NPCRA Tool

SFC Development

Services — Functions — Capabilities

Monitor
National Airspace System =~ #RS = || [
© L
©
a | Operational/Vehicle | Flight Plans | Safety Data Bases
NAS System State
Safety Assurance
Action
Mitigate z R
e S ® Assess proposed flight planfor
® Informs changes to pre-flight plan E % risk to 37 parties on the ground
® Helps build safety case for proposed ﬁ & ® Evaluates crash trajectory based
operations PR on weather & aerodynamic model

® Potential for use in-flight to adjust course

Time Horizon

Pre-Flight In-Flight Post-Flight

Reference SFCs
> SAFEGUARD

» Proximity to Threat Service, Non-
participant Casualty Risk
Assessment, ICAROUS, Safe2Ditch

» RF Interference Modeling
GPS Degradation Modeling
APNT Services (alternatives to GPS)
Battery Health Prognostics
Command and Control Link Monitor

» Hyper-local weather modeling >
Climacell (SDSP example)
Vehicle-as-a-sensor services

» Adaptive security procedure
development

» Industry-developed Cyber-security
solutions and protocols

» Multiple Kernel Anomaly Detection
(MKAD)


Presenter
Presentation Notes
Sample ISSA SFCs
SAFEGUARD
ICAROUS, 3rd Party Casualty Assessment, Safe2Ditch, DAA
Battery Health Prognostics, GPS/PNT Augmentations
Loss-of-Control (due to envelope excursions or flight control system failure)
SDSP weather service (pre/in-flight), Rogue Aircraft Reporting

Cyber-security related risks



Assure Design

* Assurance requirements are specific to flight rules, operation complexity
and risk criticality (SORA helps here)

Functionality

* SFCs must be assured to an appropriate level via an acceptable process

r ’

L "y
SAFETY \
REQUIRFMFNTS

Aircraft System Development Processes

FUNCTIONAL
REQUIREMENTS

0 tional
SYSTEM e
System-Level i / Concepts
Development of ~ - 4
Hazard Analysis
System Architecture OPERATIONAL

Safety Developments
REQUIREMENTS \X
ALLOCATED TO / \
HARDWARE

Hardware Design Life Information Software Design Life

o

Exchange

Cycle Process Cycle Process

(DO 254) (DO 178)

FUNCTIONAL

REQUIREMENTS
ALLOCATED TO
SOFTWARE

[ ]
DESIGN OPERATIONS

OPERATIONAL
REQUIREMENTS

PROCESSES

Safety Assessment of

Aircraft in Operation

(ARP 5150/5151)

Building Confidence

SFCs that

Manage Operational Risks:
Must mitigate risks with an
acceptable level of certainty

SFCs that

Identify Unknown Risks:
Must correctly identify unknown anomalies
and hazards in the system

SFCs that

Inform System Designs:
Must correctly assess performance and
deficiencies of the existing design
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Presentation Notes
Appropriate level of SFC assurance is determined by methods such as SORA

Challenge Areas

Improve efficiency of traditional assurance methods

Develop means to assure systems with Machine Learning/Artificial Intelligence

Future (matured) systems will adapt IN operations





IASMS Components (SFCs)

Wildfire Fighting - Key risks have been identified through significant stakeholder interaction. The required maturity levels to
enable safe operations are still being analyzed with our operational and regulatory partners.

SFC Maturity Levels for Key Risks

Integrated Risk Tool

Human Automation Teaming Assistant
Power Systems Failure (Battery Health Tool)
C2 Link System Failure (RF Interference Tool)

Unsafe Proximity to Terrain (ProxThreat)

Unsafe Proximity to Traffic (ICAROUS Traffic
Deconfliction Module)

Unsafe Proximity to People (NPCRA Tool)

Flight Outside of Approved Airspace (SAFEGUARD
2.0)

o
=
N
w

W SFC Maturity

SFC Maturity

Services — Functions — Capabilities

Level 4: Fully Autonomous Functionality
o Monitor 2, Assess 2, Mitigate 3

Level 3: Autonomous Functionality with Human-Over-the-Loop
3 o Monitor 1, Assess 1, Mitigate 2
N
AQ Level 2: Automated Function with Human Fallback
\/Q o Monitor 1, Assess 1, Mitigate 1

Level 1: Alerting Function for Human
o Monitor 1%; Assess 1, Mitigate O

v
Risk Criticality
soney B
v
Complexity |
v
Uncertainty [
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IASMS Components (SFCs)

Post Hurricane Disaster Relief - Key risks have been identified through significant stakeholder interaction. The required maturity
levels to enable safe operations are still being analyzed with our operational and regulatory partners.

SFC Maturity Levels for Key Risks SFC Maturity

Services — Functions — Capabilities

Integrated Risk Tool | GTTEGN
Human Automation Teaming Assistant || EGTcNINGNGNGEGEGG Level 4: Fully Autonomous Functionality
4 o Monitor 2, Assess 2, Mitigate 3
Power Systems Failure (Battery Health Tool) | EGTGNGNGNGNGNNN
Level 3: Autonomous Functionality with Human-Over-the-Loop
. . o Monitor 1, Assess 1, Mitigate 2
C2 Link System Failure (RF Interference Tool) | G 3
&
Unsafe Proximity to Terrain (ProxThreat) _ Q)A Level 2: Automat.ed Function with I-.Ilfman Fallback
i\ o Monitor 1, Assess 1, Mitigate 1
Unsafe Proximity to Traffic (ICAROUS Traffic e
Deconfliction MOdUIe) Level 1: Alerting Function for Human
o Monitor 1%*; Assess 1, Mitigate O
Unsafe Proximity to People (NPCRA Tool) [N
Unsafe Proximity to Infrastructure || v
Risk Criticality
Flight Outside of Approved Airspace (SAFEGUARD S (SORA) I i
2.0) v
Complexty M
0 1 2 3 4
. Unceraimy | I
W SFC Maturity
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IASMS Components (SFCs)

Medical Courier Delivery (URBAN) - Key risks have been identified through significant stakeholder interaction. The required
maturity levels to enable safe operations are still being analyzed with our operational and regulatory partners.

SFC Maturity Levels for Key Risks

Integrated Risk Tool
Human Automation Teaming Assistant
Power Systems Failure (Battery Health Tool)
C2 Link System Failure (RF Interference Tool)
Unsafe Proximity to Terrain (ProxThreat)
Unsafe Proximity to Traffic (ICAROUS Traffic...
Unsafe Proximity to People (NPCRA Tool)
Unsafe Proximity to Infrastructure
Flight Outside of Approved Airspace...
Airspace Dynamic Density Safety
Weather Risk

Motor Health

o
=
N
w

B SFC Maturity

SN

SFC Maturity

Services — Functions — Capabilities

Level 4: Fully Autonomous Functionality
o Monitor 2, Assess 2, Mitigate 3

Level 3: Autonomous Functionality with Human-Over-the-Loop
3 o Monitor 1, Assess 1, Mitigate 2
NG
AQ Level 2: Automated Function with Human Fallback
\/@ o Monitor 1, Assess 1, Mitigate 1

Level 1: Alerting Function for Human
o Monitor 1*; Assess 1, Mitigate 0

Risk Criticality
sory B

Complexity |

Uncertainty [
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IASMS Components (SFCs)

Un-evacuated Urban Area Disaster Response - Key risks have been identified through significant stakeholder interaction. The
required maturity levels to enable safe operations are still being analyzed with our operational and regulatory partners.

SFC Maturity Levels for Key Risks

Integrated Risk Tool
Human Automation Teaming Assistant
Power Systems Failure (Battery Health Tool)
C2 Link System Failure (RF Interference Tool)
Unsafe Proximity to Terrain (ProxThreat)
Unsafe Proximity to Traffic (ICAROUS Traffic...
Unsafe Proximity to People (NPCRA Tool)
Unsafe Proximity to Infrastructure
Flight Outside of Approved Airspace...
Airspace Dynamic Density Safety
Weather Risk
Motor Health

Rogue Traffic Services

o
[ERY
N
w

B SFC Maturity

IS

SFC Maturity

Services — Functions — Capabilities

Level 4: Fully Autonomous Functionality
o Monitor 2, Assess 2, Mitigate 3

Level 3: Autonomous Functionality with Human-Over-the-Loop
3 o Monitor 1, Assess 1, Mitigate 2
NG
AQ) Level 2: Automated Function with Human Fallback
\;0 o Monitor 1, Assess 1, Mitigate 1

Level 1: Alerting Function for Human
o Monitor 1%; Assess 1, Mitigate O

Risk Criticality
sorn; B

Complexity |

Uncertainty [
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