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Abstract—To achieve NASA’s Artemis program mission objec-
tives a high level of autonomy that is ubiquitous throughout
the systems that are being developed will be necessary. The
autonomous systems of Artemis will require a distributed au-
tonomy capability, with autonomous systems organized func-
tionally in a hierarchical architecture, where systems at higher
levels of the hierarchy have authority over systems at lower
levels. The challenge of developing autonomy technologies and
Concepts of Operations (ConOps) for Artemis has been un-
dertaken by the NASA Gateway Working Group. This group
has developed requirements, architectures, ConOps, and in-
terface control documents (ICDs), in the context of a hierar-
chical distributed architecture that includes the following: a
Vehicle System Manager (VSM) that autonomously manages
the entire Gateway; Module System Managers (MSMs) that
autonomously manage each module; and System Managers
(SMs) that autonomously manage systems within a module (i.e.,
ECLSS). A substantially high level of autonomy needs to be
achieved by each element of the hierarchy (VSM, MSM, SM) to
meet requirements for uncrewed operations; this includes condi-
tions that will have minimal and/or delayed ground intervention
(i.e., requirements for sustainability for months of operation
without crew or ground support). To advance an implemen-
tation of this autonomy design (Gateway Autonomy Design —
GAD), a collaboration was established between the Autonomous
Systems Laboratory (ASL) at NASA Stennis Space Center and
Lockheed Martin. The objectives of this partnership were the
following: (1) to implement autonomy at the VSM, MSM, and
SM levels; (2) to implement communications among a VSM,
2 MSMs, ORION (a visiting vehicle somewhat equivalent to a
module) and 1 SM (a power system), and (3) test autonomous
operations with representative use cases. A SM backed by a
high-fidelity simulation was created to facilitate demonstrations
of use cases that originated in a system of a module. Com-
munication between the VSM and MSMs was implemented
according to Concepts of Operations and Interface Control
Documents (ICDs). Demonstrations were conducted to address
nominal and off-nominal operations and multi-module interac-
tions with the VSM. Additionally, user interfaces were created
to provide awareness about ongoing processes and results while
enhancing the demonstration. Demonstrations included the
following use cases: (1) Orion as visiting vehicle registers with
VSM; (2) VSM reschedules a module’s timelines when another
module’s MSM task fails; and (3) a module’s Power System
Manager (PSM) demonstration that included component failure
diagnostics, tracing component failure to effected components,
which in turn, reports failure information up to the VSM for
acknowledgement and display. This paper will describe the
detailed technology and autonomous systems developed, and
the integrated multi-module demonstrations conducted. Also,
challenges that must be met to fully implement the GAD defined
by Gateway will be addressed.
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1. INTRODUCTION

Autonomous systems are becoming more common place as
self-driving vehicles are now on the streets and roads, and
unmanned air vehicles (UAVs) are in plain sight over streets,
events, and in military applications. These systems carry
out some activities autonomously. A self-driving vehicle
does go from a start location to an end location on its own,
without intervention from a human. But is the system truly
autonomous? One definition adopted at NASA in 2015 states
”Autonomy is the ability of a system to achieve goals while
operating independently of external control” [1]. However,
these goals generally address very specific activities and do
not incorporate overall autonomous behavior of a system
or system of systems. This means that systems do not
behave autonomously with respect to self-management. For
example, a self-driving vehicle considers a wide range of
scenarios that may require changing a planned route due to
external factors, like road closings. However, these decisions
generally do not include comprehensive information such as
whether a part or a sensor has failed and the vehicle no longer
has capability to continue or to avoid risks. These system-
level autonomy behavior factors take on a much bigger role
as systems become more complex (for example, multiple
systems with operational/behavior dependencies), when time
delays for operator intervention become too long (e.g., oper-
ations on Mars, or even on the Moon), and/or when risks of
system failures or anomalies are high and have catastrophic
consequences.
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For NASA”s Artemis missions, autonomy has been perceived
as an entire system exhibiting autonomous behavior, and
not as independent or isolated capabilities that carries out
only individual autonomous activities. Additionally, when
designing system(s) to perform autonomously for specific
activities, there should be a foundation for implementing
overall autonomous behavior. In this way, any autonomous
activity is then able to use the resources from a foundational
autonomous behavior of the entire system, resulting in the
ability to implement higher level autonomy functionality,
that can evolve systematically and not be added on as an
afterthought.

Another key consideration in executing autonomy is how it
is accomplished. In order to exhibit autonomous behavior,
a system must be able to analyze, reason, make decisions, as
well as schedule and execute tasks on its own. The classic ap-
proach to achieve this autonomous capability is accomplished
by having experts working off-line who consider every pos-
sible scenario a specific system will encounter — under
both nominal and off-nominal operations. This approach
generally assumes that nominal operations will achieve the
desired goals, and that all cases of off-nominal conditions
are recognized. It also relies on defining and providing
corresponding mitigations that are necessary to continue the
mission, to modify the mission, and/or to abort the mission.
This approach is implemented using a few technologies that
help keep track of the cases being considered and aid in
reasoning about the cases. Unfortunately, this technique
is very difficult to apply, and is extremely costly, even for
systems that are considered only moderately complex. For
example, consider a power system for a space habitat module
where this approach would necessitate the ability to detect
and consider the consequences of failure of every switch,
every wire, every bus, every sensor, and every battery cell.
Moreover, this solution inevitably misses critical and/or po-
tentially life-threatening cases and/or circumstances. This
approach is referred to as Brute-Force Autonomy (BFA).

The Autonomous Systems Laboratory (ASL) at NASA Sten-
nis Space Center has been developing the technology, pro-
cesses, and expertise to implement autonomy by transferring
the knowledge and methodologies for analysis, and decision-
making of experts to the system itself. This implementation
has been coined as “Thinking” Autonomy (TA). The tech-
nology is embodied in the NASA Platform for Autonomous
Systems (NPAS) [2]. With NPAS, there are four primary
pillars required to enable TA:

1. A comprehensive description of the system. This could be
considered an augmented description beyond what is enabled
by SysML. For example, this might include fidelity to the
schematic level, generic physics and other models, concept
definitions and self-identification, inter-dependencies, and
topologies [3].

2. A comprehensive description of the mission to be carried
out.

3. Integrated System Health Management (ISHM) strategies,
including anomaly detection, diagnostics, prognostics, and
comprehensive and timely state awareness [3].

4. Autonomy strategies (for example, determination and use
of redundancy and repeat actions).

This paper describes accomplishments made as part of an
avionics risk reduction activity conducted in a collaboration
effort between NASA Stennis Space Center and Lockheed
Martin. This activity culminated in a demonstration of au-
tonomy implemented in the context of the NASA Gateway

[4], [5] distributed hierarchical autonomy [6] design and
the corresponding avionics hardware/software architecture
(network protocols and message definitions). Prior to this
work, a prototyping activity was demonstrated in 2019, in
collaboration with Northrop Grumman, to demonstrate au-
tonomous operations for an individual habitat module [7].
That work provides background about the degree of system-
level autonomy that is required for Artemis systems and
operations, and contrasts the difference between that degree
of autonomy to systems that can only discretely perform
some activities autonomously. This paper describes results
of a project that extends autonomous operations beyond an
individual space habitat, and not only includes multiple mod-
ules, but also demonstrates and increase in the fidelity of the
systems’ models and the complexity of mission operations
with distributed autonomous entities, as well as incorporating
ground operations and crew.

In this paper the following topics will be covered: sec-
tion 2, Autonomy design hierarchical distributed architecture,
describes hierarchical distributed architecture encompassing
an overall autonomous manager (NASA Vehicle System
Manager (VSM)), Module System Managers (MSMs), and
System Managers (SMs), as well as managers for ORION
consistent with NASA Gateway autonomy design; section 3,
Topology of autonomous modules developed, includes details
on the NASA Stennis and Lockheed Martin modules as well
as ORION; section 4, Concepts of Operations, includes de-
scription of the Concept of Operations (ConOps) addressing
the functions at the top 3 levels of the autonomy hierarchys;
in section 5, Task and timeline development and execution,
includes NPAS and LM’s capabilities and implementations;
section 6, Integration across modules using the Software
Bus Network (SBN); section 7, Demonstration, includes an
overview of use cases presented; and section 8, Summary
and Conclusions, provides a high level representation of
accomplishments.

2. AUTONOMY DESIGN: HIERARCHICAL
DISTRIBUTED ARCHITECTURE

Figure 1 represents a topology for hierarchical distributed
autonomy, and corresponding systems that encompass a no-
tional autonomous space habitat.

The elements that constitute members of a hierarchical dis-
tributed architecture are autonomous themselves [8]. The
level each occupies in the hierarchy defines their level of
authority. At the top is the VSM with authority over all
the elements below. At the next level are the modules,
and below each module are the systems in the modules.
Each autonomous entity has an individual mission, and all
participate in achieving the overall mission managed by the
VSM. The overall mission of the VSM entails the following
objectives:

1. Resource management (e.g., power, telemetry, communi-
cations)

2. GNC

3. Health/fault management

4. Mission plan, timeline, and execution management

Although the project only addressed objectives 3 and 4, the
infrastructures in NPAS and LM cFS applications support all
objectives.
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Figure 1. Topology for hierarchical distributed architecture

3. TOPOLOGY OF AUTONOMOUS MODELS
DEVELOPED

For this collaborative effort, NASA Stennis, which includes
the D2K support contractor team, was responsible for the
development of the overall Gateway Vehicle System Manager
(VSM), a Module System Manager (MSM) for a Logistics
module, and a Power System Manager (PSM) using NPAS
to rapidly build and deploy autonomous solutions consistent
with the NASA Gateway’s autonomy concept of operations.

The VSM is the autonomous agent responsible for the overall
management of Gateway’s operations to achieve its specified
mission objectives. To accomplish this, the VSM is responsi-
ble for:

« Planning and scheduling timelines of goals to be achieved
and tasks to be executed by the Module System Managers.

o Coordinating Module-to-Module and Gateway-to-ground
communications and operations

« Responding to failures within the Gateway and adapting
as-needed to achieve its mission.

« Serving as the primary interface between the Gateway and
crew and ground operations.

For this demonstration the VSM focused on the following
key objectives: (1) MSM-to-VSM registration for permanent
Gateway modules; (2) docking and registration for visiting
vehicles; (3) executing pre-defined timelines of Tasks sched-
uled for multiple MSMs; (4) responding to failures in lower
level autonomous system managers; and (5) creating crew
interfaces for monitoring Gateway’s operations.

The Logistics MSM comprised of three NPAS applications
— the MSM, PSM, and ESM — reusing core Gateway
autonomy framework provided by NPAS.

« Contained Environmental Control and Life Support System
(ECLSS) System Manager

PSM
— PSM had a detailed system schematic driven by SOCR-
RATES

— Detailed failure management system

Lockheed Martin was responsible for the development of the
Habitat Module, Orion as a Visiting Vehicle and the Software

Only Crew Exploration Vehicle Risk Analysis Test Envi-
ronment Simulation (SOCRRATES) simulation environment.
Existing environments and tools were leveraged with new
development and updates made to support the goals of the
demonstration.

The Habitat Module used the NASA developed open source
flight software architecture called cFS (Core Flight System).
cFS provides a reusable framework that allows for mis-
sion specific application development without redesigning
the entire flight software architecture for each new program
[12]. For the autonomous VSM demonstration, Lockheed
Martin developed three new cFS applications: (1) MSM,
(2) Science, (3) Environmental Control and Life Support
System (ECLSS). The most important of these was the MSM
which was responsible for communication with the VSM to
register capabilities and resources, as well as receive tasking.
After receiving instructions from the VSM, the MSM would
schedule tasks for the Science and ECLSS applications. For
example, the ECLSS application would be tasked with main-
taining and reporting air quality. The Science application
would be tasked with conducting a recurring experiment on a
specific schedule and reporting results.

For this demonstration, Orion as a Visiting Vehicle pri-
marily leveraged existing simulation environment SOCR-
RATES/OrionSim (Orion Simulation) which was developed
for the Orion program (see section 7 for additional detail).
Additionally, new capabilities developed for this demonstra-
tion consisted of creating a controlling MSM that could
communicate with the Orion flight software. The focus for
this use case was a docking scenario which required Orion
as the Visiting Vehicle communicating with the VSM once
the vehicle was authorized to proceed with docking, and then
sharing related docking telemetry. After successful docking,
the Orion MSM would conduct standard registration with the
VSM. See section 6 for additional details on the registration
process.

4. CONCEPT OF OPERATIONS

The Concepts of Operations (ConOps) defines how these
objectives or functions are carried out as coordinated plans
and timelines across all elements of the hierarchy. The



following are high level tenants for operation:

1. Modules are registered with the VSM, providing informa-
tion about their resources and tasks.

2. Modules keep the VSM updated about their health, faults,
diagnostics, and tasks.

3. The VSM defines the overall mission with tasks and
timelines to be carried out by all the members of the overall
spacecraft.

4. Tasks address every function to carry out the overall
nominal mission and individual member missions.

5. Tasks address every function to carry out any off-nominal
operation to resolve anomalies and continue mission opera-
tions.

The project and demonstration included use cases that ad-
dress each of the above operation tenants involving the mod-
ules and systems that encompass the reference representative
of a Lunar Gateway.

Incorporation of Digital Twin Domain Representations

One of the features that the NPAS-based autonomous oper-
ations system managers utilize for task management as well
as for detection and resolution of anomalies is the use of a
software domain reference model — also known as a “digital
twin”. NPAS supports the creation of such domain specific
models using built-in and extensible component model li-
braries. As discussed in Section 1, these model libraries
are typically designed to match the level of representation
included in provided schematics and Interface Control Docu-
ments (ICDs).

The resulting detailed models provide many benefits to the
autonomous system software. One benefit is the provision of
a dynamic system state model that the autonomous software
can reference in real-time. This enables the software to
make use of both topological and operational context when
employing its reasoning logic. This is a two-fold benefit
since the detailed domain representation actually facilitates
the delivery of the TA described in Section 1. The imple-
mentation of TA is made easier and maintainable through the
use of model object attributes, class methods, and the instan-
tiation of relationships and associations between the model
components (e.g., the ability to reason about components
that are currently “upstream”, or “feeding-power-to” other
components).

NPAS Digital Twin domain representations are ontological
(e.g., they are composed of model constructs that map well
to the ontologies present within the systems, processes, and
equipment), topological (e.g., they include the components,
the interconnections, and the associations between the com-
ponents in an operational context), and dynamic (e.g., they
are populated with live telemetry data and real-time state as-
sessment regarding health and operational availability). The
representations are incorporated into the autonomous system
manager software architecture seamlessly so that regardless
of domain, all applicable measurement data can be properly
integrated into a state model.

Other aspects pertinent to the use of digital twins for au-
tonomous operations include the design of user interfaces
and model visualizations. Even though the digital twin
domain representation is a graphical model that can be useful
for visualizing state, generally the NPAS-based autonomous
systems are built with proxy displays that allow for the
transmission and conveyance of important health states and
parameters directly to users. The same is especially true

within distributed, hierarchical systems of systems where
communication interfaces are incorporated to allow for the
transmission of state information between system managers.
In this way, the VSM UI can readily display summary infor-
mation derived from the PSM digital twin.

Example: Implementation of the PSM Digital Twin

The first step in creating the PSM digital twin was to gain
access to the target LM spacecraft power system schematics
and ICDs. From these drawings, the NPAS mission developer
can begin constructing the detailed domain models — follow-
ing basic modeling guidelines for ensuring that the resulting
models are complete, fully connected, and fully configured.
Figure 2 shows a schematic of one of the power system
module components, and Figure 3 shows the corresponding
PSM digital twin.
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Figure 2. LM Power System PDU Schematic Example

The PSM digital twin domain model was constructed using
the NPAS electrical equipment domain modeling libraries.
These libraries provide reusable access to component classes
associated with electrical generation and distribution systems
(both AC and DC). The NPAS equipment libraries are exten-
sible, which allows NPAS mission developers to create new
classes and specialized subclasses as required. A screenshot
of the use of NPAS electrical modeling palettes during mod-
eling of another PSM PDU is shown in Figure 4.



L-] s [@R
—J—,m*—.‘:f?m .3
e L —.mi.lnm.f..—_l_l_"m
I W] R e —
e | Eeead —
l»--’-—frd‘—”'-*-l 1
o e o [ Cle——
Lo e —
B rew N fp—— =
_Ll *—Ir o | I T, .-
=T = ===
: ron AN .
t i 2 H
B Y ” ? T e )
- - m_;,— 14 - o
e | o WP
] &7 i=7 L, fas :
Bea
e -
B e -
— ==
—
——————
]

Figure 4. Ontological Modeling of Power Systems

The second step to modeling and deploying the PSM digital
twin is in the incorporation and application of generic fail-
ure modes and effects (Failure Mode and Effects Analysis,
FMEA) models. In NPAS, fault models are built using a
graphical programming language patterned after causal di-
rected graphs [9]. For the PSM, the nature and significance
of faults are tied to its ability to reliably distribute power
to critical loads throughout the spacecraft. For this reason,
a generic fault model was conceived that focuses on how a
distribution path might fail to perform its function, linked
upstream by failure modes that might cause that failure,
and linked downstream by potentially observable events and
effects of that failure, based on the electrical topology of
the digital twin. At runtime, the PSM detects events and
propagates up and down the links within the fault model to
search for additional evidence and identify the most likely
explanation for the failure (root cause isolation). The generic

fault model for the PSM distribution path abstract class is
shown in Figure 5.

Triggering fault diagnosis in NPAS is accomplished through a
layer of event detection that is responsible for exercising the
associated data analytics models and algorithms. One nice
artifact of the NPAS architecture is that such event detection
can readily be decoupled from the failure diagnostic logic —
making it easier to test and validate each of these functions
separately.

Another step in deploying an NPAS digital twin domain rep-
resentation is in integrating it with data. In general, this can
be done via any number of data and communications inter-
faces, but eventually the appropriate data must be integrated
into the digital twin as sensor objects or composite object
attributes. Data integration for the Artemis mission autonomy
demonstration is discussed in more detail in section 6. Details
on the PSM failure scenarios chosen for demonstration are
provided in section 7.

A final step in integrating the PSM domain model within
the PSM NPAS application is integrating the dynamic state
information into a user interface that successfully conveys
situation awareness to potential users. This is done through
the use of proxy objects that can display state information
through animation of icons. For example, a summary display
of the entire PSM power system that pushes up detailed
dynamic state information for improved awareness is shown
in Figure 6.

5. TASK AND TIMELINE DEVELOPMENT AND
EXECUTION

The VSM’s tasks and timeline execution is modeled after the
NASA Gateway autonomy operations timeline and mission
management framework. The layout of the framework is
shown in Figure 7 and consists of the following components:

Planner: Determines the set of tasks and their order of
execution that is required to transition the system from the
current state to the desired goal state. The Planner sends
the ordered blocks of task to the Scheduler for scheduling.
Failed tasks cause the Planner to re-plan based on the current
conditions.

Goal Tracker: Monitors and records the status of system’s
progress toward goals.

Scheduler: Receives blocks of planned tasks from the Plan-
ner and schedules them into a timeline based on timing
constraints, operational constraints, system health conditions,
and resource availability. The resulting timeline is segmented
and sent to the Dispatcher.

Dispatcher: Manages the scheduled operational timeline of
tasks. The Dispatcher is responsible for starting tasks at their
scheduled time and merging new timeline segments received
from the Scheduler into the operational timeline.

Task Manager: Manages the execution of tasks that the
Dispatcher has started. The Task Manager uses the Constraint
Evaluator (refer to Figure 7) to verify preconditions have
been met, periodically checks for invariant violations, and
monitors lapsed execution time for constraint violations. The
Task Manager receives periodic task status updates from
the Task Executor while a task is running and reacts to its
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status — either aborting the task if a constraint is violated or
notifying the Goal Tracker and Planner of success. The Task
Manager always notifies the Task Historian regardless of the
task’s outcome.

Task Executor: Executes the task provided by the Task
Manager and periodically reports the task’s status to the Task
Manager. A Task Executor can execute the task within its
local system or forward it to lower level Autonomous System
Manager. For example, a MSM would forward a power
system task to its PSM.

Task Historian: Receives and records tasks as they are
completed — successfully or unsuccessfully — by the Task
Manager. The records serve as an audit trail for the timeline
execution.

At the current stage in development, the timeline segments
provided to the Scheduler are pre-defined, emulating the up-
loading of schedules by the ground crew to the VSM. Because
of this, the Planner and Goal Tracker components have not
been incorporated into this implementation. The Resource
Manager and Constraint Evaluator are also rudimentary and
will be improved in future releases.
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Figure 7. VSM Timeline Management and Task
Execution

6. INTEGRATION ACROSS MODULES USING
SBN

All communication between VSM, MSMs, and SMs occurs
across the NASA cFS Software Bus Network (SBN), an open
source publish/subscribe messaging service that connects cFS
instances running in separate domains [10]. In this effort,
SBN was used to bridge the cFS MSM applications developed
by Lockheed Martin to the NPAS VSM, MSM, and SM
applications. NPAS and cFS are fundamentally different
technology stacks, but they are able to communicate through



a comprehensive set of messages across the standardized
SBN interface. This heterogenous architecture that emulate
planned Gateway environments in which multiple vendors
deliver their own ASMs that conform to the Gateway inter-
operability standards [5].

The NPAS applications connect to the SBN via the G2-
SBN Bridge application, a commercial product developed
in partnership between NASA and IgniteTech [11]. Each
NPAS ASM application connects to the SBN via the G2-
SBN Bridge and participates on the network as if it was a
full cFS application. Figure 8 shows the block diagram of the
applications and their SBN interfaces.

/ Lockheed Martin \ /

Habitat MSM
¢FS Platform

Lockheed Martin \
Orion MSM
cFS Platform

cFS MSM cFS MSM
Apps App Apps App

G2-SBN
Bridge

_NASA NASA NASA
Logistics MSM VSM Logistics Power SM
NPAS NPAS

Figure 8. Network Diagram of SBN Connected
Autonomous System Managers

The following SBN messages have been defined for this
demonstration:

1. summary_status_t1lm — Periodic telemetry message
broadcast by all ASMs containing ID, state, and status infor-
mation.

2. activate_cmd — Command sent by VSM to activate,
restart, or register a system, device, or service.

3. generic_response — Reply to acknowledge most
command messages. In some cases a command specific
response is desired.

4. query_model — Request details of one or more items
in another ASM’s system model.

5. query.-model_response — The reply to query_model
request containing the specifics of the requested items.

6. execute_task_cmd — Command to create a task from
a specified task template and execute the task instance with
the provided parameters.

7. task_status_t1lm — Periodic telemetry message sent
by all ASMs containing the ID, state, and status of all tasks
executing within an ASM.

8. visiting_vehicle_t1m — Notional visiting vehicle
telemetry message sent by a docking spacecraft containing
docking distance and fuel usage details.

9. regpermission — Notional ’permission to dock’
message sent by visiting vehicles to the VSM.

10. permission_response — Reply to req_permission.
11. psm_diagnostic_-tlm — Notional telemetry mes-
sage containing the detailed results of a failure analysis

performed by the PSM.

The SBN conversation that is used when an MSM first
registers with the VSM — either during initial power up or
as part of the docking process — is shown in Figure 9.

MSM Registration

1 status-summary-messagel()

Registration

—_
2 activate-message(degree_of_reactivation: 2) // REGISTER

3 generic-response-message(ACK)

4 guery-model-messagelitem_id_list: all task ids for MSM)

5 guery-model-response-messagelitern_info_list: all info for requested tasks)

6 activate-message(degree_of_reactivation: 0) /f ACTIVATE

7 generic-response-message(ACK)

oneration |
{ Operation |

Figure 9. SBN Conversation for Visiting Vehicle
Registration

The following messages are sent between VSM and MSM
during a nominal registration:

1. An unregistered MSM broadcasts a status summary mes-
sage with its identifying information.

2. When VSM receives a status summary message it re-
sponds with a REGISTER activation message. In parallel, the
VSM loads its model of the registering MSM and the tasks it
is expecting to be available.

3. MSM acknowledges the activation message.

4. VSM sends a query model message to the registering
MSM, requesting the current state and status of all MSM
tasks the VSM’s model contains.

5. MSM replies with the current state and status of all tasks
running, available to run, and not available to run. The VSM
uses this information to update the Planner with the current
task statuses. This information will inform the planning and
scheduling of VSM and MSM goals.

6. VSM sends an ACTIVATE activation message to the
MSM to command it to change its state to active.

7. MSM acknowledges the activation message to indicate the
successful end of the registration process.

Once the MSM is ACTIVE it is able to participate in au-
tonomous operations and be tasked by the VSM to help
achieve the vehicle’s current goals.

7. DEMONSTRATION

To highlight the capabilities of hierarchically distributed au-
tonomous systems using VSM/MSM/SM concepts, NASA
and Lockheed Martin prototyped multi-element spacecraft
systems. Three use cases were designed to highlight specific
aspects of the systems including: (1) registration of a Visiting
Vehicle (VV) with the VSM; (2) analysis and task reschedul-
ing by the VSM when a failure occurs in another module;
and (3) Power System Manager (PSM) component failure and
root cause analysis. The layout of the various modules and



system components are shown in Figure 10.

The overall system demonstrated as part of the avionics risk
reduction activity was representative of a Lunar Gateway, a
critical component of NASA’s Artemis program. The Lunar
Gateway will serve as a multi-purpose outpost orbiting the
Moon that will provide essential support for long-term human
return to the lunar surface and serve as a staging point for
deep space exploration, and future Mars missions. For this
demonstration, a VSM was in control of the overall rep-
resentative Gateway system consisting of three independent
modules: Habitat Module, Logistics Module and Orion as a
VYV, each with a respective controlling MSM. Additionally,
the Logistics Module (developed by the NASA Stennis team,
as noted below) included a PSM. Multiple user interfaces
and a ground system were available for viewing data and
interactions between the modules and the VSM.

Development of the modules and User Interface (UI) com-
ponents was divided between the NASA Stennis team and
Lockheed Martin. NASA was responsible for the VSM and
associated UI (built with NPAS), the Logistics Module and
PSM. Lockheed Martin developed the Habitat Module, Orion
VV and Horizon Ground system. Orion MSM and the PSM
both utilized a high-fidelity simulation developed by Lock-
heed Martin called SOCRRATES, which simulates Orion’s
electrical characteristics, sensors and vehicle dynamics, while
running the vehicle flight software. Not only were these
components developed by different teams, using different
software platforms, but the hardware used was also geograph-
ically distributed between NASA Stennis, NASA Johnson
Space Center (JSC) and a Lockheed Martin facility in Denver
Colorado. The various nodes were connected through the
Space Network Research Federation (SNRF) network.

Primary goals of the demonstration included the following:
(1) interoperability among VSM/MSM/SM communications
and interactions that enable autonomous operations; (2) de-
sign and implementation that align with the current VSM
autonomy requirements and ConOps; (3) implementation of
autonomy architecture down to the system manager level with
VSM, MSM, and PSM with a detailed electrical schematic
modeled at the power system level; (4) leverage NPAS to cre-
ate schedule and execute task and timelines across multiple
modules developed by separate teams; and (5) integration of
Horizon Ground system for displaying telemetry and sending
commands to the Habitat Module.

Use Case 1 — VSM Manages Visiting Vehicle Registration

The first use case focused on a VV docking with the Habitat
module and then registering with the VSM. The docking and
registration sequence begins with the Habitat and Logistics
modules registered and in steady state operation. The VSM
then schedules a docking task in the timeline which triggers
a communication sequence with the approaching VV, and
VSM granting authority to proceed. As the VV approaches,
telemetry data is sent to the VSM including distance and other
pertinent information. Once the docking successfully com-
pletes, the registration process begins (described in section 5).

Registration consist of notifying the VSM of the module’s
capabilities including task availability and resources. A
sequence of steps occurs during the registration process.
First, the VV begins sending a heartbeat signal to the VSM
containing operational and health states. After receiving
this signal, the VSM transitions to control mode which
initiates a registration conversation. During the registration
conversation, the VV sends its available tasks to the VSM.

Using this information, the VSM intelligently adjusts the
timeline and schedules new tasks. For this demonstration, a
Guidance Navigation and Control (GNC) station keeping task
was scheduled using the new center of mass. Using the NPAS
VSM UI, an operator can view the newly available tasks and
timeline, as seen in Figure 11.

The registration use case was successful in showing how
registration of a new module occurs and what additional
information becomes available to the overall system when
a module introduces new capabilities. The VSM UI was
used to view an updated task library and timeline with newly
scheduled tasks.

Use Case 2 — VSM Responds to MSM Task Failure

The second use case demonstrated the actions taken by the
VSM when a module reports a task failure. During normal
operation, a module’s MSM will run tasks as assigned by the
VSM timeline. While a task is running, the MSM reports
task status to the VSM at a rate of 1Hz. If the task fails for
any reason, the MSM reports the failure to the VSM which
updates the timeline and takes corrective actions as needed.
For this use case, a task failure was manually injected to
observe the system response.

Setup for this use case consisted of all modules in a registered
and active state. The VSM scheduled a nominal timeline
which included two tasks for the Habitat Module. These
tasks were (1) maintain air quality (CO2 removal) and (2)
run science experiment (simulated data for plants removing
particulate matter from the air). While these tasks were
running the state is shown on the VSM UI timeline and
telemetry data is streamed to the Horizon Ground System
as seen in Figure 12. In addition to receiving telemetry, the
Horizon Ground System is capable of sending commands. In
this case it was used to inject the task failure for the running
science task.

When the task failure is injected, the Habitat MSM immedi-
ately picked up the failure and updated the status information
going to the VSM. When the VSM receives the new infor-
mation, it marks the task as failed in the timeline and task
library. In this scenario no corrective action was necessary
since the failed task was a science experiment with no impact
on system operation. Use case 3 delves into a component
failure and how the VSM might need to adjust for a loss of a
capability in one module by scheduling a new task in another
module.

Use Case 3 — PSM Dynamic Health and Fault Assessment

Use Case 3 focused on demonstrating PSM fault manage-
ment. This use case involved injecting symptoms (via
simulated telemetry) into the power system domain model
(digital twin). These telemetry measurements triggered fault
event detection algorithms that have been implemented in
NPAS using generic electrical system class methods and fault
models (refer to Figure 5). The fault detection algorithms
and fault models prompted the system to diagnose — that is,
search for and identify the most likely underlying root causes
based on available evidence and the knowledge obtained from
FMEA.

The power system is expected to reliably distribute power
across the entire spacecraft, and is therefore, designed in a
modular and distributed manner which enables the ability to
implement a high degree of redundancy (this ensures that
all essential loads have multiple paths for receiving power).
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Key evidence for distinguishing and isolating root causes can
therefore be gathered by reasoning over how much of the
power system is being impacted by the fault. For example,
when power system failures are located close to loads, only a
small part of the power system should be affected. On the
contrary, upstream power system faults have the tendency
to impact much larger portions of the electrical distribution
system (due to cascading faults). The PSM reasoner can
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evaluate this evidence based on topological and operational
context provided by the PSM digital twin.

Furthermore, the distributed nature of the power system
also readily supports the use of generic fault models. The
generic fault model for electrical distribution path objects
depicted in Figure 5 allows the PSM to reason over any
section of the power system that is designed to distribute
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power. Since the digital twin “knows”’/has knowledge at any
time which parts of the power system are potentially being
affected by a particular component (due to dynamic traversal
of the power system topology), it can use this information to
readily determine the most likely location of a fault within
the power system. In cases where there is insufficient data
on the exact location of the fault (e.g., downstream faults in
subsystems for which the PSM has no visibility), the PSM
can communicate with the other SMs to help gather additional
evidence.

The Use Case 3 demonstrations involved several successive
simulated faults which targeted various sections of the power
system, and with each successive fault, increasingly larger
sections of the power system were targeted. This approach
was chosen in order to validate the generic utility of the fault
models, while simultaneously, based on evidence, verifying
the PSMs ability to correctly identify the faulty component.
An example of a diagnosed upstream fault is shown in Fig-
ure 13. Here the digital twin has assessed the faulty states
of all components based on available sensor data and has
performed a diagnosis. Results of the diagnosis are displayed
within an internal list of inferred suspect root causes. This
conclusion has been generated at run time by propagating
the generic fault models based on operational and topological
context, producing the run time causal-directed graph shown
in Figure 14.

Another situation demonstrated as part of Use Case 3 was the
ability of the PSM system to take recovery actions in response
to a detected fault. Focusing on the ability of the SMs within
the distributed autonomy architecture to communicate and
collaborate, a fault was injected that would require the PSM
to:

1. Seek additional evidence and information from another
SM when insufficient evidence was available from its own
telemetry stream; and

2. Prompt the VSM to request resources from another vehicle
when power system faults degrade the capacity of subsystem
assets.
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Figure 13. PSM Upstream Fault Diagnosis Example

In summary, the fault diagnosis and recovery actions per-
formed by the PSM during Use Case 3 demonstration were
all successful. When insufficient evidence was gathered, the
PSM provided a correct list of suspect faults. When adequate
evidence was available to isolate the failure to a specific
component, the correct component was identified. Multiple
locations within the power system were randomly chosen
to validate the performance and utility of the generic fault
models.

8. SUMMARY AND CONCLUSIONS

With this project, the team successfully demonstrated a dis-
tributed hierarchical autonomous system for a representative
spacecraft comprised of a VSM, multiple MSMs, and their
respective SMs. This approach aligns with the current NASA
VSM autonomy design. The demonstration was driven by
high-fidelity simulations to accurately represent vehicle oper-
ations. NPAS and cFS architectures were leveraged to create
autonomous system managers that were used to demonstrate
multi-module integration of systems developed by separate
teams. Integration also included Lockheed Martin’s Horizon
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Ground system for displaying telemetry and sending com-
mands. Three use case were developed to demonstrate var-
ious nominal and off-nominal autonomous operations. Ad-
ditionally, user interfaces were created to provide situational
awareness about ongoing activities.

While this demonstration for a small set of low complex-
ity use cases was successful, a gap in concepts of opera-
tions (ConOps) for multiple complex autonomous systems
is apparent. Current autonomy design defines a functional
architecture consisting of multiple autonomous systems at
various levels of hierarchical authority, whereby the VSM
is at the top, the MSMs are below VSM, and the SMs that
encompass each MSM are below the corresponding MSM.
The VSM also shares the top level of the hierarchy with
crew and ground support under specific operational phases
and circumstances. The gap is the ConOps for this autonomy
design, whereby the expectation is that each autonomous
system is highly capable; this concept is just now being
developed. The complexity of this ConOps is well beyond
ConOps for autonomous activities, not autonomous systems,
in recent NASA experience (e.g., navigation on Mars surface,
docking on ISS) in terms of the number and complexity of the
autonomous systems.
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