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Abstract— Over the last two to three decades, the balance of influence within the electronics industry has shifted decisively towards the consumer electronics and information technology products, away from the defense or aerospace markets. This shift towards the commercial markets has changed certain ground rules in the electronics industry. Reliance of the aerospace industry, in particular, on components from supply chains dedicated to other products, or cross-vertical product integration, creates a supply web and introduces significant risks that are not necessarily present for volume-driven electronic products. Many of the unique risks in the aerospace industry emanate from the key characteristics of this industry. Although selection and usage of commercial electronics in NASA flight hardware is possible at a comparable (and in many cases lower) level of risk to that of employing parts that are screened to military or NASA specifications, for a large majority of flight projects it is difficult to distinguish the difference in on-orbit performance or reliability for parts screened at any level, or commercial parts that have no additional screening performed by the government. This paper identifies several bases for establishing context and developing unique or alternative approaches for successful parts selection and application within NASA and across the commercial space community.
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INTRODUCTION
S 
INCE the inception of the space program in the 1950’s, the reliability of electronic parts used in electronic assemblies has been considered a major area of risk to successful space applications. Risk, for the purpose of this paper, is an expectation of loss in statistical terms. Operation in space brings about many unique environmental considerations, some of which are beneficial to reliability and some of which are threats. The primary threat to electronic parts in space is radiation. There is a broad range of potential radiation effects on electronics. Shielding and the use of designs that are able to mitigate or avoid the effects of radiation are a great approach of dealing with the concern, but these approaches require skills that are not broadly available. Radiation hardness (RH) is a multi-dimensional property of any part that describes intrinsic abilities to tolerate various radiation environments. Effects to be concerned with include total ionizing dose, total non-ionizing dose, and single-event effects – all of which depend on the mission, environment, application, and lifetime. There are unique radiation effects when passing through the South Atlantic Anomaly [1], the Van Allen Belts [2], or are on the surface of Mars [3]. Total dose effects accumulate over time possibly leading to a wear-out effect, while single event effects happen instantaneously and may result in a part failure or a reset or memory loss type of effect. In the past, commercial drivers for component reliability were limited, so the military specification (MIL-SPEC) system was developed to cordon off a sector of electronic parts manufacturing to ensure that parts developed for space and other critical applications were consistently produced, with limited variability, and to maintain measured failure rate limits at most extreme conditions of usage for the parts. In these early days of the space program, circa 1950’s through 1970’s, it was a foregone conclusion that capabilities of components (e.g., processors, actuators, etc.) and instruments in space would be far behind technologically from similar terrestrial devices, and thus it was considered a good trade to give up performance on parts (and limit the technology) in order to make them more robust, and thus reliable for the broadest set of applications. For example, an acceptable trade may involve accepting a bulkier, slower performing, or higher power part in exchange for having reliable operation between, say, 50°C and 150°C, as opposed to a much narrower temperature range. As part of the Defense Acquisition Reform activities in the late 90’s, while commercial capabilities grew, the U.S. Government began to move away from the military specifications [10]. While it was well-accepted that the military specifications were still needed to ensure quality and reliability of procured components, a growing volume of parts was being manufactured commercially, without military specification purview, generally with more performance capability and in some cases narrower bounds on their environmental and electrical specifications. This gave rise to the development of a NASA Parts Selection List (NPSL) [12] in the late 90’s that listed parts that had successful use in the past and/or that had been tested in the Lab by NASA engineers and technicians. In the early 2000’s, NASA was combing e-commerce sites online to purchase 1970’s technology 086 processors, even while the Pentium 4 was coming out, to maintain the aging Space Transportation System (aka Space Shuttle).  For decades, US Government research and development facilities operated under broad lines of funding that covered high-level objectives, where the government employee (civil servant) labor was allocated as number of personnel per organization, as opposed to an hourly accounting for the individual tasks that each civil servant was working on. This enabled the organizations to set up facilities and capabilities that could broadly support numerous customers (including the public at large) without requirement any type of reimbursement. In the 1990’s, this was deemed inefficient and lacking accountability, as well as in stark contrast to the commercial world, and subsequently a full-cost accounting system was set up in which support functions had to be charged hourly to the customers they served. While this largely made sense, it all but eliminated many proactive activities that supported multiple projects because work could not be done before the project existed and many of those that existed were under cost scrutiny and couldn’t afford the taxes required to pay for such functions. Ultimately, under full cost accounting (full cost accounting ties direct and indirect costs to a program, project, and institutional activity- activities such as institutional infrastructure costs, salaries and the use of facilities and support services are linked to programs and projects), the continued broad testing required to maintain the NPSL was no longer feasible, and documents such as the NASA Goddard Space Flight Center document - Instructions for EEE Parts Selection, Screening, Qualification, and Derating (EEE-INST-002) [14] were produced to aid in parts selection, screening, qualification, and derating, to deal with the reality that fewer and fewer military specification parts would be available for space applications as the need for greater performance from parts grew along with budget pressures and the expanding need to do more with less. Derating is the use of parts at stress levels less than their datasheet limits. Often with any part, there is an extent of derating in which the stress level is low enough that the wear-out mechanisms are not activated, e.g, operating a 25V and 125 deg C-rated capacitor at 10V and 50 deg C.   Barring some other exogenous disturbance, this capacitor operating within this derated environment can theoretically perform for an extended duration. The Instructions for EEE Parts Selection, Screening, Qualification, and Derating document or EEE-INST-002, became broadly used within the aerospace community as a tool to apply to parts to establish equivalent levels of assurance to associated assurance levels within the military specification system, through a range of specifications to be verified and through electronic testing. Unfortunately, the document used terms such as quality, reliability, and grade interchangeably when referring to assurance level, which has been a source of confusion in the aerospace and electronic parts communities. In fact, such terms (quality, reliability, grade) lacked formal definition in the document other than to say that they were interchangeable in the context of electronic parts. Typically, grade would refer to the forms and levels of manufacturing controls applied to parts, such as Military Grade referring to parts manufactured to meet specifications and perform certain characteristic tests and inspections under the military specification system, and Automotive Grade referring to parts that meet specifications and are subject to tests and inspections defined by the Automotive Electronics Council, or AEC. While the military specifications and equivalent screening and qualification processes from the Instructions for EEE Parts Selection, Screening, Qualification, and Derating (EEE-INST-002) serve to ensure that current versions of parts are consistent with previous versions and that parts are screened out that exhibit historical infant mortality characteristics, the processes are applied to already-manufactured parts and thus they do not in themselves assure reliability or quality. In fact, in many cases, this document would recommend tests that go against manufacturer recommendations or exceed allowable levels in the part datasheet, and thus reduce reliability or induce wearout mechanisms. Furthermore, the requirements in this document do not address radiation in a broad sense. In reality, reliability is assured based on proper application use of parts, through the use of parts with known history and manufacturer capabilities, use of parts within their designed limits including radiation, and ensuring sufficient derating within those limits. The primary subject of this paper will be the history, the current state, and some recommendations for the future of selecting and using electronic parts, commonly denoted EEE (electrical, electronic, and electromechanical) parts in the aerospace community. While this paper attempts to open a path to future assurance processes for parts, there is still much work to do to holistically establish the future processes needed for parts when failure is not an option. Over time, as the need for more performance in electronic parts continued to grow, it became more and more challenging to apply the conservative military specification processes to part performance capabilities that the specifications were not designed or intended for; the result being that applying screening practices that go far outside the bounds of the intended operational ranges became extremely costly, and often futile, while in many cases reducing the remaining life of the parts. Subsequently, these high-performance parts available in commercial industry were deemed risky and unreliable, not based on their performance in the pertinent application, but in their ability (or lack thereof) to tolerate screening and qualification processes that were designed for a completely different paradigm for the use of parts. To some extent this problem was exacerbated perpetually by the interchangeable use of the terms quality and reliability, and the subsequent use of military specification quality measures to represent reliability, even when there is no direct relationship between the quality metric and the reliable use of the part. 
 
A History of Attention to Electronic Parts in the Space Community
In the earliest days of the space program (1950’s through 1970’s), the electronics parts industry was also in its infancy. Electronic designs were very fragile and the parts within electronics were subject to random failures and infant mortality. At that time, it was observed that electronics were exhibiting failure rates that were prohibitive for sending components into space due to the very limited ability to launch and the completely nonexistent ability to perform service or retrieval in space. While component technologies were limited and much simpler than most of our electronics today, failure analysis capabilities were limited as well, so it was difficult at the time to distinguish the failures among common mechanisms, such as material defects, packaging issues, workmanship flaws, overly sensitive designs, overstress on parts, latent defects induced by electrostatic discharge (ESD) in handling, etc. This ambiguity contributed to the space community’s perception that the electronic parts produced required a robustness that was not driven commercially. Combined with the growing needs for reliable electronics in a range of defense applications, the military specification system was born, in which every angle of protection to assure reliable parts was put in place:

1. Stringent standards on quality 
2. Testing to verify performance at wide environmental ranges
3. Maximum failure rates at or above rated conditions
4. Full traceability of materials
5. Tightly-controlled variability of key parameters
6. Vendor audits.

This system left no stone unturned to be sure that the electronic parts themselves were not going to cause a reliability problem, although the reality is that no level of controls on parts can assure or improve application reliability. To some extent the wide application ranges on military specification parts may make them slightly less susceptible to some unmodeled effects inside of or exogenous to the circuit. Furthermore, requirements to tolerate, e.g., voltages at twice and sometime four times the rated voltage, these parts often require less derating than non-military specification parts (which are typically only designed to handle the levels specified in the datasheet) to achieve comparable reliability. Essentially, the established parts community has employed an unwritten definition for reliability of parts: 

The ability to maintain a finite set of parameters within specifications under a broad set of conditions regardless of the operational use environment for a fixed period of time (e.g. 1000 hrs, 10,000 hrs, etc).

This differs from the ASQ definition for reliability:

The probability that a product, system, or service will perform its intended function adequately for a specified period of time, or will operate in a defined environment without failure.

A reliability engineer would certainly note the problem with the “unwritten” parts definition in that it is not related to how the part will be used. Discussions with commercial parts manufacturers indicate that they adopt a version of the parts community definition for reliability, as they consider parts that have a much narrower proven operating range to be less reliable than those with, e.g., a military specification operating range. Section III will expand the discussion on reliability. 

In the mid 1990’s, Defense Acquisition Reform drove an overall approach to reduce government-run standards and to make all efforts to use commercial practices. This caused some dwindling of the military specification system, but it was recognized that it still played an important role, so it did not go away. In some cases, the MIL-STD documents were replaced by “MIL-PRF” documents that were intended to be more objectives-driven[footnoteRef:2] with leeway given to the manufacturer, but ultimately most government users demanded the same level of strict compliance with the PRF documents. The PRF was shorthand for “preference” to denote an intended flexibility in implementation, but the purpose diminished over time. The reductions did have the effect, however, that as new component technologies emerged, they were not often brought into the military specification system, and thus it became apparent that the space community would require alternative means to assure that parts selected would not negatively impact the system reliability. Furthermore, as performance requirements increased, the ability to “bulk up” the parts to withstand excessively broad conditions lessened and thus the system was not designed to accommodate continuous and extensive advances in performance and technology. NASA began in-house efforts to select, screen, and test parts, and gather information on parts that were within the space experience base, and thus compiled and maintained the NPSL. The NPSL recommended parts for usage based on the risk posture of the application. Risks in EEE parts will be discussed further in the next section.  [2:  The objectives-driven approach was one facet of the Department of Defense’s transition to align more with commercial practices in which only end performance is required, while internal design details are left to the developer.  ] 


In the late 90’s NASA and the Department of Defense (DoD) transitioned their workforces to a full-cost accounting approach, which drastically changed the business model for in-house work at the Agencies and diminished the ability to perform cross-cutting testing and assessments prior to projects being funded. This all but eliminated the core effort required to fully maintain the NPSL through continued testing activity (although the NPSL still exists and is used as an available tool). In response to this change and to the growing usage (by necessity) of commercial parts, the Parts and Packaging Electronics Office at Goddard Space Flight Center drafted the Instructions for EEE Parts Selection, Screening, Qualification, and Derating document. Some other organizations assembled similar documents, notably at Marshall Space Flight Center and Jet Propulsion Laboratory. This document has two primary sides – the first side focuses on parts selection, upscreening[footnoteRef:3] of lesser-screened (typically commercial) parts, and qualification of parts at 3 different levels of stress and process controls; and the second side being derating for all parts. The primary purpose of the first side is to establish confidence in commercial parts by upscreening and “qualifying” them. It is important to note that imposing requirements from any such documents does not increase the manufacturing grade, the quality, or the reliability of parts, since the parts have already been manufactured. This process does provide confidence that the parts can withstand extreme conditions, generally well outside of the bounds of their operation, it ensures that the current version of the part is minimally variable relative to previous versions of the part in terms of the military specification-selected parameters, and that parts are screened out that show historical indications of infant mortality. Unfortunately, the interchangeable use of the grade, quality level, reliability level terms provided a misleading message. Less knowledgeable users of parts believe that the imposition of requirements based on these documents increase reliability and/or that they in some sense produce military specification grade parts. As mentioned earlier, the use of the term reliability would refer to the extent of compliance to a large collection of requirements and specifications that in general were not connected to the manufacture or end use of the parts.  [3:  The upscreening term is a bit of a misnomer, but it is used here because it is a common term in the NASA parts community to refer to using screening, and possibly “part qualification” to raise the (assurance) “level” of the part using a document such as EEE-INST-002. ] 

[bookmark: _Ref67642291]Parts and System Reliability
Because of extreme costs, development times, the different environment from that on Earth, and the inability to address most problems once in operation, it is essential to assure reliability of the system prior to launching. The relevant reliability here in a space mission is the reliability of the system, which is a function of the reliability of the parts within. The vast majority of parts that do not have limited life features, such as depletable or degrading elements, will last virtually forever if operated at a low enough stress level, barring any environmental disturbance that the part cannot withstand or a latent manufacturing defect. Latent manufacturing defects are uncommon and they affect military specification and commercial parts. Nonetheless, they must be taken seriously. A single manufacturing defect that eludes the most stringent standard screening processes, affecting the highest grade of military specification parts, has caused failures or serious anomalies on at least four separate spacecraft [16]. Any part that is taken outside of its design limits is one that is likely to cause a failure or anomaly, whether there is a flaw or not, and no matter what the screening level is. 

Assuring reliability of electronics going into space consists of several high-level elements that occur at multiple levels of integration (piece-part through observatory). These elements are 

1. Robust design (a practice that reduces the sensitivity of the design to sources of variation) 
a) Assessment of the most significant development challenges, critical items (those that may be single points of failure to the system), and credible faults
b) Part stress and derating analysis
c) Worst case circuit analysis
d) For high-speed boards and/or interfaces: Signal integrity analysis
e) For low voltage / high current designs that may have sensitivity to power supply fluctuations: Power integrity analysis
f) Avionics packaging and thermal design synchronized with other analyses
g) Design for manufacturability 
h) Fault and radiation tolerant design
i. (selective) redundancy
ii. Fault-tolerant design
iii. Design for minimum risk
iv. Ability to reset
v. Design for graceful degradation (the ability to tolerate some failures with only a minimal effect on system performance) 
2.	Workmanship
a) Use of proven workmanship standards
b) Use of trained and experienced technicians 
c) Risk-based quality inspection by trained inspectors
3.	Part and component selection and design application
a) EEE part selection based on known history or extended knowledge of the part (which may come from being a military specification part)
b) Proper derating 
c) Component selection based on previous applications, e.g., inertial measurement units (IMU), reaction wheel assemblies (RWA), torquerods, solar arrays, etc. or appropriate qualification for new components
d) Radiation assessment and radiation tolerant design, possibly including screening and testing in vulnerable environments with critical parts with limited radiation understanding
4.	Testing with margins (finding the right balance between testing above expected levels and limiting stress on hardware before launch), per GSFC-STD-1000 (GSFC, Goddard Open Learning Design Rules or GOLD Rules, 2016) [5] and GSFC-STD-7000 (GSFC General Environmental Verification Standard GEVS, 2013) [4].
a) Testing as you fly (closest match possible to flight configuration)
b) Mechanical vibration testing (random or sine vibe, shock testing/strength verification) 
i. Design verification 
ii. Workmanship verification
c) c.	Thermal ambient and vacuum testing
i. Probably most effective means to wring out large class of defects
ii. Verify performance of vacuum-sensitive components
d) d.	Electromagnetic interference (EMI) and Electromagnetic Compatibility (EMC)
i. Projection against “foreign” electromagnetic culprits
· Conducted and radiated susceptibility
· Conducted and radiated emissions
ii. Self-compatibility 
e) Trending
i. Does the system perform consistently over time?
f) One thousand or more testing hours hitting all corner cases
g) Several hundred hours failure free at the end, and one hundred hours minimum in vacuum. This is based on guidelines surrounding the design, development, verification, and operation of flight systems, which specifies three hundred and fifty failure free hours at the end and two hundred hours minimum in vacuum, but these are not based on any actual mathematical determination.
5.	Use of engineering models, engineering design units, and engineering test units
a) Flesh out problems in a low-cost and low-risk way
6.	Rigorous problem resolution 
a) Resolve all anomalies, failures, and out of family unexpected events to root cause to the extent possible
b) Bound the risk when not able to correct root cause 
7.	Sound risk management
a) Capture risks based on existing threats to performance and reliability 
b) Consider all possible sides of each risk and trade risks in a balanced way
8.	Peer review and system review
a) Engineering peer reviews perform deep dives into engineering designs 
b) Milestone reviews evaluate overall project performance, dealing with issues, and managing risks

Out of these, items 1(b) and (h), 3(b), 4(f) and (g) and 6(a) are the most critical to assure that we are flying reliable systems. There is no legitimate way to “bake in” reliability, short of implementing fault tolerance through redundant, dissimilar, and proven systems (many of which are not always possible). Reliability is established over time, and maintained through appropriate quality controls and control over the configuration and material elements, to ensure that the current version of the component is similar enough to previous versions, or that we understand and mitigate the risks associated with the differences. 

EEE parts and risk
The EEE parts community does not, in general, employ the risk management processes or risk definitions consistent with NASA’s command media [6], [13]. Notwithstanding variations among the different NASA Centers, per NASA risk management policy, risks are defined by a context (or scenario), a likelihood, and a consequence, relative to mission performance, programmatic, or safety requirements. In the next section, we will expand our discussion of risk. Within the EEE parts community, the term risk is used to define the extent of screening and qualification processes applied or the level of nonconformance an individual part has relative to the requirements in EEE-INST-002 and the military specifications. Since neither EEE-INST-002 or the military specifications are necessary or sufficient for reducing mission risk in general, this EEE parts definition of risk does not correlate with mission risk. This is apparent during the frequent situations when part screening anomalies and failures are experienced, in which the engineering team struggles to determine whether the anomaly has any direct or potential impact on mission performance. If parts are not yet installed and there are plenty of spares, then part replacement (discarding the nonconforming part) is a straightforward endeavor, as the process does not drive up risk. However, if parts are installed, have a long lead for delivery, and/or have limited spares, the replacement will drive up risk. Unfortunately, the net result of screening processes in many cases is to increase the overall level of risk. This is particularly the case for highly-resource-constrained missions (those with low resource margins or low to moderate importance with limited ability to tolerate a cost or schedule overrun). Hence it is best not to select part screening levels above those commensurate with the given recommendation for the particular mission risk classification. (If military specification parts at a higher level are available on the shelf, their use is an exception that is not covered by the typical imposition of EEE parts requirements within the Agency, and it is certainly a good practice.). One common point of confusion for users outside of the parts community is the misconception that the use of a document such as EEE-INST-002 or equivalent ensures that the highest quality parts are used or that military specification parts will be used. In fact, one of the primary purposes of the document is to take parts of any quality level or grade and apply screening tests that are comparable to those applied to the various quality levels of military specification parts, which does not change the manufacturing quality or grade of the part. Nor does it reduce their susceptibility to a poor design. It is this view of risk that prompts the perspective that commercial parts can only be used in high-risk applications, whereas very low-risk applications demand parts that are screened to the highest level (Level 1). While it is true the blind selection of any unknown commercial part from either an unknown vendor or one that has consistently produced unreliable products (products that have not performed their necessary function when properly used in proven designs) will certainly entail elevated and/or uncertain levels of risk compared to any military specification part, the market-driven reliability determination that is based on knowledge of a vendor’s practices and performance history and history of the particular part would be no less than that of an arbitrary part that has been upscreened to any screening level. Likely a similar comparison can be made to a military specification part, whose reliability is a by-product of strong government controls and oversight, testing and failure rate verification at extreme conditions, but whose usage is dwarfed by the volume of usage of the commercial part in the broad market. The “high risk” assessment is mainly driven by the fact that the approach is vastly different from the current approach, as opposed to being based on a substantive assessment of risk, which we will discuss in the next section. An assessment of part failure data at GSFC over the most recent decade has shown no greater rate of failure of commercial parts without government screening vs military specification parts vs upscreened parts of any type, and the most serious on-orbit[footnoteRef:4] failures traced to part failures in the last decade have come from the “highest reliability” military specification parts and parts that have been upscreened to the highest level.  [4:  By on-orbit failures, we mean failures that have occurred after a spacecraft has launched and has been placed in its operational orbit or trajectory to its ultimate destination.  In most cases, there is not much you can do to correct an on-orbit failure.] 

Substantive considerations about risks associated with the use of Commercial Off the Shelf (COTS) parts
Before jumping farther into risks associated with usage of parts, we start by laying out a detailed understanding of risk [9]. At the core of risk is a concern, defined as a logical determination that an undesired event may occur or that the protections against such an event may not be sufficiently well understood based on available data. This is the central element upon which a risk is founded. In some sense, it is the risk without the context, likelihood or consequence. Concerns can be categorized as technical, if a part may fail on-orbit; cost, representing the potential for needing more money; schedule, if delivery of an item may be delayed; or safety, a spacecraft may fall off the crane.

A risk is the concern put into a context. A risk is a combination of the probability (qualitative or quantitative) that an undesired event will occur, the consequence or impact of the undesired event, and a factual context or scenario that exists to cause the risk to be present. In short, risk is an expectation of loss in statistical terms based on an existing condition. Figure 1 shows the anatomy of a risk. 

[bookmark: _Ref67643229]Figure 1.  Anatomy of a Risk
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While, it may be common among some quality engineering practitioners to denote any situation where a product is nonconforming with specifications as “defective”, such instances of non-conformance to a specification are often labelled as “failure” amongst many parts engineering practitioners. When strictly looking at a definition of failure as “the inability of a part to perform the function it was designed”, in most cases, a non-conformance to specifications would not lead to failure, although in some cases it implies that one of multiple barriers against failure has weakened or that a sign exists of a historical type of anomalous condition. It is thus important to distinguish a failure of a part on its own merits from a nonconformance to the specification. The nonconformance is an indicator that a closer look should be taken on the part to see if failure or a performance issue is imminent.  Thus a nonconformance in itself does not constitute a risk of failure of the part or the mission, although it may certainly fit into the concern category.  We’ll move into substantive parts-related risk statements to illustrate complete views of risk from the existing context to the mission, and segue into risks associated with the use of COTS parts.
A common parts-related risk emanates from an advisory that warns of a problem that has occurred in some location and context. If the context from the advisory overlaps with the current project context, the overlap can define a context for a new risk. Example follows.

Given: The usage of twenty MIL-PRF-55681 multi-layered ceramic chip capacitors (MLCC) within the affected scope of Government Industry data exchange program (GIDEP) number XYZ on the project
It is possible that: three parts will fail in the combined critical locations after successful completion of I&T with no apparent problems, and subsequent launch
Resulting in: Mission failure 

In this case, we’ll say that GIDEP XYZ identifies a problem that affects some percentage of lots over a 10-year period and some percentage of parts within the affected lots. We can review the data provided and estimate the likelihood of getting a problematic lot, then the likelihood of having a part failure if a problematic lot is encountered. In the example above we assume that three part failures are required to cause a mission failure. For this type of part problem, we can include common mode effects in a failure likelihood for each part, so that we can treat each failure as independent. The conditions (and supporting data behind them) lead directly to the likelihood of realizing the “it is possible that …” event, while the “resulting in …” provides the ultimate threat to level 1 requirements or mission success criteria. 

If we assume that there are twenty parts in the application (out of which any three can cause failure), there is a 10% chance of encountering a problematic lot and all parts in the application are from the same lot, 10% of the parts in a problematic lot are affected as discussed in GIDEP XYZ, and there is a 20% chance of latent (after extended usage in application) part failure for an affected part, the likelihood of mission failure due to this area of concern, if we don’t know if we have an affected lot, becomes approximately C(20,3)*(0.1)*[(0.1)*(0.2)]3 = 9e-4 = 0.09%, where C(20,3) represents the number of combinations of 20 items taken 3 at a time. On the GSFC risk scale, this would be just below the lowest likelihood on the scale, and thus would be declared “noncredible”, or since it is close enough to the floor of 0.1%, it would be reasonable to assume that uncertainty moves it above the floor. It should be noted that latent part failures are very unusual. In most cases, part failures are wrung out through extensive system-level testing, whether based on a manufacturing flaw with the part or a design issue. One of the historical examples of a part latent defect is a single ceramic capacitor issue that has now caused failure or serious anomalies (two of which were complete mission failures) for four separate spacecraft, in which the anomalous behavior did not start to appear until months after launch. This problem affected military specification level 1 capacitors. In either case, latent defects are so unusual that the risk of such would only practically be defined when it is known that a specific latent defect risk applies. (It is important to distinguish a latent defect from a failure that is caused by a design corner case that was not encountered in testing or an environmental, e.g, radiation, hit).

Given that, robust system-level testing assures that most failures of parts occur in I&T and the pertinent risk statement would be programmatic, as follows for the example above. The difference, however, is that it only takes one capacitor failure in ground testing to prompt rework, and in this case, we would be looking at a failure in I&T. Furthermore, for this particular type of part defect, there is a lower likelihood of part failure during I&T, since time and continuous operation are factors. Lastly, for an I&T failure, we need not only be concerned with the capacitors that will cause mission failure, so there are more that may require replacement. We end up with a risk statement as follows:

Given: The usage of a hundred MIL-PRF-55681 MLCCs within the affected scope of GIDEP XYZ on the project
It is possible that: a part will fail in I&T, requiring replacement
Resulting in: Cost and schedule for replacement and regression testing

Here we will assume the same likelihood of encountering a problematic lot (10%), but the chance of having a failure in I&T is 5%, and there are 100 parts that are affected. This gives a failure likelihood of approximately [100*(0.1)*(0.05)] = 0.5, or 50%. The consequence of having to perform such a replacement, which would almost certainly be late in I&T based on this type of problem, we can estimate as a 3 on the GSFC scale, “Impact to schedule milestones; accommodates within reserves; moderate impact to critical path”, thus a 3x3 programmatic risk (also yellow). 

Now if we want to think about framing a risk for the use of COTS parts, we have to think about the attributes in a Given statement that provide the context for a part failure. What comes to mind for some is the fact that the government does not control the production of COTS parts. However, there really is no evidence that government control reduces rates of failure of parts (a review of parts failures going back to the early 2000’s shows no elevated failure rates for COTS against any screening level, nor is there a correlation of failures with screening level). Furthermore, current Agency requirements do not specify the use of military specification parts except as a first choice, so the baseline risk for Agency parts requirements does not assume government control of part production. Therefore, there is no viable elevated risk associated with the lack of government control of production for COTS parts usage, compared to current Agency requirements (even up to Class A, or Level 1). 

The next point of consideration for elevated risk based on use of COTS would be that infant mortality screening may not be performed (which would only apply to a certain subset of COTS parts). Any escapes due to the lack of this screening would typically result in early failures, caught well within I&T, and thus constitute programmatic risk:

Given: Use of COTS parts with no piece-part level infant mortality screening
It is possible that: A part failure will occur in I&T
Resulting in: cost and schedule required for rework and regression testing

Given the rarity of infant mortality problems on parts, this likelihood would be very low in most cases. A “1” likelihood on GSFC’s programmatic scale is 2-10%. In some cases, extensive use of COTS that have no part level screening whatsoever (which is somewhat rare), would lead to a risk based only on the fact that the parts are COTS at most 1x3 (green), but in most cases, without further context that indicates an increased likelihood of failures, the risk would still be within the baseline when compared to the current upscreening process. Of course, in any application with a high volume of parts (as with any spacecraft or instrument), there are always possibilities for the use of specific parts with elevated risk. This can apply to the use of the most highly-screened military specification parts or with COTS. For this reason, it is best to avoid making broad statements about risk, solely based on COTS. For example, Class K hybrids, such as DC/DC converters, or hybrids upscreened to Level 1 are much more likely to exhibit an early failure than most COTS passive parts, with or without upscreening. One reason may be that the burn-in testing levels in MIL-PRF-38534 overstress many part types, such as the 3000 g constant acceleration test. 

So outside of parts that have been identified as known problematic parts, what gives rise to elevated risk of use of COTS parts, when they are properly used within the bounds? The following cases point to special circumstances that may prompt elevated risk (although the risk is not because the parts are COTS):

1.  Highly-specialized or high-performance parts that go well outside of the capability of anything in the military specification- not only do the performance aspects often provide unpredicted stresses to the part (and as a side effect making derating guidelines a challenge), but the parts have features that make it difficult to provide effective screens. An example would be ceramic capacitors that have exceptionally low ESR or ESL. The low ESR and ESL requirements give rise to extremely sensitive features in the parts that can react to even the slightest manufacturing variations. 
2. Hand-produced parts that are subject to human factor variations. Risks can be further elevated when a project requires production at a higher rate than the manufacturer typically maintains because (1) it may give rise to a rush in production and (2) it may require new, less experienced technicians to be brought in.
3. High-voltage and cryogenic-specific parts tend to be only available as COTS, and both of these aspects involve conditions that are very difficult to model and that have inherent material breakdown and extreme sensitivity to workmanship. Furthermore, derating guidance is elusive. 


Reliability and Screening Levels
It is important to point out that in the grand scheme of electronics usage, space application is but a tiny share of the overall volume of electronic parts usage. Furthermore, very few part failures are encountered for parts in normal usage conditions, so very limited data are available to establish part reliability predictions when solely looking at usage in space applications, or testing for space applications. This has left the community to use accelerated testing techniques to estimate failure rates, but such techniques do not provide realistic predictions for parts used at properly derated levels. Thus for assessment of part reliability we must focus on actual failure experience data from applications in space and in integration and test, being careful to discern between failure of a part due to manufacturing flaws and failure of a part due to extraneous factors such as a circuit design flaw or exogenous input. In other words, we cannot establish a part as unreliable if we have experienced failures because we overtested it or used it improperly. We must establish an effective means of accessing and incorporating data from applications outside of the space community to estimate part failure rates. More on this will be covered in later sections. 

In reviewing the collection of part failure data at GSFC, there has been no distinguishable difference in on-orbit performance for parts screened at any level, or commercial parts without additional screening. Well-designed circuits with fault and radiation-tolerant attributes employing commercial parts (i.e., with reset capability) have proven to withstand the radiation environment, while circuits employing poor design practices and insufficient testing, outfitted with rad-hard military specification parts have failed prematurely. Some recommendations within NASA have suggested that lack of fault-tolerance of circuits can be mitigated through the use of “high-reliability” parts, but this is a fallacy in many ways, and this fallacy is a key driver for this paper. 

Influence of Derating
Derating is when a component is designed to operate at limits that are below the normal limits for that component. Typically, derating reduces the degradation rate of the component. The role of derating to reliability is illustrated in Figure 3. Passive parts such as capacitors can especially benefit from derating. We can illustrate how derating can affect reliability based on testing performed with tantalum capacitors. While it is a bit of a misnomer to define a “rating” for Tantalum capacitors that are installed in a reverse configuration, it is useful in a situation in which the capacitors are installed and being used operationally and where they would be extremely costly and risky to replace. In this case, the capacitors are installed in ExPRESS Logistics Carriers on the International Space Station, in reverse polarity due to the use of an old drawing without polarity markings [8]. Here we consider a 25volt (V) rated tantalum capacitor operated at   -5.1V. Then we assess the temperature effect on one of the most common failure modes – a shorting condition indicated by increasing leakage current. While it is beyond the scope of this paper to discuss the full range of experiments, suffice it to say that at this voltage level, most such caps would fail within hours or days, but when operating in vacuum or otherwise without the presence of even traces of moisture, the caps behave nominally except with an elevated, but stable, leakage current on the order of mA, within a reasonable temperature range. We can monitor the stability of the leakage currents to determine whether the parts are on a path to failure or continue on for the foreseeable future. 
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At 85°C as shown, the leakage currents increase exponentially over a month, on their way to imminent failure. When the temperature is reduced to 58°C, the leakage current levels off and remains essentially constant (or slightly decreasing). Adjustments of temperature and associated time to stabilize indicate a temperature of around 60°C, above which, leakage current steadily increases (ultimately leading to failure), and below which, current is steady or decreasing, indicating that the parts will continue to perform steadily unless disturbed by an exogenous input. This chart depicts the process of part degradation above a “rated” value, and the lack of degradation below the rated value. It should be noted that the parts at higher temperatures were approaching the point of imminent failure, and an Arrhenius relationship would have subsequently predicted finite failure times for the parts being used at low stress levels. However, as is apparent in these tests and other long duration testing, the mechanism that was needed to degrade the parts was not activated at the actual (low) stress levels imparted, and hence any finite prediction of end of life would be inaccurate. It is interesting to note also that even after operation for over 2000 hours in extremely stressing conditions, the parts returned to benign operation when reduced to within the discovered “rated values.” Further details are outside of the scope of this paper. 

COTS Factors that reduce risk relative to military specification parts
It should be noted that there is a different philosophy in COTS that in many cases reduces risk in COTS as compared to military specification parts, but context is very important, so knowing the background of the part you are using and the manufacturer can get you to lower risk. The military specification manufacturing system (for lack of a better term) is a very low volume system that relies on extremely stressful testing and scrutiny over many minute features on parts that are intended to weed out “weaker” parts and flesh out failure modes and mechanisms that are often highly unlikely to occur in any type of well-thought out circuit applications. This is why when a screening failure occurs when employing a military specification (e.g., in implementing EEE-INST-002) process, an extensive number of questions is often raised as to whether there actually is any risk in the application, particularly if parts are already installed and circuits have been tested successfully. With many COTS parts, the philosophy is to use extensive, but relevant testing, and field usage at exceptionally high volume to determine whether there are hidden failure modes and mechanisms that could emerge when properly used. This uncovers pertinent failure modes and mechanisms that do not appear in low volume testing and usage. Military specification part reliability is indirectly obtained as a by-product of numerous stringent specifications, while COTS reliability is directly based on volume and actual usage. (Thus low-volume COTS parts require alternate, and likely indirect, means as well to establish reliability.) 

In summary, there is nothing about COTS itself, other than the fact that without any other stipulations, there are no boundaries, that prompts elevated risk for failure. Just as with the use of upscreened parts (as used employing standard Agency requirements) or military specification parts, characterizing risk for a given scenario requires the specific context. Smart and aware usage of COTS can enable a much lower risk posture, and ensure for constrained projects that sufficient resources will be available for system-level testing and problem resolution. 

Systems engineering practices and test like you fly vs part-level screens
In general, military-specification-based part-level screening tests are designed to flesh out problematic conditions that may be present in parts based on historical indicators that a failure mechanism may be present. In the majority of cases, the screening tests performed are unrelated to the operational environment the part is exposed to in a particular circuit, and it is far beyond the stress level that the part would be exposed to in even worst-case operations. This is common practice in accelerated testing, in which the intent is to perform testing at test levels far above nominal to prompt a failure or degradation, then use an Arrhenius relationship to back out when the part would have failed under nominal conditions. This approach also is designed to identify various failure mechanisms that the parts may exhibit. In most cases parts are properly derated and they are operated at a low stress level such that the activation energy needed to induce the failure or degradation mechanism is not achieved in operational use (and thus the parts would basically last forever for all practical purposes), and the resulting prediction is not valid (this is also one of the many fatal flaws of the MIL-HDBK-217 approach at reliability, as well as from similar handbooks that are supposed to improve upon 217). Years ago, when the market was limited and the material and packaging approach for common part technologies had not been perfected, it was necessary to exercise the parts (or parts in the lot) in extreme ways to ensure that over time, the part was not going to degrade to the point where the condition may become present. However, parts technologies are in a different place today, driven by enormous volume and serious commercial impacts of regular field failures in high volumes, so the value is not clear of many of the screens. This is borne out by the fact that even with a large volume of usage of commercial parts, there is no notable difference in failures between COTS commercially-screened, COTS upscreened (any level), or military specification parts, tracing back to the early 2000’s, in space applications at GSFC. (Note: it is important not to confuse EEE parts failures that occur based on a flaw in the part with failures of high level component, such as those designed for cubesats, that have not been adequately qualified or tested, or with EEE parts that have failed a screening or qualification process.) A pertinent question is, “can standard systems engineering practices based on “test as you fly” be employed to assure reliable electronics without extra screening processes at the part level? The answer to this question is “yes”, but if the question is “what kind of guarantees are there to prevent a latent defect in a part from escaping a robust, system-level, test as you fly program?”, then the answer is “none”. But that answer applies just as well to the most highly-screened and qualified military specification parts, as we have seen from the latent failures in four missions associated with a single military specification part problem. In the next section we will propose methods to obtain a comparable level of confidence in using COTS parts in applications compared to our current upscreening processes. 
Assurance of COTS parts in critical applications
We will define the term critical to mean an element, the loss or failure of which would have severe adverse consequences, such as a mission is ended prematurely or a person is injured. A critical element may or may not have critical parts within. A critical part is one that will cause, e.g., a mission to fail or a person to be injured if it fails. In a good fault-tolerant design, a critical application may have few or no critical parts. However, in a critical application, individual part criticality may not matter because the outcome relies on the collective approach. Decades ago, infant mortality failures and field failures were common in COTS parts, but now both are a rarity. Typical failures of COTS parts in space applications or in integration and test for space applications are due to circuit design weaknesses or misuse of the parts (which in many cases are one in the same). In some cases, they trace to failure to understand the differences between COTS and military specification parts, such as the inherent derating in military specification parts that is not present in many COTS parts. In other cases, high performance is required that is unavailable from any military specification part, and with the performance comes sensitivity, such as in high voltage or cryogenic applications. Such high-performance situations should prompt a detailed analysis on the prior history of using such parts or applications, and a careful characterization of risks based on past history and changes that have occurred from previous usage. Reliable application of any part requires using the part well within its specified environmental and operational limits (to include radiation) as well as understanding of any nuances (and in some cases weaknesses) in the specification sheet. As a means to define a path forward for the usage of COTS parts in critical applications, we need to define some boundaries on the COTS parts that are based on:
1.  Manufacturer capabilities and experience
2. Availability of pertinent information to characterize part reliability including internal screening processes and allowable defect rates
3. Volume of production
4. History of the part in the application environment

In a recent study [1], the term Industry Leading Parts Manufacturer (ILPM) has been coined to represent a manufacturer that has many qualities that would be considered necessary to produce reliable parts. A second phase of that study is working to expand the concept and defining characteristics of the ILPM. We propose the following table to establish risk comparisons among (1) COTS parts, (2) upscreened COTS parts (denoted “NASA-screened COTS”) per the NASA Goddard Space Flight Center document, Instructions for EEE Parts Selection, Screening, Qualification, and Derating (EEE-INST-002), and (3) parts qualified and tested to military specifications compare expected early failure likelihoods (EFL) based on these and other various attributes.
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	Commercial engineering or unknown grade
	Commercial hi-rel
	Industry-body grade[footnoteRef:5] (AEC, etc) [5:  Here, grade refers to manufacturing approach, combining equipment, quality controls, and processes to assure parts will be reliable in proper usage] 

	Military specification (any level or class)
	NASA-screened COTS

	Very low EFL
	Not applicable
	Derating per EEE-INST-002 guidelines
ILPM
High volume part
Prior history with specific part.  Tolerance to SEU[footnoteRef:6]s addressed by resettability or similar fault-tolerance.  [6:  SEU:  single-event upset due to radiation ] 

Vendor performs 100% screening against data sheet for all parts.  
Radiation tolerant circuit design or confirmed TID[footnoteRef:7] hardness.   [7:  Total ionizing dose of radiation] 

Field failure rate < 10 ppm
	Derating per EEE-INST-002 guidelines
ILPM 
High volume part
Prior history with specific part.  Tolerance to SEUs addressed by resettability or similar fault-tolerance.
Vendor performs 100% screening against data sheet for all parts.   Radiation tolerant circuit design or confirmed TID[footnoteRef:8] hardness.   [8:  Total ionizing dose of radiation] 


Field failure rate < 10 ppm
	Derating per EEE-INST-002 guidelines
ILPM
Prior history with specific part.  
Tolerance to SEUs addressed by resettability or similar fault-tolerance
Radiation tolerant circuit design or confirmed TID hardness.
	Conservative derating
ILPM
High volume part
Prior history with specific part.  Tolerance to SEUs addressed by resettability or similar fault-tolerance
Parts not overtested (in screens) relative to application or datasheet.  Radiation tolerant circuit design or confirmed TID hardness.
Field failure rate < 10 ppm

	Low EFL
	Conservative derating[footnoteRef:9] [9:  Derating includes that associated with radiation and “conservative” implies more conservative than EEE-INST-002, where applicable (many parameters on some parts cannot be derated). Derating benefit mainly applies to passive parts, but temperature and radiation derating for all parts are included.   ] 

ILPM
High volume part[footnoteRef:10]  [10:  High volume is at the discretion of the user, but one definition would be a part that has over 1 million produced without changes to require requalification] 

Extensive prior history with specific part 
User specialized screening processes applied. 
 Tolerance to SEUs addressed by resettability or similar fault-tolerance.  Radiation-tolerant circuit design or TID hardness
Field failure rate < 10 ppm
	Derating per EEE-INST-002
ILPM
High volume part.  Tolerance to SEUs addressed by resettability or similar fault-tolerance
Field failure rate < 25 ppm
	Derating per EEE-INST-002 guidelines
ILPM
High volume part.  Tolerance to SEUs addressed by resettability or similar fault-tolerance
Field failure rate < 25 ppm
	Derating per EEE-INST-002 guidelines
Tolerance to SEUs addressed by resettability or similar fault-tolerance
	Derating per EEE-INST-002 guidelines
ILPM
High volume part
Prior history with specific part.  Tolerance to SEUs addressed by resettability or similar fault-tolerance
Parts not overtested (in screens) relative to application or datasheet.
Field failure rate < 25 ppm   

	Medium EFL
	Derating per EEE-INST-002
ILPM
Some prior history with specific part
User specialized screening processes applied.  
	Derating per EEE-INST-002
ILPM
  
	Derating per EEE-INST-002

	Use of part within spec sheet limits.  
	Derating per EEE-INST-002
ILPM
High volume part 

	High EFL
	Use of part within datasheet specs
Some prior history with specific or similar part
User specialized screening processes
	Use of part within datasheet specs

	Use of part within datasheet specs
	Use of part mostly within spec sheet limits
	Use of part within spec sheet limits


	Very High EFL
	Use of part somewhat within datasheet specs

	Use of part regularly outside of datasheet limits
	Use of part regularly outside of datasheet limits
	Use of part well outside of data sheet limits and outside of known radiation capability 
	Use or testing of part regularly outside of datasheet limits



In Table 1, the EFLs are only defined qualitatively to compare risk levels of different approaches (in which circuit design considerations such as fault-tolerance are considered), rather than to specify an absolute expected failure probability. For example, in selecting or assessing a parts assurance approach for a project, the table suggests that following the guidance under “Commercial hi-rel grade” for very low EFL, would be comparable in risk to using “Industry body grade” parts for the same circuit designs in the same operational environment. This includes radiation as radiation levels are included in the derating aspects of the part, even if the part spec sheet does not include radiation. If radiation is not considered in the datasheet, then the user must make its own determination, which is outside the scope of this paper. However, it is important to point out that there is no difference in radiation risk between a NASA-screened COTS part and any other commercial part, and focused assessment of radiation is required for any of the part categories, including military specification parts. NASA part screening levels (1, 2, 3, 4) do not address radiation in general. Since part failure data do not indicate a difference in part failures with respect to different screening levels based on review of failure data over the past 15 years, there is no credible difference in risk of early failure among the different screening levels. Hence screening level is not a factor in determining risk, and is not included in the table. 
COTS vs Current NASA Standard Practice
As mentioned previously, in the past, when capabilities in space were in their infancy, it was considered acceptable to achieve lower levels of performance in space than were available terrestrially because of the far greater concern about premature failure of the devices than the prospect of lesser performance than that available on the ground. To some extent for years, the civil, military, and commercial space communities were satisfied with limited technological advancement in many areas, such as computing power and digital electronic capability, as long as the systems survived the required amount of time. Given the combined limited data collected from most space instruments and the fact that most data were stored on-board and downlinked, then processed on the ground, vastly lower (orders of magnitude) computing power was accepted by space users. Thus the emphasis was much more on the extensive screening processes and radiation hardness of the processor and associated parts than on the actual computing performance. In the early 2000’s as the electronics industry was booming, new applications in space were also exploding and the demands were changing toward the need for higher performance. One example was the SpaceCube processor [2][3], which pushed up the capabilities of space processing (in GOPS) by 5 orders of magnitude from the most common space processor, the RAD750. The SpaceCube was manufactured for a diverse array of mission concepts, ranging from those with almost zero tolerance for risk through those with a high tolerance for risk. Most of these projects have intensed computing requirements, such as vision-based relative navigation for autonomous spacecraft rendezvous and docking applications.  Fortunately, this enabled the team to develop the component using the highest Agency practices for parts, radiation, and printed circuit boards on several projects as well as using the most streamlined practices, essentially purely commercial on several other projects. The development was always supported by very sound design practices and a robust testing campaign with rigorous problem resolution and peer review. The result was that there was no difference in performance or reliability of the two designs, but that the builds involving the purely commercial practices cost significantly less, with significantly less development time. There are few instances where such a direct comparison of the most stringent vs the most streamlined practices for the same complex component.  Table 2 shows the extent of COTS uses and COTS on-orbit operating time in the collection of these missions. The “Part Req” column represents the Parts Assurance level imposed on the particular mission. The Version number is the version of the SpaceCube, generally with 1.0 representing the traditional build and the later versions being those that are largely COTS.  The BOM count is the bill of materials, generally the number of parts in the component.  In some cases, while no minimum level was imposed, the team followed GSFC traditional practices for parts and printed circuit boards by using either military specification or NASA-screened COTS parts often Level 1 or Level 2, and the most stringent printed circuit board spec, IPC 6012B 3/A [7] for rigid board development. It should be noted that the turning point for the SpaceCube development effort came during the development of the SMART application shown in [3], in which resources were depleted using the purported “high-reliability” approach, very early in development, and the switch to COTS was made out of necessity (and was “allowable” since the project was classified as below Class D, later formalized as “do no harm”.) It is notable that no EEE parts failed either during development or on-orbit, while across all SpaceCube missions, one failure was encountered for a COTS ethernet board after a year of operation in space. Out of the 57,000+ part years of operation, over 15,000 were successful COTS years, an extensive enough dataset to indicate that COTS parts can operate reliably, without the benefit of “luck”. The SpaceCube demonstrations also proved out the in-space capability of a class of commonly-used Field Programmable Gate Arrays (FPGAs), made by Xilinx®, that were not designed for the space environment. Prior to SpaceCube flights, there was broad concern about the ability for such FPGAs to perform reliably for extended periods in space.  The term device-years represents the cumulative number of years of operation over all pertinent devices.  It is important to emphasize that each of the SpaceCube variants are variations on a single design and testing approach - introduce substandard design or system-level testing practices and the results may be far different (as would be the case no matter what part selection and screening process is employed).
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 Recommended path forward
While NASA and much of the broad space community have begun to embrace the use of COTS parts for missions with a medium to high tolerance for risk, there is no current, broadly-accepted, established practice for using COTS extensively in space missions that have very low tolerance for risk. We make the following recommendations as a platform for part selection and acceptance in applications with low tolerance for risk for the broad space community, not limited to NASA, to move forward:
1.  Embrace the use of COTS when selecting parts, but recognize that the COTS term itself is open-ended, and boundaries are required when selecting and using COTS parts to assure that the parts used will not negatively affect reliability.
2. When possible, develop a list of ILPMs and establish relationships with manufacturers that are centered on trust and open sharing of information.
3. To the greatest extent possible use only high-volume, established (greater than one million produced, at least one year in production) parts with known field-failure rates
4. To the greatest extent possible use parts that go through 100% screening across the part datasheet (possibly at a single temperature)
5. Re-establish the capability, facilities, and processes to broadly take in commercial part technologies, characterize them for predicted reliability, develop specialized screening methods when manufacturer screening does not provide sufficient confidence, and maintain a list of accepted part technologies and in some cases specific parts for use in future missions.  This capability will be necessary not only to support part selection and acceptance, but to ensure that there is a cadre of personnel that are knowledgeable in the classes and technologies of parts that are being considered for space missions.  

Conclusion
The manufacture and usage of electronic parts have evolved substantially over the most recent decade, driven largely by technological advancements in manufacturing and the worldwide explosion in commercial electronics manufacturing, to the extent that informed selection and usage of commercial electronic parts can be employed in hardware at a comparable (and in many cases lower) level of risk to that of employing military specification parts or NASA-screened COTS parts that follow current Agency guidelines and requirements. Work is still required to define and refine the context to select and use such alternative approaches, but there are plentiful successful examples within NASA and across the commercial space community. This paper has laid out initial thoughts for context and formed a platform for Agency transition that is also applicable to the broad space community, which is already spearheaded by an effort in the NASA Engineering and Safety Center (NESC)[footnoteRef:11]. Furthermore, this paper has dispelled many misconceptions about EEE parts within the Agency and the space community in general and provided some of the background for why they had formed. Lastly, we have provided recommendations for moving forward with a new approach that embraces the capabilities brought to the table by commercial industry and manages the risks in doing so, rather than trying to avoid them.  The intent is to accelerate expanded approaches for electronic parts assurance across the Agency to align with the growing space industry, especially those that are driven by low-cost, nimble, resilient solutions that are more focused on the big picture than the past approach of putting all attention on piece-parts.  [11:  The NESC is an organization that was formed within NASA as a result of the Space Shuttle Columbia disaster to provide technical expertise and independent technical review of NASA’s programs and projects.  ] 
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