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NASA IV&YV Overview

- Established in 1993, driven by recommendation }3
after Space Shuttle Challenger accident.

- Based at the Katherine Johnson IV&V Facility in
Fairmont, WV.

to the Agency’s highest-profile missions

* Is risk driven.

« Employs rigorous analysis and testing methodologies
throughout the Software Development Life Cycle
(SDLC) to assure safety and mission critical systems
and software will operate reliably, safely and securely.

 Strives to reduce the highest safety and mission
software risks, inform decision makers, and provide
confidence based on objective evidence.




NASA IV&YV Overview

Which NASA projects receive IV&V? /\(
* NASA established IV&V as a requirement in NPR /Ad“:,v,\,s P
7150.2, NASA Software Engineering Requirements. Artemis  Dragonfly  EGS Europa

Per NPR 7150.2,IV&YV is required on the following:

a. Category1 projectsas defined in NPR7120.5.

b. Category 2 projects as defined in NPR7120.5 that
have Class A or Class B payload risk classification per
NPR 8705.4.

c. Projects selected explicitly by the NASA Chief, Office
of Safety and Mission Assurance to have software
IV&V.

The result: IV&V is applied to projects that are human-
rated, have lifecycle costs of several hundred million dollars
or more, or have high priority and complexity.




The Growing Complexity NASA V&V Faces

Overview: NASA’s Human Rated

Overview: Data driven software has become more common, bringing with it new approaches

to documentation and developmentfor data content that differ from executable code. There missionsincorporate multiple =

also seemsto be a growingtendency for systemsto express complex software behaviors complexand large systems, and the Sbiato S oL »

through data instead of code. degree of risk relatingtothe E g?cv
interfacesand integrated behaviors ‘ e §§?§§Z%s¢ockheed>
is high g r

* Challenges:

»  Data is dynamic, less readable than code Challenges:
*  Flight-like end-to-end system testing may be deemphasized * Large complexsystems ' e
* Multiple developersand bl e [

*  Further, segmentation of ‘data’ as the domain of Systems Engineering (while
code is the domain of Software Engineering) introduces risk

Simulation: GS2 (JSTAR/KSC)

stakeholders
e Various domains

Overview: Across the IV&V portfolio, development efforts follow many different processes. Overview: Engineering practices like true autonomy, MBSE and Machine Learning are right
Agile development processes have been around the IV&V Program for multiple years at this on the horizonfor NASA IV&V practioners. How to verify the correct operations of such
point, but each tend to have various nuances intheir approach (SAFE, Scrum, etc). New systemsis an evolvingareaof research and the state-of-the-practice s still unclear. How
processes also continue to emerge, which require NASA IV&V to learn and adapt. IV&V analysis should be performed, from how to identify the existence of risk to what tools
and techniques are needed, are currentlyin work

Challenges: e —
* Each developmenteffort EE; et Challenges:

appliesvarying processes that foes  SowA L Sor o ggme oot * Hard to prepare for V&V of True

produce differentartifacts at Feature © s s Autonomy

different pointsalongthe e ] | « Mixed approaches to MBSE

timeline B

https://ntrs.nasa.gov/citations/20190001434




Why Adaptive IV&V is Necessary

* Followingtherisk, is where the IV&V perception
: : : of risk adapts and grows over time to match the
* RiskAssessmentshelpusto :
e B observedrisk and allows the focus of the IV&V

~ Scope: The capabilities and entities team’s effort to shift to areas of highest concern
 that warrant IV&V attention

Froﬁ-. 53106:5 Scope \;rersus Eocus

I - ‘IV&V Findings
i = :Dev Schedule Changes
= :More information
“Follow-the-Risk”

s i - * The evolutionofrisks are monitored and
v : — I R = — Focus: The subset of capabilities
i iIssion . ik Surance F i surance f i % . .
| understanding Design f| e Conclusions and entities that are to receive a dj usted thro ugh outthe execution ofthe IV&V
- Heritage Review ] - Determing Necessary ~ * @ MercyRule = * Document Assurance V&V attention :
.+, Understand. . .. 0..... .. . Rigor............... .Assessment . . .. . Gained . . . .. ... . ... 007000 — H
> Mission Goals . g * Analysis strategy to + | Perform Analysis * Report Analysis v : PrOJ ect
*  Mission Concept meet rigor needs + . Capture Evidence Conclusions fusi ;
» Developer - - Staffing Plan + - Document concerns  +  Articulate Residual Mission SCGpe
= Technology ° = Schedule i i Risk :
= Mission Capabilities = Budget Considerations :
.+ . Mission, System, $W.Arch.. +  Ranking of A ., . . .
. Technical Reference Assurance Required Assurance Planned “Technical Products Assurance Conclusions
= Eachnodeis an|V&V Assurance As analysis work is performed, the
U INBVScope and FOCUS. . ... Obijective, driven by our risk assessed risk decreases (increased
' : assessment process confidencein the systems)

* |V&YV collaboration with the Software EngineeringInstitute at
Carnegie Mellon University
* Helped V&V adopt Agile and Lean concepts thatintegrated
logically with some of the ways we were trying to perform
analysisand resultedin the following paper:
e Agile approach to assuringthe safety-criticalembedded
software for NASA’s Orion spacecraft

Risk is dynamic, IV&V’s Risk Process adheres to the core IV&V principles, but utilizes adaptive measures to
continuously update in response to changing risk



https://ntrs.nasa.gov/citations/20190001434

How the NASA IV&V Program adapts

Continuous Innovation

Continuous Evaluation

— ______________ InnovatlonTrlers ______________ V&V plans driven from Developer artifacts and IV&V results (risk)
! - Knowledge Sharing - Self-Assessment = = I =, I TN
Events Initiatives ewer 5 — N
: : _ o II Artifacts | I More I 5
@ . - Networking - Training - R —— ] Artifacts ! | Many more
i - Conference/Workshop - LL/SS . ~ Artifacts
attendance - Opportunity/Need [ngsﬁfﬁs -
QUEUED TASKING ' - Risk Reviews /_
INITITATIVE CHAMPIONS = | - Needs and Challenges
+ Solutioningand  “----ee e e
* Guide and support Implementation of Elevation Path
Progression Process less time-critical * Program
o * Support elevation path innovations « Office Key
| deation \\5 * Asresources are + Project ConOps/ Scope & Risk: Criticality Questions
e available Meg,.. + Team Init Architecture i - Missi Addressed:
. " etrj Heritage Mission type A
nnovation is ,5’, A Cs& - Capabilities Adaptive V&V
documented T \\ A E”Su;er A —— —— s
« SAS and NASA 50|l-lt|0|'llng Mon,-!o" nfusio,.', ~ & Select Assurance Objectives (AOs) s
. : —~ 0 Seffa.,. 1O = ility-based - - ‘What?
Iee‘ade‘r‘s - * SMEs, Tiger Team, ! "x—-ﬂxﬁpf'Fatfons feﬂ‘avenejj 'Proé‘ram s T Ex;h :I:ymfact baml:terface o Scope & Risk Modifications u :
F'”Ofltllzel etc. design tf{e |mp|ementati§n\ -_H"'-nm_h __/{ " u R V&V Findings 5
rnt:::atl?ons ln;pl:menta;mn | e r -Risks (V&Y Project) a
* Thinking is cheap! Infusion . a D -More information n “To What
: Stak‘e‘holder + Stakeholder Decision e vy n [ (ol Degree, and
Decision gate gate INFUSION TOOLS o ! Planning — |04 v e How?
* Socialization s e e :
+ Piloting Operations I Select Appropriate Methods d Developer Schedule Changes | ) M
» CD PRINCIPAL * Training [ Streamlined o 5 EXisting methods 1 a
' . : ‘ CoM - New or Tailored methods i
. INVESTIGATOR(S) Core Team CoP/Col ° Bridge Infusion t ] i , : v i
" ‘ P / o 5 m - Anticipated Intensity and Rigor n Whent
. €D can jump-start a ' = Improve known = e t Who?
TIGER TEAMS top-down solution ‘ processes t . e
MDT to refine ideas and AN « Increase Execution e t n “What do
Steps to Solution t and - ’ a results
engagemen Review 3 Actual Artifact Analysis n mean?”
c
> Closeout Final Report, Lessons Wl “Applicable
H H i LL/SS?”
Tl me / M atu I'Ity Learned, Success Stories

The two engines that power adaptation are innovation of new ideas and evaluation of effectiveness and risk posture.




IV&V Approaches to the Challenges

* ARRISTOTLE was developedto

* Increase coverage and effectiveness of how we perform IV&V on data-driven systems

* Update/create our technical framework and methods to have more formal application facilitate risk-reduction testing of =
* Betterunderstand the boundaries between software and data all phases for the Artemis return 5 :
to the moon programs. | & L = e

* Capabilities
* Testasyoufly
* Faultinjectionacross

1CPS Sim

* Tool developmenttoaid our new
approaches

$3 Virtual Machine

* One solutiondeveloped: a set of interfaces
. i
Python modules brokeninto . Detai . == =
‘ ’ ; ; etailed post-processing C e o e
parser’ operations (which read |

log analysis tools

* Ability to pause time and
analyze states

* Flightbinaries

and process data) and
‘constraint’ operations (to
enforce constraints on data

GFAST Software

* Augmenting ATS Requirement Analysis Tool with Artificial Intelligence

*  Help prioritize analysis with application of Al machine learning

*  Results of the machine learningresearch can be integrated into the IV&V
, = . developed Analysis Tool Set (ATS)

e AgilelV&Vfor Agile development
*  Adoptionof “Follow the :
Risk IV&V”
*  The emergence of Analysis
Threads to the IVV 09-1 Technical

i |||

SBC Tasks / Main | Configuration / Utility Code Files

" File Line Coverage :
Framework application i s ™ * Capability Development efforts for T l:;: ‘ aa ‘13;;-;1{‘1;. Bk | ]

- s | Diagnostic ] ]
«  Typesof Threads B _— developingapproachesandtools required to e AR i
e Correct and — assure safety-critical autonomous software T ﬁ'ff;fﬂ;"r:'ﬂfcrifim- snis mes | aem | osers |
Comlete == B - oy |
,—‘ ;5’550 STH | Themal Conrd e B5% | &4 | W% | B/W
© Traceability BEE T —r—
*  EmergentBehavior T * JSTAR independenttesting application of S5 THeaossey (e | W% [ e[ RS | w0

*  Adaptive Assurance Design 1Rtk g Machine Learning for Test Coverage

https://ntrs.nasa.gov/citations/20190001434
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Handling Evolution of Mission Systems: Strategy

e Survey both the IV&V workforce and the
state of the practice to identify trends and
inform vision for IV&V

* Develop and maintain a strategic roadmap
to achieve vision by mapping goals to a 1-3-
5 plan

Collaborate * Charter initiatives to achieve goals through
innovation

* Prepare workforce for analysis of new and

\ Communicate / evolving technologies

e Collaborate with external communities to
inform and validate our vision and achieve
our goals

 Communicate at every stage and at every
level to ensure commitment and support

Innovate




Handling Evolution of Mission Systems: Current Approaches

Weekly Workshops

Small communities of practice
within the IV&V Program (e.g.
SCAWG)

NASA Engineering Network

SARP

MDA

Interagency Scienceand
Technology Partnership Forum
(Trusted Autonomy)
International IV&V Working Group
IV&V Project Checkpoint Reviews

* Technology and Strategic Roadmap Initiative
* New and Emerging Technology Studies

Collaborate

* [V&V Team Readiness Initiative
* Weekly Technical Discussions
* |IV&VBootCamp

N

\ Communicate /

1-3-5 outlook:
 CBA/FTR/Agile V&V

* Dynamic Analysis

* Integrated Analysis Toolset
* AutomatedSCA

e Late Lifecycle IV&V

* Team Readiness

* Deep Data Learning

* Formal Method Utilization

Code Quality Risk Assessments
Data Analytics for Assessing System
Risks

Exploration of Techniques for
Evaluating Binary Code

Application of Al and ML to
Requirements Analysis
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