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Outline

* Background — The Perfect Storm
 Why is NASA here?
* NASA’s Digital Transformation Program
* NASA’s emerging Interoperable Environment
* Conditions “ripe” for Transformation Changes

* OSMA’s adoption of a Transformative Vision build upon Data

and Model-Centric principles and technologies
* Eliminate the N-1 Problem
* OSMA’s SMA Digital Transformation Roadmap
* Building a Digital Framework

* Transformational Activities and Emerging Benefits underway
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Digital
Transformation (DT) py W e

maximize our efficiency and effectiveness

[dij‘l‘ﬂ TrQ ns—fer—mey—ShUh n] noun.: e to enable bolder missions faster
R . . R Artificial Intelligence
Employing digital technologies to change a process, s camis L I/ g
i i i i mplo 1g1tal models to enable
product, or capability so dran.latlcall.y'that it’s e sl canepcine et/ (EEES R
unrecognizable compared to its traditional form. - complexiy,scope, speed
Data: Ensure the data we Al/ML
d is Findable, A ible,
TRADITIONAL £ i) Interoperable, and

MBXx
9 Cult & Workfi :
Reusable (FAIR) to power W
data-driven decision making @@ ) g y{
enterprise connection,
- Data Collaboration caw and growth mindsets

WORKPLACE Collaboration: WORKFORCE

Enable agile teaming via seamless, secure
internal and external collaboration

DIGITIZED

NASA DT
6 Foundational Elements

From Maps to Apps...
Digital Transformation
has already changed our world

LSMA

OFFICE OF SAFETY & MISSIOM ASSURAMNCE



naics and Space I nte rO pe ra b i I ity

.gov

Everyone has a Seat at the TABLE

Mission
Directorate(s)

Tech Authority Data Sourcel
1: OCE Views :
/ Data Discoverability
(FAIR) Contracts
Tech Authority
2: OSMA Data SourceN Financial
Tech Authority Human Capital
3: CHMO Mgmt
Systems— of — Systems Facilities oPRC
Modeling Framework Mgmt
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Conditions “ripe” for transformational change

- Our missions are increasingly complex and integrated with industry, on constrained budgets & timelines.
- The aerospace industry, and the world, is transforming around us
- 21st century business processes are outpacing our legacy systems
- Top talent is expecting to work in a digitally-enabled workplace

NASA must transform...
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Knowledge vs Influence Curve

Administration

~ SMA Impact on “Critical Decision Making”

Transformed Digital State  Transitional Digital State  As-is Digital State

A
Z Influence
c
]
5 ~ o [
‘. Increased Influence
Knowledge
Earlier
Insight/
Knowledpe
[

Program/Project time

Mission Assurance Standards and Capabilities Division AS
OSMA HQ-GD000 4
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Evolving SMA Digital Transformation Roadmag

1. Increased Decision Velocity,

2. Risk Integration and Robust
Contextualization

3. Maximize Efficiency

Support Critical
Decision

| Aty O In5|ght Mgmt
Focus Area 1: -~ SMAP OSPARTA
Product : AIM/SMAP :

Evolution

Templa' s
: TTrammg

Data and
Tools

VA Da_ta/Process Model
( YAC P|Iots

: ; : . ; : Acronyms
Focus Area 2: . I I I . . AC = Assurance/Safety Case
Domain ; AIM = Assurance Implementation matrix
Representation, o SN AR : X ANASWA=R&M Logic Fragment Engine

Digital Twin/Thread ; APPG = Automated Program Plan Generator

. C&C = NSC Content and Collaboration Project
CRM = Continuous Risk Management
DT = Digital Transformation
R : ; 3 EDP — Enterprise Data Platform

Goalséand

Procejsses FAIR = Findable, Assessable, Interoperable and Reusable
FMEA=Failure Modes Effects Analysis
Focus Area 3: FTA=Fault Tree Analysis
Policy GSN = Goal Structuring Notation
.............. . HQA = Hardware Quality Assurance
LEG END Evolution MB = Model-Based
MBMA+ = Model-Based Safety and Mission Assurance
‘ Completed Focus Area 4: . RAAML = Risk Assessment and Modeling Language
O SMA-2022/23 InProgress CUItU re SUtIEach am; *  RIDM = Risk Informed Decision Making
. SMA- 2023 Start Training *  SMA = Safety and Mission Assurance
© DT-In Progress " SMAP=SMA Plan
. SPARTA=Smart Project and Reviews with Transformative
(O Research Needed Analytics (SPARTA)

MASTER 4.15.22



Policy Enabled Objectives Hierarchy
On-Ramp for SMA Interoperability

SMA’s Policies and STDs SMA’s Objectives Hierarchy

Objl Obj2 Obj3

8705.4 8705.2

. .
°
— T (o]} R Obj N 0] [ P Obj N
=) NPS?}STIOIETI Cal NPR 8705.2 Flight Pr/pr Management

"y Correlating to the related SMA Discipline Areas
AT (e.g., 8705.4A Appendix D, NPR 8705.2, HEOMD-003, others)

Aircraft
Ops Management
0.

Policy for S&MS

NPD 7900.4* 1

Ops I\%gﬁgaggment Institutional Safety
NPD 7900.2* NPR8715.1

9
(1] [1]
N

Mishap Investigation
NPR8621.1
R8735.

Alert Sharing
NP 1

Audits General
and Assessments Safety Program
NPR8705.6 NPR8715.3

=
T,
o
o«
~
=]
o

Orbital Debris
Mitigation
NPR8715.6

Range Safety

Risk Management
PR 8000.: NPR 8715.5

4

Systems Enéineering

Quality Assurance Nuclear Flight Safety Planetary Protection
NPR 8735.2 NPR8715.x NPR8715.24/129 7150.2

Software Engineering

il

Payload Safety
NPR 8715.7

Obj1 .. ObjN Obj1 ... ObjN Obj1 .. ObjN Obj1 ... ObjN

SMA STANDARDS | |
Activities and Supporting Evidence

ACHIVIEY 1 ..o ccercr e ereceerecneeessnnesseasessessasasssnsesssnsessssnanesrnnesssnanssnaes sennns Activity N
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Objectives-Driven
Hierarchy

They contrast with “prescriptive”
requirements (must do X, Y, Z)

A

Argument

A

Evidence

An Assurance Case is an organized argument that a system is acceptable
for its intended use with respect to specified concerns

“The Nimrod Safety Case represented the best
opportunity to capture the serious design flaws
...which had lain dormant for years. If the Nimrod
Safety Case had been drawn up with proper skill,
care, and attention, the catastrophic fire risks ...,

would have been identified and dealt with, and the loss of XV230 in September
2006 would have been avoided”?

Realizing Safe & Successful
Missions Within the Agency’s
Risk Posture

* Recapitulating the validity
of the SEMS success
eriteria

* Clsiming that the S&MS
criteria have been met

S&MS evidence

Y
Case-Assured

(general)

Assurance Cases, starting from Objective Hierarchies, enable our “transformed” SMA Framework

13




Definitions and Shaping Concepts

Safety Case (reference Wikipedia) — A structured argument, supported by evidence, intended to justify that a system is
acceptable safe for a specific application in a specific operating environment.

NASA System Safety Handbook- Vol 1 (2011), (H. Dezfuli et al) — “The safety case concept has also been extended to apply to
additional system attributes beyond just safety, resulting in “Assurance Cases” and “Dependability Cases”

Assurance Case (reference “A Short Introduction to Assurance Cases, University of York, 2013) — A reasoned and compelling
argument, supported by a body of evidence, that a System, Service, or organization will operate as intended for a defined
application in a defined environment.

New Tool for Developing Safety Assurance Case Arguments (OSMA Article, 2020), (Ewen Denny and Ganesh Pai/ARC’s KBR
Wyle Services) —

“Traditionally, a safety case is a static thing,” said Denney. “But really, what it should be is an active document you use to
govern your activities, so you update it when you learn more about your hazards and the effectiveness of your mitigations

and so on”

“The structured arguments are given in a graphical notation called Goal Structuring Notation (GSN), which has elements
for capturing claims, reasoning strategies, evidence and contextual information. GSN-based arguments have close
connections to the objective hierarchy's approach promulgated by NASA’s Office of Safety and Mission Assurance.”

“AdvoCATE [an ARC developed Tool] connects all the pieces. It provides hazard analysis and risk assessment, safety and
assurance requirements, structured argument development, safety architecture and development, traceability and
consistency, and evidence management and analytics through dashboards.”



Automated Project Plan Generator (APPG) Engine

Repeatable, SME-curated, OJT: Learn as tool is used

OSMA-endorsed .

recommendations on demand P.rOJeCt experts ha\{e.
direct access to editing

(tailoring) capability. Project personnel only
spend time tailoring, not
building content from
the ground up.

Authoritative Source SMA DATA

traceable to OSMA
Policy

* Prescribed Objective Achievement
» Prescribed Action/Process
+ Standard item descriptions: LCR

deliverables, contract clauses,
metrics/indicators

Logic Fragments SMA Outputs

Assigns data relationships
and filters

SMAP
RFP/Contract Clauses
DIDs and LCR deliverables
Metrics and Indicators

Criteria for SMS Case

Variety of instances of each e.g., for 8705.4
variables, regulatory conditions, acquisition
strategy, etc. Stored in a relational database

Automated Project Plan Generator Curated APPG Plan Customizer:

(APPG) structured SMA User-driven customization '[‘)ji‘s’z::‘{"('}sr"f‘?‘::’?etc' .
R SRS (tailoring) of the data set Reetet ther Back-end analysis of data
importioo sets for improvements,
) View ndashboars trends, risk awareness
Data architecture can be

expanded over time:
attach templates, related
policy statement*, etc.

Content held as a data set.
Can be related to other
data sets and support
analytics.
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Assurance Case Evolution



National Aeronautics and Space
Administration

Www.nasa.gov

In the 2020 g
R&M Data
Survey inwhich £
it was g
discovered there =
are many b
failure mode 2
and other data 2
sources for c
analysts to p
leverage. =

USMA
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virtually impossible to individually digest given
desired response times

Data Types

FMECA/FMEA
FTA

On-Orbit
GRound.Testing
Supplier

Other

Traditional
Analyses still
depend greatly on
robustness and
depth of
information
available

~

Data Survey/ Data Interconnectivity

Data Locations Robust Information for

Communicate Risks /de”“fy// ‘Decision Making
of Failure Connect/ T ¥ QRGN
Integrate ) % Sl g A
NAS [ Jigy
Industry & /

Quantity

Other Govt Agencies
Data Service Companies

Transformed Digital State  Transitional Digital State  As-is Digital State

Influence

“ |

"

—_—
[

Increased Influence

—

Knowledge

Insight/

Knowledpe

Program/Project time

Assurance Standards and Capabilities Division
OSMA HQ-GD000



National Aeronautics and Space
Administration

www.nasa.gov

Digital
Dictionaries
can be used to
create Model-
Based Libraries
of NASA
components.
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MB Integration/Risk Informed Decision Making &

RMA Factors Mission Risk Mgt

Communicate Risks

Optimized Design/Ops

Perform Model-Based for the Mission

: of Failure Design <[\ F OB
Failure Analyses Refinement ™ sl
* «  Manage /1
FMECA/FMEA . Mitigate 2
FTA e Track
Etc. e Etc

Model-Based RMA
Analyses can leverage
NASA-wide Knowledge 1

) ) nfluence
for potential failure *
postulation. Analyses ~
are timelier, sync’d
with SEs/Engineering
more, and have greater
influence on missions.

Transformed Digital State  Transitional Digital State  As-is Digital State

Quantity

N Increased Influence

Insight/

consideration.

Knowledge

Knowledpe

With libraries of NASA Components in Model-
local effects) can be automatically populate for

Program/Project time

Assurance Standards and Capabilities Division
OSMA HQ-GD000



Physics of Failure (PoF)

Data Access
Al/ML Infusion

Advanced Multi-Physics
QMu

Probabliy
of Failure:

Computing Power
(HEC)

[
Stress / Strength L

- ° Digital

Future

Full Digital
Utilization

Digital Enabled Analysis/Performance
Interoperable Environments/Models

/
H db k SMA. pd g QA Inspectio
Voo Nn / Requirements Criteria
a 00Ks and Plans Hazard R&M Analyses

Today Guidance Analyses L L)
/ Application \

Transformed Digital State Transitional Digital State As-is Digital State
Framework(s) - .
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NASA ProgramiProjectLfe Cyce Process Flow — _)
3 " Knowled
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j Insight/
K / Knowledge _
Program/Project time

Assurance Standards

Integrated
Body of
Knowledge
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