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Presentation Notes
Thank PSAM for the opportunity to present here today. 
Thank the Contributors (list here) who helped put together this presentation (directly or indirectly)
Personally, delighted to share how NASA OSMA is working to harness “Digital/Digitization” and evolving Data-Centric and Model-Based Frameworks to transform NASA
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 What do we mean by Safety and Assurance Cases
* Descriptions
* Broad Adoption
* Definitions and Shaping Concepts
e Conceptual lllustration

* Other NASA Building Blocks
 R&M GSN/Objectives Hierarchy Application
* NASA and VU GSN Application to Radiation Assurance Case (SEAM)
* QA Ontology Framework
» Objectives-driven, case-assured approach, S&MS Approach

 OSMA’s Emerging Digital “Objectives Hierarchy/Assurance
Case” Framework

* Automated Program Plan Generator (APPG)
* Digital On-Ramp to a NASA Interoperable, Enterprise, Environment

A Mission Assura
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Safety (Assurance) Case Descriptions

Comprehensive, auditable, safety risk management
artifact

Authoritative record that
— Safety risks have been identified, are well understood

— Processes and mechanisms in place for risk reduction
« Driver for development

Explicit claims and evidence connected by rationale
(argumentation)

Properties

— Compelling, comprehensive, convincing, valid, justifiable,
defensible, ...

Mission Assurance Standards
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» Piper Alpha Report (Cullen
Inquiry), 1990
— Recommended application of safety
cases to offshore installations
— Subsequently adopted by LK
Ministry of Defense, Def-Stan-00-
56 (MOD), 2004

« Now widely used in many safety-
critical industries
— Offshore Oil & Gas (Cullen 1990),
Defense, Medical, Transportation
(Foad, Hail and Air), Nuclear

» Defense aviation

— Military aircraft, largely in UK and
Australia

w
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Broad Adoption

« Civil Aviation

By ICAQ for RVSM implemeantation
over Africa, Asia

EUROQCONTROL

JARLS - UAS

* |Increasing usage in the U.S.

FDA - infusion pumps
FAA - LIAS operational approval
Nuclear Regulatory Commission

« Automotive

ISO 26262 Functional safety

IS0 21448 Safety of the intended
functionality

LIL 4600 Safety of autonomous
products

Mission Assura




Definitions and Shaping Concepts

System Safety Handbook- Vol 1 (2011), (H. Dezfuli et al) — “The safety case concept has also bee

tional system attributes beyond ju@pesulting ind “Dependability Case

ty Case (reference Wikipedia) — @red arg@pported by evidence, intended to justify
eptable safe for a specific application in a specific operating environment.

surance Case (reference “A Short Introduction to Assurance Cases, University of York, 2013) — A reasonec
gument, supported by a body of evidence, that a System, Service, or organization will operate as intended f
pplication in a defined environment.

ew Tool for Developing Safety Assurance Case Arguments (OSMA Article, 2020), (Ewen Denny and Ganesh Pa
Wyle Services) —
aditionally, a safety case is a static thing,” said Denney. “But really, what it should be is an active [framewo

to govern your activities, so you update itwhen you tearmmore about........the effectiveness of your miti ’

and soon”

“The structured arguments are given in a graphical notation called@Goal Structuring Notation (
for capturing claims, reasoning strategies, evidence and contextual information. GSN-based arg

connections to the objective hierarchy'sapproach promulgated by NASA’s Office of Safetya

Mission Assurance Standards
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Conceptual lllustration

Assurance Case Safety Case

Assurance Case can apply to additi
beyond just safety

Goal/ Goal/
Objective #1 Objective #N

Structured arguments cz

givenin a graphicﬂl notat
Strategy called Goal Structure Note
#N (GSN). GSN Based Argume
can be linked with an Object

Hierarchy Approach. /
} Argument Structure

Mission Assurance Standards

Strategy
#1

Argument Structure

Stru

[ Sub-claim I I Evidence I I Evidence I I ST | I il I I S I

w
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SMA Digital Future — Objectives Hierarchy/Assurance Case Framework

Objectives
Al Crewed - 7120.5, 7123.2, and 8705.2
Objective Robotic = 7120.5, 7123.2, and 8705.4

Driver;g( Reqts ":'-.-"':v m‘ R

Accepted e | || e | |
STDs - Yy VYyv v 7%
e £ e e e
APPG AIM & SMA Plan |
Generation — 4 A OPERATIONAL
(part of Project Plan) —— Assurance
INITIAL Assurance Case — L Case
Argument Design Assurance Case I&T Assurance Case Implementation Assurance Case
= o = w Hj- -—C“

e e

Assurance Case Evolution

Traditionally, a Safety (Assurance) case is a static thing, but it should be an active document [framework]
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When combine…..Click for Circles….we create a framework to measure and track progress toward meeting Objectives around a Safe and Successful mission over the project life cycle.
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Encompasses other terms: Safety/Dependability/Security Case)

ASA-STD-8729.1A provides a Reliability and Maintainability GSN/Objective
showing the top-level concerns while systematically providing more specific:

Case for a syste

Mission Assura
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Goal Structuring Notation in a

Radiation Hardening Assurance Case for COTS-Based Spacecraft

Arthur Witulski, Rebekah Austin, John Evans’, Nag Mahadevan, Gabor Karsai,

Brian Sierawski, Ken LaBel*, Robert Reed

Vanderbilt University
Institute for Space and Defense Electronics
1025 16" Av. S. Nashville, TN 37212
arthur.f. witulski @vanderbilt.edu

Strategy:2.A

Understand failure
mechanisms, eliminate
andior contmol failure
causes, degradation and
common cause failures,
‘and limit failure
propagation to reduce
likelihood of failure to an
acceptable level (NASA

loads and stresses
(radiation) for the life of
the mission (NASA REM).

Strategy:2.A1.D
Perform i

'NASA HQ, Office of Safety and
Mission Assurance
2NASA Goddard Space Flight Center
Bldg 22, Room 050 Code 561
Greenbelt, MD 20771

Justfication

Hardware Quality Assurance

testing to verify design
forintended use (NASA

a v v

Assumption

FPF2006 and FPF2007 are
‘similar enough that the
SEL results from FPF2007

Only performed proton
tests for SEL. Heavy ion
tests were not perfomed
because the heavy ion
environment does not
significantly contribute to
the mission envimnment.
Mission constmints on
budget also limited the
amount of testing.

isition —» Data Sharing = Populating Models = Understanding the State of the System

Spsiome Engreeang  Suality Asscance

Opsariaticns and Marsnarcs KLl
Procans, ity Cartfication
Confimed Pmcess Controis LRR OFE

Peedhsct Guality Cenifioaton
Conirmed Process Controls

+  ™~400 Limbs, branches, and leaves; 11 “limbs" are main QA process elements

Code Name
ARl QA Program Strategy and Foundations
QA011 | QA Pr'-srarn Foundation
aani1.”
Qa2 I]ntulnmI > Data Structures > Data Aequ
QAD3 Quality Data Management and Records Management|
AR | Daesign for Quality
0AD4.1 | Design, Constructicn, Verification Specifications sarm S Enginenring ¢ Cuality Enginessing
QA04.2 | Reguirements Controls KDF A
0a04.3 | Design Review Considerations
04044 | Technical Standards baseline
QA5 | Design Validation 2
QADS | MASA Acquisitions and SCRM Es
CA05.1 | OMS POA Process ED
0A05.2 | Pre-Procurement E 3HE, MDH
0A05.3 | Contract Freparation o Ao
04054 | Crosscutting Concerns and OMS Suryeillance Post % | EOPE
Procurameant
Qa05.5 | Quality Implementation Plan (developer) FOR
QADE Production Readiness m“mm|w
QA06.1 | Preduction Readiness General TRL Flsk Mitigibon
Qan6.2 | OmMS Conformance with ASS100 Englemenation
QA0 | Production Quality Assurance L
04071 | FirstParty Controls
0Aa07.2 | Second-party A .
CADE | Integration and Test o FER  EDEC
QA9 | NASA Product Acceptance Process and Data MNPR 8735.2C QA Policy Ontology (d:
Qal10 Launch and Mizsion Operations
o :zt:::::::::fs?nm, « Designed for associating data: requirements, results, records
QALLZ | ReviewBoards »  NASA mission lifecycle order
0Al13 | Corrective Action Request
0ALL4 | Self Assessment
04115 | Supplierdesign or process change risk mitigation

can be used for FPF2006.

SAFETY & MISSIDN ASSURAMCE

Mission Assur.



Extending Objectives Hierarchies not only to other
SMA Discipline Areas, but to our Aligned Set of
NPD 8700 Top Objectives

SMA/S&MS activities have traditionally
been planned and addressed via
individual SMA Disciplines

Makes these SMA/S&MS activities
vulnerable to being Siloed.

Need a Framework to begin Integrating
various Discipline activities/Objective
Hierarchies together around a broader
SMA/S&MS Objectives Hierarchy and
Assurance Case Framework.

w
OFFICE OF SAFETY & MISSIDN ASSURAMCE

Aviation Safety

Construction Safety

and Fall Protection
EEE Parts
Electrical Safety

Explosives and

Pyrotechnics Safety

Facility System
Safety

Fire Protection
Human Factors

Human Rating

NASA SMA Disciplines
Institutional Safety NASA Advisories and
L . GIDEP
Lifting Devices and
Equipment Nondestructive
Evaluation
Mechanical Systems
Assurance NSRS
Meteoroid Nuclear Flight
Environment Safety
Metrology and Orbital Debris
Calibration
Payload Safety
Mishap Investigation
Planetary
Model-Based Protection
Mission Assurance
Pressure Systems
Quality

Range Flight Safe

Reliability and
Maintainability

Risk Management
Safety Culture
SMSR

Software Assurance

and Software Safety

Supply Chain Ris

Management
System Safety

Workmanship

Mission Assurance Standards
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Policy Enabled - Integrated Objectives Hierarchy
On-Ramp for SMA Interoperability

SMA’s Policies and STDs SMA’s Objectives Hierarchy

Objl Obj2 Obj3

Aircraft -
Ops Management Palicy for S&MS 7 i
NPD 7900.4* NPD8700.1 nent Policy
8705.4 8705.2
e .

Aircraft
Ops Management
NPD 7900.3*

[

. Payload
Risk Classification
NPR 8705.4

Human Rating

Institutional Safety
NPR8715.1 NPR 8705.2

N

1] Correlating to the related SMA Discipline Areas
Ni

o]
7120.8
R&T Pr/pr M, t H
e (e.g., 8705.4A Appendix D, NPR 8705.2, HEOMD-003, others)
Mishap Investigation Risk Management Range Safety O'ﬁ'ﬁ;g%]l{'s
NPR8621.1 PR 8000.4 NPR8715.5 NPR8715.6 7123.1
o Systems Engineering
Alert Sharing Quality Assurance Nuclear Flight Safety Planetary Protection
NPR8735.1 NPR 8735.2 NPR 8715.x NPR8715.24/129 7150.2
Software Engineering

and A?:edsi:nents Safe%egﬁgaglra m
Obj1 .. ObjN  Obj1 .. ObjN Obj1 .. ObjN  Obj1 .. ObjN

SMA STANDARDS | |
Activities and Supporting Evidence

ACHIVITY 1 .oeeeececeiecereeccreeccresssaseessanesssasaessnsasssnsasssassessnnesssanesssnsaessnsaessnsaessassensns Activity N

=
=
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Finally, I want to highlight foundation element starting with NPD 8700, and it 3 Top OSMA Objectives, and the Objectives Hierarchy that follow to build an Interoperable Environment for SMA.  

This Hierarchical Structure is being used to build an SMA Framework from which information can be digitally integrated and interconnected with other domains (Project Management, Design Engineering, Systems Engineering, etc) using an Objectives-Based Ontology for SMA.

The Top 3 8700 objectives (CLICK) are decomposed into the objectives laid out in Appendix D of NPR 8705.4 (which are being expanded as part of Rev B) for Uncrewed missions and those that will be laid out in NPR 8705.2 for Human Rated missions

CLICK – These objectives are then decomposed into supporting NPRs and STDs addressing the different SMA discipline areas

CLICK – And These objectives are then decomposed into any lower-level objectives and/or supporting evidence, and so –on and so –on as applicable.


Automated Project Plan Generator (APPG) Engine

Repeatable, SME-curated, OJT: Learn as tool is used
OSMA-endorsed .
recommendations on demand P_rOJeCt experts hayg
direct access to editing -
(tailoring) capability. Project personnel only

spend time tailoring, not
. . SMA DATA .
AUthorItatlve Sou rce + Prescribed Objective Achievement Logic Fragments SMA OUtPUtS bu I Id I ng Content from
+ Prescribed Action/Process
traceable to OSMA | “ocic. S Comt Cases the ground up.
H metrics/indicators S an eliverables
POI I Cy Variety of instances of each ez, for 57054 Dﬂetri(il;ﬁ\r({i?n:iicatnt:ls
:;h;fleﬂm ;":‘ixi n:‘;“:;;:;‘e Criteria for SMS Case
Automated Prujec Plan Generator Curated APPG Plan Customizer: Display or port to
(APPG) structured SMA User-driven customization G G T G5 .
Engine data set (tailoring) of the data set :iate ttc' other B ac k'e n d ana IyS IS Of d ata
sets for improvements,
. View ndeshboard trends, risk awareness
Data architecture can be

expanded over time:
attach templates, related
policy statement™, etc.

Content held as a data set.
Can be related to other
data sets and support
analytics.



APPG in a larger Context
(Evolving) Other Data

Update/
Edit

NPR/NPR Defaults Project/ Program . -
Implementation Specific Content @rectl gestable produc
and Tailoring

(eg. 7120.5, UseCases/ Products
7123.1 and 87xx) SMA Default

Sources and
Archives

—

Content TBD3
TBD2
TBD1
Tailored,
Update/ Enterprise and Traceable
Edit Domain “Logic _ Products

Defaults Fragments”

LEGEND

Existing Functionality
Currently Partially Populated

Out of Scope



NPD 8700
Establish Top Level
Objectives

]

-

o

NPR 8705
Establish Mid Level

Objectives (AlM, SMAP)
(Mission Driven Use of
Accepted STDs)

Sub NPRs / STDs

Establish Lower Level
Objectives and

Evidence Reqts

AIM and SMAP - KEY Elements for Planning and Execution

Formulation and Pamnming

Crewed — 71205, 71232, and 8705.2
Robotic = 71.20.5, 7123.2, and 8705.4

L
ey e
= - —
" L L L L4 L L
E iy Gy S | v i | Py g | il g ik o iy [ Y W - =
= Tl Trfreeam A etessen Ipey e e LTl s
| Irarr I oy [T 8 L J= T
h
ey
g == |
220
R = I L
==
= i Sop gt e e

over the entire lifecycle

Claim

k GAP A Risk

10 Lot (oo Do)

Architecting: Establish Assurance Case Framework

(Formulation/Planning through Launch/Operations)

Assurance Case Framework: Objectives Driven Requirements, Accepted STDs, and Evidence

V&YV Top Level
Objectives

(vs NPD 8700)

1

V&V Mid Level

Objectives
vs Project AIM/SMAP
(Tailored Standards

-/

\_ Application)

\

J

1

Lower-level

Integration and V&V
(Evidence Claims,

Issues, Risks)
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Here is a little different illustration where we show how Objectives Hierarchy, SMS Assurance Case Framework, etc., emanating from NPD 8700 Is being tied into (integrated) the Agency’s emerging Digital Engineering environment, which is being built upon the Systems V development life cycle process.  
(CLICK) The Digital AIM and SMAP, in particular, are at the heart of this integration activity tying mid-level objectives from NPR 8705.2 or NPR 8705.4 to corresponding activities and required evidence needed over Systems V&V lifecycle development.  


SMA’s Digital Future

Digital Twin enabled Objectives Hierarchy/SMS Assurance Case Framework with Machine-Assisted Planning,
Machine-Assisted Assurance Case Development, and Machine-Assisted Reviews

NPD 8700, NPR
8705.4, NPR
8705.2, &

NASA
Accepted STDs SMS Life-Cycle v FORMULATION m IMPLEMENTATION
Objectives Phases
Pre-A A c

— r B D E [
Top Level :2‘:;‘ T Concept | Concept& | Preliminary Design | Final Design & | System Assembly, Operations & | Closeout
g Strategy Pha x’:‘ Studies | Technology &Technology Fabrication ion &Test, i
Ad 0 pt I n g Development Completion Launch & Checkout
Objectives Key
J S M A Decision C S O
Driven pPoints | [ [ T T T T | s sasaan e (4

Requirements/ Directives / )\ Reviewer Views
Accepted STDs Standards for
P -
Greater e
Agility/ _ = o | 2way
Effectiveness “Synch”!
ife-Cycle Criteria Definex
m < Life-Cycle Criteria Defined
—m to Support Objectives
Assurance OSMA Discipline
Implementation Matrix - " Management and
(AIM) SMA “Assurance Fase Supported Continuous Risk Tracking Views
Reviews Management
TR E R System Model
I
ilorable Safety & | ud
Tailorable Safety 12way
Z r "_ﬁ“ C“;';"’"’z“';’_"” Mission Assurance i“Synch"'
gility and Innovation :
Plans (SMAP) Communicate |: Ty R&M
Initial Assurance Case Document View1
Argument €mmmmmmmes
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Illustrated another Way…………..this is another chart that (hopefully) many of you recall from our past presentations…

Foundational Elements:
We are enabling Machine-Assisted or Auto AIM and SMAP generation built upon our new Objectives Hierarchy, Objective Driven Reqts and Accepted STDs, to build an SMS Assurance Case Framework  and (Future state) Digital Twin of Program/Project Execution activities.  


Machine assisted SMAP enabled by GSN
MBMA enables the SMAP to be directly integrated into the System Model
Model Based Views and Reviews

Payoffs include: 
1) early Risk indicators, Identification of early issues
2) Ability to integrate/utilize other (e.g, commercial) approaches.  
3) 2way synch helps eliminate the “N-1 Problem”
4) Objectives Driven Requirements.  New 8705.4/Classes
5) Increased ability to customize without incurring risk
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nautics and Space I nte o p era b i I ity

.gov

Everyone has a Seat at the TABLE

Mission
Directorate(s)

Tech Authority Data Sourcel
1: OCE Views :
= Data Discoverability
(FAIR) Contracts
Tech Authority
2. OSMA Data SourceN Financial
Tech Authority Human Capital
3: CHMO Mgmt
Systems— of — Systems Facilities E—
Modeling Framework Mgmt

A Mission Assura
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The third point I want to me is the NASA and OSMA have embraced the concepted of Interoperability build upon Data-Centric and Model-Based methods.  While many of you have probably heard of Digital Engineering or MBSE, Oother Project and/or Mission Development entities such SMA (Click) need to part of this framework.

At the Fundamental Data level, we are in pursuit of the FAIR principle.  Making our data Findable, Accessible, Interoperable, and Reusable (i.e. FAIR)

At the next level up, we are in pursuit of Model-Based methods  (i.e., inter/intra-connectivity Modeling) to connect data from different processes to different output products to the custom views needed by different customers/stakeholders as part of an Interoperable Enterprise Environment.




Q tional Aeronautics and Space
Knowledge vs Influence Curve

Administration

“" SMA Impact on “Critical Decision Making”

Transitional Digital State  As-is Digital State

Transformed Digital State

'
z Influence .,
- ;
m .
5 o a <
‘. Increased Influence
Knowledge
Earlier
Insight/
Knowledpe
[

Program/Project time

Mission Assurance Standards and Capabilities Division
OSMA HQ-GD000 4
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At the heart of OSMA’s Transformation Vision is the need to eliminate the N – 1 problem.  What do I mean by that…..

People often say that many Catastrophes or Near-Catastrophes could have been eliminated if there was earlier and more robust delivery of key reliability/ safety/ risk / hazard related knowledge to Decision-Makers.  My experience in the Safety & Reliability realm is that our delivery of relevant information is often lagging that of design or systems engineering to enable the best or optimal decisions.  For example.

Could the issues or human threatening conditions encountered by ISS’s Astronaut Parmitano (i.e., when his Helmet filled up with water in space) have been avoided.  As another example,
On a more common basis, could many of the mission cost over-runs experience have been avoided by having earlier access to  supply chain issues, poor quality indicators, reliable reliability estimate characterizations or the lack there-of, etc.  


Evolving SMA Digital Transformation Roadmag

Support Critical
Decision

O In5|ght Mgmt
SMAP ()SPARTA -

AIM/SMAP

Focus Area 1:
Product
Evolution

Templa' s
: TTrammg

Data and

Tools VA Data/Process Model

( YAC| Pilots

Focus Area 2:
Domain
Representation,
Digital Twin/Thread

Goals:and
Processes

Focus Area 3:
Policy

Evolution

LEGEND

@ Completed

O SMA-2022/23 InProgress
@ SMA- 2023 Start

© DT-In Progress

(O Research Needed

Focus Area 4:
Outreach and

:Culture

Training

1. Increased Decision Velocity,

2. Risk Integration and Robust
Contextualization

3. Maximize Efficiency

Acronyms
AC = Assurance/Safety Case
AIM = Assurance Implementation matrix
ANASWA=R&M Logic Fragment Engine
APPG = Automated Program Plan Generator
C&C = NSC Content and Collaboration Project
CRM = Continuous Risk Management
DT = Digital Transformation
EDP — Enterprise Data Platform
FAIR = Findable, Assessable, Interoperable and Reusable
FMEA=Failure Modes Effects Analysis
FTA=Fault Tree Analysis
GSN = Goal Structuring Notation
HQA = Hardware Quality Assurance
MB = Model-Based
MBMA+ = Model-Based Safety and Mission Assurance
RAAML = Risk Assessment and Modeling Language
RIDM = Risk Informed Decision Making
SMA = Safety and Mission Assurance
SMAP = SMA Plan
SPARTA=Smart Project and Reviews with Transformative

Analytics (SPARTA) MASTER 4.15.22
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Another other key element is translating our Vision (elimination of the N-1 problem) into a Series of the Top Level Transformational Goals (read…_), from which a Digital Transformation Roadmap can be developed.

Our NASA SMA Roadmap is built around 4 evolutionary paths (i.e.,x,x,x,x), all leading to the transformational outcomes being sought.

As Yogi Berra once said, if you…….., you may end up somewhere else.
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