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A Challenge with Space Networks

● Scalability in DTN is an unsolved challenge

○ DTN has been demonstrated to work in small scale

○ A Solar System Internet dramatically increases number of nodes

● Managing these large networks with unreliable links is difficult
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Our Solution: SDN and Data Plane Programming

● Apply SDN techniques to delay 
tolerant networks

○ Requires networking 
hardware to understand 
bundle protocol (BP)

● We can use data plane 
programming to achieve this

● Success implicates:

○ network hardware that can 
natively forward BP

○ process BP faster

○ ability to control network 
behavior based on BP logic
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Our Approach

“Rho”

ION 4.1.1

“Eta”

ION 4.1.1

Netberg Aurora 710 Switch w/ Intel Tofino

DTN Node DTN Router and Translator DTN Node

● Utilize P4 data plane programming language to 
program a networking switch to understand BP
○ Hardware knows nothing: ethernet, IP, TCP/UDP, BP

○ Plan is to write a P4 program and teach it everything 
it needs to know about BP
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Difficulties with Bundle Protocol and P4/Tofino

● BP is complex but P4 expects simple protocols
○ BPv6: Self-Delimiting Numeric Values (SDNV)
○ BPv7: Concise Binary Object Representation (CBOR)

● P4 language limitations
○ Limited support for variable-width fields (see Meta4)
○ Parsing stage 

■ has recursion
■ can check boolean conditions on parser state 

transitions

○ Control stage
■ no looping or recursion
■ can check boolean conditions 
■ more read/write

● Hardware/Intel Tofino limitations
○ Compiler bugs & inconsistent behavior
○ Limited memory
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● BP Translator
○ Able to convert between BPv6 and BPv7 bundles (*with limitations)
○ Could be useful for certain backwards compatibility situations (e.g. ISS currently uses BPv6)

● Generalizable features (beyond translation):
○ Switch can parse BP fields
○ Switch can modify fields at multiple layers (e.g. Ethernet, IP, Transport, Bundle)
○ Switch can send BP specific metric data to a controller (local or remote)
○ Controller (local or remote) can modify switch behavior as needed (e.g. BP routing rules)

Current Results: Proof of Concept “BP Translator”

“Rho”

ION 4.1.1 BPv7

“Eta”

ION 4.1.1 BPv6

Netberg Aurora 710 Switch w/ Intel Tofino

DTN Node DTN Router and Translator DTN Node
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Features:
● DTN network split into clusters
● Each cluster is led by a          

“DTN Cluster Controller”
● Each bundle node implemented 

as a programmable router
○ has internal control plane
○ sends telemetry to cluster 

controller
● Clusters can be dynamic

Goals:
● Ability to manage large DTN 

networks in a scalable manner
● Nodes can work independently 

as needed

A Proposal: Software-Defined DTN (SDDTN) Architecture
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Conclusion

● Proposed a Software-Defined DTN (SDDTN) Architecture as a way to

manage large DTN networks

● Showcased proof of concept that can process BP in hardware

● Detailed challenges of working with BP encoding schemes in hardware
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Thanks for listening!

Happy to answer any 
questions

Contact Info:

domta@cs.washington.edu


