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A Challenge with Space Networks

e Scalability in DTN is an unsolved challenge
O DTN has been demonstrated to work in small scale
O A Solar System Internet dramatically increases number of nodes

e Managing these large networks with unreliable links is difficult




Our Solution: SDN and Data Plane Programming

e Apply SDN techniques to delay

tolerant networks SOFTWARE DEFINED NETWORKING VS i@ FiLecLoud
: : TRADITIONAL NETWORKING
O Requires networking

hardware to understand
bundle protocol (BP)

SDN Controller I Control Plane |

e \We can use data plane
programming to achieve this

| Data Plane

® Success implicates:

O network hardware that can
natively forward BP

O process BP faster filecloud.com

O ability to control network
behavior based on BP logic i




Our Approach

e Utilize P4 data plane programming language to e

routing. apply();

program a networking switch to understand BP :

O Hardware knows nothing: ethernet, IP, TCP/UDP, BP
O Plan is to write a P4 program and teach it everything

it needs to know about BP
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Difficulties with Bundle Protocol and P4/Tofino |

Using SDE_INSTALL /home/dta/sde/bf-sde-9.7.0/install
Using SDE version bf-sde-9.7.0

o BP iS Complex bUt P4 expeCtS Simple prOtOCOIS 0S Name: "Open Ng’Ewcar‘k Linux 0S Or_!L-mastel‘, 2020-08-03.13
O BPv6: Self-Delimiting Numeric Values (SDNV) e e e N I A
O BPv7: Concise Binary Object Representation (CBOR) Conpiling for p4_16/tna

P4 compiler path: /home/dta/sde/bf-sde-9.7.0/install/bin/bf-pdc
P4 compiler version: 9.7.0 (SHA: da5115f) (p4c-based)

® P4 language limitations A e e e
O Limited support for variable-width fields (see Meta4)
O Parsing stage

pv7/parse_bpv7.p4(141): warning: Parser "verify" 1is currently uns

[} haS recu rsion ver 1fy{ma]o|7type = 4_ WrongMajorType);
H™ error: id SuperCluster was formed: SUPERCLUSTER Uid:
m can check boolean conditions on parser state TR
transitions [ ingress::meta.debug metadata.test overwrite<8> "0 “bit meta solitary exact containers 1
C | rotational clusters:

O [[ingress ::meta.debug metadata test overwrite<8> "0 ~bit meta solitary exact contailners 1]

Ontro Stage because _thiaeistoemyEy izad:- T ingress::meta.debug metadata.test overwrite<8> ~0@ ~bit meta solitary exac

H 1 s luntalners ] has 5 bits.
B no |00plng or recursion This is either a compiler internal bug or you can ini-oduce padding fields around them by @padding or @flexible

Number of errors exceeded set maximum of 1

B can check boolean conditions
. CMakeFiles/parse upvs-wo: wiv.uu suuLLld.make:60: recipe for target 'parse bpv7/tofino/bf-rt.json' fa
[ | more read/W”te make H [;arsle lt:pv?/tofino/{t:f :t.json] Error 3

make[2]: #* Deleting file 'parse bpv7/tofino/bf-rt.json'

H H H H CMakeF1iles/Makefile2:132: recipe for target 'l"'MakeFiles/palqeflﬁq:xv?-‘tc:fin(:.dil‘/all' f
o Hardwa re/lntel TOfan Ilmltatlons make : %% [CMakeFiles/parse_| hpv'f' -tofino.dir/all] Error 2
. . . . Makefile:127: lecwe f(:l target 'all' fatile
O Compiler bugs & inconsistent behavior .
=== make. log
O lelted memory : For the details and to obtain technical support see the file

/home/dta/sde/bf-sde-9.7.0/1logs/p4-build/tofino/parse_bpv7/make.log

root@aurora: /home/dta/sde/bf-sde-9.7.0# I



Current Results: Proof of Concept “BP Translator®

e BP Translator

O Able to convert between BPv6 and BPv7 bundles (*with limitations)

O Could be useful for certain backwards compatibility situations (e.g. ISS currently uses 3PV6)

® Generalizable features (beyond translation):

O
O
O
O

DTN Node

Switch can parse BP fields
Switch can modify fields at multiple layers (e.g. Ethernet, IP, Transport, Bundle)
Switch can send BP specific metric data to a controller (local or remote) Y
Controller (local or remote) can modify switch behavior as needed (e.g. BP routing ruIesi’
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A Proposal: Software-Defined DTN (SDDTN) Architecture

Features:
e DTN network split into clusters
e Each clusterisled by a
“DTN Cluster Controller”
e Each bundle node implemented
as a programmable router
O has internal control plane
O sends telemetry to cluster
controller
® Clusters can be dynamic

Goals:

e Ability to manage large DTN
networks in a scalable manner

® Nodes can work independently
as needed
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Conclusion

® Proposed a Software-Defined DTN (SDDTN) Architecture as a way to
manage large DTN networks

e Showcased proof of concept that can process BP in hardware

e Detailed challenges of working with BP encoding schemes in hardware



Thanks for listening!

Happy to answer any
questions

Contact Info:

domta@cs.washington.edu
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