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-_. Total Projects Total Reguirements Formalized Requirements System Components Requirement Size
- 19 356 80.34 52 29378 vytes
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TEST TEST-TCND-N
when occurred(7,persisted(2,fault)) the sw shall
immediately satisfy q

=S
when not in m mode when p the sw shall always satisfy r

LM_AUTOPILOT AP-003b
In rollhold mode RollHoldReference shall immediately
satisfy abs(rollangle)<6 == rollholdreference = 0

TEST TEST-BNDD-RSPNSE
if P the sw shall within 5 ticks satisfy R

TEST-ONLY-IN
only in m, when p, shall the software satisfy pe

Andreas Katis, Anastasia Mavridou, Tom Pressburger, Johann Schumann, Khanh Trinh

Milan Bhandari, David Bushnell, Tanja DeJong, Dimitra Giannakopoulou, Kelly Ho,
George Karamanolis, David Kooi, Jessica Phelan, Julian Rhein, Daniel Riley, Nija Shi



System Compone

FSM )

captures + assists

Realizatwiigy Checkingin

FRETIish

ENFORCED: in every interval where cruising holds. TRIGGER: first
point in the Interval. REQUIRES: for every trigger, RES must hold at all
time points between (and including) the trigger and the end of the

explains

0 1 2 3 il 5 ¢ 7 3 9 10 11

Diagram Semantics

. Made of aperation
{menlioned in Scope)
=2 =}

Timeout (seconds)

Demo

v Compositional [_|] Monolithic - - -
cco ® cc1 ® cc2 @
Counterexample for -
confices - (R
-~
g o . Variable Step Step Step Step Step £
B, o Variable name
B, o type 0 1 2 3 4
(wj\‘;’
" S0
%> 2 good bool true true rue true true
confic
FSMppg
standby bool false false false false false
FSMO05
Confey .,
o : state real 2 2 2 2 2
,\\-LY‘
& N ’.;A, supported bool true true true true true
ov %
f‘gﬁ N
QTATE real 1 a | A 7 e
'l »
D Summary
FSMO06 FSM shall for 5 ticks satisfy (state = ap_maneuver_state & standby & good) => STATE = ap_standby_state
FSMO07 FSM shall within 5 ticks satisfy (state = ap_maneuver_state & supported & good) => STATE = ap_transition_state
FSM002 FSM shall always satisfy (standby & state = ap_transition_state) => STATE = ap_standby_state
FSM007 FSM shall within 5 ticks satisfy (state = ap_maneuver_state & supported & good) => STATE = ap_transition_state

FSMO02 FSM shall always satisfy (standby & state = ap_transition_state) => STATE = ap_standby_state



Realizability Checking

“The autopilot shall change states from MANEUVER to STANDBY when the
pilot is in control (standby) and sensor data is good and stay in this state for
the next 5 ticks.”

[FSM-007] “The autopilot shall, within the next 5 ticks, change states from MANEUVER to
TRANSITION when the system is supported and sensor data is good.”

[FSM-006]

* Reactive Systems: Inputs controlled by the environment; outputs controlled by

system.
Inputs:
standby, supported, good : Bool

Outputs:
STATE : {MANEUVER, STANDBY, TRANSITION}

* Formal Analysis

Consistency: Are the requirements satisfiable?
Realizability: Are the requirements satisfiable for any input provided by the environment?




Realizability in Requirements Specification Tools

Finite Infinite  Decomposition Liveness Unrealizable
State State Cores

Spectra v X X v v
SpeAR v v X X X
AGREE v v X X X
RATSY v X X v v
EARS-CTRL v X X X X
FRET v v v X v

https://github.com/NASA-SW-VnV/fret



Tools

Spectra

SpeaAR
AGREE
RATSY

EARS-CTRL

FRET

Finite

State
v

LKL

Infinite Decomposition Liveness Unrealizable Algorithms  Backend Other features
State Cores
X X v v BDD-based CUDD Well-separation,
fixpoint + Vacuity Checking,
JTLV Counterstrategies
v X X X k-induction JKind N/A
v X X X k-induction JKind N/A
X X v v BDD-based CuUDD Counterstrategies
fixpoint +
NuSMV
X X X X BDD-based autoCode4 N/A
fixpoint
v v X v k-induction, JKind, Simulation of
SMT-based Kind2 conflicting
fixpoint requirements

1 Employed by KBR; NASA Ames Research Center, CA, USA 2

NASA Ames Research Center, CA, USA 10
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language of developers forced to write regs

Lockheed Martin Cyber-Physical System Challenge,
component FSM:

* Exceeding sensor limits shall latch an autopilot pullug.when the pilot is not in
control (not standby) and the system is supp without failures (not apfail).

every time these conditions hold or only when they become true?

* The autopilot shall change states from TRANSITION to NOMINAL when the
system is supported and sensor data is good.

* The autopilot shall change states from NOMINAL to MANEUVER when the
sensor data is not good.

* The autopilot shall change states from NOMINAL to STANDBY when the pilot is
in control (standby).

* The autopilot shall change states from MANEUVER to DBY when the pilot
is in control (standby) and sensor data is good.

are these requirements consistent? does my model/code satisfy them?




language formal analysis tools understand

var autopilot: bool = (not standby) and supported and (not
apfail);

var pre_autopilot: bool = false -> pre autopilot;

var pre_limits: bool = = false -> pre 1limits;

guarantee "FSM-001v2" S((((((autopilot and pre_autopilot and
pre_limits) and (pre ( not (autopilot and pre_autopilot and
pre_limits)))) or ((autopilot and pre_autopilot and
pre_limits) and FTP)) => (pullup)) and FTP), ((((autopilot
and pre_autopilot and pre_limits) and (pre ( not (autopilot
and pre_autopilot and pre_limits)))) or ((autopilot and
pre_autopilot and pre_limits) and FTP)) => (pullup)));



= F&ET Projects

Total Projects Total Requirements Formalized Requirements System Components Requirement Size

19 396 80.34+ 92 29378 oytes

Liquid_mixer Undefined ProjectiD

TEST TEST-TCND-N

A0S when occurred(7,persisted(2,fault)) the sw shall

BIOSEM immediately satisfy g

TEST

when not in m mode when p the sw shall always satisfy r

LM_requirements TEST

LM_AUTOPILOT AP-003b

n rollhold mode RollHoldReference shall immediately

satisfy abs(rollangle)<6 == rollholdreference = 0

TEST TEST-BMDD-RSPNSE

FOL_Rover if P the sw shall within 5 ticks satisfy R
DeepTaxi GPCA_with_modes TEST-OMNLY-IN
PPN only in m, when p, shall the software satisfy pc

Andreas Katis, Anastasia Mavridou, Tom Pressburger, Johann Schumann, Khanh Trinh

David Bushnell, Tanja DeJong, Dimitra Giannakopoulou, George Karamanolis,
David Kooi, Julian Rhein, Nija Shi




ENFORGCED: in every interval where cruising holds. TRIGGER: first
pointin the interval. REQUIRES: for every trigger, RES must hold at all
time points between (and including) the trigger and the end of the

explains

captures + assists -
FRETish (iERERERaEn| -

when in cruising mode, the altitude_hold_

s’rores + displays ,
p y Future Time LTL for.mal l Zes

. e e when in roll_hold mode L. .
002A ILAST V leruising -> (altitude hold ->

maintain_altitude)))

AP-
e in roll_hold mode Roll?

’ 0oz6 Target: altitude_hold_autopilot component.
‘ AP-003 e “This requirement is th

Past Time LTL

Step Step

connects + exports diaghoses ‘ ;

FRET Variable Mame
rue true true true

ABSOF_ALT_MINUS_ALTIC
rue true true true

ALTITUDE_HOLD
rue true true true



FRET bridges the gap

e Captures requirements in a restricted natural language with
unambiguous semantics

e Explains formal semantics in various forms: natural language,
diagrams, interactive simulation

* Assists in writing requirements through requirement templates

* Formalizes requirements in a compositional (hence maintainable
and extensible) manner

* Checks consistency of requirements and provides feedback
e Connects with analysis tools and exports verification code
v for model checking Simulink models with CoCoSim
v" for model checking Lustre code with Kind2

v’ for runtime analysis of C programs with Copilot



FRET is rigorous and extensible

* semantic templates have RTGIL semantics. FRET generates formulas in future- (finite and infinite-
trace) and past-time metric temporal logics. A verification framework within FRET ensures
correctness of formalization algorithms.

 all aspects of our approach are compositional —based on requirement fields.

C \
f ]
[ ) RES immediately
COND =>
[ )T t = )
) r | )}
-
| RES never
[ 1 ) |
L = ’ i = )
TCOND
[ TR ERRYERRNERR YY) »l RES alwa S
COND Y
=>
[ PN )
H_ t < !
RES eventually

Dimitra Giannakopoulou, Thomas Pressburger, Anastasia Mavridou, Johann Schumann:
“Automated Formalization of Structured Natural
Language” Information and Software Technoloav. 2021



FRET bridges the

Captures requirements in a restricted natural language with
unambiguous semantics: FRETish

e Explains formal semantics in various forms: natural language,
diagrams, interactive simulation

Assists in writing requirements through requirement templates

Formalizes requirements in a compositional (hence maintainable
and extensible) manner

Checks consistency of requirements and provides feedback

Connects with analysis tools and exports verification code
v for model checking Simulink models with CoCoSim
v' for model checking Lustre code with Kind2

v’ for runtime analysis of C programs with Copilot



capturing requirements in FRETish

the altitude hold autopilot shall maintain altitude whenever altitude hold is selected

if altitude-hold_selected the altitude_hold_autopilot shall always satisfy maintain_altitude

SCOPE in, before, after, notin, onlyln, onlyBefore, onlyAfter; when omitted, global

null, regular
TIMING immediately, next, always, never, eventually, until, before, for, within, after

RESPONSE satisfaction

160 semantic templates / template keys!



Scopes

The system shall always satisfy count >=0
boot mode the system shall immediately satisfy prompt_for_password
arming mode shall the system eventually satisfy fired
landing mode the system shall eventually satisfy decrease speed

* When initialization mode the system shall always satisfy
commands_accepted

landing mode shall the system eventually satisfy landing_gear _down
energized mode the system shall always satisfy energized_indicator_off

energized mode shall the system eventually satisfy
manually_touchable



Scope Intervals

ONLYAFTER

ONLYBEFORE

ONLYIN | ONLYIN ONLYIN

NOTIN | NOTIN NOTIN

AFTER

BEFORE

IN L 'i IN

! ! ! >
FTP t1 t, t, t,+l tr1  ts t, ty+l LAST



Scopes (contd)

mode = 4 the watch shall always satisfy alarm_icon_on

persisted(4,high_temperature) the monitor shall until shutoff
satisfy alarm_on

taxiing & receivedClearance the plane shall always satisfy
ltakeoff

landed & powerOff the doors shall within 5 seconds satisfy
unlocked



Scope grammar

H—

ONLY DURING I scope_mode I

" ()

rWHILE)—I scope_ condition | I

. AFTER scope_mode I s
BEFORE scope_condition I—f

EXCEP'I' DURING I scope_mode

" ()

(WHILE)—I scope_condition |

WHEN [ NOT A\ IN scope_mode | 4

IN scope_mode :

1 v

(WHILE)—I scope_condition }|

AFTER scope mode
BEFORE scope_condition I—f




Conditions

e upon, if, when, where; unless
* Boolean expression

* Trigger: upon the Boolean expression becoming true from being false
in the scope, or being true at the beginning of the scope.



Condition grammar

regular_condition

A

H—l qualified_conditionl | f L ' qualified_condition2 | )11 (. )!

qualifier_word

i

qualified_conditioni

H—I qualifier word I—I pre_condition @ TRUE \

FALSE

qualified_condition2

‘@' qualifier word I—I pre_condition @ TRUE \
(o)

FALSE



Timings

In roll_hold mode RollAutopilot shall satisfy if (roll_angle< 6.0 & roll_angle
> -6.0) then roll_hold_reference = 0.0

When currentOverload the circuitBreaker shall, at the timepoint, satisfy shutoff

In landingMode the system shall satisfy LandingGearLowered

The autopilot shall satisfy if allGood then state = nominal

In drivingMode the system shall satisfy cellPhoneOn & !cellPhoneHandsFree
When errorCondition, the system shall, 4 ticks, satisfy alarmOn

In landing mode, the the system shall 2 ticks satisfy is_stable

When input = 1, the integrator shall, 10 ticks, satisfy output = 10

In CountdownMode the system shall, Count =0, satisfy Count >0

The system shall, TakeOff, satisfy CheckListTasksCompleted



Captures requirements in a restricted natural language with
unambiguous semantics

Explains formal semantics in various forms: natural language,

diagrams, interactive simulation

* Checks consistency of requirements and provides feedback
e Connects with analysis tools and exports verification code
v for model checking Simulink models with CoCoSim
v' for model checking Lustre code with Kind2

v’ for runtime analysis of C programs with Copilot



Capturing, explaining and formalizing requirements

Create Requirement ASSISTANT TEMPLATES GLOSSARY

Ready to speak FRETish?
Project
Please use the editor on your left to write your requirement

Requirement ID Parent Requirement ID Demo-FSM
or pick a predefined template from the TEMPLATES tab.

Rationale and Comments

Requirement Description

A requirement follows the sentence structure displayed below, where fields are optional unless indicated

with "*". For information on a field format, click on its corresponding bubble.

(SCOPE) (CDNDI.TIDNS) (COMPONENT’) SHALL* TIMING RESPONSES*

SEMANTICS




Update Requirement

Requirement D Project

Test-ALTHOLD Parent Requirement ID LM_requirements

Rationale and Comments

Rationale

Comments

the altitude hold autopilot shall maintain altitude whenever altitude hold is selected

Requirement Description

A requirement follows the sentence structure displayed below, where fields are optional unless indicated with "*". For information

on a field format, click on its corresponding bubble.

(SCOPE)(- ONDITION )(CC"-"I-'-(’:-"IENT‘) SHALL* (TIMING)(RESPONSESD

f altitude_hold_selected the altitude_hold_autopilot shall always satisfy maintain_altitude

but this is not what | mean...

—

SEMANTICS

Semantics

ENFORCED: in the interval defined by the entire execution. TRIGGER:
first point in the interval if (altitude_hold_selected) is true and any poir
in the interval where (altitude_hold_selected) becomes true (from
false). REQUIRES: for every trigger, RES must hold at all time points
between (and including) the trigger and the end of the interval.

beginning of time TC

TC = (altitude_hoid

lected), Response = (maintain_altitude).

Diagram Sema v

Formaliz

Future Time LTL ~

({LAST V (({! (altitude hold selacted)) & ({! LAST)
& (¥ (altitude hold selacted)))) -> (¥ (LAST V
(maintain altitude))))) & ((altitude held selected)

=> [LAST V (maintain altitude})))

Target: altitude_hold_autopilot component.

Past Time LTL A~

(H ({H {! {altitude hold selected))) |
{maintain altitude)))

Target: altitude_hold_autopilot component.




getting to the right requirement

TAKEL: if altitude_hold_selected the altitude hold _autopilot shall always
satisfy maintain_altitude

TAKEZ2: the altitude hold_autopilot shall always

satisfy if altitude hold_selected then maintain_altitude

beginning of time beginning of time

e

TC = (altitude_hold_selected), Response = (maintain_altitude). Response = (altitude_hold_selected => maintain_altitude).

TAKES: when in cruising mode, the altitude_hold_autopilot shall always
satisfy if altitude_hold_selected ther =ointain ~ltiteds

M

I
-

M = cruising, Response = (altitude_hold_selected =>
maintain_altitude).



FRET bridges the gap

e Captures requirements in a restricted natural language with
unambiguous semantics

e Explains formal semantics in various forms: natural language,
diagrams, interactive simulation

* Assists in writing requirements through requirement templates

* Formalizes requirements in a compositional (hence maintainable
and extensible) manner

* Checks consistency of requirements and provides feedback
e Connects with analysis tools and exports verification code
v for model checking Simulink models with CoCoSim
v' for model checking Lustre code with Kind2

v’ for runtime analysis of C programs with Copilot



Assistance: Requirement templates

Lockheed Martin Cyber-Physical System Challenge, component FSM:

The autopilot shall change states from TRANSITION to STANDBY when the pilot is in
control (standby).

The autopilot shall change states from TRANSITION to NOMINAL when the system
is supported and sensor data is good.

The autopilot shall change states from NOMINAL to MANEUVER when the sensor
data is not good.

The autopilot shall change states from NOMINAL to STANDBY when the pilot is in
control (standby).

The autopilot shall change states from MANEUVER to STANDBY when the pilot is in
control (standby) and sensor data is good.



Requirement templates

Lockheed Martin Cyber-Physical System Challenge, component FSM:

The autopilot shall change states from TRANSITION to STANDBY when the pilot is in
control (standby).

The autopilot shall change states from TRANSITION to NOMINAL when the system
is supported and sensor data is good.

The autopilot shall change states from NOMINAL to MANEUVER when the sensor
data is not good.

The autopilot shall change states from NOMINAL to STANDBY when the pilot is in
control (standby).

The autopilot shall change states from MANEUVER to STANDBY when the pilot is in
control (standby) and sensor data is good.



Requirement templates

Create Requirement

Requirement |D Project

FSM 002 Parent Requirement ID LM_requirements -

Rationale and Comments ~

Rationale

Comments

The autopilot shall change states from TRANSITION to STANDBY when the pilot is in control
(standby).

Requirement Description

Arequirement follows the sentence structure displayed below, where fields are optional unless indicated with "*". For information

on a field format, click on its corresponding bubble.

SCOPE SHALL* TIMING

RESPONSES*

(O]

'componem | shall always satisfy if ([input_s1ate] &[condilion]) then [ outI}ut_stzﬂe]

SEMANTICS

ASSISTANT TEMPLATES

Template

Change State -

Choose a predefined template

This template describes how the state of a finite-state-machine
component changes. It describes the input state and some
conditions based on which the change must occur. The
corresponding output state must reflect the required change.
The input and output states have a pre - post- relationship

Examples:

FSM_Autopilot | shall always satisfy if (

[state = ap_standby_state |8. [! standby & ! apfail b then

[STATE = ap_transition_state |




FRET bridges the gap

e Captures requirements in a restricted natural language with
unambiguous semantics

Explains formal semantics in various forms: natural language,
diagrams, interactive simulation

Assists in writing requirements through requirement templates

Formalizes requirements in a compositional (hence maintainable
and extensible) manner

e Connects with analysis tools and exports verification code
v for model checking Simulink models with CoCoSim
v' for model checking Lustre code with Kind2

v’ for runtime analysis of C programs with Copilot



Checking consistency

Lockheed Martin Cyber-Physical System Challenge, component FSM:

The autopilot shall change states from TRANSITION to STANDBY when the pilot is in
control (standby).

* The autopilot shall change states from TRANSITION to NOMINAL when the system
is supported and sensor data is good.



Checking consistency

Lockheed Martin Cyber-Physical System Challenge, component FSM:

* The autopilot shall change states from to STANDBY when the pilot is in
control (standby).

* The autopilot shall change states from to NOMINAL when the system
is supported and sensor data is good.

Input state:



Checking consistency

Lockheed Martin Cyber-Physical System Challenge, component FSM:

* The autopilot shall change states from to STANDBY when the pilotis in
control (standby).

* The autopilot shall change states from to NOMINAL when the system
is supported and sensor data is good.

Input state: \/

Condition 1: pilot is in control ‘/
Condition 2: system is supported
sensor data is good



Checking consistency

Lockheed Martin Cyber-Physical System Challenge, component FSM:

* The autopilot shall change states from to STANDBY when the pilot is in
control (standby).

* The autopilot shall change states from to NOMINAL when the system
is supported and sensor data is good.

Input state: \/

Condition 1: pilot is in control ‘/
Condition 2: system is supported
sensor data is good

Output state 1: STANDBY @
Output state 2: NOMINAL



Checking Realizability

* Realizable requirements: A system exists that satisfies the
requirements for every valid environment input

* Unrealizable requirements: Diagnostic analysis
* |dentify minimal sets of unrealizable requirements in specification
* Counterexamples
» Simulation of conflicting requirements

* Compositional Realizability Checking



File View Help
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ID 1 Summary

0 FSM001 FSM shall always satisfy (limits & 'standby & 'apfail & supported) => pullup

tisfy (standby & state = ap_transit STATE tandby_state
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Anastasia Mavridou, Andreas Katis, Dimitra Giannakopoulou, David Kooi, Thomas Pressburger, Michael W. Whalen:
From Partial to Global Assume-Guarantee Contracts: Compositional Realizability Analysis in FRET. FM 2021.



FRET bridges the gap

e Captures requirements in a restricted natural language with
unambiguous semantics

Explains formal semantics in various forms: natural language,
diagrams, interactive simulation

Assists in writing requirements through requirement templates

Formalizes requirements in a compositional (hence maintainable
and extensible) manner

* Checks consistency of requirements and provides feedback
e Connects with analysis tools and exports verification code
v for model checking Simulink models with CoCoSim

v' for model checking Lustre code with Kind2

v’ for runtime analysis of C programs with Copilot



Connection with analysis tools
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