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Abstract

NASA’s risk classification system dates back to an era when every new NASA space mission was a one-of-a-kind build, and the only way to obtain reliability was as a by-product through a combination of reliability analyses, extensive and stringent quality requirements, and extensive testing.  Originally, there were very limited commercial capabilities to develop systems to work reliably in space, so NASA considered its own homegrown approach the only recipe for success.  This approach involved very detailed and prescriptive piece-part controls and no reliance on (and to some extent a rejection of) any type of commercial practices.  Often risk was considered to be the lowest when NASA had the maximum amount of control and prescription, and the highest when commercial practices were largely employed, and these principles drove risk classification in the agency.  Over time, however, commercial capabilities grew, and many products became standardized and commercialized, while the agency maintained its tried-and-true approach, paying little attention to the evolution of the commercial sector.  In fact, the commercial sector was developing systems that have direct, proven reliability, established over time, while NASA still maintained the approach to ignore the reality of the commercialized aspects of standard products, label them as high risk, and attempt to change them to align with the agency’s piece-part control practices.  A table of mission classification vs lifetime for missions launched after 2000 indicates no correlation between lifetime and classification, with the few exceptions involving missions that have very limited objectives and no valid purpose to continue after they were met.  This paper steps through some of the key historical elements in risk classification and NASA’s overall approach to assurance, and presents some elements being brought forward to modernize the approach and take advantage of the growing capability in the commercial sector.

Background

In its origination, NASA focused on big missions with big payoffs, taking high risks, with extreme attention to detail, and everyone in the Agency was working for essentially the same program, targeting human exploration.  After some amazing achievements, NASA diversified its portfolio and began to include scientific (as opposed to precursors to human space flight) missions that were uncrewed (robotic).  As NASA grew its portfolio of missions, it became clear that there were missions needed to solve critical problems on the Earth or to resolve critical science questions on the Earth or out in the solar system, but there were other missions that met important, but non-critical, science objectives that could be performed with limited resources and with a higher tolerance for risk.  The distinction among missions with varying levels of importance and levels of technology or innovation required gave rise to a need for a risk classification system [1].  (Notably, risk classification does not apply to human space flight missions because there is little variability in risk tolerance when human life is at stake, and likewise, risk classification is not variable for robotic missions in areas that would affect safety of personnel or the potential for collateral damage.)  As lessons were learned from previous missions and successful processes were captured and institutionalized, the Agency established a risk classification process that, on the one side, defined an acceptable level of risk tolerance for the stakeholder (funding authority, science customer, etc.) based on the resource constraints of the project, and on the other side, recommended various practices for safety and mission assurance (SMA) and engineering elements (e.g., use of engineering models, system fault-tolerance, etc).  Classifications A (least tolerance for risk) down to D (most tolerance for risk) were defined, where stepping down from A to D resulted in reduced levels of process control, oversight of the developer, and prescriptiveness for how to build and operate the system.  Basically, for Class A, the most stringent (and costly) processes are to be used across the board with multiple layers of intense oversight of the developer, while for Class D, the intent is for the most flexibility, and for most of the control of the project’s processes to be handled on the project floor.  It is important to note that at the time of the creation of these classifications, and for all the classifications, there was an underlying assumption that the agency would be developing one-of-a-kind systems starting with the lowest level of piece parts and that off-the-shelf components and systems would not be able to satisfy mission needs.  Under that assumption, there would be no reliability basis driven by proven and established systems, production volumes, and statistical process controls.   Reliability could only be attained as a byproduct of designs supported by reliability analyses, extreme controls of quality, and extensive testing.  The definitions for quality became very prescriptive and well-established but aligned with many of our earliest developments.   

The idea to define these classifications in order to balance out risk-tolerance, resources available, and overall importance was novel and welcome, but it relied on a fundamental understanding of what the approach really meant and how it should be used effectively to assure the success of missions.  While the landscape has changed since the agency’s inception, the prescriptive, piece-part-based approach has remained and the agency largely has not instituted the processes necessary to account for the use of off-the-shelf products.  It is notable that the U.S. Department of Defense (DoD) had instituted a parallel approach to classification in DoD-HDBK-343, Design, Construction, and Testing Requirements for one of a Kind Space Equipment [2], for which the title itself conveys the lack of applicability to established products.  After two revisions, DoD-HDBK-343 was retired in 2017.  

The approach within NASA continues today broadly to treat commercial-off-the-shelf (COTS)[footnoteRef:1] and other established assemblies as new developments subject to review, scrutiny, and subsequent changes at the piece part level.  Notably it is rare that the list of internal parts to a COTS component will be made available, but even more importantly, changing parts in a product that is already established as reliable will rarely provide a possible improvement and virtually never be welcomed by the manufacturer since it changes the basis for the product.  Additionally, the challenges and fears associated with radiation in space would long fix the agency in a narrowly prescribed approach for assuring parts and electronic components. [1:  COTS implies that the manufacturer solely establishes and controls the specifications for performance, configuration and reliability, including design, materials, processes, and testing without additional requirements imposed by users and external organizations.] 


Radiation and the origins of space-grade parts

Since one of the principal drivers for scrutinizing the piece parts in a component (or a full spacecraft) is the need to survive for the required period in its pertinent space environment, the agency has demanded scrutiny on the electronic parts inside, with no deference to the industry providers to address the environment within their designs and testing approaches.  In the early days of the U.S. space program, commercial manufacturing was in its infancy and most electronic products were designed for serviceability, rather than long-term reliability.  There were limited capabilities in fault-tolerant electronics design, while electronic parts were subject to random failures (largely due to limited production automation and process control) and limited understanding of how circuit attributes might affect their reliability. The additional concern for radiation effects on the integrity and operation of the parts combined with limited capabilities in circuit design prompted a decision to focus the reliability (including radiation effects mitigation) problem at the part level.  This has essentially left the agency and in fact the broad space community in a trap because the unbreakable mantra was created that all parts going to space must be “rad-hard” and “space-grade”, along with a myth that these terms are clearly defined and precise.  In fact, rad-hard would indicate that a device has been designed in some way to mitigate effects of some form of radiation at some dose rate, cumulative amount, or energy level, that testing would be performed, and associated paperwork would be provided to represent the performance of the entire wafer [3].  A part may be hardened to tolerate up to, e.g., 300 krad of accumulated ionized radiation, but without any guaranteed protection against single event effects.   Of course, an endless number of combinations and levels of radiation hardness or tolerance can constitute a rad-hard part.  There have been several representative radiation events, or “defining moments”, since the inception of space travel that have somewhat rigidly sealed in the prescriptive approach for addressing radiation that exists today for NASA space missions; they include:
1.  The Starfish Prime Nuclear test performed in 1962 [4].  This test created a temporary radiation belt that was effectively a lower altitude extension of the Van Allen Belts [5].  The resulting radiation belts ultimately caused the failure or severe degradation of many satellites, including Telstar 1, TRAAC, Transit 4B, and Ariel-1.  This was a harsh reminder of what a brutal radiation environment can do to spacecraft, albeit not one that occurs in nature. 
2. Numerous radiation events within the South Atlantic Anomaly (SAA) [6] experienced by the Hubble Space Telescope (HST), which have largely prompted limited HST observations during SAA passes.  This helped emphasize the approach of addressing radiation threats through operations rules.
3. The Halloween storms of 2003, which affected several missions including NASA’s SOHO and AIM missions [7].  This taught us that space weather events can come at very unexpected times.  
4. The Russian Phobos-Grunt spacecraft experienced a computer reboot that apparently was unrecoverable, preventing the vehicle from executing the orbital maneuvers required to initiate the Mars transfer trajectory.  The event has been characterized as potentially driven by radiation, although the vehicle was not in a particularly hostile orbit.  One of the quotes attributes the failure to cheap parts, design shortfalls, and insufficient testing.  “Cheap parts” is not an informative or useful cause; however, poor design and testing certainly are viable.   (Notably, several missions have failed or encountered serious anomalies over the past 15 years, all involving “expensive parts” [8]).  In either case, the event is sometimes used to motivate attention to radiation.  

Notably, radiation hardness and radiation tolerance are not factors in risk classification.  However, NASA’s traditional demands to solve radiation at the part level are major contributors to the continued prescription of piece part requirements even for established components and higher-level assemblies.

Historical risk classification versus lifetime

Given the risk classification moniker and some of the reliability-driven elements within NASA’s NPR 8705.4, there has been a long-standing assumption that “increasing” classification resulted in lower risk missions, or alternatively more reliable or longer-lasting missions.  However, there is no current connection between classification and mission lifetime (except in using a mission lifetime requirement as a factor to select the classification) and no evidence that the more stringent practices of increasing classifications increase reliability.  The increased practices do, however, reduce the perceived risk by the acquiring organization through additional levels of oversight, paper (documentation) and more intensive and extensive levels of testing and screening, and they provide assurance that the maximum departure from commercial practices is in place. Unfortunately, the NPR does not discourage going above the recommended levels and there is no accounting for the risks that are actually elevated by the use of excessive practices.  The history is traced to risk perceived as being linked to (1) the level of control NASA personnel have over the development, (2) the amount of deviation from traditional NASA practices, and (3) the extent of commercial practices employed.  In fact, a rigorous view of risk as characterized in [16] would only link risk to conditions that lead to mission technical or programmatic failure, and not the discomfort of leaving development to the capabilities of industry or simply using a different approach.  Of course, the history is engrained in culture and the culture is linked with a fear of failure.  Understanding and solving the problem is often not enough if the culture and fear of failure are not addressed.  

To illustrate the connection between lifetime and classification, Table 1 is provided below, which includes most NASA Goddard Space Flight Center (GSFC) managed missions for risk classifications A-D launched from 2000 until present-day.  The “+” indicates the mission is still active (as of July 2022).  Prior to 2004, under the earlier system of agency directives, risk classification was less formal and in many cases, there is no formal record of classifications.  

[bookmark: _Ref108593676]Table 1  Risk Classification vs Lifetime since 2000 for GSFC-managed missions
	Mission
	Year
	Risk Class
	Planned Lifetime[footnoteRef:2] [2:  In years unless otherwise stated] 

	Actual lifetime
	Why ended

	EO-1
	2000
	C
	1
	21
	fuel expended

	GOES-L
	2000
	A
	10
	10
	outdated

	TDRS-H
	2000
	B
	11
	22+
	active

	NOAA-L
	2000
	C
	2
	13
	“critical anomaly”

	GOES-M
	2001
	A
	5
	12
	thruster issues

	Aqua
	2002
	A
	6
	20+
	active

	NOAA-M
	2002
	C
	2
	11
	two instruments failed

	TDRS-I
	2002
	B
	11
	20+
	Valve issue, took 6 months to get to GEO

	RHESSI
	2002
	D
	2
	16
	communication problems

	TDRS-J
	2002
	B
	11
	19+
	active

	ICESat
	2003
	C
	3
	7[footnoteRef:3] [3:  A problem with the design of the laser was discovered that would be life-limiting.  This prompted the operations project to space out observations over time to enable collection over the originally defined mission duration.] 

	laser failure

	Aura
	2004
	B
	6
	18+
	active

	Neil Gehrels Swift
	2004
	C
	2
	17+
	active (thermoelectric cooler failed shortly into mission, but successful operational workaround was put in place)

	NOAA-N
	2005
	C
	2
	17+
	active

	GOES-N
	2006
	B
	10
	16+[footnoteRef:4] [4:  GOES-N, later called GOES-13, was transferred to US Air Force, then US Space Force, starting in 2019, and is now called EWS-G1] 

	active (USSF now)

	ST-5 (3 S/C)
	2006
	C
	90 days
	100 days
	demo complete

	Fermi (GLAST)
	2008
	C
	5
	14+
	active

	GOES-O
	2009
	B
	10
	10
	replaced (now on-orbit spare)

	NOAA-N’
	2009
	C
	2
	13+
	active

	LRO 
	2009
	C
	3
	13+
	active

	GOES-P
	2010
	B
	10
	12+
	active

	SDO
	2010
	B
	5
	12+
	active

	Glory
	2011
	C
	3
	0
	launch failure

	NPP-Suomi
	2011
	B
	5
	10+
	active

	TDRS-K
	2013
	B
	15
	9+
	active

	MAVEN
	2013
	B
	2
	7+
	active

	LandSat-8
	2013
	B
	5
	9+
	active

	LADEE[footnoteRef:5] [5:  NASA Ames Research Center managed the LADEE spacecraft, while GSFC managed the instrument suite] 

	2013
	D
	100 days
	223 days
	objectives completed

	TDRS-L
	2014
	B
	15
	8+
	active

	GPM
	2014
	B
	3
	8+
	active

	DSCOVR
	2015
	D
	2
	7+
	active

	MMS (4 S/C)
	2015
	C
	5
	7+
	active

	SMAP[footnoteRef:6] [6:  Mission and spacecraft managed by JPL, GSFC supplied radiometer] 

	2015
	C
	3
	7+
	Primary radar payload failed 7 months into mission – SEGR in the SAA, but team was able to get most science from the radiometer

	GOES-R
	2016
	B[footnoteRef:7] [7:  GOES-R’s (and S’s, T’s, and U’s) original classification was A] 

	15
	6+
	active

	OSIRIS-REx
	2016
	B
	7
	5+
	active

	ASTRO-H[footnoteRef:8] [8:  GSFC provided SXS instrument] 

	2016
	C
	3
	0
	attitude control failure 

	NICER
	2017
	D
	1.5
	5+
	active

	JPSS-1
	2017
	B
	7
	4+
	active

	TSIS
	2017
	C
	5
	4+
	active

	TDRS-M
	2017
	B
	15
	5+
	active

	GOES-S
	2018
	B
	15
	4+
	active[footnoteRef:9] [9:  A problem with the loop heat pipe technology on the Advanced Baseline Imager (ABI) has degraded the performance of the instrument, reducing science throughput.  However, operational reconfigurations enable the collection of 94% of the required data.  Presently GOES-P (GOES-15) has a seasonal shared responsibility in the GOES-West position.] 


	GEDI
	2018
	C
	2
	3+
	active

	ICESat-2
	2018
	C
	3
	3+
	active

	Solar Orbiter
	2020
	C
	7
	2+
	active

	JWST
	2021
	A
	7
	0+
	active

	Lucy
	2021
	B
	12
	0+
	active

	LCRD
	2022
	D
	2
	0+
	active

	GOES-T
	2022
	B
	15
	0+
	active



Notably, the table indicates that while in a few classes the classification was directly aligned with mission length, ultimately, classification itself does not indicate any type of mission length or suggest that the mission length would be in any way restricted.  Similar conclusions are drawn from an Aerospace Corporation lifetime study that covered civil, defense, and commercial spacecraft, with some exception for Class D and technology demonstration spacecraft (which tended to show lower success rates), albeit without consideration of the reason for ending the missions [9]. It is also worth mentioning that none of the driving factors for mission lifetime have been related to radiation, although the loss of the thermoelectric cooler on Swift may have been due to radiation and the loss of the SMAP radar was due to a single event effect in the SAA (in fact, the failure was traced to a radiation-hardened, space-grade part) [10].   Given the fact that many missions have lasted many years, often 3 or more times the original lifetime, it is clear that radiation margins, which often have been considered life-limiting factors, are well above the actual accumulated volume or event rates.   While the conclusion is not a limitation on the importance of radiation, it is that the piece-part-focused approach to radiation is misguided, and misses the translation between individual part susceptibility and mission risk.  The common perception is that the easiest way to deal with radiation is via part-level radiation assurance (thus ignoring the aforementioned translation).  In the past, this was largely true when it was acceptable to fly decades-old technology in current space systems, but the electronics industry is in a different place today and the parts needed for enabling current technologies are not going to have the radiation pedigree long considered a staple of the space community.  The key takeaway in this paper is that demands for piece part radiation hardness verification should not be used to discount the established reliability of a standard component or spacecraft produced from an experienced developer when used within its qualified environment.  

The basics of risk in a space system [11] [12]

In performing any activity that has uncertainty in achieving an outcome, it is natural to have concerns that represent the things that can go wrong or the things that may not be well understood. These concerns may have a range of plausibility and uncertainty (e.g., occurrence of the event may be impossible, improbable, possible, probable, etc.) based on analysis, prior experience, observation, brainstorming, or even speculation.  When a concern is placed into a factual context including an environment, operating regime, a required outcome, and supporting data, the concern can be couched as a risk by forming a condition statement and a threat to a technical, programmatic, or safety requirement. A likelihood and consequence are then assigned to that risk.  For a balanced approach at risk management, all risks for a project should be linked to the same risk scale, and the consequence should be a programmatic, technical, or safety threat to a project or mission performance.  Historically, risk has often been equated to lack of familiarity or doing something in a different way.  Using such a definition leads to arbitrary and often ineffective risk management, while stifling innovation, and this approach is contrary to NASA’s role in advancing the nation’s capability in space.


The assignment of risk class based on importance and mission attributes

The first step in the process of risk classification is to determine what the appropriate metrics are to classify a mission.  It is important to note that with a few exceptions (e.g., satellites built for external entities, such as the National Oceanic and Atmospheric Administration (NOAA) or US Geological Survey (USGS)), each NASA robotic satellite is typically one-of-a-kind, where its lifetime requirements, availability, etc., are driven by the need to collect a certain amount of scientific information to cover a certain time frame.  These attributes tend to be uniquely tuned to the individual mission and, in general, cannot broadly be characterized across all missions without significant subjectivity.  Some examples are as follows:

1. Mission lifetime
2. Operational availability 
3. Limitation on time opportunity to collect the science
4. System complexity
5. Complexity of partnerships involved
6. Life cycle cost

Outside of the above attributes would be importance within NASA, within the nation, and internationally, likely being the top drivers.  And, of course, the mission’s visibility from Congress and the science or user community drives the tolerance for risk. There is no closed-form formula that could reasonably be used to assign a classification, but the process should involve a holistic view over such attributes, followed up with a decision by the stakeholders.  Ultimately it is the mission funder (often NASA’s Science Mission Directorate) that sets the risk classification to balance importance and visibility against the risk of a failure or degraded mission.

We will illustrate with an example – the current GOES weather satellites (R series), 16-19.  The GOES satellite developments are managed by NASA GSFC for NOAA, under a well-established longstanding relationship.  The GOES-R series involves a significant performance improvement over the previous GOES series through technologically improved instruments and additional capabilities, such as lightning mapping.  The satellite and mission architecture are similar to prior GOES series, as the new satellites are phased in to the existing constellation.  The satellites are costly but replaceable, with few restrictions on launch opportunities.  The satellites are important national assets, but they are phased in to an existing capability that is currently performing well and exhibiting longevity beyond their original design specification.  There are attributes that certainly are consistent with Class A, and initially the mission was classified as A, but ultimately the funder, NOAA, changed the classification to B in order to contain the cost. The tolerance for overrun was not there as would be needed to support a Class A development, although the mission was well-resourced as would be needed for Class A.  Ultimately, while the classification was changed to B shortly after the Preliminary Design Review (PDR), the project largely retained the Class A practices and thus the change was mostly symbolic.

Oversight versus Insight

When it comes to management of the development and operation of space missions, there are two important and unique terms used to characterize the approach.  Oversight is the approach where the NASA organization with management authority has approval rights for most major decisions with a project. With oversight, piece-part and material elements are controlled in detail with substantial prescription, and workflow is regularly stopped to obtain approval.  Oversight generally involves substantial controls of all the internal elements within an acquired system.  Insight, on the other hand, is the approach where the NASA organization with management authority has access to information about the work being performed and is invited to participate in discussions involving various unplanned activities but does not approve decisions.  Oversight is generally the traditional government approach for development, while insight leans toward commercial or objectives-driven development.  Projects can operate with a mixture of oversight and insight depending on the historic and currently demonstrated performance of the developer as well as the contract type. In general, the approaches for managing Class A and B missions and payloads are aligned with oversight, and those for Class C and D missions are aligned with insight.  Further details are forthcoming in the next section.

Application of common practices to assure mission success and mitigate risk

The primary purposes of classifying a mission are (1) to determine what activities to perform and what level of oversight/insight are needed to assure mission success and (2) to provide the stakeholder with confidence that practices commensurate with the resources available and tolerance for risk are performed.  Table 2 provides common examples of assurance elements vs Classifications A-D [13], which largely illustrates the insight vs oversight delineation.  



[bookmark: _Ref107903944]Table 2  Common Assurance and Design practices vs Risk Class
	Practice
	A
	B
	C
	D

	GMIPs[footnoteRef:10] [10:  Government Mandatory Inspection Points] 

	Extensive
	Extensive
	Limited 
	Minimal

	ARB/FRB/MRB voting[footnoteRef:11] [11:  Anomaly Review Board, Failure Review Board, Material Review Board.  Is NASA required to approve decisions in these boards?] 

	Voting on all
	Voting on major
	Participating
	Participating

	EEE parts
	Level 1
	Level 2
	Level 3
	COTS[footnoteRef:12] [12:  Per GSFC EEE-INST-002 [22].  Also denoted “Level 4”.  No additional screening beyond manufacturer screening (note this does not imply “unscreened”).] 


	PCB reqmts[footnoteRef:13] [13:  These represent rigid printed circuit board requirements when the IPC 6012 requirements are selected.  “S” or “/A” denote Space Addendum.  ] 

	DS, ES, 3/A
	DS, ES, 3/A
	D, E, 3
	D, E, 3

	PCB coupons[19]
	Independent
	Independent
	Supplier only[footnoteRef:14] [14:  In other words, no independent coupon assessments are recommended] 

	Supplier only

	Design redundancy
	Fully redundant
	Mostly redundant
	Selective redundancy
	Mostly single string 

	Workmanship
	Space addendum
	Space addendum
	No space addendum
	No space addendum flexible requirements

	Radiation
	Space-grade+rad-tol design + RDM[footnoteRef:15] 2.0 [15:  Radiation Design Margin] 

	Radiation verified + rad-tol design + RDM 1.5
	Rad-tol design, RDM 1.2
	Rad-tol design

	Lifting
	Standard suite of 6 practices
	Standard suite of 6 practices
	Standard suite of 6 practices
	Vendor practices




Note that in the last two elements of Table 2, the Class C recommendation is more aligned with oversight than with insight; that is, closer to B than to D.  This is largely because GSFC has not become comfortable with less control of either of these disciplines.  Traditionally, radiation has been addressed at the part level even though it is a system-level problem.  Radiation design margin (RDM) represents the lesser of (1) the ratio of total ionizing dose tolerance to the total ionizing dose level in the design and (2) the ratio of single event effects sensitivity level to the predicted rate of single of event effects encountered by the design in the operational environment.  It is notable that virtually all missions have long surpassed very high RDMs in operation, but poor designs, operation in very sensitive ranges (e.g., the South Atlantic Anomaly [14] or Van Allen belts [15]), and operation during solar storms have given rise to marginal through severe radiation effects on-orbit.  On the topic of lifting – the imposition of NASA’s customer unique (hardware) lifting requirements takes the risk burden off the contractor and places it on the government, through mandating developers to depart from their standard lifting practices.  This is the approach when the government has plentiful resources and no tolerance for any event that involves dropping hardware.  Thus, the Class C approach is currently one of oversight because, in general, most NASA organizations have a preference for control over developer lifting processes and would prefer to own the associated risk at the extra cost (and potentially additional risk of hardware damage by steering the developer from their standard practices).  For both the radiation and lifting elements, in time, NASA might gain confidence in the current, competent developer practices in radiation tolerant design and lifting practices (e.g., crane requirements and certifications for lifting equipment operators) to allow the Class C standard to align more with the insight practices of Class D.

It has been a common practice to “do more” or “aim higher” as the risk-tolerance goes down and the classification goes up (D -> A), and further in some cases to select elements from higher classifications to demonstrate an even greater desire for mission success.  The decision to “upgrade” elements is often done without an explicit decision by the mission stakeholder/funder to pay the full bill for the upgrade as costs for more oversight-like practices are almost always not realized until later in development when the mission overruns. While upgrading select practices may seem a reasonable approach, it discounts the risk-informed element of selecting and right-sizing the practices to apply if the implementer is not being selective.  For example, if a mission is broadly characterized by a fault-tolerant design and repeated developments (e.g., mission level redundancy from the use of 10 satellites, 7 of which are required for success), then certain piece-part level quality practices and reliability products may not be an effective use of resources.  In cases such as this, guidance may be more appropriate from a lower classification (more insight, less oversight) for such areas.  The upgrading of assurance practices from the levels recommended is a well-intentioned, but often-misguided attempt to re-prioritize efforts based on a misperception about the net amount of risk mitigation that some activities provide.  For example, it is common for projects to choose to screen parts to a higher level than that within the guidance, e.g., for a Class C project screening parts to level 2 or even to level 1 (recommended level is 3), while at the same time taking advantage of guidance that suggests that single string architecture is appropriate for Class C, especially when mitigated with “high-reliability parts”.  While single string architecture is generally expected for a Class C mission, the screening level of the parts does not add fault-tolerance and in fact, has no appreciable effect on the reliability of the mission.  While the screening level of the parts does provide commensurate confidence that the parameters that have been deemed important for the part type are within traditional bounds that have represented “good parts”, there is no actual indication that being within those bounds is important for reliability or that it can be used to indicate greater reliability for a part from one manufacturer versus another [16].  On the other hand, increased screening processes on parts tend to erode available testing time and, in some cases, encourage rework that may not be necessary, in addition to putting additional stress in the flight parts and actually increasing risk.  This stress at or near rated values for the parts can erode the parts’ lifetimes.  For a project under highly constrained resources, as is typical for the “lower-end” Class C missions, this will serve not only to increase the chances for overrun and cancellation, but also to elevate the risk or reduce mission reliability at launch.  Less resource-constrained projects can generally tolerate the excess time and resources used in the screening processes, although they would still have to absorb the hit associated with the stress on the parts.  It is notable, and not surprising, that COTS is confined to Class D applications.  This is quite reasonable since COTS covers an infinite trade space and can include parts that are low in manufacturing volume, not under statistical process control, and possibly not tested individually by the manufacturer. Furthermore, the COTS category can include very similar (or even the same) part numbers from different manufacturers, one of which goes through extensive reliability assurance, while the other is subject to random or periodic flaws, latent defects, or infant mortals.  This distinction can well be addressed by being a smart buyer - understanding and communicating with the manufacturer, knowing their approach for “zero defects”, statistical process control, and continuous improvement, and not so much by applying traditional MIL-standard screens to parts they weren’t designed for. It is somewhat ironic that a smart selection of COTS will directly result in the highest assurance of reliability, while the use of low volume “highest grade” MIL-SPEC parts can only provide reliability as a by-product of extensive quality requirements and a historical part design. Space agencies will need to learn and institutionalize the intelligent use of COTS parts as many organizations perfected decades ago along with an ever-expanding list in the “newspace” community. The reality is that the need to stay on the front edge of technology will ultimately demand the use of COTS parts broadly even in Class A missions.  The bottom line is:

1. The use of any mission success activity, while purposed to buy down risk, also increases risk, so one should carefully consider the risks on both sides, no matter what the guidance states.
2. Reduction from the recommended guidelines at a particular classification should be based on a rigorous determination that other attributes provide an equivalent level of protection, or in general that the risks associated with performing the particular activities outweigh the benefits (or the risks that they would buy down).
3. Increasing from the recommended guidelines should be based on the same considerations rather than a general desire to “do more” for success.
4. Any increase or reduction from the recommended guidelines should be agreed to by the stakeholder/funder that set the mission class in the first place.  This deviation decision should be informed by realistic cost (savings and spending) risks as well as the technical risk assessments.

The current dilemma for risk classification

As mentioned earlier, the current risk classification system (as with many practices within the agency) is largely motivated by one-of-a-kind system development with prescriptive controls and oversight practices going all the way down to the piece part level.  The effect of this is that commercialization or optimization of higher levels of assembly (standard components, reused subsystems, etc) results in products that often are inconsistent with the traditional piece parts requirements, particularly those linked to higher risk classifications.  Subsequently, products that are established through history and volume, with a “track record” and the greatest amount of statistical process controls, and performance and reliability optimization also tend to be the least consistent with higher classifications (which are driven by the maximum amount piece-part controls, prescription, and oversight).  How likely is it that the best practices for commercializing a product be those established three or four decades earlier? Furthermore, many such products are from assembly lines (including highly automated high throughput “factories”) that would be disrupted by internal inspections at intermediate stages of manufacture.  The established products that were standardized or commercialized from usage on low-risk-tolerance NASA or DoD space missions (e.g., Class A and Class B missions) tend to experience challenges with this dilemma, while the products that were developed from the ground up as commercial-off-the-shelf (COTS) products from the start are much more affected, and would forever be considered “high-risk” products and are in many cases discouraged from use under the current approach, no matter what type of established (and demonstrated) reliability exists.  In fact, the current system incentivizes continued use of old piece-part-centric practices and discourages efficient, innovative, modern approaches of developing reliable missions.  The relationship to technology maturation and technology currency will be addressed in the next section.

The relationship to technology

Analogous to its contradiction to the development of standard products, and particularly, their commercialization, the traditional approach of risk classification restricts, and even opposes, technology development and technology maturation. However, this is due to what would best be described as misusage, not design.  In fact, the design of the risk classification system has always considered technology demonstrations as appropriate for Class D.  However, as indicated earlier, unfortunately many in the space community have interpreted the higher practices to be better practices for success as opposed to considering the recommended practices for the particular classification as being right-sized for the resources available and mission attributes (including importance).  Thus, it is common for projects and programs to demand compliance with the guidance in higher classifications, assuming the effect to be “gaining reliability for a small additional investment”. When this approach is taken for classifications B and below, the typical effect is that either a cost or schedule overrun will occur, or for a highly constrained project, testing may be shortened or problem resolution may be insufficient due to limited resources.  However, when this approach is taken on a technology demonstration or maturation effort, the associated requirements will hinder the maturation process, removing the flexibility needed for maturing the technology.  This is illustrated in Figure 1.  For such activities, the assurance emphases should be on Design for Manufacturability (DfM) and Design for Reliability (DfR) rather than on strict workmanship requirements that would be employed for a fully established and proven design.  Attempts to constrain a design before it has converged on its final configuration often have negative programmatic and technical results.  Prior to full cost accounting, there was typically a capability to add resources at the end to complete development, testing, and problem resolution.  However, as requirements to stay on budgets became the norm, often overindulgences or inappropriate and excessive practices at the beginning would mean budget overruns, cancellations, or the reduction of testing and problem resolution.  When the mission involves new or recently matured technologies, this would mean that the technologies may not be fully readied for flight or the mission would simply be canceled.
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Figure 1.  Risk Classification vs Assurance emphasis and relationship to technology maturation.

Modernizing the approach for risk classification.  

As mentioned earlier, the current approach for risk classification suffers from two major drawbacks – (1) it is largely based on piece parts and discourages commercialized components and higher levels of assembly, and (2) it is one-sided and does not discourage the use of practices above those recommended for the classification.  The effect is that components that are developed with efficiency and proven reliability are often pigeonholed as cheap “low-grade” components and that projects are regularly choosing activities intended to increase the opportunities for mission success that are actually driving up cost and schedule substantially and increasing technical risk at the same time.  New is not always risky. More is not always better. Fortunately, both of these are easy to address from a technical standpoint, albeit challenging from a cultural standpoint.  

The first drawback is addressed by the considering the intent of risk classification, which is to assign practices to balance the resources available against the risk posture achieved after applying the processes (i.e., the trade of resources and programmatic risk to buy down technical risk).  Given that a system’s technical risk is the potential for a shortfall in level 1 mission requirements or mission success criteria, it is readily established that the lowest risk is equated to the most reliable.  The traditional risk classification approach does not have reliability numbers (e.g., probability of success, or Ps) associated with the class levels, as it was never intended to be numerically precise and there is no accurate method to calculate the absolute reliability of a one-of-a-kind system with no flight history.  However, as standard spacecraft components and assemblies as well as standard full spacecraft become more common with established flight histories, and NASA makes use of them, direct measures of reliability emerge.  As reliability is driven by volume and assurances that the current product is representative of past products, it is obtained directly through the use of standard components and full spacecraft that have established successful history.  In fact, the traditional risk classification approach disincentivizes component and spacecraft manufacturers from using unconstrained innovation to develop the most reliable and highest-performance products effectively and efficiently because such products will typically be labeled Class D because of the parts and processes used.  Thus, GSFC has introduced new risk classification concepts that (1) reward standard products (including full spacecraft) that are proven reliable over time and (2) classify collections of such products (including constellations of full standard-product spacecraft) based on the classifications of standard products that comprise them and the fault-tolerance of the architecture.  Specifically, standard products would be classified holistically based on the most recent[footnoteRef:16] performance at commensurate lifetimes.  Traditional probability of success, or Ps, calculations based on piece parts, may not be used since they are not a valid means of predicting mission reliability, lacking the most important contributor to reliability – the system design.  Classification guidance is as follows: [16:  The term recent is flexible, generally representing a current representative development block.] 


· Class A components
· Minimum 10 recent flights at 7-year lifetime or longer, number of successes out of last 20 flights divided by 20 >= 0.95 (or 100% for between 10 and 19 flights)
· Class B components
· Minimum 10 recent flights at 5-year lifetime or longer, number of successes out of last 10 flights divided by 10 >= 0.90
· Class C components
· Minimum 5 recent flights at 3-year lifetime or longer, number of successes out of last 5 flights divided by 5 > 0.80
· Class D components
· Fully qualified per the GSFC’s standard hardware qualification requirements as specified in GSFC-STD-1000 [17] and GSFC-STD-7000 [18].[footnoteRef:17] [17:  One such qualification requirement is GOLD rule 2.01: One thousand (1000) hours of operating/power-on time shall be accumulated on all flight electronic hardware (including all redundant hardware) prior to launch. The last 350 hours of operating/power-on time shall be failure-free, of which at least 200 hours shall be in vacuum. For Class D and below, only the failure-free and vacuum requirements shall apply. 
] 


While this is not a formal reliability calculation (which would require mission specific data), it provides strong evidence of a reliable design.  Note that this approach is appropriate for classification, but not the acceptance of a product. To classify collections of components (including constellations of standard product spacecraft), start with the following point reliability estimates for the given classification:
· B:  0.9
· C:  0.8
· D:  0.66
Next, use standard combinatorial reliability techniques to calculate a combined recent reliability estimate.  Finally, determine the collective classification based on the standard component reliability definition, considering past mission lifetimes and overall score.  As an example, flying 5 standard product Class C spacecraft with a minimum of 3 required for mission success, would provide a “recent reliability” estimate of 0.94, which would be sufficient to comprise a Class B constellation.  Likewise, flying 4 fully qualified (as defined above) Class D spacecraft with a minimum of 2 required for mission success would provide a “recent reliability” estimate of 0.883, thus comprising a Class C constellation.  It is important at this point to caution the reader to take these numbers with a grain of salt.  While the combinatorial math is straightforward, the actual “reliability” numbers only serve the purpose of risk classification and hence to consider fault-tolerance from a high-level mission architecture standpoint, not to actually predict mission reliability.  Such numbers should never be used for anything outside of architecting a mission from a risk classification standpoint.  Not only do they grossly underpredict reliability based on past experiences, but they have no means of capturing either unpredicted effects that may come into play (e.g., a surprise solar storm) or manufacturing issues that escape all the protective barriers [19].   It is also important to point out that the aforementioned approach provides another option for classification rather than replacing the current approach.  Within the agency, there will always be the need for one-of-a-kind designs for many classes of missions that can only rely on the traditional approach. 

The reality of risk in flight versus traditional risk classification

Bordi and Scolese [20] accurately point out that the current classification system implies that moving from class A to class D means taking increasing risk when it actually does not.  Likewise, there is no correlation between classification and reliability in the traditional classification approach, as indicated earlier.  (Increasing classification has some correlation with increasing quality, but even that is based on traditional quality definitions that often date back decades instead of specifications that are aligned with current manufacturing approaches and modern missions and technologies).  In fact, the risk at launch relative to mission class is arbitrary.  At the beginning of the project and throughout most of the duration, the risk classification serves to drive a degree of process control and oversight on developers that provides a stakeholder perception of the level of risk taken, based on historical approaches.  Late in development, many projects get to a point where either (1) resources become limited and the tolerance for risk naturally grows out of necessity or (2) development and testing are complete and most significant risks have been mitigated while the project prepares for launch, and the two aforementioned categories can apply to any classification.  This is the point where the risk classification becomes virtually meaningless for driving development activities.  (While most activities such as fault-tolerance, reliability analyses, and parts screening are likely complete, the team transitions to a process of completing testing, resolving problems that have been encountered, and closing paperwork, so the overall level of risk is that remaining once the project has used up its ability to mitigate the remaining risks that have been identified during development).

There are two ways to compare risk in flight versus risk classification: (1) to review the residual technical risks that a mission carries into launch, subjectively assess whether the collection of risks (note that we will avoid the term aggregate[footnoteRef:18] risk [21] here) would be commensurate with such a classification, and compare to the collection of risks for other missions with the same classification, or (2) review flight anomaly and failure history to determine what risks were actually realized, whether they were actually identified and captured or not and compare to the collection of such realized risks for other missions with the same classification.  The second approach is the more practical one since it involves actual realized risks and excessive conservatism is removed. [18:  Aggregate risk is sometimes a goal within risk management late in a project or at key milestones to give a high-level view of overall risk level for a project.  However, generally only select risks that have a particular relationship can be aggregated in a meaningful way.  ] 


Path forward

As we observe the transforming space industry and recognize the conflicts with the historical NASA processes, we need to recognize the fact that NASA might have to take on more of a role of observing and listening to the space community and less of a role of showing the community “how space is done”.  We also need to reevaluate our assumptions that were put in place when there was no commercial space sector and we had to start with basic principles, establish strict quality definitions enforced by extensive inspections, and use a special definition of reliability since the reliability building blocks didn’t exist for constructing a system for use in space.  By the same token we need to transition from the fear-based definition of risk to one that starts with the true threats to a mission and traces down to the elements that bring those threats without being hampered by long outdated assumptions and artifacts of manufacturing from the mid 20th century.  One facet of this realignment must be a continued modernization of our approach for risk classification and ultimately other practices to exploit the expanding capabilities in the ever-growing space community. 

References

[1] 	NASA, Risk Classification for NASA Payloads, Washington, DC: NASA, 2021. 
[2] 	US Dept of Defense, Design, Construction, and Testing Requirements for one of Kind Space Equipment, Naval Publications and Forms Center, 1992. 
[3] 	M. R. Shaneyfelt, K. L. Hughes, F. W. Sexton, D. M. Fleetwood, P. S. Winokur and E. W. Enlow, "Wafer-level radiation testing for hardness assurance," IEEE Transactions on Nuclear Science, vol. 38, no. 6, pp. 1598-1605, 1991. 
[4] 	G. King, "Going Nuclear Over the Pacific," Smithsonian Magazine, 15 August 2012. 
[5] 	NASA, "A Short History of Earth's Radiation Belts," 19 May 2020. [Online]. Available: https://www.nasa.gov/mission_pages/rbsp/science/rbsp-history.html.
[6] 	K. L. Bedingfield, R. D. Leach and M. B. Alexander, "Spacecraft System Failures and Anomalies Attributed to the Natural Space Environment," NASA, Huntsville, 1996.
[7] 	NASA, "Halloween Storms of 2003 Still the Scariest," 7 Aug 2017. [Online]. Available: https://www.nasa.gov/topics/solarsystem/features/halloween_storms.html.
[8] 	J. Leitner, "A structure for lessons learned capture with several lessons from EEE parts and printed circuit boards," January 2022. [Online]. Available: https://nescacademy.nasa.gov/video/6e3615a5fbfc477fa65f92244597777c1d.
[9] 	K. L. Ferrone, T. T. Tran, M. Cavanaugh and N. F. Brown, "2019 Satellite Lifetime Study," The Aerospace Corporation, El Segundo, 2019.
[10] 	NASA JPL, "NASA lesson learned: Proximate Cause of the SMAP Radar Failure," 30 March 2019. [Online]. Available: https://llis.nasa.gov/lesson/27701. [Accessed 15 July 2022].
[11] 	GSFC, GSFC Procedural Requirements 7120.4D: Risk Management, Greenbelt , MD: GSFC, 2012. 
[12] 	GSFC, Guideline for Performing Risk Assessments, Greenbelt, MD: GSFC, 2017. 
[13] 	GSFC, Risk Classification Guidelines and Risk-Based SMA Practices for GSFC Payloads and Systems, Greenbelt, MD: GSFC, 2022. 
[14] 	D. Adler, "The spacecraft-killing anomaly over the South Atlantic," Astronomy, 19 February 2021. 
[15] 	W. Li and M. K. Hudson, "Earth's Van Allen Radiation Belts: from Discovery to the Van Allen Probes Era," Journal of Geophysical Research: Space Physics, vol. 124, no. 11, pp. 8319-8351, 2019. 
[16] 	J. Leitner and B. Sood, "Assurance of electronic parts for aerospace system reliability: Past, present, and future," Quality Engineering, pp. 159-175, 2022. 
[17] 	NASA GSFC, GSFC-STD-1000: Rules for the Design, Development, Verification, and Operation of Flight Systems, Greenbelt: NASA GSFC, 2021. 
[18] 	NASA GSFC, GSFC-STD-7000: General Environmental Verification Standard, Greenbelt: NASA GSFC, 2021. 
[19] 	J. Leitner, B. Sood, E. Isaac, J. Shue, N. Lindsey and J. Plante, "Risk-based safety and mission assurance: Approach and experiences in practice," Quality Engineering, pp. 648-662, 2018. 
[20] 	F. Bordi and C. Scolese, "A New Approach to Mission Classification and Risk Management forNASA Space Flight Missions," in 69th International Astronautical Conference, Bremen, 2018. 
[21] 	J. Leitner and T. Hyde, "How NASA decided Webb was ready: Inside the risk assessment," Aerospace America, February 2022. 
[22] 	GSFC Parts and Packaging Branch, EEE-INST-002, Instructions for EEE Parts Selection, Screening, Qualification, and Derating, Greenbelt, MD : GSFC, 2003. 




image1.png
Classification

Notional view

Note: application of strict
‘workmanship requirements
supplants Design for
Manufacturability and Design
for Reliability efforts and
hinders technology
maturation.

DIVDIR St workmanshi reqmisvrficaton and
Technology Maturation extensive screening




