Analysis and Monitoring of Cyber-Physical Systems
via Environmental Domain Knowledge & Modeling

Byron DeVries
School of Computing
Grand Valley State University
Allendale, Michigan
Email: devrieby @gvsu.edu

Abstract—While verifying adherence to a specification (i.e.,
specification-based testing) is important, the results are only
as valid as the specification itself. Problematically, verifying a
system specification must be done within the context of changing
or even unknown environmental domain knowledge that could
render the specification ineffective or incorrect. This issue is even
more apparent in the context of self-adaptive systems, where
uncertainty in both the system configuration and environment
can impact the validity of the system. This paper introduces a
method to explicitly model domain knowledge of the environment
as a secondary system to enable design-time verification against
documented environmental assumptions (i.e., those elements ex-
ternal to the system). In addition, run-time monitors are used to
detect scenarios in the actual environment not specified by the
modeled environmental domain knowledge. Rather than simply
identifying unexpected inputs, our approach is able to identify
run-time violations of the environmental domain knowledge, even
when inputs appear valid based on the domain assumptions
embedded in the system specification. These violations can then
be used to correspondingly update the system and environmental
specifications via automated run-time adaptation or subsequent
design-time revisions. We illustrate our approach by applying
our method to a running example of a goal-based model of a
baby monitor.

Index Terms—specification, cyber-physical systems, uncer-
tainty

I. INTRODUCTION

For assurance purposes, cyber-physical systems (CPS)
should be verified across all possible environmental scenarios.
However, it is infeasible to enumerate all possible environmen-
tal conditions that a system may encounter [1]-[4]. Verifying
the system for only expected or enumerated environmental
scenarios based on our domain knowledge is insufficient to
ensure correct operation in the face of unexpected or chang-
ing scenarios. Worse, a CPS may appear functional when
operating in an environmental scenario that was previously
unknown or undocumented (i.e., unenumerated) due to in-
consistencies between the domain knowledge and reality (i.e.,
the reality gap). A CPS, therefore, must be able to recognize
and mitigate unexpected environmental scenarios outside of
the documented environmental domain knowledge where the
system and its own internal measures of success (e.g., run-
time monitors) have not been verified. This paper introduces
Aether,! an approach to more rigorously and explicitly model

! Aether is the Greek primordial god of light, air, and atmosphere that filled
the environment between the ground and the sky.
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domain knowledge as the range of environmental scenarios
used to verify the system at design time, as well as recognize
unexpected and unverified environmental scenarios at run time.

When a requirements specification is completely free from
implementation details, the specification describes the system
based on its interactions with the environment [5]. However,
methods that ensure correct behavior for CPSs typically limit
the enumerated environmental scenarios to a finite set of
obstacles [6], [7] or attempt to verify the entire range of
possible environmental inputs to the CPS [8]-[10]. These two
methods are at opposite ends of the spectrum for representing
domain knowledge of the environment. Fundamentally, the
specification (.S) of a system can only provably satisfy the user
requirements (R) with the addition of the appropriate domain
knowledge (K), as described by Zave and Jackson [5] and
represented in the following expression:

S,K + R. )

Problematically, enumerating a finite set of obstacles rep-
resenting domain knowledge leads to additional obstacles
that are unrepresented due to unknowns or changing domain
knowledge. However, exploring all possible environmental
scenarios often includes unrealistic environmental scenarios
and false positives where unrealistic or infeasible environmen-
tal scenarios are needlessly verified.

Verification of a specification must be within the con-
text of applicable environmental scenarios based on domain
knowledge. Rather than enumerating all possible obstacles
to success (i.e., blacklisting), enumerating a set of known
acceptable environmental scenarios (i.e., whitelisting) enables
classification of unverified environmental scenarios due to
unknowns or changing domain knowledge. This paper intro-
duces Aether, a method to explicitly model domain knowl-
edge of the environment as a secondary system to enable
design-time verification against documented environmental
assumptions. Run-time monitors are used to detect scenarios
in the actual environment not enumerated by the modeled
domain knowledge. Rather than simply identifying unexpected
inputs, run-time violations of the domain model detect feasible
environmental scenarios that are outside of the existing domain
knowledge and are otherwise not exhaustively enumerable.
The information gained via Aether can then be used in a self-



adaptive system feedback loop (e.g., MAPE-K [11]) to support
adaptation strategies.
The contributions of this paper are as follows:

o We present a method for modeling environmental domain
knowledge as an interacting system,

o We introduce a design-time method to analyze a spec-
ification limited to enumerated environmental scenarios
documented in the modeled domain knowledge, and

o We introduce a run-time method to detect unexpected,
and thus unverified at design-time, environmental sce-
narios due to inconsistencies between the documented
domain knowledge of the environment and the actual
environment (i.e., the reality gap).

The remainder of this paper is organized as follows. Sec-
tion II provides an overview of the background information.
Section III introduces the Aether approach via a running
example. Section IV covers related work, and Section V
discusses conclusions and future work.

II. BACKGROUND

This section covers background in Goal-Oriented Require-
ments Engineering (GORE) and run-time monitors while de-
scribing our example system.

A. Goal-Oriented Requirements Engineering

GORE is an approach for guiding the elicitation and analysis
of system requirements in a graphical, goal-oriented manner
by specifying objectives and constraints [12]. Modeling of a
system with GORE decomposes high-level goals into sub-
goals using a directed, acyclic graph [12], where each edge
between goals represents a goal refinement.> Goal refinements
may be enabled using AND and OR refinements. AND-
refined goals are satisfied if all of their sub-goals are also
satisfied, and OR-refined goals are satisfied if at least one of
their sub-goals is satisfied. For this paper, we also consider
XOR- (i.e., exclusive OR) refined goals that require exactly
one sub-goal to be satisfied. Goal refinement continues until
all leaf-level goals have been assigned an agent responsible
for goal satisfaction. Leaf-level goals are considered to be
requirements/expectations where requirements are satisfied by
agents of the system and expectations are satisfied by agents of
the environment. For example, Figure 1 presents a realistic, but
simplified, baby monitor with the top-level goal to maintain the
safety of the child.? In the case that the child is currently safe,
as indicated by a threshold weight (i.e., one pound, an amount
sufficient to establish the presence of a child of unknown
weight) and motion has occurred within the last 3 seconds, no
alarm is needed. Otherwise, the weight threshold is not met or
there is no motion, either of which necessitates an alarm. For
clarity, goal model elements are referred to using sans serif
text (e.g., “Maintain(Safe Child)”).

ZNote that we do not follow the formal KAOS decomposition strategy [12],
[13] for this paper.

3The baby monitor presented in this paper closely represents a baby monitor
used by the primary author’s first child.
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Fig. 1. Baby Monitor System

B. Run-Time Monitors

Run-time monitors provide a method for understanding
the behavior of a system at run time. One such technique
for enabling run-time monitoring is utility functions, where
a utility function is a mathematical formula that has been
derived, per requirement (or goal), to quantify its relative level
of satisfaction (i.e., satisficement) [14]-[16].

Utility functions are defined for the goals, expectations, and
requirements in Figure 1. The utility functions for goals are
based on the composed utility functions of the decomposed
elements (i.e., goals, requirements, or expectations) using the
decomposition operator (i.e., AND, OR, or XOR). Similar to
the state-, metric-, or fuzzy-logic based satisficement functions
derived using a relationship property in Athena [15], Aether
state-based utility functions are derived directly from the text
for expectations (e.g., weight > minimum) while utility func-
tions for the requirements are defined by the system designer.
The requirement utility functions are shown in Table 1.

TABLE I
BABY MONITOR REQUIREMENT UTILITY FUNCTIONS

Requirement Utility Function
Achieve(Alarm On) alarm
Achieve(Alarm Off) —alarm

III. APPROACH & RUNNING EXAMPLE

This section details the steps that comprise Aether and
provides a running example. The system designer manually de-
fines models of both the system and the environment relevant
to the system as the first step. Subsequently, in the second step,
Aether generates analysis logic derived from the previously
manually-defined models. In Step 3, Aether performs a design-
time analysis of the system and enumerated environment.
Any errors detected in the system in Step 3 are returned
to the system designer to facilitate manual updates to the
system and environmental models. Alternative to the design-
time analysis, Step 4 generates run-time analysis code that can



be incorporated into the modeled CPS (and executed via Step
5) to enable the system to detect unexpected environmental
scenarios. Next, we describe each of the steps in turn using
the baby monitor system as a running example.

A. Step (1): Model Environment Domain Knowledge & System

In an initial manual step, the system designer models the
environment domain knowledge and system to represent a
set of enumerated environmental scenarios based on domain
knowledge and a set of system specifications (i.e., ), respec-
tively. The system specification follows the standard procedure
for GORE: a top-level goal is defined (e.g., “Maintain(Safe
Child)” in Figure 1) and decomposed into additional goals,
requirements, and expectations. Goals are decomposed until
all leaf-level elements are either requirements, that can be
satisfied by a single agent of the system, or expectations, that
can be satisfied by a single agent of the environment. For
example, in Figure 1, the requirement “Achieve(Alarm On)”
can be satisfied by a single agent of the system (i.e., the Alarm
Actuator). Similarly, expectation “motion” can be satisfied by
a single agent of the environment (i.e., the Motion Sensor).

When modeling the system, we call any agent of the envi-
ronment an instance of a sensor, while any agent of the system
is an instance of an actuator. Agents of the environment are
inputs to the system, while agents of the system are outputs of
the system that have an impact on the environment. From the
perspective of the system, sensors are inputs that the system
cannot control while actuators are outputs that the system
can control. The environment, based on domain knowledge,
is modeled similarly as a second interacting system where an
input to the environment is supplied by an output from the
system and vice-versa. The decomposition of the system and
the environment match along the system boundary as defined
by the agents of the system.

Figure 2 describes such an environmental goal model, based
on domain knowledge, with sensors and actuators that corre-
spond to the sensors and actuators in the system goal model
described in Figure 1. The environmental domain knowledge
for the baby monitor includes cases when the child is either in
the crib or not in the crib. If the child is not in the crib, then
there must be no motion and a lack of sufficient weight. In this
case, the environmental expectation is that the alarm would
be produced by the system. Note: the environmental model
not only describes the scenario enumerated by the domain
knowledge, but also the expected results from the system
based on that domain knowledge. That is, the environment
domain knowledge verifies the expected response from the
system as the goal model specification describes the system
based on its interactions with the environment. In the case
where the child is in the crib, two additional cases may exist.
First, the child may be both moving (e.g., breathing) and
providing sufficient weight to be detected, resulting in an
environmental expectation of no alarm (i.e., ~alarm). Second,
the child may not be moving but is providing sufficient weight
to be detected, resulting in an environmental expectation of an
alarm (i.e., alarm) due to a non-breathing child in the crib.
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Fig. 2. Baby Monitor Environment

AND

The utility functions for environmental goals are based
on the composed utility functions of the decomposed ele-
ments, just as with the system goals. The utility functions
for expectations are derived directly from the expression of
the expectation (e.g., —alarm), and utility functions for the
requirements are defined by the system designer, as shown in
Table II.

TABLE I
ENVIRONMENTAL REQUIREMENT UTILITY FUNCTIONS

Requirement Utility Function
Achieve(No Motion) —motion
Achieve(Motion) motion

weight > 0.0 A weight < 1.0
weight > 1.0 A weight < 15.0

(
Achieve(Low Weight)
Achieve(Normal Weight)

The system and environmental goal models, along with their
utility functions, are used to generate logical representations
of the goal models in the subsequent step.

B. Step (2): Generate Analysis Logic

Given a system and environmental goal model representing
the domain knowledge, along with their utility functions,
Aether automatically generates logical expressions for evaluat-
ing utility functions defined for each of the goal models. These
logical expressions are used to measure the satisfaction of
the goals, requirements, and expectations. In this instance, the
utility function for “Maintain(Safe Child)” in the system goal
model represented in Figure 1 represents the satisfaction of the
system as a whole, based on the composition of the leaf-level
utility functions representing requirements and expectations
using the decompositional operators (e.g., OR, AND, and
XOR). The environmental goal model is treated similarly
where “Maintain(Environment)” is the top-level goal in the
environmental goal model in Figure 2. Importantly, a satisfied
top-level utility function for the environment indicates the cur-
rent environmental scenario is in the enumerated set of domain
knowledge. For the remainder of the paper, the following sets
are used to refer to the system and environment, respectively:



o S refers to the set of scenarios where the goal model of
the system (i.e., “Maintain(Safe Child)”) is measured as
satisfied by the composition of its utility functions (i.e.,
utility(Maintain(Safe Child))).

o Kenumeraea refers to the set of environmental sce-
narios where the goal model of the environment
(i.e., “Maintain(Environment)”) is measured as satis-
fied by the composition of its utility functions (i.e.,
utility(Maintain(Environment))).

The intent is for the system designer to decompose the
system goal model such that the set of enumerated domain
knowledge environmental scenarios is a subset of the set
of environmental scenarios where the system goal model is
satisfied (i.e., Kenumerated © S). That is, the system goal model
is designed to be successful for all the known environmental
scenarios (i.e., “known-knowns”). This property, along with
several others, is analyzed in the next step.

C. Step (3): Design-Time Analysis

Using a Satisfiability Modulo Theory (SMT) Solver, the
logical expressions representing the composed system util-
ity functions and composed environmental utility functions
are analyzed for counterexamples. Table III enumerates the
possible memberships of a single scenario, ¢, in the sets S
and Kepumerated, T€Presenting system and environmental utility
function satisfaction for the given scenario, respectively.

TABLE III
SYSTEM AND ENVIRONMENTAL SATISFACTION

1€ S Description

The system appears to fail in an unexpected
scenario outside of the domain knowledge.
The scenario is enumerated by the domain
knowledge (i.e., expected), but the system
fails.

The system appears to succeed in an
unexpected scenario (i.e., outside domain
knowledge).

The system is known to succeed in an
expected (e.g., enumerated) scenario.

1 € Kenumerated

false false

false true

true false

true true

The system should succeed in any scenario enumerated by
the domain knowledge, since it is expected (i.e., a “known-
known”). Measured using utility functions for the system
and environmental goal models previously introduced (i.e.,
Figure 1 and Figure 2, respectively), we expect that:

utility(Maintain(Environment)) —
utility(Maintain(Safe Child))

If the environmental scenario is within the domain knowledge
of the environment, then the system goal model is expected
to also be satisfied. That is, the system should succeed in all
known and expected scenarios. A counterexample exists when
the scenario is in the environmental domain knowledge (i.e.,
the environmental goal model is satisfied), but the system fails
to succeed (i.e., the system goal model is not satisfied):

utility(Maintain(Environment)) A
—wtility(Maintain(Safe Child))

If no counterexamples exist, then the system has been
designed to operate successfully within the context of the
explicitly defined environmental model.

D. Step (4): Generate Run-Time Analysis

Problematically, even if the system is designed to operate
successfully within the context of the environmental domain
knowledge, unexpected environmental scenarios threaten the
successful operation of the system. Intrinsically, the environ-
ment, as it actually exists, is always satisfied (i.e., any real-
world environmental scenario would be in Kfeusip1e). However,
the set of environmental scenarios that are feasible in the
real-world (i.e., Kfeasible) 1s unlikely to be equivalent to envi-
ronmental scenarios enumerated via domain knowledge (i.e.,
Kenumerated) 1n the environmental goal model. That is, there may
be environmental scenarios such that an individual scenario,
i

e is enumerated in the domain knowledge, but is infeasible
and will not occur (i.e., i € Kenumerated A ¢ & Kfeasible)s

 is enumerated in the domain knowledge, and is feasible
(i-e~a (S Kenumerated ANi € Kfeasible)s and

e is not enumerated in the domain knowledge, but is
feasible (i-e-’ { ¢ Kenumerated N1 € Kfeasible)~

Importantly, while our domain knowledge as specified in
the system is typically fixed (i.e., Kenumeraed), the reality
(i-e., Krfeasible) changes over time. That is, the set of possible
environmental scenarios is not fixed over time and domain
knowledge must be able to adapt. The system has been verified
against the explicit environmental domain knowledge in the
enumerated environmental scenarios and any enumerated but
infeasible scenarios do not currently matter as they cannot
occur. The feasible scenarios that are unenumerated in the do-
main knowledge have no guarantees for system behavior based
on the design-time analysis. The reasoning for unexpected
environmental scenarios outside of the domain knowledge
includes, but is not limited to:

« The infeasibility of exhaustively enumerating all possible

scenarios at design-time,

o A specific scenario may be mistakenly thought to be
infeasible and, therefore, not included in the enumerated
scenarios, or

« An infeasible scenario became feasible due to an envi-
ronmental or system change after system deployment.

Regardless, it is likely that feasible, but unenumerated,
scenarios will arise during run-time operations of a CPS due
to limited or changing environmental domain knowledge.

Any feasible environmental scenario that the system would
encounter at run time must occur in the Kiagpe set. Further,
any feasible environmental scenario where the system has
previously been verified in Step (3) must exist in both sets
Kfeasible and K, enumerated (i.e., K enumerated ﬂ Kfeasible)- Problemat-
ically, for the previously listed reasons, it is impractical and/or
impossible to enumerate the extent of the feasible region (i.e.,
Kieasible) at design time.

However, using utility functions that measure the satisfac-
tion of the environment domain knowledge and system, it is



possible to classify the following sets regardless of changes to
the feasible scenarios:

o Kenumeratea Only: Infeasible at run time and will not occur.

o Kenumerated [ | Kreasible: Real-world scenarios for which the
system was designed and analyzed.

o Kieasivle only: While not enumerable, this region is
detectable given a real world scenario that is not in
Kenumerated~

For the baby monitor goal model and the associated en-
vironment domain knowledge, the Kieysiple S€t is measured
as real-world environmental scenarios, experienced at run
time. An unsatisfied environmental goal model utility func-
tion (e.g., utility(Maintain(Environment))) indicates the sce-
nario was not enumerated (i.e., not in Kepymerated). 1here-
fore, regardless of the perceived satisfaction of the sys-
tem, as measured by the system goal model utility function
utility(Maintain(Safe Child)), the system has not been veri-
fied in design-time analysis. In such environmental scenarios
where the scenario is unenumerated in the domain knowledge
a fail-safe, fail-silent, and/or adaptation is needed.

E. Step (5): Execute Monitoring System

The generated run-time monitoring code, combined with the
CPS code, is compiled and deployed within the system under
study. The monitoring system is executed each time the sensors
or actuators are read from or written to, respectively.

When an environmental scenario is detected as
outside of the environmental domain knowledge (i.e.,
unenumerated) as measured by the utility function
utility(Maintain(Environment)), the system utility function
(i.e., utility(Maintain(Safe Child))), and therefore the system
itself, appears to be successful or unsuccessful. In either case,
the system result has not been verified and cannot be trusted.
Therefore, a run-time adaptation or future design-time system
revision is required. For example, consider the unexpected
environmental scenario resulting in the apparently successful
system shown in Figure 3. Representations of the utility
functions are included in the requirements and expectations.
Satisfied portions of the goal model are illustrated with thick
bold lines, while unsatisfied portions are illustrated with thin
dashed lines.

In this scenario, the following requirements and expecta-
tions in the system goal model are true:

o Motion is detected (motion == true),
o The measured weight (i.e., 18.0 pounds) is over the
minimum threshold (i.e., 1.0 pounds), and

o The alarm is off or has been turned off (alarm == false).

In a typical run-time monitoring system, the baby monitor
CPS would be considered to be successful. However, consider
the unexpected and dangerous scenario of a cat joining the
child in the crib. While the warmth of a young child may be an
appealing place to sleep, a cat may also smother the child with
which it is sleeping - a common concern for new parents with
cats [17]. The baby monitor system, however, would continue
to register motion from the cat, and weight from both the
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Fig. 3. Baby Monitor System Scenario

cat and child, and sound no alarm. This devastating scenario
renders the baby monitor useless.

Detection of such an unexpected environmental scenario
that is not enumerated in our domain knowledge is possible us-
ing the explicit environmental domain knowledge goal model
defined in Figure 2. Using the same scenario shown in Fig-
ure 3, we can determine the satisfaction of the utility function
utility(Maintain(Environment)). Figure 4, which illustrates
that the environmental scenario is, in fact, unenumerated in the
domain knowledge and therefore unexpected. Consequently,
we know that we cannot accept the result of the system
utility function alone as the system has not been analyzed
at design time in this previously unknown and unenumerated
environmental scenario. As before, thick bold lines and thin
dashed lines are used to represent satisfied and unsatisfied
portions of the goal model, respectively.

Given that we cannot trust the result of the system utility
function solely due to an unexpected environmental scenario,
an automated mitigation to unexpected adverse scenarios (e.g.,
fail-safe, fail-silent, and/or adaptation) or documenting the
unexpected scenario to support later revision by the developer
is required. In the case presented with the baby monitor, a fail-
safe alarm and/or alert would be an appropriate mitigation.

F. Limitations

An explicit environmental model of the domain knowledge
enables us to detect unexpected (i.e., unenumerated) environ-
mental scenarios not in the domain knowledge, and verify
enumerated environmental scenarios within the domain knowl-
edge. However, if enumerated environmental scenarios cannot
be differentiated with the existing set of agents, a superficially
similar scenario (e.g., two different objects of similar weight
that move where only one is a child) may be treated incorrectly
as an enumerated scenario within the domain knowledge.
Similarly, a bad sensor or actuator may cause the system to
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incorrectly assess the system or environment (e.g., a weight
sensor is “stuck” and continues to return the same weight
regardless of changes). This limitation is based on the current
design of the system having access to only the “shared” actions
of the environment, while being unaware of the “unshared”
actions [5]. For example, consider a child that exits a crib at
the same moment that a cat enters the same crib. The alarm
should sound due to the lack of a child. However, given the
existing set of actors, the scenario is indistinguishable from a
child alone in the crib. Additional actors would be needed to
shift existing “unshared” actions to “shared” actions in order
to differentiate.

IV. RELATED WORK

This section presents related work on uncertainty in the con-
text of CPSs. Uncertainty can impact CPSs in numerous ways,
including inducing hardware faults, causing timing violations,
and fuzzing sensor readings. As CPSs tend to be safety-critical
systems, such violations can result in loss of life, disruption
of critical manufacturing processes, and loss of user trust. To
this end, Zhang et al. introduced the U-model as a UML/OCL-
based formalism for modeling uncertainty in CPSs [18]. This
model includes extensions to represent uncertainty via multiple
mechanisms, including Beliefs, Evidence, and Measurements.
Similarly, MARTE introduced UML refinements to support
real-time/embedded systems [19]. UncerTum was later re-
leased as a framework for generating test-ready models using
the U-model [20]. Conversely, Aether models uncertainty at the
goal level, prior to UML refinement. Uncertainty in the CPS
domain has also been shown to be reduced via formal verifica-
tion using mathematically-defined models of computation, al-
beit in a simulation environment [21]. Similarly, SMT solvers
have been applied to reduce uncertainty as well for temporal
concerns, however not specifically in the context of the CPS
domain [22]. Rather than directly represent uncertainty, we
represent the known-known (i.e., enumerated) environmental

scenarios to detect those that are unexpected (i.e., unknown-
unknowns or known-unknowns) or even undocumented (i.e.,
unknown-knowns).

Obstacles to goal achievement and expectations [6], [7], or
prerequisites to system success [12], have been used in KAOS
goal modeling to model portions of the environment. Aether
extends system modeling by enumerating expected scenarios
rather than enumerating a potentially changing set of obstacles
while verifying the system against environmental expectations.

To highlight the difficulties in mitigating uncertainty in the
CPS domain, Zheng and Julien have presented a research
roadmap for supporting verification and validation for CPSs,
positing that existing tools require extensions to support spe-
cific CPS concerns [23]. To this end, we introduce extensions
to the GORE process to support reduction of uncertainty in
a goal-oriented fashion. Hissam er al. [24] have discussed
multiple levels of assurance for distributed, adaptive real-time
(DART) systems via formal specification, verification, and
code generation. Aether similarly introduces formal verifica-
tion via uncertainty specification, albeit at the goal level for
an explicit model of environmental domain knowledge.

Uncertainty is especially problematic in CPSs that are self-
adaptive. Previously, Esfahani and Malek provided an in-
depth overview of the different implications that uncertainty
can have for self-adaptive systems [25]. Esfahani et al. then
introduced POISED, an approach for quantifying uncertainty
using possibilistic approaches [26]. Additionally, Bencomo
has used Bayesian surprise to detect statistically unexpected
scenarios [27], [28]. Uncertainty has also been considered
from the goal model level [29], including via fuzzy-logic
functions in RELAX [30] and FLAGS [31]. Perez-Palacin
and Mirandola have also provided a taxonomy of the vary-
ing sources of uncertainty that impact self-adaptive systems,
including associated techniques available for mitigation [32].
Aether aims to support existing techniques for mitigating
uncertainty via a goal-based formal approach, rather than a
probabilistic approach.

V. CONCLUSIONS

In this paper, we have presented Aether, a design-time and
run-time approach to explicitly model environmental domain
knowledge, verify expected system operation in the context
of that domain knowledge, and detect unexpected scenarios at
run time outside of our documented domain knowledge.

We demonstrated Aether on a set of goal models that
describe a baby monitor and its associated environmental
domain knowledge. We showed that Aether is able to automat-
ically detect environmental scenarios outside of the explicitly
documented and design-time analyzed environmental domain
knowledge.

Future research directions include exploring how Aether
can be extended to address temporal and RELAXed proper-
ties [30], [33], as well as the distribution of sensors for multi-
system analysis.
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