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Abstract 
Concepts for the management of Uncrewed Aircraft Systems (UAS) at scale rely on the 
exchange of data amongst multiple stakeholders. Even as these concepts vary across nations and 
industries, the movement of data between entities is a common theme. While there is universal 
agreement on the necessity of appropriate cybersecurity measures to address data 
communication, there has been minimal focus on the feasibility of implementing non-repudiation 
solutions for UAS systems. This means that data exchanged in support of UAS operations are 
open to “attack” via parties that may deny sending or receiving certain data, which can weaken 
the effectiveness and acceptability of these systems. This paper highlights the current and future 
need for non-repudiation, supported by references to multiple international organizations, and an 
approach to implementing non-repudiation leveraging open standards. 

Introduction 
There are many aspects to creating a secure system.  The Civil Air Navigation Services 
Organisation (CANSO) defined seven top-level security requirements for data and information 
[1]; non-repudiation is one of those seven requirements.  Amongst the other six in that list 
(confidentiality, integrity, availability, authentication, authorization, and traceability), it can be 
argued that non-repudiation has likely received the least attention, especially in the concepts and 
implementations of airspace management for UAS.  It is not a coincidence that the CANSO list 
of security requirements align perfectly with the classic STRIDE1 model for threat analysis [2], 
with CANSO adding a traceability requirement not present in the list of STRIDE’s six threat 
categories.  Repudiation is a long-known threat to the security of any system. 
 
What is Non-Repudiation? 
Non-repudiation has several definitions, but they are all quite similar. Several documents2 end up 
pointing to the National Institute of Standards and Technology (NIST) SP 800-53 Rev. 5 
(“Security and Privacy Controls for Information Systems and Organizations”) document [3] 
which defines it as: 

 

Protection against an individual who falsely denies having performed a certain 
action and provides the capability to determine whether an individual took a 
certain action, such as creating information, sending a message, approving 
information, or receiving a message. Put into technical perspective, non-
repudiation makes it unlikely or difficult for one party to successfully claim 
that it did not send a particular message when it, in fact, did send the message.  
Likewise, non-repudiation makes it unlikely or difficult for a party receiving a 
particular message to claim that it did not actually receive it. 

 
 

1 STRIDE is an acronym and a mnemonic for the categories of security threats that the model purports to cover: 
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege. 
2 For example, ICAO’s Cybersecurity Glossary of Terms [37] uses the NIST 800-53 Rev 2 definition, which is 
spiritually the same as the Rev. 5 definition cited in this document. 



 

Non-repudiation takes on heightened importance in any federated system wherein multiple 
entities are exchanging data directly amongst themselves.  For example, many UTM concepts 
involve the exchange of data between operators, often without a State-provided intermediary [4] 
[5] [6].  For ground-based systems, these data exchanges often leverage Hypertext Transfer 
Protocol (HTTP) with a Representational State Transfer (REST) [7] approach.  REST relies on 
well-defined endpoints that accept and/or provide specific data elements.  Note that this paper 
focuses on non-repudiation applied to REST because that is the dominant architecture today.  
Non-repudiation protections may look much different in other communications approaches, and 
some of those approaches, like those leveraging blockchains, may have non-repudiation “built-
in.” For an example of how blockchains may be leveraged to achieve non-repudiation, see 
Freeman et al. [8] 
 
Non-Repudiation in UTM 
A key example of RESTful data exchanges is the ASTM F3548-21 standard (“Standard 
Specification for UAS Traffic Management (UTM) UAS Service Supplier (USS) 
Interoperability”) [9] and its associated Application Programming Interface (API) [10]. NASA, 
FAA, industry and others are working within ASTM on a related specification for larger, 
passenger-carrying UAS [11] that leverages the original ASTM work, adding new protocols and 
data models for the wider Advanced Air Mobility domain.  The Federal Aviation 
Administration’s (FAA’s) Low Altitude Authorization and Notification Capability (LAANC) 
[12] also relies on HTTP and REST for communications.  The Linux Foundation hosts the 
codebase for a Discovery and Synchronization Service (DSS) [13] that underpins several 
proposed and tested [14] [15] [16] UTM services such as strategic conflict detection and remote 
identification; DSS works via a REST API.  The Flight Information Management System (FIMS) 
as originally described by NASA [17]; tested by the FAA [18] for U.S. use and SESAR in 
Europe [19] and is being developed/procured by Australia Air Services [20] for use in Australia, 
has relied on HTTP and REST for many data exchanges and likely will in the future. Recently, 
the Joint Authorities for Rulemaking on Unmanned Systems (JARUS) published a cyber annex 
[21] to the Specific Operations Risk Assessment (SORA) that calls out non-repudiation as an 
important attribute, but the focus there is on safety of specific operations rather than the 
management of air traffic. 
 
Non-repudiation in the UTM domain has been studied in the United States by NASA and the 
FAA.  In NASA’s original specification for UAS Service Suppliers (USSs) [22], non-repudiation 
was considered by requiring digital signatures of operation plans as an approach to non-
repudiation, with digital signatures provided by the Remote Pilot in Command (RPIC) as well as 
the vehicle for each shared operation plan: 

The signing of an operation plan by a vehicle and an RPIC provides assurance 
that the resources noted within the operation plan are indeed the resources to 
be used in execution of the plan. This is a non-repudiation and data integrity 
step. RPICs will have confidence that plans are not altered after they have 
signed/agreed to serve as RPIC. UAS operators and USSs will have confidence 
that a RPIC will not be able to claim they were not part of the operation. 
Similar arguments can be made for the vehicle: all stakeholders will have 
confidence regarding the exact vehicle performing an operation.  



 

That document also noted at the time3 that the exact method for digitally signing messages was 
yet to be determined. 
 
NASA followed up in 2019 with a Technical Memorandum describing initial authentication and 
authorization requirements [23].  In that document, message signing was more fully defined and 
involved multiple HTTP exchanges.  The approach was based on existing standards for JSON 
Web Signatures (JWS) [24] and associated Internet Engineering Task Force (IETF) standards. 
Message signing had an early draft from IETF at that time, but was internally assessed to not be 
mature enough for implementation.  The approach recommended involved creating a JWS from 
the body of the HTTP message, but “detaching” the body of the JWS to reduce the size of the 
HTTP header that would contain the JWS.  The need to manage the size of that header was 
discovered via early NASA testing with industry partners in the UTM Project [25]. Message 
signing was included in further NASA flight testing during the Technical Capability Level 4 
demonstration [26].The FAA continued such testing, especially as part of the UTM Pilot 
Program 2.0 (UPP2) [14]. A product of that 2020 event (written mostly by industry stakeholders 
with significant input from NASA and the FAA) was a detailed security analysis of USS 
communications [27]. That report touches on the value of non-repudiation and takes a deep dive 
into the Public Key Infrastructure (PKI) required to support it. 
 
The use of NIST 800-53 Rev 5 (although recently being implemented and with nuances still 
being worked) to help organizations cover non-repudiation requirements, whether in the U.S. or 
elsewhere in the world, seems reasonable and justifiable given its more complete handling of the 
issue and the precedent for international aviation organizations to reference and leverage NIST 
documentation. The UPP2 industry-driven security report also leans on ISO/IEC 27001:2013 
[28] as a key standard for security requirements.  The UPP2 team sought to reference sources 
that may appear to have broader international acceptance, as opposed to the US-produced NIST 
documentation.  In the US, the controls in NIST 800-53 are required for government systems per 
the Risk Management Framework [29] and these controls also may be required of service 
suppliers4. Regardless of what is ultimately required, cybersecurity best practices and potential 
domain-specific requirements may force security controls equivalent to what is found in NIST 
800-53.  It seems reasonable, even for non-U.S. entities, to look to NIST documentation for 
requirements guidance on non-repudiation (amongst other controls).  As noted previously, 
CANSO references NIST documentation and ICAO uses NIST definitions.  In addition, there is a 
mapping from ISO/IEC 27001-2013 to NIST 800-53 controls that is used in many contexts.  
However, control AU-10 in NIST 800-53 representing non-repudiation requirements do not have 

 
3 NASA’s original draft was shared internally with UTM Project partners starting in 2015, with a public version 
published in 2019. 
4 NIST 800-37 notes that “FISMA and OMB policy require external providers that process, store, or transmit federal 
information or operate information systems on behalf of the federal government to meet the same security and 
privacy requirements as federal agencies. Federal security and privacy requirements also apply to external systems 
storing, processing, or transmitting federal information and any services provided by or associated with the external 
system. Furthermore, the assurance or confidence that the risk from using external providers is at an acceptable level 
depends on the trust that the organization places in the provider. In some instances, the level of trust is based on the 
amount of direct control the organization can exert on the provider regarding the employment of controls necessary 
to protect federal information and protect the privacy of individuals.”  NASA is not stating a position here in terms 
of what constitutes “federal information” nor whether service suppliers in UTM or related domains may constitute 
systems that are operated “on behalf of the federal government,” but we are noting that it is important to have these 
conversations and converge on solutions as early as possible. 



 

a direct mapping to any controls in ISO/IEC 27001:2013.  However a couple of controls in the 
ISO document (“Collection of Evidence” and “Protection of Records”) do map indirectly to AU-
10 (“Non-Repudiation”) and its sub elements in combination with other NIST controls.  
 
It is fair to note that control AU-10 does not get applied in any baseline provided by NIST other 
than “high” indicating its need for high security systems.  However, a given domain or 
application may tailor those baselines as needed.  With the use cases provided herein as well as 
previous research cited throughout this document, together with the explicit need described by 
CANSO and others, a complete cybersecurity analysis is likely to find that at least some 
communications within an operational UTM system or service may require repudiation 
protections. 
 
Given all of these systems exchanging data with other systems via APIs and REST calls, and the 
call for non-repudiation in aviation data systems, how do we reduce the likelihood of a 
repudiation attack?  Granted that a holistic view of security is needed in aviation and the growing 
drone ecosystem and that repudiation attacks may rank lower than many other attack types in this 
ecosystem, it is important as a community of researchers, practitioners, regulators, and others 
that we work toward concrete solutions to cybersecurity issues.  It is hoped that with this paper, 
we help patch up one more hole or provide one more slice of Swiss cheese on the stack to make a 
more secure and productive future for drone aviation. 

Problem Statement 
Non-repudiation is a desired characteristic of many data exchanges.  Currently in the proposed 
architectures and approaches throughout the world to support UAS traffic at scale, there has been 
little work on the issue of non-repudiation. Repudiation attacks are sometimes difficult to reason 
about since they do not protect day-to-day communications in the same way as, say, encryption 
or authentication might.  In addition, repudiation attacks are not often associated with flight 
safety.  Repudiation attacks are more likely to occur after some adverse, domain-specific event 
has taken place.  In the domain of drones, one might imagine an event such as a collision or 
violation of airspace rules.  Repudiation in these cases may be used as a deflection of 
responsibility.  To make this argument more concrete, use cases are provided below. 
 
Beyond the repercussions to operators or service providers in the case of a repudiation attack, the 
system as a whole may suffer due to loss of confidence when such attacks occur.  Why would 
organizations or individuals participate or support a system that has questions swirling around it 
related to the veracity of the data that are exchanged?  Thus the acceptance and success of UTM 
and UAS operations at scale may rely, in part, on appropriate non-repudiation protections. 
 
Figure 1 shows general entities within a UTM environment and is extensible to other similar 
domains such as Urban Air Mobility (UAM) or Upper Class E Traffic Management (ETM).  The 
arrows indicate that there is an expected data exchange between the connected entities.  The type 
of data that is exchanged is indicated in the yellow boxes along with a parenthetical label to 
reference specific use cases presented after the figure. 
 



 

 
Figure 1. Entities and their connections with a subset of the data that require non-repudiation protections. 

 
Attack Use Case 1: Operation plan denial 
In the ASTM standard for USS intent sharing, operators share their operation plans with each 
other via a USS.  This increases awareness of other operations in the airspace for each operator 
and allows operators to make appropriate risk-based decisions about their operations.  If two 
vehicles were to collide and then strike structures on the ground, there could be significant 
liability and regulatory impact to the operators. 
 
Scenario 1a: USS-USS denial 
If Operator A is using its own in-house USS, USS A, and Operator B is using USS B, then USS 
A can claim to have not received the operation plan from USS B, thus impeding Operator A’s 
ability to make an appropriate risk-based decision to operate.  USS B may have a log that it sent 
the appropriate message to USS A, but these are typically just text files that are easily faked, as 
USS A might claim. 
 
Scenario 1b: USS-USS operation alteration 
In the current implementation of the Discovery and Synchronization Server (DSS) by the Linux 
Foundation in support of ASTM standards, the details of operation plans are not stored.  This is a 
feature of the system as it is designed to allow USSs to discover operations supported by other 
USSs that may interact with its own supported operations.  The USSs must communicate with 
each other to obtain operation details.  The representation within DSS for a given operation can 
be thought of as a bounding polygon or series of bounding polygons.  There are an infinite 
number of detailed operation plans that are possible within any given representation within DSS.  
As such, it would be possible for USS A to claim it shared a plan with USS B that is different 
than what it actually shared and still remain consistent with data from DSS.  This could sow 
doubt as to who owns responsibility in the event of a collision between vehicles. 
 
Scenario 1c: Operator-USS denial 
If Operator A is using a third-party USS, USS C, then Operator A may claim that it never 
received the operation plan.  Again, USS C may have system logs that indicate a message was 



 

sent and received, but these are usually simple text files that are easily faked, as Operator A may 
claim. 
 
Note that there are other attacks possible due to the communications and contracts between all 
the stakeholders in this simple scenario.  For example, a pilot may repudiate that he or she was 
involved with the operation.  A vehicle may be repudiated as being part of a particular operation.  
The non-repudiation of all actors may be long term goals of UTM as operations scale and the 
likelihood of such attacks increase.  Initially it makes sense to secure USS-USS and USS-
Operator communications against repudiation attacks as part of a larger strategy to secure the 
future UTM system. 
 
Attack Use Case 2: Position reports 
In the ASTM standard for USS information sharing, there are cases where the position of the 
aircraft is required to be shared, notably in off-nominal situations. 
 
Scenario 2a: Off-nominal positions not provided 
Since the current ASTM specification has a pull-based mechanism for position data (i.e., a USS 
requests positions from another USS when allowed/needed), in an off-nominal operation, a USS 
may neglect to share position as required, but may claim that it did so.  Another USS may have 
logs indicating that requests were made and not fulfilled, but the USS that was supposed to 
provide positions may deny that those requests were made. 
 
Scenario 2b: Inaccurate positions shared 
A USS may provide positions that are inaccurate (either intentionally or through a flaw in their 
system) to others.  This may be discovered through observations by other operators or checked 
via independent surveillance.  In such a case, a USS or operator may claim that the positions 
shared were accurate and may provide logs to that effect.  These may be at odds with the 
positions that were retrieved by another USS, thus setting up a repudiation problem. 
 
Attack Use Case 3: Pilot or Vehicle Repudiation 
In the case of an adverse event involving the loss of a vehicle or a collision with a structure or 
other aircraft, it will be important to trace responsibility.  In this use case, assume a vehicle 
smashes through an office building window causing injury to those inside. 
 
Scenario 3a: Pilot denial 
In a follow-on investigation, investigators would request logs and records to understand who the 
pilot-in-command was at the time of the collision.  Without signed/secured logs, a pilot may 
refute that he or she was actually the pilot-in-command at that time. 
 
Scenario 3b: Vehicle denial 
While there may be digital evidence that the operation plan shared with the network was the one 
being flown at the time of the collision, it may be possible for an operator or pilot to claim that it 
was a different vehicle being flown at that time, further claiming that the operation in question 
was successfully flown and landed in accordance with the plan and the airspace rules.  Their 
operation and vehicle were not involved in the incident. They may claim that the vehicle that 



 

smashed the window was not being operated by them at that time and may have actually been 
stolen without their knowledge. 
 
Attack Use Case 4: Supplementary Data Service Provider 
In future federated systems for air traffic management, there may be an operator dependence 
upon other parties for certain data or services.  These dependencies may be the basis for a safety 
case or an operational approval from the regulator.  As such, in an adverse situation, there may 
be legal or contractual ramifications related to data that are exchanged between the operator and 
the SDSP. 
 
Scenario 4a: Inaccurate weather reports 
A pilot flies into winds with predicted gusts that are beyond the acceptable operational 
parameters.  The pilot performs this action despite weather data supplied by another party.  The 
operational approval obtained by the operator from the regulator specifies that weather 
provider’s data must be referenced prior to flight as part of the overall safety case.  The pilot 
loses contact with the vehicle and sensor values indicate high winds forced the vehicle into the 
roof of a home.  The pilot claims that the weather reports indicated calm winds and edits data 
files received from the weather provider to support this claim.  The weather provider has logs 
indicating that high winds were very likely. 
 
Scenario 4b: Surveillance targets not provided 
An operator subscribes to a surveillance service that purports to provide targets for all airspace 
activity within a specific radius, capturing targets the size of large birds up to conventional 
aircraft.  The operator, using this service, sees a clear airspace and commences a BVLOS 
operation from a remote location without the use of visual observers, per that operator’s 
approvals from the regulator.  The operator’s vehicle is struck by a Cessna, causing significant 
damage to the Cessna and a total loss of the operator’s vehicle.  The surveillance operator claims 
that targets were successfully sent to the operator, while the UAS operator claims that its client 
to the surveillance operator was active and no such targets were received. 
 
Attack Use Case 5: Assurance and Audit 
An important aspect enabling future BVLOS operations is the ability for an operator to assure it 
is following appropriate requirements to operate.  This will likely involve providing evidence of 
compliance to some external entity, like the Civil Aviation Authority (CAA) or an insurance 
company. These scenarios are somewhat implicit in the previous scenarios in that these 
organizations are likely the organizations that are receiving the denials or repudiations as they 
look at adverse events involving operations.  The following scenarios make these interactions 
more explicit. 
 
Scenario 5a: CAA requires assurance of processes 
A CAA may require regular evidence of compliance wherein non-reputable data is required to 
provide such evidence. 
 



 

Scenario 5b: Insurance provider requires evidence of compliance 
An operator may have a need to carry appropriate insurance for BVLOS operations.  An 
insurance provider may levy requirements related to the appropriate use of support services, like 
weather or surveillance, to continue providing coverage or to pay a particular claim.  Non-
reputable data is a likely requirement to indicate such support services are being properly 
leveraged. 

Proposed Solution 
This document focuses on providing an approach to non-repudiation for HTTP REST 
communications since, as discussed above, this is a major form of communications within 
proposed UTM frameworks.  HTTP is a request-response protocol, which aligns well with need 
to provide protections against denials that a message was sent as well as protections against 
claims that a message was not received.  This paper provides the following design considerations 
for choosing a solution for non-repudiation of HTTP communications within UTM (and related) 
systems: 
 

1. Provide a mechanism for both requests and responses. 
2. Leverage the same approach for protection of both requests and responses. 
3. Use standards whenever possible. 
4. Ensure approaches do not overly impact other aspects of communications such as 

latency, data volume, or other aspects of data security. 
 
Message signing is a strong approach to providing non-repudiation. By using accepted 
approaches to key management, the owner of a private key can sign messages and the receiver or 
another party can check that signature.  This requires a Public Key Infrastructure (PKI) that 
acceptable to the participants.  This paper will not cover PKI and will assume appropriate PKI 
exists to support the proposed approach. 
 
Using these guidelines (or proto-requirements), the solution proposed herein is to implement the 
IETF Draft RFC for HTTP Message Signatures [30] together with the IETF Draft RFC for 
Digest Fields [31]. While these are still in draft form within IETF, they represent the best known 
approaches to standardizing how one can sign HTTP messages.  One of the drawbacks of 
previous approaches to message signing in a UTM context is that they only signed certain 
requests and certain responses depending on the signing approach.  The Draft RFCs’ approach 
allows for signing requests and responses in a uniform manner, even those that do not have a 
message body. 
 
The approach provides: 
 

   *  A common nomenclature and canonicalization rule set for the different 
protocol elements and other components of HTTP messages, used to create the 
signature base. 

   *  Algorithms for generating and verifying signatures over HTTP message 
components using this signature base through application of cryptographic 
primitives. 



 

   *  A mechanism for attaching a signature and related metadata to an HTTP 
message, and for parsing attached signatures and metadata from HTTP 
messages.  To facilitate this, this document defines the "Signature-Input" and 
"Signature" fields. [30] 

 
For full details of how to apply the message signing approach, see the RFC document.  To 
summarize briefly, the RFC prescribes how to indicate which fields are signed, how to properly 
name the fields, how to indicate the signing algorithm, the allowable signing algorithms, and 
related elements. 
 
To apply the approach to UTM or other elements of UAS operation, some design decisions are 
still necessary when using the standard.  For example, the following decisions would need to be 
formalized for any context: 
 

1. Which component identifiers are required in a signature, which are optional, and which 
are unallowed? 

2. How is key material obtained to verify signatures? 
3. How does a verifier know what signature algorithm was used? 
4. Which requests require (or allow or forbid) which algorithms? 

 
Answering these questions defines a “profile” of the standard applied to a particular domain or 
application.  A standards body may define a recommended profile and/or a regulatory body may 
define a required profile.  A likely scenario may be a combination of both, with a regulator using 
a standard profile and making certain modifications.  The profiles may differ depending on the 
participating parties and the type of data exchanged.  An example profile for, say, USS-USS data 
exchanges might answer the questions thusly: 
 

1. Required covered components.  The field in the following table would be required per the 
application (UTM USS exchanges, etc.) to be covered by the signature algorithm. Some 
fields are well-defined in the HTTP standards, others are “derived components” that are 
described in the message signing RFC.  The derived fields will have a leading ‘@’ when 
they are put in normalized form for signing. 

  



 

  
Component Example Notes 
target-uri "@target-uri":\ 

 https://www.example.com/path?param=value 
 

The full absolute target URI of 
the request, potentially 
assembled from all available 
parts including the authority and 
request target [30]. 
 

method "@method": POST The component label  
(“@method”) is case-insensitive 
but provided in lowercase per 
convention, however the actual 
method (e.g. “POST”) is case-
sensitive per [32]. 

date "date": Tue, 20 Apr 2021 02:07:56 GMT  
content-digest "content-digest": sha-

512=:WZDPaVn/7XgHaAy8\ 
pmojAkGWoRx2UFChF41A2svX+TaPm+AbwA
g\ 
BWnrIiYllu7BNNyealdVLvRwEmTHWXvJwew
==: 
 

The content-digest HTTP header 
as described in [31] 

content-length "content-length": 18 Only required in signature when 
the content-length header is 
required in the HTTP message. 

status "@status": 200 Must not be used in a request 
message [30]. This is a “derived 
component” because it is not a 
stand-alone, standardized HTTP 
field. 

req req=:vR1E+sDgh0J3dZyVdPc7mK0ZbEMW3N4
7eDpFjXLE9g95Gx1K\QLpdOmDQfedgdLzaFCq
fD0WPn9e9/jubyUuZRw==: 

Must be used for responses, 
must not be used in a request 
message. This is the signature of 
the request, which is to be 
included in a response to bind 
the request-response pair. 

Table 1. Draft “covered components” for message signing. 

 
2. Key material is obtained via an agreed PKI with one or more defined, acceptable 

Certificate Authorities.  If necessary due to PKI design decisions or constraints, an 
additional header may be needed to indicate information related to key exchange.  That 
additional header needs to be a covered component of the signature.  One concrete 
example might be the inclusion of a JWS JOSE header [24] that includes the ‘kid’ and 
‘x5u’ parameters. 

3. The signature algorithm is communicated via the ‘alg’ parameter in the Signature-Input 
field. If necessary due to PKI design decisions or constraints, an additional header may be 
needed to indicate information related to key exchange instead of using the ‘alg’ 
parameter.  That additional header needs to be a covered component of the signature. One 
concrete example might be the inclusion of a JWS JOSE header [24] that includes the 
‘alg’ parameter. 



 

4. All requests and non-5XX responses are required to be signed using an algorithm from 
the IANA registry [33] titled “HTTP Signature Algorithms.” 

 
This proposed profile could be a reasonable starting point for any standards defining 
organization or regulator to begin considering adoption of message signing for HTTP 
communications.  It is assumed that many more details will require consideration before 
implementing an operational version of non-repudiation. 

Requirements 
The following requirements are an example of a profile that follows the IETF RFC.  A standards 
defining organization may codify requirements such as these and a regulator may accept that 
standard or may modify the requirements per the needs of its airspace.  These requirements have 
not been validated, but given the alignment with the IETF RFC are a likely reasonable start for 
the application of non-repudiation with UTM, UAM, Regional Air Mobility (RAM), ETM [34], 
Space Traffic Management (STM) [35], or any Extensible Traffic Management (XTM) [36] 
environment that leverage RESTful HTTP exchanges.  There are likely gaps in this set of 
requirements that could be dutifully filled by the appropriate experts in the appropriate venue.  
For example, there are no incident response requirements listed, but those would certainly be part 
of a robust set of security requirements. Most of the ‘MUST’ statements in the IETF RFC are not 
replicated in this list, rather they are assumed per the higher-level requirements, though some 
may still be included herein for additional clarity.  Most of the requirements provide detail to the 
message signing profile described above.  There are new references to IANA [33] and HTTP 
[32] standards in these requirements.  Parameters that should be set by appropriate organizations 
are indicated with a ‘PARAM-XX’ and are summarized after the requirements list. There are 
likely several other parameters that can be pulled from these draft requirements.  The particular 
ones chosen should be viewed as an example of how certain details can be decided or 
documented. 
 

XTM-SIG-01  Messages exchanged via Hypertext Transmission Protocol shall be signed using the 
methodology described in the Messages Signatures RFC. 

XTM-SIG-01-01  HTTP messages must contain a valid Signature-Input field supplied in the header. 

XTM-SIG-01-02  HTTP messages shall contain a valid Signature HTTP field supplied in the header. 

XTM-SIG-01-03  The label for the primary signature as described in Messages Signatures RFC shall be ‘xtm-
sig’. 

XTM-SIG-01-04  The Signature-Input field shall contain the ‘created’ parameter as described in Messages 
Signatures RFC. 

XTM-SIG-01-05  The Signature-Input field shall contain the ‘expires’ parameter as described in Messages 
Signatures RFC. 

XTM-SIG-01-06  The Signature-Input filed shall contain the ‘keyid’ parameter as described in Messages 
Signatures RFC. 

XTM-SIG-01-07  The Signature-Input field shall contain the ‘alg’ parameter as described in Messages 
Signatures RFC. 

XTM-SIG-01-08  HTTP messages shall be signed using an algorithm from the IANA ‘HTTP Signature 
Algorithms’ registry. 

XTM-SIG-01-09  HTTP messages with non-zero length content shall contain a Content-Digest header field 
as defined in the Digest Headers RFC. 

XTM-SIG-01-10  The Content-Digest header field shall use the PARAM-01 algorithm. 



 

XTM-SIG-01-11  HTTP messages shall contain Content-Length header as defined per HTTP RFC [31] when 
not expressly prohibited per HTTP standards. 

XTM-SIG-01-12  All responses to signed requests shall implement ‘request-response signature binding’ as 
described in Messages Signatures RFC. 

XTM-SIG-01-13  The target-uri shall be a covered component of a message signature in a request message. 

XTM-SIG-01-14  The method shall be a covered component of a message signature for all messages. 

XTM-SIG-01-15  The date shall be a covered component of a message signature for all messages. 

XTM-SIG-01-16  The content-digest shall be a covered component of a message signature when content-
digest is a header in the message. 

XTM-SIG-01-17  The content-length shall be a covered component of a message signature when content-
length is a header in the message. 

XTM-SIG-01-18  The status shall be a covered component of a message signature for all response 
messages. 

XTM-SIG-01-19  The req (as described in the Message Signing RFC) shall be a covered component for a 
response message. 

XTM-SIG-01-20  The requestor shall keep a copy of the message signature for each request long enough to 
validate signed responses that may include that message signature. 

XTM-SIG-01-21  All keys used in message signing must be of length PARAM-02 or greater. 

XTM-SIG-02  Messages exchanged via Hypertext Transmission Protocol shall have all signatures 
validated by the receiver. 

XTM-SIG-02-01  Request messages with missing signatures shall be sent a signed HTTP 403 (forbidden) 
response with a message body indicating a missing signature. 

XTM-SIG-02-02  Request messages with an invalid signature shall be sent a signed HTTP 403 (forbidden) 
response with a message body indicating an invalid signature. 

XTM-SIG-02-03  Response messages with an invalid or missing signature shall be reported by the owner of 
the requesting server to the appropriate oversight entity within PARAM-03 minutes. 

XTM-SIG-02-04  Content-Length headers, when provided, shall be checked by the receiving server. 

XTM-SIG-02-05  Content-Digest headers, when provided, shall be checked by the receiving server. 

XTM-SIG-02-06  Request messages with an invalid or missing content-digest header shall be sent a signed 
HTTP 403 (forbidden) response with a message body indicating an invalid or missing 
content-digest header. 

XTM-SIG-02-07  Request messages with an invalid or missing content-length header shall be sent a signed 
HTTP 403 (forbidden) response with a message body indicating an invalid or missing 
content-length header. 

XTM-SIG-02-08  Response messages that cannot be correlated to a request sent by that server shall be 
reported by the owner of the requesting server to the appropriate oversight entity within 
PARAM-04 minutes. 

XTM-SIG-03  All HTTP communications within scope of these requirements shall be logged. 

XTM-SIG-03-01  All HTTP communication logs shall be archived for at least PARAM-04 days. 

XTM-SIG-03-02  All HTTP communication logs shall be archived with their respective signatures. 

XTM-SIG-03-03  All HTTP communication logs shall be protected via appropriate Data-at-Rest 
requirements. 

Table 2. Draft requirements for nonrepudiation. 

  



 

 
 

PARAM-01 Algorithm to be used in the creation of a Content-Digest header. 

PARAM-02 Key length, in bits, required for signing messages. 

PARAM-03 Maximum number of minutes to report invalid or missing response signatures. 

PARAM-04 Minimum number of days that logs must be retained. 
Table 3. Parameter definitions. 

Concluding Remarks 
This paper provides background, attack use cases, a proposed approach, and initial requirements 
related to non-repudiation in federated air traffic management environments that rely on HTTP 
communications between disparate entities.  While the issue of non-repudiation may not be the 
most immediate need within UTM, UAM, RAM, ETM, or any XTM environment, its proper 
implementation may be vital to gain trust in any such system in the longer term.  By 
implementing emerging standards from the Internet Engineering Task Force related to HTTP 
message security (i.e., message signing and message digests), a solid approach to non-
repudiation is possible.  The approaches presented herein are specific to HTTP communications, 
but the philosophies can aid in the cybersecurity of other message protocols (e.g., websockets, 
server-side events, gRPC) that may be present in current and future systems. 
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