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The emergence of Advance Air Mobility (AAM) will increase the number and types of aerial vehicles operating in shared airspaces, which will subsequently affect the amount of actionable data that ground control station operators (GCSOs) will be expected to manage. In this environment, GCSOs are particularly susceptible to the visual perceptual phenomenon known as change blindness, in which a stimulus undergoes a change without the change being noticed by its observer. A machine agent designed to detect change blindness and mitigate the effects could improve human agent performance in a data-saturated remote operations environment. The objective of this paper is to describe a proof-of-concept system architecture that integrates real-time eye tracking and vehicle telemetry data to prevent human-agent errors resulting from change blindness while operating aircraft from a remote ground control station (GCS).

I. Introduction
The Next-Gen National Airspace System (NAS) will need to facilitate the emergence of Advanced Air Mobility (AAM) as it continues to experience a dramatic upshift in the types and number of aerial vehicles. Likewise, the amount of actionable data will increase exponentially in all modalities (e.g., visually, textually, auditorily). Human agents performing direct-action aviation tasking to ensure the safe entry, operation, and egress of both crewed and uncrewed aerial vehicles within the NAS may require a “collaborator.” The amount and characteristics of actionable data will constrain the human agent’s ability to manage data. Therefore, the instantiation of another agent, teamed with the human agent, offers operational compensation to the human agent such that functioning at a data managing disadvantage is not a prospect in the remote ground control station operator (GCSO) environment. This being considered, NASA’s Autonomous Systems, a sub-project of Transformational Tools and Technologies – Revolutionary Aviation Mobility (T3-RAM) [1], has identified a technological research effort that will focus on the development of a machine agent executing in a remote GCSO environment. The machine agent is designed to assist in the remote operations environment by performing select tasks normally carried out by human agents. This evolution of human-machine teaming is necessary as the future indicates that the human agent’s data managing capabilities are quickly being saturated by the large amount of data from the increase in number of aerial vehicle operations. The objective of this paper is to describe a proof-of-concept system architecture to prevent human-agent errors resulting from the visual perceptual phenomenon known as change blindness while operating aircraft from a remote ground control station (GCS).
II. Change Blindness and Remote Operations
Change blindness (CB) is a phenomenon of visual perception that occurs when a stimulus undergoes a change without this change being noticed by its observer [2]. The occurrence of CB is manifested when a local visual transient generated by a particular change is blinded by a larger visual transient, for instance an eye blink [3], screen flicker [4], the moving away of a human agent’s eyes, or the pan in motion of a human agent’s head [5, 6]. One example of CB is referred to as “the door study” where one person (the experimenter) is asking directions from a stranger (the subject). Two people carrying a door come between the experimenter and stranger giving directions and, as the door passes, the experimenter is replaced with someone else (another experimenter) which goes unnoticed by the stranger giving directions [6]. CB is distinct from inattentional blindness (IB) in that IB is the failure to notice the presence of fully visible but unexpected objects due to GCSO workload, an event, or a larger object. The classic example of IB is the “gorilla playing basketball” experiment where subjects are asked to count the number of passes by basketball players [7]. Subjects become so fixated on counting they miss that a gorilla enters and exits the basketball court. The decision to develop an intelligent machine agent (IMA) that combats CB stems from the nature of CB results themselves. The results of CB are associated with the imperfect assumption that human visual perceptions are so detailed that they are essentially complete, as well as the assumption that the human’s visual system can represent and compare scenes from one moment to the next present moment. Therefore, CB is a phenomenon that can be tested, and its results parlayed into researching the nature of other adverse visual conditions. In addition, the technological design innovations, successful at combating CB, can then be extrapolated into other areas of human oversight operations, where complex user interfaces and displays are fertile ground for CB, such as the operation of uncrewed aerial systems (UAS), motor vehicles, medical procedures, and security.   
Researchers at the NASA Langley Research Center have developed a facility called the ROAM (Remote Operations for Autonomous Missions) UAS Operations Center for evaluating operators in a remote GCSO environment (see Ref. [8] for a description of the facility and GCSO workstations). Additionally, researchers at NASA Langley have developed a GCS software application called the MPATH (Measuring Performance for Autonomy Teaming with Humans) Ground Control Station, which has been created for the purposes of evaluating remote operators’ performance and supporting AAM research objectives [9]. ROAM and MPATH together provide remote GCSOs with a variety of data sources, including but not limited to live video feeds from the field, weather information, and vehicle telemetry data. As these capabilities continue to evolve, video and other data generated by sensors embedded into the remote aerial vehicle may be captured and disseminated at near real-time speed to remote GCSOs, as well as other human agents involved in the operations. In addition to receiving data, the remote GCSO also can upload information to the remote aerial vehicle.
	The operation of uncrewed aircraft in the NAS is becoming much more prevalent, which means that remote GCSOs must not exhibit any degradation in proportional management of data presented, so entry, operation, and egress from the NAS continue to be carried out safely, efficiently, and effectively. However, with the ongoing implementation of advanced digital traffic management capabilities in the NAS, a byproduct referred to as the Net-Centric Architecture has surfaced [10]. A Net-Centric Architecture offers a great deal of advantages to operations taking place in the NAS, one of which is the provision of enormous amounts of necessary data. However, this data proliferation within the future NAS is also a disadvantage to operators within it, such as GCSOs remotely managing one or more aircraft. This is due, in large part, to the increase of the Three-Vs of Big Data: Volume, Velocity, and Variety. Therefore, the architectural design of a GCS is critical to a remote operator’s ability to effectively carry out UAS operations safely, effectively, and efficiently while offering an improved means of mitigation and contingency management.
III. Combating Change Blindness with Machine Learning
There are new technological techniques that avail themselves to human-agents (e.g., GCSOs) with the ability to wrangle data in a Net-Centric Architecture, become impervious to the pitfalls of Big Data’s Three-Vs, and combat CB in a remote GCSO environment. Machine Learning (ML) is the technology that when implemented makes it possible for machines to notify a human agent, in real-time, when they have been disadvantaged by CB; after which, the technology can provide said agent with the relevant information to maintain safe and efficient operations within the NAS. The integration of IMAs within the NAS, and particularly a remote operations environment, can assure the human agent that tasks carried out by the IMA will not be affected by human imperfections such as sleep deprivation, distractions, and emotional fatigue. Therefore, the establishment of a trusted, symbiotic relationship between human agents and IMAs is requisite for addressing CB occurrences. 
Due to large differences between the amount of data that needs to be ingested to conduct remote operations and the speed of the data being ingested, a human agent’s ability to construct an accurate mental model of the system state may be severely hindered. Bearing this in mind, it became evident that an Intelligent Change Detection System (ICDS) should be developed to stabilize the cognitive deficit introduced by the increase of the Three-Vs of Big Data. The ICDS design does not have an automated algorithmic approach but instead is a construct of an autonomous system effort, which provides flexibility, scalability, and versatility which is necessary to stay parallel with the Three-Vs of Big Data. 
Therefore, it is the purpose of this paper to provide insight into the efforts taken by researchers at NASA Langley Research Center toward identifying, developing, testing, and integrating technologies that would lend themselves to the overall improved proficiency of the GCSOs and the reduction of CB affecting GCSOs.   
IV. Intelligent Change Detection System Architecture
	The inherent design of a remote operations center (e.g., multiple displays for each GCSO, various data types being disseminated to displays, closed environment) subjects the GCSOs to scene change notification failure when brief interruptions to visual fixation occur. Therefore, the system design of the ICDS is constructed in a way that mimics human ingestion and processing of relevant data. The data then becomes actionable and is put forth to safely manage aerial vehicles that come under the jurisdiction of a particular GCSO.
	The ICDS architecture is comprised of six components: 1.) Data Sources, 2.) Data Collection, 3.) System Processing, 4.) Data Storage, 5.) Application, and 6.) Oversight. Each component is detailed through the remainder of the paper; however, a general address of the system’s architecture, as depicted in Fig. 1, is offered in this section. The Data Sources component of the architecture streams data from two elements: eye-tracking technology, which has been developed into an autonomous trigger that activates the ICDS in real-time, and a lightweight messaging protocol for communicating with the vehicle that is synchronized with the eye tracker. Bridged to the Data Sources component is the Data Collection component, which is scalable and reliably allows data to be streamed from the data sources into the data pipeline. 
	The coupling of the Data Collection component and the Extract, Load, Transform (ELT) Processing component form a Kappa Architecture within the systems pipeline. A Kappa Architecture with a single technology stack can carry out both real-time and batch processing for data analysis, and it does this with only one software layer for batch and real-time (speed).  Having the Kappa Architecture allows pre-defined as well as arbitrary queries and computations to be handled on both streamed and historical data [11]. The data processed from the Kappa Architecture acts as a quasi-data-source to the Application and Data Storage components. All five pipeline components are natively integrated with the Governors and Monitoring component. In the remaining sections of this paper, a detailed description of the ICDS architecture components is provided, as well as a discussion on achieved component integrations and future efforts toward ICDS completion, human evaluation, and limited deployment.
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Fig. 1	Intelligent Change Detection System (ICDS) Architecture
Data Sources: Tobii Eye Tracker and MAVProxy
	The ICDS is designed to activate in real-time when selected features that precipitate CB are present. This element of the ICDS is defined as the “autonomous trigger” since explicit software instruction is not part of its design. The autonomous trigger is sourced with data via the Tobii Eye Tracker [12], and based on the output of this element, data stream inferences are made with respect to CB via patterns discovered in the data stream. 
	As one of two data sources to the ICDS’s Real-Time Streaming Data Architecture (RTDA), feature extraction was applied to the Tobii Eye Tracker’s eye-gaze parameters to determine if a smaller, yet more significant, list of parameters might be produced that would inform the ICDS of the occurrence of CB. The integration of feature extraction into the autonomous trigger’s design would not affect its performance adversely but would work toward reducing dimensionality in the eye tracker’s parameter list. Dimensionality reduction (paring down the eye tracker’s input parameters or features) is favored for a set of principal parameters (features) that capture the essences of the data necessary for identifying the onset of CB. Through dimensionality reduction, the system can avoid a diminishing return with respect to accuracy and processing speed because fewer features mean less complexity, less computation time, and less misleading data. Features extracted from the eye gaze parameter list that proved to be the most relevant at informing the ICDS that CB had been identified were left eye gaze position, right eye gaze position, and timestamp. The identification of CB through the extracted features used by the autonomous trigger allows for the synchronization, using the timestamp, of the communication data transmitted and received from connected aircraft and GCSOs respectively.
	The second source of data streaming to the ICDS’s RTDA is provided by MAVProxy. MAVProxy is fully functioning GCS for UAS and is designed to be a minimal, portable, and extendable tool for autonomous systems that support the MAVLink protocol [13]. Noted is the fact that MAVLink is a protocol typically used for communicating with small UAS [13]. The protocoled data generated by MAVProxy provides a complete complement of UAS state data to the RTDA (see Table 1 for an abbreviated list of MAVProxy state parameters). However, unlike the eye tracker, MAVProxy data is not submitted for feature extraction. This is because all parameters streamed from MAVProxy are deemed relevant.
	Once a GCSO-calibrated eye tracker that is streaming display focus data (i.e., left and right eye gaze signifying a GCSO is holding visual focus) is synchronized with MAVProxy protocol data, a diminishing of display focus triggers the activation of the RTDA to ingest all data from both sources for processing further down the RTDA pipeline [14].
Table 1: Example of Abbreviated MAVProxy Parameter List
	Parameter
	Typical Value
	Units

	Ground Speed
	20
	Knots

	Vertical Speed
	-2
	Feet / Second

	Position Change
	+1024
	Feet

	Distance Traveled
	+1400
	Feet

	Flight Time
	+15
	Seconds

	Altitude
	+3200
	Feet

	Battery Time Remaining
	+7.5
	Hours

	Battery Percentage
	71
	Percent

	…
	…
	…


Data Collection: Real-Time Streaming Data Architecture (RTDA)
	The processing of high-velocity-high-volume data at real-time speeds requires a reliable data processing system designed from a real-time big data pipeline. Therefore, the ICDS’s RTDA was conceptualized to incorporate stream processing to assist the human agent in maintaining data, contingency, and mitigation management parallelism with the increase of the Three-Vs of Big Data. The RTDA utilizes continuous queries so that GCSOs can analyze and act on real-time data to mitigate CB. This pipeline architecture equips the ICDS with an extremely scalable, highly available, and fault tolerant system architecture, provisioning it the ability to contiguously perform mathematical or statistical analysis within the stream itself [14]. Through the implementation of an RTDA, the ICDS is assured to have the following capabilities: 

1.) Operational decision making is available
2.) Decisions built on (1) can be applied in real-time to ICDS operations and development
3.) The ICDS ML model can be applied to both prescriptive and pre-existing models
4.) Historical and current data are available
5.) System triggers can be established from any number of previous or current relevant parameters
6.) Real-time monitoring of constantly changing DataFrames is provided. A DataFrame is a data structure of two-dimensions, aligning pertinent ICDS data tabularly in rows and columns 

With the definition of the above capabilities, the RTDA is constructed from a Kappa Architecture. Figure 2 shows a depiction of the developed Kappa Architecture that makes up the RTDA [15]. This depiction of the Kappa Architecture contains opensource Apache Kafka and Spark platforms. These platforms provide unified analytics, distributed event store, and stream-processing capabilities for large-scale data processing. Spark provides an interface for programming clusters with implicit data parallelism and fault tolerance, and Apache Kafka provides a unified, high-throughput, low-latency platform for handling real-time data ingestion [16, 17].
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Fig. 2	Kappa Data Architecture
	The components of the Kappa Architecture pipeline are messaging, data ingestion, processing, and distribution. This structure identifies the Kappa Architecture as a stream-first design where complex transformations of data, including data quality techniques, are applied in the streaming layer. Therefore, the RTDA, with its Kappa Architecture, streams data from both the eye tracker and MAVProxy data sources to the messaging system, which is represented by Apache Kafka. The data is then transformed in what is known as the speed or real-time layer (Apache Spark), after which the enriched data is published via to the backend messaging system (Apache Kafka) and made available for long-term data storage and immediate use by the ICDS ML algorithm.   
Application: ICDS Machine Learning Modeling Methodology
	The chosen ML approach to the development of the ICDS model was to maintain one of simplicity. The objective is that the ICDS predict relevant information missed during the presence of CB. One of the more straightforward and better performing ML algorithms with respect to classifying relevance through prediction is the Naïve Bayes Classifier [20]. 
	Naïve Bayes is a collection of classifying algorithms based on Bayes’ Theorem. It is not a single algorithm, but a formulation of algorithms with a common goal. In the case of the ICDS, the goal is lost relevant data determinations, which means that each feature pair used in the classification is independent of the other. Of the several Naïve Bayes ML algorithms available (Gaussian, Multinomial, Bernoulli), the methodologies put forth in the development of ICDS IMA was that of implementing and integrating both the Multinomial and Bernoulli Naïve Bayes algorithms [18]. Both algorithms are popular for document classification; however, Multinomial Naïve Bayes uses feature vectors to represent the frequent occurrence of certain data and Bernoulli uses the features as independent Booleans (binary parameters) that describe the inputs to ICDS IMA determining if a data has occurred or not. Utilizing both Multinomial and Bernoulli, in a lattice structure of algorithms, provides strength and flexibility to the ICDS IMA predictive capabilities. It can be concluded that the simplified Naïve Bayes Classifiers work well in real-world situations without needing large amounts of data, even if available.
V. Remaining Development, Test, and Evaluation
	Three of the four components that comprise the ICDS (Tobii Eye Tracker, MAVProxy, RTDA) have gone through preliminary development and testing. The fourth component (ICDS ML) has yet to be tested due in part to incomplete system integration. Therefore, in addition to training and testing the ICDS ML with data streamed from the system’s data sources (Tobii Eye Tracker, MAVProxy), integrating all four components together still needs to be completed. The next step is to synchronize the input data of the Tobii Eye Tracker (the autonomous trigger that ensures the ICDS functions properly) to MAVProxy’s input data (ensures the stability of the system’s timing mechanism). This will be followed by a two-staged integration process between the autonomous trigger, the RTDA, and the ICDS IMA. This final step will include data streams to the RTDA and the autonomous determination of data dissemination to either data warehousing or real-time data use in the ICDS IMA model. 
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