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e Radiation Hardness Assurance is the process of accessing and managing
RISK from the space radiation environment

 Risk = Probability of failure X Consequence of failure

e Risk Assessment

1. ldentify possible faults
2. Determine likelihood of faults
3. Determine consequence of faults

Likelihood

* Risk Management

1. Reduce types of faults Consequences
2' REd uce IIkeIIhOOd Of fa u ItS Risk Matrix from NASA Systems Engineering Handbook Rev. 1:

3 . Red uce con Seq uence Of fa u |ts https://www.nasa.gov/sites/default/files/atoms/files/nasa_systems_engineerin
g_handbook.pdf
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e Radiation Hardness Assurance is the process of accessing and managing
RISK from the space radiation environment

 Risk = Probability of failure X Consequence of failure

* Risk Assessment How do we go from a radiation —
1. ldentify possible faults ]
2. Determine likelihood of faults induced fault to a System-level

3. Determine consequence of faults ]
| failure?
* Risk Management

1. Reduce types of faults
2. Reduce likelihood of faults
3. Reduce consequence of faults
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e Radiation Hardness Assurance (RHA) is the process of accessing and
managing RISK from the space radiation environment

 Risk = Probability of failure X Consequence of failure

* Risk Assessment How do we build a system that
1. ldentify possible faults . . .
2. Determine likelihood of faults W||| survive and operate N the

3. Determine consequence of faults o .
space radiation environment?
* Risk Management

1. Reduce types of faults
2. Reduce likelihood of faults
3. Reduce consequence of faults
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* Approved part list
* Through a parts control board

« Mostly focused on destructive SEEs
Part  |Status |RadiationComment

Design can handle expected SETs

Regulator Approved
MOSFET Approved with Probability of failure of 2% at derating of 50% with
comments current shtielding
8 N
‘o“—(e‘é Reliability
S Calculation
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 Single-Event Criticality Analysis
» Mostly focused on non-destructive SEEs

Hardness Assurance Functional Analysis

A

ana
System Impacts =
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 Destructive Single Event Effects (SEES)

* Irreversible processes
» Terms: Latchup, Burnout, Gate Rupture

Dominant risk will depend on the device .
architecture and process. '

11 4 M- T
Megan Casey - https://nepp.nasa.gov/files/26196/2014-561-Casey-Final-

Web-Pres-ETW-Diodes-TN16278 v2.pdf
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https://nepp.nasa.gov/files/26196/2014-561-Casey-Final-Web-Pres-ETW-Diodes-TN16278_v2.pdf

 Non-Destructive SEEs :

« Can lead to interruptions in operation
and/or errors leading to unknown state
spaces or loss of science / mission if not
accounted for

« Acronyms: SEFI, SET, SEU

 Terms: Functional Interrupt, Transients,
Upsets B e e o

- Analo

Noise

Received Image: 1x1 Antenna Configuration

Could lead to disruptive

effects if not addressed by
resets or power cycle.

4500 5000 5500 6000 6500 7000 7500 8006
Block

(After T. Wilcox) (After D. Chen
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Nov. 8-9, 2000 solar particle event

Received Image: 1x1 Antenna Configuration




° Defi ne th e E nVi ro n me nt Worst Case Emerging Proton Fluxes

— External to the spacecraft walm\

- Evaluate the Environment
i \

041 1 10 100 1000

- Evaluate Design/Components Enery (MeV)

— Internal to the spacecraft

Peak Flux > E (picm2/sec)

- Define the Requirements

— Define criticality factors

1.00E+02

— Existing data/Testing
Following this process allows

for building on mitigation

— Performance characteristics

- “Engineer” with Designers

strategies that have been
successful.

— Parts replacement/Mitigation schemes

- lterate Process

— Review parts list based on updated knowledge

K.A. LaBel, A.H. Johnston, J.L. Barth, R.A. Reed, C.E. Barnes, “Emerging Radiation Hardness Assurance (RHA) issues: A NASA approach for space flight programs,” IEEE Trans. Nucl. Sci., pp. 2727-2736, Dec. 1998.
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;;‘:"Testing and RH

e 4

« RHA is an iterative process

« Simplified view ->

 Can tell you when more testing is necessary
« Can inform what type of test is most relevant

* Testing plays a crucial role

 Risk identification

* Requirements

e Screening

« Mitigation strategy

« Technology insertion
* Verification

www.nasa.gov
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Mitigate

Mission Environment,
Application and Lifetime

Radiation Environment
Description - Modeled

Requirements Definition

Part/
System
Susceptibility

Requirements Verification

Iterate the process




"'*"':“Testing and RH

./”"’.’ < !

 Testing Impact
* Not always obvious
 Informs future decisions

* Test Results can help
« Device/Design changes
» Mitigation acceptance

www.nasa.gov
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Mitigate

Mission Environment,
Application and Lifetime

Radiation Environment
Description - Modeled

Requirements Definition

Part/
System
Susceptibility

Requirements Verification

Iterate the process




Structure of constraining data

* Part Classifications Growing
* Mil/Aero vs. Industrial vs. Medical
* Automotive vs. Commercial vs. Modified HiRel s A

Same Process

* Substitute COTS in this diagram

« Now you have another degree of separation ‘4@
» Failure modes not fully understood -
* Unlikely to have historical data

Historical Data
Same Part Type, #

 Similarity data no applicable due to fab, T
. Technology Trends
process, or design rules Shiptinditot

Expert Opinion

» Cost of testing usually too high

Ray Ladbury, NSREC2017 SC,
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20170006865.pdf

www.nasa.gov NASA GODDARD SPACE FLIGHT CENTER



https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20170006865.pdf

Structure of constraining data

 Radiation tests are destructive
* Never done on the parts that will fly

« As you move away from the flight lot, you get e
more and more variability Simiar Desgn es

 Less traceability, application similarity means
less useful results

(fonc
g

Historical Data
Same Part Type, #

Without traceability you may inadvertently be By S
relevant aata l I
depending on non-representative data. .

Part Generation
Expert Opinion

Ray Ladbury, NSREC2017 SC,
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20170006865.pdf
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https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20170006865.pdf

» Heritage Parts

 Profiles of mission life, objective, and cost are
evolving

« Similarity and heritage data requirements widenir

* One environment not equaling another in terms ¢
radiation drivers or contributors

« Always in a dynamic environment

 Translation of system requirements to radiation
requirements not always straightforward

» Determining appropriate mitigation level
(operational, system, circuit/software, device,

material, etc.
’ ) Unknown radiation risks are likely.

www.nasa.gov NASA GODDARD SPACE FLIGHT CENTER

Structure of constraining data

Similar Parts
Same Fabrication Facility
Same Process
Similar Design Rules

(fonc
g

Historical Data
Same Part Type, #

All relevant data (ARD)
Physics
Technology Trends
Part Generation
Expert Opinion

Ray Ladbury, NSREC2017 SC,
https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20170006865.pdf
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#SEECA Definitions

R b T

 Single Event Effect Criticality Analysis — Documentation and
identification of the disruptive error propagation within a system
caused by single event effects. Equivalent to failure modes and
effects criticality analysis with a focus on single events.

* Function — Electrical properties and capability goal across parts and
subsystems.

« Example: Science Data Downlink
* Instrument -> Command and Data Handling -> Radios
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* Hazard driven by environment conditions and device mechanisms

* Function is implemented or required of the system — informs criticality

* Criticality determines the disruptive impact of SEE signature to the function

* Realization determines architecture adaptations needed to meet functional need

Examples

Q
of each: O
o)
&
0

£
S >
o O
> N
T @

Adapted from SEE/MAPLD 2020: Guidance for Implementation of a SEECA
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* Error-Functional

* Error-Vulnerable

Error-Critical

* High number of SEE signature
allowable

* Design may inherently be
indifferent to SEE signature
with mitigation in place or
robust design practices

* Nuisance or manageable
function impacts (e.g. filtered
transients, error detection and
correction on memories)
beyond part responses

 No action needed

www.nasa.gov

Low number of SEE signature
tolerable

Design may require function for
small window of availability or
spend very little time in the
susceptible state

Mitigation needed in order to
be reclassified as error-
functional (e.g. SEFI of Flash,
Multi-bit upsets)

Ground or autonomous
operations must be anticipated

NASA GODDARD SPACE FLIGHT CENTER

SEE signature not allowable

Disruption of function identified
as single point of failure or design
cannot continue to perform after
SEE

Mitigation needed in order to be
reclassified as error-vulnerable
(e.g. destructive SEL, many error
accumulation, boot image
corrupted due to error
accumulation, SEFI that requires
ground intervention or box level
reset waiting on ground)

Anomaly review needed or loss of
mission

17



Decision tree for SE

= 4

Hardness Assurance Functional Analysis

a B A
Systemimpacts =

smm I NO
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« The Department of Defense defines a model
as “A physical, mathematical, or otherwise
logical representation of a system,
entity, phenomenon, or process”.

Modeling and Simulation Coordination Office, Ed., Modeling and Simulation (M&S) Glossary. 1901 N. Beauregard St., Suite
500 Alexandria, VA 22311: Department of Defense, Oct. 2011.
https://www.msco.mil/MSReferences/Glossary/TermsDefinitionsl-M.aspx

« We are used to working with
mathematical representations of systems,
entities, phenomenon, or processes

* Model-Based Mission Assurance (MBMA)
Is adding logical representations of our
systems and processes to enhance and M. Baiai, B. Cole, and D. Zwemer, Archiecture to geometry

improve Radiation Hardness Assurance (RHA)  Seice 2016 e s Govermentnas a oyany-es fesnee o

exercise all rights for Governmental purposes.
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* Verify Requirements with SEE
Test Data

« Standard requirement verified
through heavy-ion testing

www.nasa.gov

Assumption

Goal

The flight lot is
adequately characterized
so that the test results
are representative of the
behavior of the flight
part.

Assumption

Testing is performed <-

using power transistor in
mission bias and usage
conditions.

Power transistor will
survive the mission
environment.

==Requirement=> e

Ref - SEB Requirement

'

Strategy

Perform heavy-ion
testing to show
performance in
application environment.

Id :RAD1

Text:

All power transistors
shall have a SEB
threshold LET > 37 MeV-
cm?/mg when biased at
133% of the application
Vds or Vce.

v

<<Reguirement== e

Ref - SEB Test Requirement

Id :RAD2

Text:

Heavy ion testing
shall be performed to at
least an LET of 37 MeV-
cm?img

Goal

<<Requirements> e

Ref - Parametric Requirement

NASA GODDARD SPACE FLIGHT CENTER

No SEB is seen at LET >
37 MeV-cm?/mg on power
transistor when biased at

l

Id :RAD3

Text:

The operating
voltage for the part shall
be 600V or greater

Solution

Test results from TAMU
show SEB threshold at
LET > 37 MeV-cmZ/mg at
800 V.




* Verify Requirements with SEE
Test Data

« Standard requirement verified
through heavy-ion testing

« Assumptions explicitly stated

www.nasa.gov

Assumption

Goal

The flight lot is
adequately characterized
so that the test results
are representative of the
behavior of the flight
part.

Power transistor will
survive the mission
environment.

==Requirement=> e

Ref - SEB Requirement

'

Id :RAD1

Text:

All power transistors
shall have a SEB
threshold LET > 37 MeV-
cm?/mg when biased at
133% of the application
Vds or Vce.

o
Strategy
i Perform heavy-ion
Assumption testing to show
erformance in
Testing is performed P L .
. i . application environment.
using power transistor in
mission bias and usage
conditions.
o

<<Reguirement== e

Ref - SEB Test Requirement

Id :RAD2

Text:

Heavy ion testing
shall be performed to at
least an LET of 37 MeV-
cm?img

Goal

<<Requirement==>

Ref - Parametric Requirement

(&3
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No SEB is seen at LET >
37 MeV-cm?/mg on power
transistor when biased at

l

Id :RAD3

Text:

The operating
voltage for the part shall
be 600V or greater

Solution

Test results from TAMU
show SEB threshold at
LET > 37 MeV-cmZ/mg at
800 V.




* Verify Requirements with SEE
Test Data

« Standard requirement verified
through heavy-ion testing

« Assumptions explicitly stated

* Verification of requirement is
backed by the graphical argument
AND the test data

www.nasa.gov

= i
Assumption Goal
The flight lot is Power transistor will
adequately characterized | 17~ survive the mission
so that the test results environment.
are representative of the
behavior of the flight
part.
=3

Assumption

Testing is performed
using power transistor in
mission bias and usage
conditions.

==Requirement=> e

Ref - SEB Requirement

Strategy

Perform heavy-ion
testing to show
performance in
application environment.

Id :RAD1

Text:

All power transistors
shall have a SEB
threshold LET > 37 MeV-
cm?/mg when biased at
133% of the application
Vds or Vce.

v

<<Reguirement== e

Ref - SEB Test Requirement

Id :RAD2

Text:

Heavy ion testing
shall be performed to at
least an LET of 37 MeV-
cm?img

Goal

<<Requirement==>

(&3

Ref - Parametric Requirement
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Mo SEB is seen at LET > P

37 MeV-cm?/mg on power
transistor when biased at

¢

Id :RAD3

Text:

The operating
voltage for the part shall
be 600V or greater

Solution

Test results from TAMU
show SEB threshold at
LET > 37 MeV-cmZ/mg at
800 V.
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‘ocess v2

Context

* Prioritization of SEE Testing for

* RHA Plan

| | | ] | |
Maximum Risk Reduction i B A Ee———
Text: < Vizstvaiasie Class C mission will Niestvalid

 The SEECA process can be documented - o i -

and supplemented using MBMA e

» Graphical argument links together steps pssmen .

Id :Reliability 1 Goal Id :Availability 1

== Text:

| - Error modes are Relies On and Trs %= | Perform SEECA to
a n Og I C independent address which effects o
dominate the
reliability/availability . Goal
Use function
5 * categorization, available
o test data, and fault
Goal propagation to determine
Determine SEECA <— S severity and likelihood of
Determine SEE Hazard radiation-induced risks.

category for function

v v v

o o o
Solution Solution Solution
Determination of Critical, + SEE Test Data (if List of risks (probability X
Vuinerable, or Functional available) consequence).
* Fault propagation
models
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* Prioritization of SEE Testing for
Maximum Risk Reduction

 The SEECA process can be documented
and supplemented using MBMA

« Graphical argument links together steps
and logic

» Functional decomposition can be used to
determine SEECA categories

Upsets in SRAM

icate with SRAM

i

F&: ReadWrite to SRAM

F2: Commun

REM_Power_Simple(®
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* Prioritization of SEE Testing for
Maximum Risk Reduction

« The SEECA process can be
documented and

together steps and logic

* Functional decomposition
can be used to determine
SEECA categories

 Fault propagation models can be used to
determine consequence of SEE hazard

supplemented using
MBMA ) o i e
» Graphical argument links [ ||
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* Thank you for your time

« Special thanks to the REAG group at GSFC for slides, graphics,
and support
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A cronyms and v |

= ‘4 i

* ConOps: Concept of Operations
« COTS: Commercial Off The Shelf
 Hi-Rel: High Reliability

« LASCO: Large Angle and Spectrometric
COronagraph

« LET: Linear Energy Transfer
« MBMA: Model-Based Mission Assurance
« Mil/Aero: Military Aerospace

« MOSFET: Metal-on-Silicon Field Effect
Transistor

« RHA: Radiation Hardness Assurance
« SEB: Single-Event Burnout

SEE: Single Event Effects

SEECA: Single Event Effects Criticality
Assessment

SEFI: Single-Event Functional Interrupt
SEGR: Single-Event Gate Rupture

SEL: Single-Event Latch-up

SET: Single-Event Transient

SEU: Single-Event Upset

SOHO: Solar and Hemispheric Observatory
SPE: Solar Particle Event

SRAM: Static Random Access Memory
TAMU: Texas A&M University

NASA GODDARD SPACE FLIGHT CENTER
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